Controle de acesso baseado em funcao (RBAC)
Orbital da Cisco no XDR
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Introdugao[]

Esta pagina descreve as alteragdes que ocorrerao para usuarios/fungdes Orbital e XDR
existentes quando o mapeamento XDR das fungdes Orbital RBAC entrar em vigor em 13 de maio
de 2026.

Acesso e recursos orbitais do usuario antes da alteracao[]

Antes dessa atualizacio, as capacidades orbitais eram determinadas exclusivamente pelo status
de Administrador de um usuario, independente de sua fungdo XDR. O acesso a IU Orbital foi
concedido manualmente, quando um Administrador existente era necessario para configurar o
Nivel de Acesso do usuario para "Gravagao" na tabela Usuarios.



Resource

Query

Query

Query Catalog

Query Catalog

GQuery Catalog

Script

Script

Script

Script

Script Catalog

Script Catalog

Seript Catalog

Job Results

Webhooks

Webhooks

Webhooks

Platform

Faatures

Platform
Features

Devices

Users

Action

Run

Update/
Disable

Read

Update/

Run
Cisco
Catalog
Scripts

Run
Custom
Scripts

Rumn Crg

Catalog
Scripts

Update/

Disable

Read

Create

Update/

Delete

Read

Create

Update/
Dalete

Update

Read

Permissions

Permission to run osqueries
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Permission to add queries to an
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Permissien to update or delete a
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Permission to run scripts from the
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Permission to run scripts from the
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existing script jobs or disable
scheduled scripts,

Permission to view the script
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Permission to add scripts to an
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script from the org catalog

Permission to view job
[query/script] results

Permission to view the webhooks
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webhooks in an org

Permission to update or delete an
existing webhook

Permission to view an ofg
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Permissien to update platform
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Acesso e recursos orbitais do usuario apos a alteragao[]

Apods 13 de maio, as capacidades do usuario Orbital mudardo conforme a tabela abaixo,
dependendo de sua fungado XDR.

Também é importante observar que todos os usuarios XDR poderao acessar a interface Orbital,
independentemente de sua fungéao.



Resource  Action Permissions Administrate  Incident Security
r Responder  Analyst
Query Run Permission to run
asqueries
Query Update/Disable  Permission to update
(rename) existing query
|ebs or disable scheduled
querias.
Query Read Permission to view query
Catalog cataleg
Query Create Permission to add queries
Catalog to an org catalog
Query Update/Delete  Permission to update or
Catalog delete a query from the
org cataleg.
Seript Run Cisca Permission to run scripts
Catalog Seripts  from the talos provided
catalog
Seript Run Custam Permission to run
Seripis custom/ad-hoc scripts
(non-catalog)
Seript Run Org Parmission to run scripts
Cataleg Scripts  from the org catalog.
Script Update/Disable  Permission to update
(rename) existing script
jobs or disable scheduled
sCripts.
Seript Read Paermission to view the
Catalog script catalog
Seript Create Permissien to add scripts
Catalog to an Org catalog.
Seript Update/Delete  Permission to update or
Catalog delete a script from the
arg catalog
Job Read Paermission to view job
Results {gueryfscript) results
Wiabhooks Read Permission to view the
wiebhooks in an org
Webhooks  Create Permission to create new
wiebhooks in an arg
Webhooks  Update/Delete  Permission to update or
delete an existing
wibhook
Platform Read Permission to view an org
Features platform featuras like org
links.
Platfarm Update Permission to update
Features platform featiures like
enabling/disabling scripts
feature, authorizing cisco
XDR inteligence, creating
arganization links, etc
Devicas Read Permission to view org

Aculroo




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



