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Informacdes Relacionadas

Introducao

Este documento descreve o processo de integragcao do Secure Web Appliance (SWA) ao Security
Management Appliance (SMA).

Pré-requisitos
Requisitos
A Cisco recomenda o conhecimento destes topicos:

» Acesso a Interface Grafica do Usuario (GUI) do SWA.

» Acesso administrativo ao SWA.
* Acesso administrativo ao SMA.

Componentes Utilizados

Este documento nao se restringe a versdes de software e hardware especificas.



As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Antes de Comecar

1. Certifique-se de que o SMA e o SWA estejam licenciados.

2. Verifique a matriz de compatibilidade do SWA e do SMA, use este link: Matriz de
compatibilidade SWA-SMA-ESA.

% Note: Verifique se a versao que vocé planeja integrar nao foi desprovisionada.

Compatibility with Secure Web Appliance

Secure Web Appliance Secure Email and Web Manager

Select Version  any - Any v
Version Compatibility [ Show Deprovisioned Releases] [* Export to Excel
Secure Web Appliance
15.5.1- 15.5.0- 15.5.0- 15.5.0- 15.2.5- 15.2.4- 15.2.3- 15.2.3- 15.2.2- 15.2.2- 15.2.1- 15.2.0- 15.0.1- 15.0.0- 15.

002 (MD) 710(GD) 574 (GD) 566 (LD) 013 (MD) 022 (MD) 505 (HP) 007 (MD) 009 (MD) 009 (MD) 011(MD) 164(GD) 004 (MD) 612 (HP) 60!

4 ' v v v
' [Deprovisioned]* l v v
W v v e W
4 i v e e

Imagem - Versdes desprovisionadas

Etapas para integrar SWA ao SMA

Etapa 1.1. Na GUI, navegue até System
Administration (Administracdo do sistema) e escolha
Configuration File.

Etapa 1.2. Certifique-se de que Download file to local

_ computer to view or save esta selecionado.
Etapa 1. Exportar o arquivo de

configuracao do SWA Etapa 1.3. Escolha Criptografar senhas nos arquivos
de configuragéao.

Etapa 1.4. (Opcional) Escolha um nome para o
arquivo de configuragéo.

Etapa 1.5. Clique em Submit.



https://www.cisco.com/c/dam/en/us/td/docs/security/security_management/sma/sma_all/web-compatibility/index.html
https://www.cisco.com/c/dam/en/us/td/docs/security/security_management/sma/sma_all/web-compatibility/index.html

Configuration File

Current Configuration

Configuration File:
@  Download file to local computer to view or save

O savefi

o this applianc

Separate muitiple addresses with commas. Maximum allowed
characters 8192.

Password Display Options:

@  Encrypt passwords in the C Files

O Mask passphrases in the Configuration Files
Note: Files with masked passphrases cannot be loaded using Load Configuration.

) Use system-generated file name

O

©  Use user-defined file name: ~ [Source-SWA-Before-Migrate
Note: ".xmi" will be appended to the specified file-name
automatically.

Imagem - Exportando o arquivo de configuragao

Etapa 2. Criar o Gerenciador de
configuracdes

%‘ Note: Se o Configuration Manager ja
estiver configurado no SMA, va para
a Etapa 4.

Etapa 2.1. Na GUI do SMA, clique na guia Web.

Etapa 2.2. Em Utilities, selecione Configuration
Manager.

Etapa 2.3. Se o Gerenciador de configuragao ainda
nao estiver Inicializado, clique no link Inicializar do
Gerenciador de configuragédo desejado, caso
contrario, va para a Etapa 2.5.

‘Q Tip: A versao do Configuration Manager deve
se alinhar com os dois primeiros segmentos da
sua versao do SWA. Por exemplo, se a versao
do SWA for 15.5.0-710, vocé devera usar o
Configuration Manager 15.5.

Etapa 2.4. Selecione Usar configuragdes padrao e
clique em Inicializar.

Etapa 2.5. Clique em Importar configuragao para o
Gerenciador de configuracao desejado.

sl Secure
€ISCO  Email and Web Manager M10OV

Web Appliance Status
Security Services Display

M . Configuration Managers -
Lt Publish to Web Appliances.
Configuration Manage  Pubiish History

Assigned Web Appliances  Opti fons

Centralized Upgrade

15.5 (15.5.0)
155 1

ni v
Import Configuration

New
*This setting can be changed at Web > Utilties > Security Services Display. j

Imagem - Gerenciador de configuragdes

Security Appliances

Etapa 2.6. Na pagina Select Configuration Source,




escolha Web Configuration File.

Etapa 2.7. Selecione o arquivo de configuragao que
vocé exportou na Etapa 1.

Import Web Configuration for Configuration Manager 15.5

Imagem - Importar configuragao

Etapa 2.8. Clique em Importar.

Etapa 2.9. Confirme as alteragdes.

Etapa 3.1. Na GUI do SMA, clique na guia Web.

Etapa 3.2. Em Utilities, selecione Security Services
Display.

Etapa 3.3. Certifique-se de que os recursos
desejados estejam configurados corretamente, vocé
pode ativar ou desativar os recursos em Editar
configuracdes de exibi¢ao.

Etapa 3.4. Se vocé fez alguma alteracao, Enviar e

e ) _ |Confirmar.
Etapa 3. Defini¢des do Configuration

Manager Security Services Display

Configuration Manager Settings for Display of Security Services

Managers
Features 15.0 (disabled) 15.2 (disabled)
Transparent mode

Range Request Forwarding
FTP Proxy

HTTPS Proxy

SOCKS Proxy

Upstream Proxy Groups

aaaaaaa ble Use Controls

es
& ent N
G < Yes
2 No
No
Identity Provider for Saas \ No J
Edit Display Settings... 18

Imagem - Exibigéo de servigos de seguranca

Etapa 4.1. Na GUI do SMA, clique na guia
Management Appliance.

Etapa 4. Adicionar aplicativo da Web
Etapa 4.2. Em Servigos centralizados selecione

Security Appliances.




Etapa 4.3. Clique em Add Web Appliance

atlialis Secure
CISCO  Email and Web Manager M100V

Centralized Services Network System Administration

System Status
[ Security Appliances
Email
Spam Quarantine
Policy, Virus and Outbreak Quarantines
Centralized Reporting Irantine: | The feature key for this feature has expired or is unavailable,
Centralized Message Tracking ‘antines: | Service disabled

web Migration canfiguration need to be completed before enabling Centralized Quarantines service from
Centralized Configuration Manager SR

s T T parting: | The feature key for ths feature has expired of )

Centralized Upgrade Manager racking: | The feature key for this feature has expired or is unavailable.

Centralized Web Reporting: | Enabled, using 0 licenses

| Centralized Web Configuration Manager: | Enabled, using 0 licenses

Centralized Upgrades for Web: | Service disabled

Security Appliances
Email

Imagem - Adicionar aplicativo da Web

Etapa 4.4. Insira o nome do dispositivo e 0 endereco
IP ou nome de host.

Etapa 4.5. Clique em Establish Connection.

Etapa 4.6.Insira o nome de usuario e a senha e clique
em Establish Connection.

Etapa 4.7. Atribuir o Gerenciador de configuragodes.

Add Web Appliance

Imagem - Adicionando o SWA

Etapa 4.8. Enviar e confirmar as alteragoes.

Etapa 5. Validar a Integragao

Etapa 5.1. Na GUI do SMA, clique na guia Web.

Etapa 5.2. Em Utilities, selecione Web Appliance
Status.

Etapa 5.3. Se vocé vir uma mensagem de
Adverténcia, Atencao Requerida. Clique no nome do
equipamento para obter detalhes, clique no nome do
SWA e exiba os detalhes.




Web Appliance Status

[ 4\ pttention Required. Click on the appliance name for details. ] Total Web Appliances: 1

Web Appliances

Last Published Configuration Security Services
Appliance Name 1P Address or Hostname | AsyncOS Version | User Job Name Configuration | Enabled | Disabled
A SWA SMA Integration | 10.48.48.181 15.5.0-710 admin | admin.10_Mar_2026.09:37 155 12 11

Imagem - Status do equipamento para Web

9 Tip: Para obter uma visao da solugao de
problemas, consulte a secao Correcao de erros
neste artigo.

Corrigindo erros

"The Centralized Services is Disabled" (Os servigos centralizados estao

desativados)

Enquanto vocé tenta selecionar um servigo centralizado, se a caixa de selecao estiver inativa,
clique no ponto de interrogacgao (?) e o guia o guiara pelo caminho para ativar esse servico.

Add Web Appliance

Web Appliance Settings

Appliance Name:
IP Address or Hostname:

Web Appliance Centralized Services:

Assign Configuration Manager: (?

|SWA SMA Integration

I 10.48.48.1

Centralized Configuration Manager
Centralized Reporting

Centralized Upgrades: service disabled "__P'

Connection Status:

Not established.
Establish an S5H connection for Centralized WY services -> centralized upgrade Manager .

Establish Connection... Test Connection

Upgrade Enable

To enable the services navigate to centralized

More assignment options may be enabled once an SSH connection is established.

® Not Assigned

Imagem - Os servigos centralizados estdo desativados

"Authentication Failed for IP" (Falha na autenticacéo para IP)

Enquanto estiver integrando o SWA ao SMA, se receber esse erro, verifique se o endereco IP ou
o nome do host e as credenciais estao corretos.




Add Web Appliance

Error — Authentication Failed for IP: 10.48.48.181. ]

Web Appliance Settings

Appliance Name: | [Swa SMA Integration

[ IP Address or Hostname: 110_4&43.131 ]

Web Appliance Centralized Services:

Centralized Configuration Manager

Centralized Reporting
Centralized Upgrades: service disabled (7)

Connection Status: | Not established.

Establish an SSH connection for Centralized Web Services.

[ | Establish Connection... ]] Test Connection

Assign Configuration Manager: '?'

More assignment options may be enabled once an 55H connection is established.
®) pot Assigned

15.5

[Cance |

Imagem - Falha na autenticacao

"O Cisco Centralized Web Reporting esta desabilitado no SWA"

Se o0 SMA estiver configurado com o Relatério da Web centralizado e vocé atribuir esse recurso

ao SWA ao integrar o SWA ao SMA na "Etapa 4", sera necessario habilitar o Relatério da Web
centralizado da Cisco:



Security Services

M\ One or more of the services on the Web Appliance does not match the corresponding Security Service Display setting on the Management Appliance.
Services Feature Keys
[rm Is Service Displayed
Description Web Appliance Service on Management Appliance? Status | Time Remaining = Expiration Date
Cisco Web Proxy & DVS(TM) Engine nabled Yes Active | Perpetual N/A
Cisco L4 Traffic Monitor Enabled N/A Active | Perpetual NJA
Proxy Mode Transparent Yes (Bypass Proxy)
Range Reguest Forwarding Disabled No
FTP Proxy Disabled Mo
Cisco HTTPS Proxy Disabled No Active | Perpetual N/A
SOCKS Proxy Disabled No
Upstream Proxy Groups Configured No (Routing Policies)
AnyConnect Secure Mobility Disabled No Active | Perpetual N/A
Cisco URL Filtering M/A N/A N/A N/A N/A
Cisco Web Usage Controls Enabled Yes Active | Perpetual N/A
Application Visibility and Control Enabled Yes
Application Discovery and Control Disabled MNo
[ Cisco Centralized Web Reporting Disabled Yes I
Cisco Web Reputation Filters Enabled Yes Active | Perpetual MNSA
Adaptive Scanning Enabled Yes
Advanced Malware Protection (File Reputation) Enabled Yes Active | Perpetual N/A
File Analysis Enabled Yes Active | Perpetual N/A
Webroot Anti-Malware Enabled Yes Active | Perpetual N/A
McAfee Anti-Malware N/A No NfA NfA N/A
Sophos Anti-Malware Enabled Yes Active | Perpetual N/
End-User Acknowledgement Disabled No
Cisco Data Security Filters Enabled Yes
External DLP Servers Not Configured No
Credential Encryption Disabled Mo
Identity Provider for SaaS Not Configured No

Imagem - Relatérios da Web centralizados desativados no SWA

Para corrigir o problema, conecte-se ao SWA a partir do CLI, digite reportingconfig e selecione
CENTRALIZED, siga o assistente para habilitar o Relatério centralizado e confirme as alteragdes.

SWA_CLI> reportingconfig

Choose the operation you want to perform:

COUNTERS - Limit counters recorded by the reporting system.

WEBTRACKINGQUERYTIMEOUT - Timeout value for Webtracking Queries.

AVERAGEOBJECTSIZE - Average HTTP Object Size used for Bandwidth Savings Calculation.
WEBEVENTBUCKETING - Enable or Disable web transaction event bucketing.

CTROBSERVABLE - Enable or Disable CTR observable based indexing.

CENTRALIZED - Enable/Disable Centralized Reporting for this Secure Web Appliance.
[J> CENTRALIZED

Reporting service status: Local Reporting enabled. (Show usernames in reports.)
Do you want to enable Centralized Reporting for this appliance? [N]> Y
Do you want to anonymize usernames in reports? [N]> N

Reporting service status: Centralized Reporting enabled. (Show usernames in reports.)



Choose the operation you want to perform:

COUNTERS - Limit counters recorded by the reporting system.

WEBTRACKINGQUERYTIMEOUT - Timeout value for Webtracking Queries.

AVERAGEOBJECTSIZE - Average HTTP Object Size used for Bandwidth Savings Calculation.
WEBEVENTBUCKETING - Enable or Disable web transaction event bucketing.

CTROBSERVABLE - Enable or Disable CTR observable based indexing.

CENTRALIZED - Enable/Disable Centralized Reporting for this Secure Web Appliance.

[1>

SWA_CLI> commit

"A lista de categorias de URL neste WSA era anterior a lista publicada no SMA"

Se, enquanto vocé estiver publicando a configuragédo para o SWA e receber o erro, indicar que a
lista de categorias de URL no SWA e no SMA nao é a mesma, verifique se ambos os dispositivos
podem se conectar ao Cisco Update Server e se ndo ha erros nos "updater_logs":

Publish in Progress: admin.10_Mar_2026.13:19

Warning — Configuration Publish job admin.10_Mar_2026.13:19 has completed. The configuration was not
successfully published to at least one of the destination web appliances.

Job admin.10_Mar_2026.13:19 Started at 10 Mar 2026 13:19 (GMT)

Web Appliances Progress Status
. Failure: The list of URL categories on this WSA was older than the list
SWA SMA Integration | GG P TNt
Final status of this job will be reported on the Publish History page.

Imagem - A lista de categorias de URL n&o corresponde

Para forcar o SWA ou o SMA a baixar a atualizagéo, na CLI, digite updatenow.

Para exibir o SMA ou o0 SMA, os logs relacionados a atualizagao, no CLI digite grep e escolha o
numero associado a updater_logs e siga o assistente

p Tip: para exibir os logs dinamicos, digite "Y" na resposta a Deseja encerrar os logs? [N]>.

"A chave do host parece ter sido alterada"

Se, enquanto vocé estiver integrando o SWA ao SMA e receber o erro de que a chave de host foi
alterada, isso ocorre porque o SMA armazenou uma chave de host diferente para o mesmo
endereco IP em seu armazenamento de chaves.



Edit Web Appliance: Source SWA

Error — The host key for 10.48.48.181 appears to have changed.

+ It is possible that someone is trying to hijack the encrypted connection to the remote host

Please use the logconfig->hostkeyconfig command to verify (and possibly update) the SS|

host key for 10.48.48.181.

Web Appliance Settings

Appliance Name: [Source SWA

Web Appliance Centralized Services:

IP Address or Hostname: |10,48.48.181

Centralized Reporting

Establish Connection...

Centralized Configuration Manager

Centralized Upgrades: service disabled (7

Connection Status: | File transfer credentials have been established.

Establish an 55H connection for Centralized Web Services.

Test Connection

Assign Configuration Manager: (2

15.5

® Not Assigned

More assignment options may be enabled once an SSH connection is established.

Imagem - A chave do host parece ter sido alterada

Para corrigir esse erro, faga login na CLI do SMA, execute logconfig e digite HOSTKEYCONFIG.
Digite DELETE e pressione Enter. Em seguida, selecione o numero associado ao SWA e

pressione Enter até que o assistente seja concluido.

Confirme as alteracoes:

SMA_CLI> Togconfig

Currently configured Togs:
Log Name Log Type

Retrieval

Interval

1. aggregatord_logs Aggregatord Logs
2. authentication Authentication Logs

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- DELETELOGFILE - Delete log files

- SETUP - General settings.

- LOGHEADERS - Configure headers to Tog.

- HOSTKEYCONFIG - Configure SSH host keys.
[I> HOSTKEYCONFIG

Currently installed host keys:

Manual Download
Manual Download

1. 10.48.48.182 ssh-rsa AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA. . .ZhW4gEXWE=
2. 10.48.48.181 ssh-rsa BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBb. . .4p74b9Q9k=

Choose the operation you want to perform:
- NEW - Add a new key.



- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

- REGENERATESCPKEYS - Regenerate SSH Keys for SCP Log Subscription Retrieval.
[1> DELETE

Enter the number of the key you wish to delete.
[1> 2

Currently installed host keys:
1. 10.62.131.143 ssh-rsa AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA. . .ZhW4gEXWE=

SMA_CLI> commit

Informacgdes Relacionadas

» Manual do usuario do AsyncOS 15.2 para Cisco Secure Web Appliance
» Instale o Secure Web Appliance no Vmware ESXi
» Instale o Secure Web Appliance no Microsoft Hyper-V

» Configuracao inicial do Secure Web Appliance

» Guia de instalacdo do Cisco Secure Email and Web Virtual Appliance
» Configurar categorias de URL personalizadas no Secure Web Appliance - Cisco

» Use as praticas recomendadas de dispositivos da Web sequros

» Configurar firewall para dispositivo sequro da Web

» Configurar certificado de descriptografia no aplicativo da Web sequro

» Solucionar problemas do servico DNS do Secure Web Appliance



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/pt_br/support/docs/servers-unified-computing/vmware-esxi-cisco-ucs/222580-install-secure-web-appliance-on-vmware-e.html
https://www.cisco.com/c/pt_br/support/docs/switches/vsg-microsoft-hyper-v/222581-install-secure-web-appliance-on-microsof.html
https://www.cisco.com/c/pt_br/support/docs/security/web-security-appliance-s690x/222554-configure-secure-web-appliance-initial-s.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-web-appliance-virtual/220558-troubleshoot-secure-web-appliance-dns-se.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



