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| ntr oduction

Este documento descreve como solicitar, instalar, confiar e renovar determinados tipos de certificados no
software Cisco ASA gerenciado com CLI.

Prerequisites
Requirements

» Verifique se 0 Adaptive Security Appliance (ASA) tem a hora, a data e o fuso horério corretos. Com a
autenticacdo de certificado, é recomendavel usar um Network Time Protocol (NTP) para sincronizar a
horano ASA. Consulte Informacdes Relacionadas para referéncia.

» Parasolicitar um certificado que use a CSR (Certificate Signing Request, Solicitacéo de assinatura de
certificado), ele requer acesso auma CA (Certificate Authority, Autoridade de certificagao) de
terceiros ou interna confiavel. Exemplos de fornecedores de CA de terceiros incluem, entre outros,
Entrust, Geotrust, GoDaddy, Thawte e VeriSign.

Componentes Utilizados

As informacdes neste documento sdo baseadas nestas versdes de software e hardware:

« ASAv9.18.1
» Paraacriacdo de PKCS12, o OpenSSL é usado.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. Se arede estiver ativa,
certifigue-se de que vocé entenda o impacto potencial de qualquer comando.



| nfor macoes de Apoio

Ostipos de certificados que este documento aborda s&o certificados autoassinados, certificados assinados
por uma autoridade de certificagdo de terceiros ou CA interna, no software Cisco Adaptive Security
Appliance gerenciado com ainterface de linha de comando (CLI).

| nstalacao do certificado

I nscricéo de certificado autoassinado
1. (Opcional) Crie um par de chaves nomeado com tamanho de chave especifico.

Nota: Por padréo, é usada a chave RSA com o nome Default-RSA-Key e o0 tamanho 2048; no
entanto, € recomendével usar um nome exclusivo para cada certificado para que ele ndo use o
mesmo par de chaves privadas/publicas.

<#root>

ASAv (config)#

crypto key generate rsa | abel
SELF-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

O par de chaves gerado pode ser visto com 0 comando show crypto key mypubkey rsa.

<#root>

ASAv#

show crypto key nypubkey rsa

(...)
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 22864886 f70d0101 01050003 82010T00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3bdas



af020301 0001

. Crie um ponto de confianga com um nome especifico. Configure o tipo de inscricéo self.
<#root>

ASAv (config)#
crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#

enrol | nent self

. Configure o FQDN (Fully Qualified Domain Name, Nome de dominio totalmente qualificado) e o
Nome do assunto.

Cuidado: o parametro FQDN deve corresponder ao FQDN ou ao enderego I P dainterface ASA
paraaqual o certificado é usado. Esse parametro define o SAN (Nome Alternativo da Entidade)
do certificado.

<#root>
ASAv (config-ca-trustpoint)#
fqdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - nanme

CN=

asavpn.example.com,0=Example Inc,C=US,St=California,L=San Jose

. (Opcional) Configure o nome do par de chaves criado na Etapa 1. N&o é necessério se o par de chaves
padréo for usado.
<#root>

ASAv (config-ca-trustpoint)#
keypai r

SELF-SIGNED-KEYPAIR
ASAv (config-ca-trustpoint)# exit

. Registre o ponto confiavel e gere o certificado.
<#root>

ASAv (config)#
crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be



used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]:
yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no
Generate Self-Signed Certificate? [yes/no]:
yes

ASAv (config)#

exit

6. Depois de concluido, o novo certificado autoassinado pode ser visto com o comando show crypto ca
certificates

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

Inscricao por solicitacao de assinatura de certificado (CSR)
1. (Opcional) Crie um par de chaves nomeado com tamanho de chave especifico.

Nota: Por padréo, é usada a chave RSA com o nome Default-RSA-Key e o0 tamanho 2048; no
entanto, € recomendével usar um nome exclusivo para cada certificado para que ele ndo use o
mesmo par de chaves privadas/publicas.



<#root>

ASAv (config)#

crypto key generate rsa | abel
CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

O par de chaves gerado pode ser visto com 0 comando show crypto key mypubkey rsa.

<#root>

ASAv#

show crypto key nypubkey rsa

(...)
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size
(bits): 2048

Storage: config
Key Data:

30820122 300d0609 22864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3bdas
af020301 0001

2. Crie um ponto de confianga com um nome especifico. Configure o terminal do tipo de registro.

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv(config-ca-trustpoint)# enrollment terminal

3. Configure o nome de dominio totalmente qualificado e 0 nome do assunto. Os parémetros FQDN e
CN do assunto devem corresponder ao FQDN ou ao endereco | P do servico parao qual o certificado é
usado.

ASAv (config-ca-trustpoint)# fqdn asavpn.example.com
ASAv(config-ca-trustpoint)# subject-name CN=asavpn.example.com,0=Example Inc,C=US,St=California,l=

4. (Opcional) Configure o nome do par de chaves criado na etapa 1.

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR



5. (Opcional) Configure o método de verificagdo de revogagdo de certificados - com aListade
Revogacdo de Certificados (CRL) ou com o Protocol o de Status de Certificados Online (OCSP). Por
padrdo, a verificacdo de revogacdo de certificado esta desabilitada.

ASAv (config-ca-trustpoint)# revocation-check ocsp

6. (Opcional) Autentique o ponto confiavel einstale o certificado CA que assinard o certificado de
identidade como confiavel. Se ndo estiver instalado nesta etapa, o certificado CA podera ser instalado
posteriormente junto com o certificado de identidade.

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv (config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSQAWIBAQIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGA1UE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMAoGA1UECXMDbGFiMRcwFQYDVQQDEwWS j
YS51eGFtcGx1LmNvbTAeFw@XNTAyMDYXNDEwMDBaFw@zMDAYMDYXNDEwMDBaMEUXx
CzAJBgNVBAYTA1BMMQ8wDQYDVQQKEwZ3dy12cG4xDDAKBgNVBASTA2xhY jEXMBUG
A1UEAXMOY2EuZXhhbXBsZS5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWgQEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZLYM19IbSFHWa6
gTeBnHqToLRNQoB51Q1xEA45ArL2G98aew8BMDA8GXkxWayforwLA3UOWZVTZsVN
4noWaXH1boGGD7+5vk@es JfL2B7pEhGodLh7Gki1T4KoqL/1DMILqkz0ctZkCT7f
SkXvFik1Z1cZEGn6b2umnIqaVZ81ewIuTHOX481s3uxTPH8+B5QGA+d1wa0sbCWk
0K5sEPpHZ3IQuVxGiirp/zmomzx14G/tel6eyMOpjpnVtDYjQIHNKQAQT5LKWRSX
0j9xKnYCbPfg3p2FdH7wJh11K3prAgMBAAGjUDBOMAWGA1UdEWQFMAMBAT8WHQYD
VROOBBYEFE55kZsbradb9tLFV52U47em9uXaMB8GA1UdIwQYMBaAFE55kZsbradb
9tLFV52U47em9uXaMA@GCSqGSIb3DQEBCWUAA4IBAQAT sX1FwK3jINBwOsYh5mgT
cGgeyDMRhs3Rs /wD25M2wkAF4AYZHgN9gK9VCK+ModKMQZy4X/uhj65NDU7oF f6 f
z9kqaRijsx153jV/YLk8E9oAIatnA/fQfX6V+h74yqucfF1js3d1FjyV14o0dRPwM
@jRyjalH56BFlackNc7KRddtVxYB9sfEbFhN8od1BvnUedxGAJFHgxEQKmBE+h4w
gW8YnHOVM@8svyTXSL1JfRUCAMAY+1G@gqhU1S1kFBtLRt6Z2uCot@@NOMHIOhN5
dcVcov0i/PAxnrAlJ+Ng2jrWFN3MXWZ04S3CHYMGkWqHkaHCh1qDOx9badgfsyzz
————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e@c5f b30b4ad2

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.
% Certificate successfully imported
7. Inscreva o certificado e gere um CSR que possa ser copiado e enviado a uma CA para assinatura. O

CSR inclui achave publicado par de chaves usado pelo ponto confidvel. O certificado assinado sO
pode ser usado por dispositivos que tenham esse par de chaves.

Observacdo: a CA pode aterar os parametros FQDN e Nome da Entidade definidos no ponto



de confianga ao assinar 0 CSR e criar o certificado de identidade assinado.

ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,0=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]l: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

————— BEGIN CERTIFICATE REQUEST-----
MIIDHzCCAgcCAQAwgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
A1UECgwLRXhhbXBsZSBJbmMxCzAJBgNVBAYTALVTMRMwEQYDVQQIDApDYWXxpZm9y
bm1hMREwDwYDVQQHDAhTYW4gSm9zZTEhMB8GCSqGSIb3DQEJAgwSYXNhdnBulLmv4
YW1wbGUuY29tMIIBIjANBgkghkiGOw@BAQEFAAOCAQSAMIIBCgKCAQEAScVZVrl]j
Me8Mz4T3vgT1Z8DAARQavs/TBdYiqGdjyiV/3K92IIT/@r8cuAUe5rR4sjTvaXYC
SycSbwKc4kZbr3x120ss8Itd5g4kBdrUSCprl1+VMiTphQgBTAqQRPkOVFX4rC8k/T
@PFDE+2gjT1wMn9reb92jYrolGKAMWZdCzqowLPjEj5cCwu8Pv5h4hqTpudms+v4
g3R100Dmeyv4uEMYLS/noPxZXZ8YiQMiG2EP2Bg@KOT3Fzx@mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8qlEg5J/pH130J1it0UJEyI1FoVHqv3jL7zfA9ilInu
NaHkir@62VQNXwIDAQABOE4wDwY JKoZIhvcNAQKHMQITADA7BgkghkiGOw@BCQ4x
LjAsMAsGA1UdDwQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
Yh@BEOvWyoo9FaL fHKVDLVFXh@vn50sXBmPLuVps6Ta4sBRUNicRoAmMmA@pDWLIz
Duu8BQnBGUN@8T/H3ydjaNoPJ/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvUAi9DsiuvufMb4wdngQS0Oel/B9Zgp/BfGM1
10ApgejACoJAGMYyrn9Tj6Z/6/1bpKBKpT4VESUXd]j7WLAjw5JF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

. Importe o certificado de identidade. Depois que o CSR for assinado, um certificado de identidade sera
fornecido.

ASAv (config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.

End with the word "quit" on a line by itself

————— BEGIN CERTIFICATE-----
MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE



BhMCUEwxDzANBgNVBAoTBNnd3LXZwbjEMMAoGA1UECXMDbGFiMRcwFQYDVQQDEWS j
(...)
kzAihRuFgmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV0916iSF/ULG1zXMSOUX6EN
d/LHXwrcTpclzU+7gx3TpVDZbJ1lwwF+BWTB1xgM@BosJx65u/n75KnbBhGUE755V
HX2eRzuhnnSVExCoeyed7DLiezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

. Verifique a cadeia de certificados. Depois de concluido, o novo certificado de identidade e o
certificado CA podem ser vistos com 0 comando show crypto ca certificates

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: @ccfd@63f876f7e9
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED



Inscricéo PKCS12

Inscreva-se no arquivo PKCS12 que contém o par de chaves, o certificado de identidade e, opcionalmente, a
cadeia de certificados CA recebidos de sua CA.

1. Crie um ponto de confianga com um nome especifico.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv (config-ca-trustpoint)# exit

Nota: O par de chaves importado € nomeado apds 0 nome do ponto confiavel.

2. (Opcional) Configure o método de verificacdo de revogacao de certificados - com a Listade
Revogacdo de Certificados (CRL) ou com o Protocol o de Status de Certificados Online (OCSP). Por
padréo, a verificacdo de revogacdo de certificado esta desabilitada.

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. Importe o certificado de um arquivo PKCS12.

Nota: O arquivo PKCS12 precisa ser codificado na base64. Se os caracteres imprimiveis forem
vistos quando o arquivo for aberto no editor de texto, ele sera codificado na base64. Para
converter um arquivo binério para aforma codificada na base64, openss pode ser usado.

openssl enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ@Egg2ZMIINITCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QY JKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQMwWDgQIiK@c
wqE3Tm@CAggAgIIH@ONjxmJBuoPRUY11VxTiawHzsL8kI10310j7tcWmECBwzsKKq
(...)

PXowMwY JKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAG@ACABSAGUA
LgBjAG8AbTAtMCEwWCQYFKw4DAhoFAAQUPXZZtBeqlh98wQljHW7J/hqoKcwECD@5
dnxCNJx6

quit

Trustpoint CA certificate accepted.

WARNING: CA cexrtificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

4. Verifique os certificados instalados.

ASAv# show crypto ca certificates TP-PKCS12



Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd@
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
CN=asavpnpkcsl2chain.example.com
O=Example Inc

L=San Jose

ST=California

C=US

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: @ccfd@63f876f7e9
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

No exemplo anterior, 0 PKCS12 continha a identidade e o certificado CA - as duas entradas -
Certificate e CA Certificate. Caso contrario, somente o Certificado estara presente.

. (Opcional) Autentique o ponto de confianca.

Se 0 PKCS12 néo contiver o certificado CA e o certificado CA tiver sido obtido separadamente no
formato PEM, ele podera ser instalado manual mente.

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself



MIIDXDCCAkSQAwWIBAQIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGA1UE
BhMCUEwxDzANBgNVBAoTBNnd3LXZwbjEMMAoGA1UECXMDbGFiMRcwFQYDVQQDEWS j
(...)
gW8YNHOVM@8svyTXSL1JfOUCAmAY+1G@gghUlS1kFBtLRt6Z2uCot@@NoMHI@hh5
dcVcov0i/PAXxnrAlJ+Ng2jrWFN3MXWZ04S3CHYMGkWgHkaHCh1qDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl165c 2673424c 6e7e@c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

Renovacao de certificado

Renovar certificado autoassinado

1. Verifique a data de expiragéo do certificado atual.
<#root>

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022

end date: 15:00:58 CEDT Jul 12 2032

Storage: config
Associated Trustpoints: SELF-SIGNED



2. Regenerar o certificado.

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]l: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

3. Verifique o novo certificado.
<#root>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022

end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

Renovar Certificado Registrado com CSR (Certificate Signing Request, Solicitacéo de
Assinatura de Certificado)

Nota: Se qualquer um dos novos elementos do certificado (subject/fqdn, keypair) precisar ser alterado



para o novo certificado, crie um novo certificado. Consulte a se¢éo Inscricdo usando CSR (Certificate
Signing Request, Solicitacgo de assinatura de certificado). O proximo procedimento apenas atualiza a
data de expiracdo do certificado.

1. Verifique a data de expiragéo do certificado atual.
<#root>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate

Subject Name:

Status: Pending terminal enrollment

Key Usage: General Purpose

Fingerprint: 790aa617 c30c6894 0bdc@327 0d60b032
Associated Trustpoint: CA-SIGNED

2. Registre o certificado. Gerar um CSR que possa ser copiado e enviado aum CA para assinatura. O
CSR inclui a chave publicado par de chaves usado pelo ponto confiavel - o certificado assinado s6
pode ser usado por dispositivos que tenham esse par de chaves.

Observacédo: a CA pode dterar os parametros FQDN e Nome da Entidade definidos no ponto
de confiangca ao assinar 0 CSR e criar o certificado de identidade assinado.

Nota: Para o mesmo ponto confidvel, sem nenhuma alteragdo na configuragéo de assunto/fgdn
e par de chaves, as inscricdes subsequentes geram 0 mesmo CSR que ainicial.

ASAv# conf t
ASAv (config)# crypto ca enroll CA-SIGNED



WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

% Start certificate enrollment ..

% The subject name in the certificate will be: CN=asavpn.example.com,0O=Example Inc,C=US,St=Califor
% The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]l: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

————— BEGIN CERTIFICATE REQUEST-----
MIIDHzCCAgcCAQAwgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
A1UECgwLRXhhbXBsZSBJbmMxCzAJBgNVBAYTA1VTMRMWEQYDVQQIDAPDYWXpZm9y
bm1hMREwDwYDVQQHDAhTYW4gSm9zZTEhMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmV4
YW1wbGUuUY29tMIIBIjANBgkqhkiGOw@BAQEFAAOCAQSAMIIBCgKCAQEASCcVZVrlj
Me8Mz4T3vgT1Z8DAARGavs/TBdYiqGdjyiV/3K92IIT/@r8cuAUe5rR4sjTvaXYC
SycSbwKc4kZbr3x120ss8I1td5g4kBdrUSCprl+VMiTphQgBTAQRPkOVFX4rC8k/T
@OPFDE+2gjT1wMn9reb92jYrolGK4AMWZdCzqowLPjE]j5cCwu8Pv5h4hqTpudms+v4
g3R100Dmeyv4uEMYLS/noPxZXZ8YiQMiG2EP2Bg@KOT3Fzx@mVuekonQtRhizZt+c
zyyfSRoqyBSakEZBwABod8qlEg5J/pH130J1it0UJEyI1FoVHqv3jL7zfA9ilInu
NaHkir@62VQNXwIDAQABOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGOw@BCQ4x
LjAsMAsSGA1UdDwQEAwWIFoDAdBgNVHREEF jAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
Yh@8EOvWyoo9FaL fHKVDLVFXh@vn50sXBmPLuVps6Ta4sBRUNicRoOAmMmA@pDWL9z
Duu8BQnBGUN@8T/H3ydjaNoPJ/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
10ApgejACoJAGmMYrn9Tj6Z/6/1bpKBKpT4VESUXd]j7WLAjw5JF/X2NxrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1lYxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

. Importe o certificado de identidade. Depois que o CSR for assinado, um certificado de identidade sera
fornecido.

ASAv (config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAwWIBAgIIMA+aIxCtNtMwDQYJKoZIhvcNAQELBQAWRTELMAKGA1UE
BhMCUEwxDzANBgNVBAoTBNnd3LXZwbjEMMAoGA1UECXMDbGFiMRcwFQYDVQQDEWS j
YS51eGFtcGx1LmNvbTAeFw@yMjA3MjAXNDASMDBaFw@yMzA3MjAXxNDASMDBaMIGL
MRswGQYDVQQDDBJhc2F2cG4uZXhhbXBsZS5jb20xFDASBgNVBAOMCOV4YW1wbGUg
SW5jMQswCQYDVQQGEwJVUzETMBEGALIUECAWKQ2F saWZvcm5pY TERMA8GA1UEBwwI
U2FuIlEpvc2UxITAfBgkqhkiGOw@BCQIMEmMFzYXZwbi51eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHvDM+E974E9WfAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHUa®elLI07212AksnEm8Cn0JGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUIAUWKKTSNLxXV+KwvJP@9DxQxPtoI@9cDJ/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIlak6bnZrPr+IN@dTjg5nsr+LhDGCOV



56D8WV2fGIkDIhthDIgYNCjk9xc8dJ1bnpKJOLUYYmbfnM8sn@kaKsgUmpBGQCcAA
aHfKtRIOST6R9d9CZYrT1CRMiJRaFR6T94y+83wPYpSJ7jWh5Iq90t1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOAGA1UAEQQWMBSCEmMFzYXZwbi51eGFtcGx1LmNv
bTANBgkghkiG9w@BAQsFAAOCAQEATQUchY4UjhjkySMJAh7NT3TT5JJ4NzgW8qgHa
wNg+YyHR+sQ6G3vn+6cYCU87tgW1Y3fXC27TwweREWMbq8Ns Jrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFrJOLEUaYZx1HYvcS1kAeEeVB4VJwVzeujWepcmEM
p7cB6veTcF9TrulDVRIMdOKYEOX+HYav2INT2udc@GlyDwml/mqdf@/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8UR2z5xpzxnEDUBoHOipGlgb1I6G1ARXWO+LwfB1
n1QD5b/RdAQOUbLCpfKNPAE/9wNnoXGD1J7qfZxxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

4. Verifigue a data de expiracéo do novo certificado.
<#root>

ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Renovacao de PKCS12

N&o é possivel renovar um certificado no ponto confiavel registrado usando o arquivo PKCS12. Para
instalar um novo certificado, é necessario criar um novo ponto de confianga.

1. Crie um ponto de confianga com um nome especifico.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv (config-ca-trustpoint)# exit

2. (Opcional) Configure o método de verificacdo de revogacao de certificados - com aListade
Revogacao de Certificados (CRL) ou com o Protocol o de Status de Certificados Online (OCSP). Por
padrédo, a verificacdo de revogacdo de certificado esta desabilitada.



ASAv (config-ca-trustpoint)# revocation-check ocsp

3. Importe o novo certificado de um arquivo PKCS12.

Nota: O arquivo PKCS12 precisa ser codificado na base64. Se os caracteres imprimiveis forem
vistos quando o arquivo for aberto no editor de texto, ele sera codificado na base64. Para
converter um arquivo binério para a forma codificada na base64, o openssl pode ser usado.

openssl enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12-2022 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ@Egg2ZMIINITCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAQEAMIIH/QY JKoZIhvcNAQcBMBWGCiqGSIb3DQEMAQMwWDgQIiK@c
wqE3Tm@CAggAgIIHONjxmJBuoPRUY11VxTiawHzsL8kI10310j7tcWmECBwzsKKq
(...)

PXowMwY JKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAG@ACABSAGUA
LgBjAG8AbTAtMCEwWCQYFKw4DAhoFAAQUPXZZtBeqlh98wQljHW7J/hqoKcwECD@5
dnxCNJx6

quit

Trustpoint CA certificate accepted.

WARNING: CA cexrtificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

Nota: Se 0 novo arquivo PKCS12 contiver um certificado de identidade com o mesmo par de
chaves usado com o certificado antigo, o novo ponto confidvel se referird ao nome antigo do par
de chaves.

Exemplo:

<#root>

ASAv (config)# crypto ca import

TP- PKCS12- 2022

pkcs12 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ@Egg2ZMIINITCCCBcGCSqGSIb3DQEH
66§CNJx6
quit



WARNI NG | dentical public key already exists as TP- PKCS12

ASAv(config)# show run crypto ca trustpoint

TP- PKCS12- 2022

crypto ca trustpoint TP-PKCS12-2022

keypai r TP- PKCS12

no validation-usage crl configure

4. Verifique os certificados instal ados.
<#root>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75el1770fd0@
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config

Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available

Certificate Serial Number: @ccfde63f876f7e9
Certificate Usage: General Purpose

Public Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=lab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

No exemplo anterior, 0 PKCS12 continha o certificado de identidade e o certificado CA, portanto,
duas entradas so vistas apos aimportacao, Certificate e CA Certificate. Caso contrério, somente a
entrada do Certificado estara presente.

5. (Opcional) Autentique o ponto de confianca.

Se 0 PKCS12 ndo contiver o certificado CA e o certificado CA tiver sido obtido separadamente no
formato PEM, ele podera ser instalado manua mente.



ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGA1UE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMAoGAIUECXMDbGFiMRcwFQYDVQQDEwWS j

(...)
gW8YNHOVM@8svyTXSL1JfOUCAmAY+1G@gghUlS1kFBtLRt6Z2uCot@@NoMHI@hh5
dcVcov0i/PAXxnrAlJ+Ng2jrWFN3MXWZ04S3CHYMGkWgHkaHCh1qDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e@c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

6. Reconfigure 0 ASA para usar 0 novo ponto confiavel em vez do antigo.

Exemplo:

ASAv# show running-config ssl trust-point
ssl trust-point TP-PKCS12

ASAv# conf t

ASAv (config)#ssl trust-point TP-PKCS12-2022
ASAv (config)#exit

Observacédo: um ponto confidvel pode ser usado em diferentes elementos de configuracdo. Verifique
sua configuragdo onde o ponto de confianga antigo € usado.

| nfor macoes Relacionadas

Como definir as configuraces de horaem um ASA.

Verifique o Guiade configuracdo da CL I de operacdes gerais do Cisco ASA Series 9.18 para obter as etapas
necessarias para configurar a hora e a data corretamente no ASA.
https:.//www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general -
config/basi c-hosthame-pw.html#1 D-2130-000001bf



/content/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
/content/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



