Provisione Orglnfo.json e AnyConnect via ISE
para Umbrella
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Introducao

Este documento descreve como provisionar o perfil Orginfo.json e o cliente AnyConnect usando o
Identity Services Engine (ISE) para a integragao do Umbrella.

Pré-requisitos

» Acesso ao painel do Umbrella

» Acesso ao painel do ISE

* Perfil do médulo Umbrella (Orglnfo.json)

» Pacote de implantacdo do headend do AnyConnect (Windows ou macOS)
 Biblioteca de Conformidade de Postura ISE (Windows ou macOS)

» Patch mais recente do ISE instalado (para evitar o bug da Cisco ID CSCvz01485 )

N&o coberto:

+ Politicas de autenticagéo e autorizagao do ISE
» Portal de provisionamento de cliente ISE e redirecionamento de cliente

Etapas de preparacao

1. Acesse o painel do Umbrella e baixe o Perfil do Médulo do Umbrella (Orglnfo.json)
emlmplantagdes > Computadores Moveis > Download > Baixar Perfil do Modulo.


https://tools.cisco.com/bugsearch/bug/CSCvz01485

Download Roaming Client

¢ Umbrella Reaming C!

Clsco Secure Cllent Umbrelin Reaming Security Moduls

13294624684052

2. Faca o download do pacote de implantagéo de headend do AnyConnect na pagina
Download de software da Cisco, selecionando a versao apropriada para sua implantacao.

AnyConnect Headend Deployment Package (Windows) 26-Jan-2023
anyconnect-win-4.10.06090-webdeploy-k9.pkg
Advisories [

13295068420244

AnyConnect Headend Deployment Package (Mac OS) 26-Jan-2023
anyconnect-macos-4.10.06090-webdeploy-k9.pkg
Advisories [

13295069069716

3. Faca o download da Biblioteca de conformidade de postura do ISE na pagina Download de
software da Cisco, selecionando a versao apropriada para sua implantacao.

ISE Posture Compliance Library - Windows [/ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9_pkg
Aduvisories []

13295164717716



ISE Posture Compliance Library - Mac OS X [ Head-end 30-Jan-2023
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later.Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-macos-4.3.2868 4354 -isecompliance-webdeploy-
k9.pkg

Advisories []

13295155874580

Configuracao do ISE

1. Acesse o0 painel do ISE e navegue até Centros de trabalho > Postura > Provisionamento de
cliente > Recursos > Adicionar > Recursos do agente do disco local.

= Cisco ISE Work Centers - Posture
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Client Provisioning Policy
(= Resources
Resources
Client Provisioning Portal
O ReEai tecsiocss oo zos Zun Version Last Update Description

[ncen: rasources from local disk I oTemporalAgent... 4.10.2051.0 2021/08/0% 13:12:31 With CM: 4.3.1858.4353

O pplicant Profile se Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Native S...
D oAgentlessOSX 4.10.2051.0 2021/08/09 13:12:36 With CM: 4.3.1858.4353
O OsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
a AP Eraper e oAgentiessWind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
D Cisco-ISE-NSP Native Supplicant Pro... Mot Applic... 2016/10/06 14:01:12 Pre-configured Mative S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.0.3 2021/08/09 13:12:27  Supplicant Provisioning ...
G CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296001416212

2. SelecionePacote fornecido pela Cisco > Escolher arquivo, carregue o Pacote de
implantagdo do headend do AnyConnect e clique em Enviar e confirmar.



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

———
Client Provisioning Palicy Agent Resources From Local Disk Agent Resources From Local Disk

Resources Agent Resources From Local Disk

Chient Provisioning Portal

Category Cisco Provided Package hd

[ Choose File | anyconnact-w._.eploy-k9.pkg

~ AnyConnect Uploaded Resources

Name Type Version Description

AnyConnectDesktopWindow... AnyConnectDesktop... 4.10.6090.0 AnyConnect Secure Mob...

13296134663316

3. Repita o processo para carregar a biblioteca de conformidade de postura do ISE:
» SelecionePacote fornecido pela Cisco > Escolher arquivo, carregue a Biblioteca de

conformidade de postura do ISE e clique em Enviar e confirmar.

13296424126484

4. Faga upload do perfil Orglnfo.json:
» Selecione Pacote criado pelo cliente > Selecionar perfil do AnyConnect > Adicionar
nome > Escolher arquivo > OrglInfo.json > Enviar.



= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy Agent Resources From Local Disk > Agent Resources From Local Disk
Resources

Agent Resources From Local Disk

Client Provisioning Portal

Category Customer Created Packe v @

Type AnyConnect Profile A

* Name

Umbrella Profile I

Description

m Cancel

13296644513172

5. Adicione o perfil de postura do AnyConnect:
» Va para Centros de trabalho > Postura > Provisionamento de cliente > Recursos >
Adicionar > Perfil de postura do AnyConnect.

= Cisco ISE Work Centers - Posture
Overview Network Devices Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Palicy
Resources
Client Provisioning Portal
D Agent resounces from Cisco site Version Last Update Description
O Agent resources from local disk SonnectDesktop...  4.10.6090.0 2023/02/17 15:00:34  AnyConnect Secure Mob...
] Native Supplicant Profile oTemporalAgent...  4.10.2051.0 2021/08/09 13:12:31  With CM: 4.3,1858.4353
O AnyConnect Configuration SennectProfile Not Applic... 2023/02/17 15:00:16
C] +e Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
(m] AP Ener Frene oAgentlessOSX  4.10.2051.0 2021/08/09 13:12:36  With CM: 4.3.1858.4353
O MacOsXSPWizard 2.7.0.1 MacOsXSPWizard 2.7.01 2021/08/09 13:12:27 Supplicant Provisioning ...
O CiscoAgent! indows 4.1... Ci: 2 Wind... 4.10.2051.0 2021/08/09 13:12:33  With CM: 4.3.2227.6145
(] AnyConnectComplianceMod... AnyConnectComplian... 4.3.3335... 2023/02/17 15:00.57 Cisco Secure Client Win...
D Cisco-ISE-NSP Native Supplicant Pro... Not Applic... 2016/10/06 14:01:12 Pre-configured Native S...
O WinSPWizard 3.0.0.3 WinSPWizard 3.0.03 2021/08/09 13:12:27 Supplicant Provisioning ..
O

CiscoTemporalAgentWindo... CiscoTemporalAgent... 4.10.2051.0 2021/08/09 13:12:28 With CM: 4.3.2227.6145

13296771328020



» Adicione um nome de perfil e regras de nome de servidor (nomes separados por
virgulas, curingas, que definem os servidores aos quais 0 agente pode se conectar,
por exemplo,* cisco.com) € clique emEnviar.

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy P Agent Profile Settings » New Profile

AnyConnect Posture Profile

F ng Pc
Mame *
Posture Profile
Description
Agent Behavior
Parameter Value
= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Client Provisioning Policy
Resources
Client Provisioning Porta Posture Protocol
Parameter Value
PRA retransmission time 120 5605
80
4
Discovery host
Discovery Backup Server List
Server name rules * *.dacabrer.lab
Call Home List
Back-off Timer 30

6. Adicionar configuragao do AnyConnect:
* Navegue para Centros de trabalho > Postura > Provisionamento de cliente > Recursos
> Adicionar > Configuragdo do AnyConnect.



= Cisco ISE
Overview

Client Provisioning Policy

| Resources

Client Provisioning Portal

Network Devices

Client Provisioning

Resources

Ooo O

O 0000000

]

AnyConnect Configuration

CiscoTemporalAgentWindo...
CiscoAgentlessOSX 4.10.02...
CiscofgentlessWindows 4.1...
MacOsXSPWizard 2.7.0.1
Cisco-1SE-Chrome-NSP
Cisco=ISE-NSP

WinSPWizard 3.0.0.3

Policy Elements

Posture Policy

ZonnectComplian...
sonnectDesktop...
sonnectProfile
ConnectProfile
oTemporalAgent...
CiscoTemporalAgent...
CiscoAgentless0SX
CiscoAgentlessWind..
MacOsXSPWizard
Native Supplicant Pro...
Native Supplicant Pro

WinSPWizard

Policy Sets

Version

4.3.3335...

4.10.6090.0

Not Applic...

Not Applic

4.10.2051.0

4.10.2051.0

4.10.2051.0

4.10.2051.0

2.7.01

Mot Applic...

Mot Applic

3.0.0.3

Troubleshoot

Last Update

2023/02/17 15:00:57

2023/02/17 15:00:34

2023/02/17 15:00:16

2023/02/17 15:03:12

2021/08/09 13:12:31

2021/08/09 13:12:28

2021/08/09 13:12:36

2021/08/09 13:12:33

2021/08/09 13:12:27

2016/10/06 14:01:12

2016/10/06 14:01:12

2021/08/09 13:12:27

Work Centers - Posture

Reports Settings

Description

Cisco Secure Client Win...

AnyConnect Secure Maob...

With CM: 4 3.1858.4353
With CM: 4.3.2227.6145
With CM: 4.3.1858.4353
With CM: 4.3.2227.6145
Supplicant Provisioning ...
Pre-configured Native S...
Pre-configured Native S

Supplicant Provisioning ...

13297194126612

+ Selecione o pacote do AnyConnect, adicione um nome de configuragéo, selecione o
pacote de conformidade, escolha os modulos do AnyConnect (Umbrella e Diagnostic),

selecione o perfil ISE, selecione o perfil Umbrella e clique em Enviar.

13297382333588

7. Atribua a configuracdo do AnyConnect a politica de provisionamento do cliente:
» Va para Centros de trabalho > Postura > Provisionamento de cliente > Politica de
provisionamento de cliente.



Client Provisioning Policy

Rule Narne Identity Groups Operating Systems Other Conditions Rusults

[ I <

a

a

= 5 4 ai Native Supplicant Configuration

13297993535508

 Edite a politica e em Resultados, adicione a Configuragdo do AnyConnect e clique em
Salvar.
8. Crie uma Politica de Autorizacao para redirecionar clientes para o Portal de
Provisionamento de Cliente. (Esta etapa esta fora do escopo deste guia.)

13380169470868

Configuracao do cliente

1. Quando o cliente puder obter o redirecionamento do Portal de provisionamento do cliente,
clique em Iniciar:



5 cesie sy e | ARSI 3.1 4 0L 0 DS s |

« = 0O @ & ht

/fise3~1.dacabrer.lab:8443 /portal/LoginSubmit.action?from=LOGIN I = L'

atfrer]n.

CISCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network,

Start

13380233607956

2. Selecione Esta € minha primeira vez aqui e ele comecara a fazer o download do

& Device Security Check X

O @

& httpsy//ise3-1.dacabrer.lab:8443/portal/ClientProvisionStart.action?from=CLIENT_PROVISION ¥ = 7. =3

Hirenji
! CII S:C Iol Client Provisioning Portal

Device Security Check
Your compuler requires security software 10 be installed before you €an connect o the network.

Unable to detect AnyConnect Posture Agent

I + Th my first time he I

1. You must install AnyConnect to check your device before
accessing the network, Click here 1o download and install
AnyConnect

Afer installation, AnyConnect will automatically scan your
device before allowing you access o the network,

‘You have 4 minutes to install and for the system scan to
complete.

Lo

Tip: Leave AnyConnect running so it will automatically scan
your device and connect you faster next time you access this
network

***«  You have 4 minutes to install and for the compliance
"o check to complete

+ Remind me what to do next

‘What do you want to do with anyconnect-ise-...exe (2.7 MB)?

Anyconnect From: ise3-1.dacabrer.lab

13380334336020

3. Abra/execute o arquivo baixado e ele inicia o processo:



Metwork Setup Assistant

Network Setup Assistant

Downloading Cisco AnyConnect Secure
Mobility Client...

Cancel

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380212207508

4. Quando a mensagem "Conexao confiavel e segura" for exibida, clique em Conectar se as

Metwork Setup Assistant

informacgdes do ISE estiverem corretas:

13380233399956

Trusted and Secure Connection

ﬁ You are connected to

ise3-1.dacabrer.lab
whose identity has been certified. Your
connection to this website is encrypted.

Connect | | Cancel

{c) 2014-2022 Cisco Systems, Inc, Cisca, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc and/or its affilistes in the
U.5. and certain other countries.

5. Quando a mensagem "A instalagcéo esta concluida" for exibida, clique em Sair:




Metwork Setup Assistant

Network Setup Assistant

?} Installation is completed.

Cluit

{c) 2014-2022 Cisco Systems, Inc, Csco, Cioo Systems and Cisco Systems
logo are registered trademarks of Cisco Systams, Inc and/or its affilistes in the
.S, and certzin other countries,

13380233308820

6. Vocé pode fechar todas as outras janelas. O Umbrella foi instalado, além do médulo de
postura do ISE:



'{ﬁ:‘ Cisco AnyConnect Secure Mobility Client

a &

Mo policy server detected.

Default network access is in effect.

Roaming Security:
Umbrella is active.

-||.l|l'||-
CISCO

13380212092308



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



