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Configurando o aplicativo Cisco Cloud Security

Indexacdo no QRadar

Introducao

Este documento descreve como configurar o aplicativo Cisco Cloud Security com o IBM QRadar
para analise de log.

Overview

O QRadar da IBM é um SIEM popular para analise de registros. Ele fornece uma interface
eficiente para analisar grandes blocos de dados, como os logs fornecidos pelo Cisco Umbrella
para o trafego DNS da sua organizagao. O Cisco Cloud Security App para IBM QRadar fornece
informacdes de varios produtos de seguranca (Investigar, Aplicar e CloudLock) e os integra ao
QRadar. Ele também ajuda o usuario a automatizar a segurancga e conter ameacas de forma mais
rapida e direta do QRadar.

Quando vocé configura o aplicativo Cisco Cloud Security para QRadar, ele integra todos os dados
da plataforma Cisco Cloud Security e permite que vocé visualize os dados em forma gréafica no
console QRadar. No aplicativo, os analistas podem:

* Investigar dominios, enderegos IP, enderecos de e-mail
* Bloquear e desbloquear dominios (imposigao)
+ Exibir as informagdes de todos os incidentes da rede.

Este artigo descreve as instrugdes basicas para configurar e executar o QRadar para que ele
possa extrair os logs do seu bucket S3 e consumi-los.

Requisitos



Note: O suporte para QRadar deve vir da IBM, pois a Cisco ndo pode oferecer suporte

direto a hardware ou software de terceiros. Para quaisquer problemas de conexao do

painel do Umbrella ao seu balde S3, podemos fornecer suporte. Muitas das informacdes
encontradas aqui também podem ser encontradas no site da IBM:
https://www.ibm.com/support/knowledgecenter/SS42VS DSM/c dsm guide microsoft Cisco Umkt

Requisitos do Cisco Umbrella

Este documento pressupde que o bucket do Amazon AWS S3 foi configurado no Umbrella
(Configuragdes > Gerenciamento de logs) e esta mostrando verde com logs recentes que foram
carregados.

Para obter mais informagdes sobre como configurar esse recurso, leia aqui: Manage Your Logs.

Requisitos do IBM Security Quad SIEM

O administrador deve ter direitos administrativos no(s) aparelho(s) QRadar, na configuragéao do


https://www.ibm.com/docs/en/dsm?topic=umbrella-configure-cisco-communicate-qradar
https://docs.umbrella.com/umbrella-user-guide/docs/manage-your-logs

Amazon S3 e no painel Umbrella. Essas instrugées supdem que o administrador do QRadar
esteja familiarizado com a criagéo de arquivos LSX (extensao de origem de log).

Lembre-se de que o Cisco Cloud Security App v1.0.3 funciona somente até o IBM QRadar 7.2.8.
A nova versao, v1.0.6, funciona com a versdao QRadar atual de 7.4.2 e posterior.

Instalacdo do Cisco Cloud Security App para IBM QRadar

1. Faca o download e instale o Cisco Cloud Security App para IBM QRadar, que pode ser
encontrado aqui: Cisco Cloud Security App v1.0.3 (para IBM QRadar v7.2.8) ou Cisco Cloud
Security App v1.0.6 (para IBM QRadar v7.4.8).

2. Apés a instalagao, implante as alteragdes no QRadar.

Configuracao do aplicativo Cisco Cloud Security: Adicionando
fonte de log



https://apps.xforce.ibmcloud.com/hub/extension/e166adf27d1d6cb2859c58aa8760d43b
https://apps.xforce.ibmcloud.com/hub/extension/ac62d16c6f8a6068424f896155d9ca3c
https://apps.xforce.ibmcloud.com/hub/extension/ac62d16c6f8a6068424f896155d9ca3c

Note: Vocé pode ver outros registros em S3, como Auditoria e Firewall, mas eles ndao séao
suportados. Configure apenas os trés listados aqui. Qualquer tentativa de configurar
esses outros logs resulta em falha.

Para adicionar uma origem de log, clique na guia Admin na barra de navegacgao do QRadar, role
para baixo e cliqgue em QRadar Log Source Management, em seguida, clique no botdo +New Log
Source:

* Nome da origem do log (os nomes de entrada devem corresponder exatamente como
listados):
Logs DNS da Cisco: cisco_umbrella_dns_logs
Logs IP do Cisco Umbrella: cisco_umbrella_ip_logs
Logs de proxy do Cisco Umbrella: cisco_umbrella_proxy_logs
» Formato do evento: CSV do Cisco Umbrella
» Tipo de Origem do Log: Guarda-chuva da Cisco
» Configuragéo de protocolo: APl REST AWS S3 da Amazon
+ Padrao do arquivo: .*?\.csv\.gz
+ Extensdo de Origem de Log: ** CiscoUmbrella_ext
» Selecione os grupos dos quais vocé deseja que esta origem de log seja membro:
cisco_umbrella_logsource_group

Va para o Assistente para Adicionar uma unica origem de log:

= IBM QRadar Log Source Management - Add a Single Log Source
® Select Log Source Type
O select Protocot Type Select a Log Source type

O Configure Log Source
Parameters L umbre

O Configure Protocol I Cisco Umbrella I
Parameters

Step 2: Select Protocol Type

4404306773524
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select Log Soures Type
® select Protocol Type
O Configure Log Source

Farameters

O Ccenfigure Protacel
Parameters

O Test Protacol
Parameaters

4404306773268

IBM QRadar Log Source Management - Add a Single Log Source

Select a protocol type

Q

| Amazon aws s3 rest art

Forwarded

[] show Undecumented Protocol Types

= IBM QRadar Log Source Management - Add a Single Log Source

@ select Log Source Type

@

Select Protocel Type
® configure Log Source
Parameters

O configure Protocal
Parameters

O Test Protocol
Parameters

4404313505300

Configure the Log Source parameters

Harme *
The name of the log source,

Deseription
An optional description of the log source.

Enabled
Indicates whether the log source should be enabled.

Groups *
The groups that this log source will belong to.

Extension

Log Sﬂuém Extensions perform post-processing of events after default parsing has
ooourred,

+ Show More

cisco_umbrella_dns_logs

CiscoUmbrella_ext




Configure the protocol parameters

~ | AWS Authentication Configuration ]

Log Source Identifier * cisco_umbrella_dns_logs

Authentication Method * Access Key 1D/ Secret Key v

- Access Key ID [ Secret Key: Standard Access Key
authentication

+ Show More

Access Key ID * XOOOOOODOOOOOK
The Access Key 1D that is required to access the AWS 53 bucket.

Secret Key * LT T T @
The Secret Key that is required to access the AWS 53 bucket.

~ | AWS 53 Collection Configuration |

53 Callartinn Mathnd * Hlam o Poa

4404306774164

= IBM QRadar Log Scurce Management - Add a Single Log Source
& Select Log Source Type
® selct ProwscotTipa Configure the protocol parameters

& Configure Log Source

Parameters ~ [ AWS 53 Collection Configuration |
® Configure Protocol $3 Collection Method * Use a Specific Prefix - Single Acoount/Region Only -
Parameters Choose how to collect the data,
O Test Protecol SR
Parametlers
Bucket Name * clsco-managed-eu-west-2

The name of the AWS 53 bucket where the 10g files ane stored.,

Directory Prefix * :3_5112a158aad51ec7a68449a10400ba02 Tacc00c3/dnslogs/

The root directory location on the AWS 53 bucket from which the
files are retrieved.

+ Show More

Region Name * eu-west-2

The Reglon the SQ5 Queue or 53 Bucket Is in. Example: us-
aast-1, su-west-1, ap-northaast-3

Event Farmat * Cisto Umbrella CSV -
Choose the format of the events that are contained in the files.

4404306897556



Test Protocol Parameters
Vv

Restart

Results (4):
w +~ Testing DNS resolution of [s3.amazonaws.com]
~ +~ Testing TCP connection to [s3.amazonaws.com:443]
w «< Testing 551 connection to [s3.amazonaws.com:443]

w +° Testing access to 53 Bucket [cisco-managed-eu-west-2)

Events (5):

Log Source Identifier Payload

cisco_umbrella_dns_logs “sourcefile” : || | N : 2= 10400b2027acc0c3-dns Logs-2021-06-26-2021-86-26-23-50-44ea. csv.
cisco_umbrella_dns_logs {"sourceFile": "_bxlmtjaludauba&:z Tacc®dc3i-dnslogs-2021-06-26-2021-06-26-23-50-ab6fd.csv.

cisco_umbrella_dns_logs {"sourceFile"

Step 4: Configure Protocol Parameters

4404306881812

68449a10400bal27accORc3-dns Llogs-2021-06-26-2021-06-26-23-50-cbef. csv.




Note: Se a extensao da origem de log ndo estiver mapeada para "CiscoUmbrella_ext",
escolha o nome da origem de log na lista:

@ Log Source Extensions - Google Chrome = m} X
A ecure | G
Add Edit Copy €) Dalate [l EnableDisable Log Sources (7]
Extension Name Description Enabled Default for Log Source Types

&



Edit a Log Source Extension 9]

Name CiscoUmbrella_ext
Description

Log Source Types
Available Set to default for

3Com 8800 Series Switch Cisco Umbrella
APC UPS

AhnLab Policy Center APC

Akamai KONA &

Amazon AWS CloudTrail

Amazon AWS Security Hub C’

Amazon GuardDuty

Ambiron TrustWave ipAngel Intrusion Prevention Sy:

Apache HTTP Server

Application Security DbProtect e

Upload Extension| Choose file | No file chosen Upload

Extension Document
<ns2-device-exiension xmins:ns2="event_parsing/device_extension">
<pattern id="UserName-Pattern-1">"MostGranularldentity”."(.*?)" </pattem:=
<pattern id="EventName-Pattern-1"=(_*)=/pattern=
=match-group device-type-id-override="431" order="1">
<matcher order="1" enable-substitutions="true" capture-group="\1" pattern-id="UserName-Pattem-1" field="UserName" />
<matcher order="1" capture-group="1" pattern-id="EventName-Pattern-1" field="EventName" />
<gvent-match-multiple force-gidmap-lookup-on-fixup="false" send-identity="UseDSMResults" pattern-id="EventName-Pattern-1" />
</match-group=
</ns2 device-extension=>

Save| Cancel

360071326791

Aqui esta um exemplo de como é um Cisco Managed Bucket:

Bucket name: cisco-managed-us-west-1

ACCESS_KEY_ID: XXXXXXXXXXXXXX

SECRET_ACCESS_KEY: XXXXXXXXXXXXXX

Region: us-west-1

Your Directory Prefix is the key part of this. This is the customers folder,
followed by the appropriate Tog folder.

For example: xxxxxxx_cfa37bd906xxxxxx3aff94e205db7bxxxxxxx/dnslogs

Navegue de volta para Cisco Cloud Security App Settings e defina a taxa de atualizacao do painel
em horas com um valor minimo de "1" para que os graficos exibam dados.

Gerando token de autenticacao

O administrador precisa gerar um token de servigo para adicionar ao seu aplicativo de seguranga
da Cisco. Como pratica recomendada, o Token de servi¢o autorizado foi recriado a cada 90 dias:

1. Facga login no QRadar > guia Admin > Servigos autorizados.



IBM QRadar Security Intelligence

Dashboard  Offenses  Log Activity Network A...  Assels Reporis  Risks  Vulnerabil...

LU Gigamon ... Digital Gu...  ScoufVision  Cisco pxG... System Time: 6:36 PA
Adrmiin @ Desioymens Esanr () Depioy Cranges  Advanced ¥ ]
- em g Auto Update Backup and Recovery Global System Index Management Aggregated Data Metwork Higrarchy System and License
Notfications Management Management
> - & 3 € A
@ . ° U (]
System Health System Settings Assat Profiler Custorn Offense Close Store and Forward Raference Set Centralized Cradentials
Configuration Reasons Management
 Plug-ins
o oy
&3 e o % [
Forwarding Destinations Routing Rules Domain Management E A Resource Restrictions
User Management
7 . 4 =y
Users User Roles Sacurity Profiles Authentication Authorized Services Tenant Management

360071965571

2. Adicionar servigos autorizados.

Manage Authorized Services - Goegle Chrome - O X
A Not secure | hitps,/ D
Add Authorized Service || £ Delete Authorized Service  [B Edit Aut Selected Token:None 2]
Service Name Authorized By Authentication Token User Role Security Profile Created Expires
Local Health Console configservices G . Admin Admin Nov 30, 2017, 10:25:4...  Permanent

360071965551

3. Insira os detalhes e gere o token de autenticacéo.
4. Depois de gerar o token, clique em "Implantar alteragdes".

Configurando o aplicativo Cisco Cloud Security

1. Na guia Admin na barra de navegagado do QRadar, role para baixo e abra
Configuragdes do aplicativo Cisco Cloud Security.

IBM QRadar Security Intelligence

v

Dashbo.. Offenses Log Acti.. MNetwork.. Assets Reports Risks  Vulners.. [CULUM Digital G... Gigamo.. CiscoCl.. Domain.. UserAn.. Ciscols...

Adrmin @ Desloyrant Bser () Dupioy Cranges  Advanced ¥ )
k3 Cisco Cloud Security

aliln
CIsco

Cisco Cloud Security App
Settings

360071754732

2. Insira o token de autenticagdo gerado na etapa anterior.



Cisco

Qradar Settings

QRadar Server IP

QRadar Server port

QRadar service token

360072462992

3. Edite as Configuragdes da Api da seguinte maneira:

URL base de investigacao da Cisco: https://investigate.api.umbrella.com/
Token de API de investigacao da Cisco: gerar por meio do painel Umbrella ->
Investigar -> Chaves API -> Criar novo token; para obter mais informacgoes,
consulte https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-
api-key

URL base de aplicagéo da Cisco: https://s-platform.api.opendns.com/1.0/
Cisco Enforce CustomerKey: gerar por meio do painel Umbrella ->
Componentes de politica -> Integra¢des -> Adicionar; para obter mais
informagdes, consulte https://docs.umbrella.com/umbrella-user-guide/docs/set-
up-custom-integrations

URL base do Cisco Cloudlock: https://{YourCloudlockAPIServer}/api/v2 (por
exemplo, https://api-demo.cloudlock.com/api/v2/. Confirme a URL base do
Cloudlock, também conhecida como URL da API do Cloudlock Enterprise,
enviando um e-mail para support@cloudlock.com.)

Token de API do Cisco Cloudlock: gerar via Cloudlock -> Configuragdes ->
Autenticacido & API -> Gerar; para obter mais informacgdes, consulte
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-
started/#authentication

Api Settings

Show Cisco Cloudlock incident * Yes No
details to end user

Show Cisco Cloudlock UEBA Panels * Yes No

Cisco Investigate Base URL

Cisco Investigate API token

Cisco Enforce Base URL

Cisco Enforce Customerkey

Cisco Cloudlock Base URL

Cisco Cloudlock API token



https://investigate.api.umbrella.com/
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-key
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-key
https://s-platform.api.opendns.com/1.0/
https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations
https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations
https://api-demo.cloudlock.com/api/v2/
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication

360072703611

Um pop-up indica que as configuragdes do aplicativo foram atualizadas com éxito.

M Not secure | hitps:/ (ENIRES /cconsole/plugins app._| setting
LR LLIRL LS
"
From «———
After how many cycles the settir s ful daked i
UCCESS! ¢ updated a ication settings
to be refreshed by up o <
oK |
Api Settings
360071986151
Ind 3 QRad
, . . .
1. Navegue até a guia Admin e clique em Index Management.
System Configuration
Q@ € i 2 2 o - &
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy System and License System Health
) Management
& Z “ & G = ®
System Settings Asset Profier Custom Offense Close Store and Forward Reference Set Centralized Credentials  Forwarding Destinations Routing Rules
Configuration Reasons Management
i L 2
Domain b g Exden: ) Resource
360071780112
2. Indexe os CEPs Empacotados com o aplicativo.
€ Index Management - Google Chrome = [m} )
S < < < ol e/ do/qradar/indexManagementConso e=0Radar&pageld=IndexManagementConsole a
@ Enavie incex (@) Disable Index  [Search [2]
Display: Last 24 Hours ¥ View: Al v Database: All L Show: | All v
Index management allows you to control dalabase indexing, which can oplimize search performance for frequently used criteria. The system supporls multiple indexed properties. Properties that can be indexed
in the system are lisled below.
WARNING : Enabling indexing on oo many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing 1o monitor the health of the
indexes.
— Property ;.r:;e s;:rches Using - | %of Searches Hitting | % of Searches Missind | Dyt pitian Dalshass
® Log Seurse 81.40% o0 70% oMB events -~
(] DNS Category (custom) 3218% 0% events
] Svent Type (custom) 27 85% 0% 100% OKB events
® Domain URL (custom) 12.88% % events
Ewvent Date (custom) 0% events
® dentities (custom 0% events
[ ] Granular User (custom 0% 100% KE events
® Usemame 0.50% 0% oM Evenis
[ ] Location Origin 1D {custom) 0% 0% B events
® Event Category (custom) % B events
® Paliey (sustem) % & events
] Custom Rule 00% 0% SOMB events
[ ] Resource (custom) % 0% @ events

360071988811



Estes sdao os CEPs recomendados a serem indexados:

. Origem do log

. Categoria DNS

. Tipo de evento

. URL do dominio

. [dentidades

. Usuario granular

. Nome de usuario

. ID da Origem do Local
. Categoria do evento
. Politica

. Recurso

-~ O W oo NO”OL DA WN -~

—

Agora vocé esta pronto para usar o QRadar para iniciar as atividades de monitoramento dos
detalhes do Cisco Umbrella, Investigate e CloudLock. Mais instru¢cdes sobre como navegar no
QRadar podem ser encontradas aqui: Navegagao no aplicativo Cisco Cloud Security.



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



