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Introducao

Este documento descreve como provisionar o Secure Client Umbrella Roaming Security Module
usando o MS Intune.

Pré-requisitos

» Acesso ao painel do Umbrella

* Acesso ao Portal do MS Intune

Perfil do mdédulo Secure Client Umbrellaorginfo,json

Pacote de pré-implantagao do Secure Client para a versao necessaria
» Ferramenta de Preparacao de Conteudo Microsoft Win32

Este guia usa o método do aplicativo Windows (Win32). Converta 0s arquivoscisco-secure-client-win-
5.0.05040-core-vpn-predepl oy-k9.msi € ci sco-secure-client-win-5.0.05040-umbrel | a-predepl oy-k9.msiNO..intunewi nformato.


https://github.com/Microsoft/Microsoft-Win32-Content-Prep-Tool

Caution: O Windows Autopilot ndo € compativel com este processo. Atribua os aplicativos
VPN e Umbrella usando grupos ou dispositivos padrao do Intune.

Converter Arquivos MSI de Cliente Seguro em Formato
Iintunewin

1. Acesse o Umbrella Dashboard e baixe o Secure Client Umbrella Module Profile
orginfo.jsonemIimplantagdes > Clientes de roaming > Download > Download Module Profile.



w

Download Cisco Secure Client

Cisco Secure Client (Recommended)

Step 1. Download the latest version of Clsco Securs Client

Pre-Deployment Package

Headend Deployment Package:
A | mecos

rlier versions of Cisco Secure Clhient can be downlodaded 31 Software

Moduls Profie

20109693592980

. Depois de extrair o pacote de pré-implantagcao do Secure Client, coloque o

perfilorginfo,jsonUmbrella\cisco-secure-client-win-5.0.05040-predepl oy-k9\Profileslumbrellanodiretorio.
| = | umbrella

Home Share WView

« v 4 #» ThisPC » Desktop aIciscu:u—secure—cIient—win—S.D.DSOdJD—predepluy—kﬂ » Profiles » umbrella I
Mame Date modified Type Size
» g Quick access
I D Orglnfa.json I 5/16/2023 1:05PM  JSOM File 1KB
» O ThisPC
20109945693716

. Baixe a ferramenta Microsoft Win32 Content Prep.
. Crie uma pasta e adicione o aplicativo IntuneWinAppUtilapplication. Além disso, crie as

pastas Input e Output em sua maquina.

« « 4 Bl s ThisPC » Desktop »
Mame Date modified Type Size

> #F Quick access

Intune_input 10/17/2023 10:27 ... File folder
> O This PC Intune_output 10/17/2023 10:43 ... File folder

i i 0/17/202310:11 .. Applicati MK

X [_}'Netl.-\rork [ IntuneWinAppUtil 10417, 10:11 Application 4 KB
20115546066964

. Naintune_inputpasta, adicione os arquivos Secure Client VPN Core e Umbrella MSI. Além

disso, copie a pasta Profiles e suas subpastas (incluindo o perfil Umbrella adicionado na
Etapa 2).


https://github.com/Microsoft/Microsoft-Win32-Content-Prep-Tool

|+ = | Intune_input
Home Share WView

&« v » ThisPC » Desktop > v O
Mame Date modified Type Size
7+ Quick access
Profiles File folder
[ This PC ﬁl cisco-secure-client-win-53.0.05040-core-vpn-predeploy-k3 Windows Installer ...
=¥ Network ﬁl cisco-secure-client-win-3.0.05040-umbrella-predeploy-k9 Windows Installer ...
20110243105684

6. Abra olntuneWinAppUtil.exeapplication eintune_inputespecifique a pasta de origem, o Secure
Client Core VPN MSI como o arquivo de configuragdo de origem,intune outpute a pasta de
saida. Isso gera o arquivo do Secure Client Core VPN.intunewin.

» Confirme a criagao do arquivo.intunewinVPN do Secure Client Core naintune_outputpasta.

| s
“ Home Share View 9
« = ~ 4 [l > ThisPC » Desktop w &  Search Desktop 2

MName
3 Quick access
Intune_input

= This PC Intune_cutput
¥ Network (] IntuneWinAppUtil B
B CAUsers\AdministratorDesktop\IntuneWinAppUtil. exe O X
L3
re-vpn-predeploy-k9.msi
20110510904980

| 1 + | Intune_output

Home Share Wiew
“— v » ThisPC » Desktop »f Intune_output

Name Date modified Type
3 Quick access
|| cisco-secure-client-win-3.0.03040- core-vpn-predeploy-kd.intunewin 10/17/2023 10637 ... INTUMEWIN File
= This PC
¥ Network
20110579164820

7. Repita a Etapa 6 para o arquivo MSI do Secure Client Umbrella Module. O perfil Umbrella
incorporado cria o.intunewinUmbrella de Cliente Seguro.



m B o
“ Home Share WView
& = ~ 4 s ThisPC 5 Desktop v O

Name Date modified Type Size
7+ Quick access

Intune_input File folder
[ This PC Intune_cutput File folder
&b Netwark [5] IntuneWinAppUtil Application 34 KB
B ChUsers\AdrministratorDesktophntuneWinAppUtil.exe
5.8.85048-umbrella-predeploy-k9.msi
20110729750676

» Confirme a criagao do Secure Client.intunewinUmbrellafile naintune outputpasta.

v = | Intune_output

“ Home Share View
“— v P » This PC » Desktop :f Intune_output

)
Mame Date modified Type
7 Quick access
| cisco-secure-client-win-5.0.05040- core-vpn-predeploy-k9.intunewin 10/17/2023 10:37 ... INTUMEWIN File
[ This PC ] cisco-secure-client-win-5.0.05040-umbrella- predeploy-k3.intunewin 10/17/2023 10:43 ...  INTUMEWIN File
¥ Metwork
20110832832020

Carregar e Configurar o Secure Client Core VPN .intunewin no
Portal do Intune

1. Acesse o Portal do MS Intune em Inicio > Aplicativos > Windows. Para selecionar o tipo de
aplicativo, escolhaAplicativo do Windows (Win32)e clique emSelecionar.



Microsoft Intune admin center

A Home

ED pashioard

E= Al services Search
L Devices

W Endpoint seeutiey
G2 peports

& users

& Groups

B Windows apps

£} Tenant adminsteation

X Troubleshocting + suppart

20112513277204

| Windows apps

': ) mefresh 7 Filter L Bpont 52 Columns

Filters apphect Platonmn,

o applications found

Select app type X

ate apy

s | v

Windows app (Win32)

Status

Add a custom o in-house Win32-based app. Upload the app's installation fike in intunewin
format.

2. Clique em Selecionar arquivo de pacote de aplicativo, carregue o0 arquivo.intunewinVPN do
Secure Client Core e clique em OK.

Microsoft Intune admin center

w

A Home

B Dashboard
= Allservices
Ol Devices
8 apps

L Endpaint security

O Appinformation

Sadect file

5 Reponts

& Users

£ Groups

£} Terant adeinistration

A Troubleshooting + support

20112597413396

Micresaft Intune admin center

App package file X

App package e *
[Foco-secure-chient-win-5.005040-core-vpr-predephay-Kantursswin- B

Name: Cisco Secure Chent - AryConmect VPN
Platform: Windeows

App version: 5005040

Sipe: 2217 MiB

MAM Erabled: Mo

Especifique as informacgdes necessarias, como PublisherandCategory, e clique em Avancar.

B Add App
Ell pashboard Windzws ape [Wind2
= All srvices
CH Devices 0 App infarmation
i Select file *
B Encosing securiny
= Hae * Cisco Secute Chant - AnyConnect VAN
G eports
o Users Description * Cisto Secure Chent - AsyConnect VPl
B Groups
£} Terant admsisteaticn
K Treubleshesting + tuppart
I Publisher Cisco JI
App Version (0 S0.05040
I Caegory Otrer apps w I

20112682982036



4. Insira os parametros do comando de instalacdo. Use o padrao ou consulte o Secure Client
Admin Guide para obter os parametros suportados. Por exemplo, para usar o modo passivo
e desabilitar o modulo VPN (para que somente o modulo Umbrella seja exibido na interface
do usuario), e faca login novpninstall.log:
* msiexec /i "cisco-secure-client-win-5.0.05040-core-vpn-predeploy-k9.msi" /passive PRE_DEPLOY_DISABLE_VPN=1 /lvx*
vpninstall.log
» Especifique o comportamento de reinicializacdo do dispositivo e clique emAvancar.

Microsoft Intune admin center 8 0 &8 @ &

renesm @171
[

A& Home

ED pashboard
E= Al services
L3 Devices

i apps

W Endgaint security

G5l roports

b Users
&2 Groups
£ Tenant administration

A Troubleshooting + support

App install may force a device restart ~ I

Retum code Code type
\\\\\\\\ »
0 Success v |
301 Soft rebaot B
641 Hard reby v

20112813814036

5. Especifique a arquitetura do sistema operacional e a versdao minima do sistema operacional
para dispositivos que exigem o Secure Client Core VPN. Requisitos adicionais também
podem ser definidos.

Microsoft Imtune admin center

L Add App
ELl Dashboard Windows app (Wind
= All services
L§ pevices @ appimtormation @ pregram @ Requirements
B apos

ents that devices must meet before the app is installed

W Endpoint security

G reports

Cperating system architecture * | sa-bit o

i Users

B Groups
£ Tenant administration

A Treublesheating + support

Type PathySaript

P

20112918066836

6. Opcionalmente, configure as regras de deteccao para verificar se a VPN central do cliente



seguro esta presente. Neste exemplo, defina o tipo de regra de detecgdo.mscomo para
qualquer versao do Secure Client Core VPN.

Microsaft Intune admin center

Home
Ll Add App
Ef! Dashboard Windows app (Win32
afe 3 rule 1hat indicates the presence of the apg.

= Al services
— Rule ty] -
3l Devices @ Appinformation @ Program @ Requirements @ Detection rules I el il |
Bl apps 5 fic rubes s . sence of

Configune app specific naes used o getect the presence of the app.
. St R SpOci rines b e - I‘-'Slcrc;.-d coder O (AC500292- 851 -4164-936E-1502EA582 172} I

Endpoint security I 1 | —

Rules format = | Manually configure detection rutes ~
5 reports L Srversien heek =
.,‘ Users Type Path/Code
22 Groups I:v.i- {4C500292-88C1-4164-036E-15D2EASE21F2) I

ZF Terant sdministration I + Add D) |

K Troubleshooting + support

L

20113069368724

7. Ignore a seg¢ao Dependéncias do Secure Client Core VPN clicando emAvangar.

Microsoft Intune admin center G O ) A

% Home > Apps | Windows > Windows | Windows apps
A Bore Add App X
Ell Dashboard Windows app (Wi,
i= A services
CH Devices O agpinformation @ Progam @ Requirements @ Detectionrule: @) Dependencies
B apps

W Endpcent security

5 reparts
& users
BB Groups Hame Autamatically Install
£ Tenant administration N reults.

X Troubleshooting + support

20113130954388

8. Opcionalmente, configure Substituicdo para atualizar ou substituir um aplicativo existente.
Isso se aplica somente a aplicativos Win32. Para obter mais informacgdes, consulte a
documentacdo do MS Intune. Neste exemplo, ndo especifique nenhum aplicativo a ser
substituido e clique em Avancar.



https://learn.microsoft.com/en-us/mem/intune/apps/apps-win32-supersedence

Microsoft Intune admin center
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J Deviees App informatien @ Pregam Requirerments @ Detection rul
Bl 2pps can specify which apps will be directly updated

. To replace an app. enable the uninstall
ferences to other apps outsice of this
nited 1o the maximum of 10 plus the parent app {

W, cncpaint secunity

Gl repets

supersedence app graph is

& usens ) .
Apps that this app will supersede
B Groups
L Tenant administration Name Publisher ersion
No results

# Troubleshocting + support

20113224899220

©

Microsoft Intune admin center

1 Home Add App

Ell Dashboard Wind

= Al senvices
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Bl apps
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10. Revise a configuracgao e clique emCriar.

% VErsson option. There is
rming a graph

er @ Dependensies O Supersedence

o replaced.

apps. The total size of the

Uninstall previous version

atribuigao.

@ Dependencies @ Supersedence @ Assignments

Especifique atribuicées para grupos ou dispositivos que requerem a instalacao do Secure
Client VPN Core. Clique emAvancar apos a

hen the device iz retined. The app and the data it containg will remain cn the device. M the 3pp it nat removed prior to retiring the device, the end user will

End user dead| Restart grace pericd

all toast
ations

AS 500N 35 Possible A5 soon a5 possible Disabiled

Filter End user natifications  Availability Restart grace pericd

Delivery optimizatio...

Delivery optimizatio...



Microsoft Intune admin center

Ll Add App
il Dashbeard Winehows s (Wi
All servtes

L Dences

B2 Apps

20113349733652

Apos a criacao, retorne ao Portal do MS Intune emHome > Aplicativos > Janelas para exibir
o aplicativo AnyConnect Core VPN Win32 recém-criado.

MSFT (TP O]

11.

Microsoft Intune admin center

Assigned

Status Version

Int secunty
VPN Windows 3pp (Win32) 5.0.05040

&k Users
&b Groups
£ Tenant administration

2 Troubleshooting « support

20113372533652

Carregar e Configurar o Secure Client Umbrella Module
intunewin no Portal do Intune

1. Repita o processo para o Secure Client Umbrella Module. No Portal do MS Intune, va
paralnicio > Aplicativos > Windows. Para selecionar o tipo de aplicativo, escolhaAplicativo

do Windows (Win32)e clique emSelecionar.



Microsoft Intune admin center

1 Home §is Windows | Windows apps
ED Dashbroard "
App type
= Al services L Expont Columns [wmdown ape panzz
LN Devices Bl Windows apps

W Endpoint security

Name
5 Reports

- [« ecure Chent - AmyConred
ah Users

& Groups

&} Tenant sdmirsstration

K Teeubleshesting + suppert

20113516023828

Select app type

Windows app (Win32)
Status

2. Clique em Selecionar arquivo de pacote de aplicativo, carregue o.intunewvinUmbrellafile do

Secure Client e clique em OK.

Microsoft Intune admin center

Home > Apps .
o Add App

Ell pashboard o app (W,

I= All senaices

il pevices © App information

W endpoint sexurity

Solect filo *

G2 peports

& users

£ Groups

£ Terant sdministration

X Troubleshooting + suppen

20113626878740

3. Especifique as informagdes necessarias,

App package file ®

app package file *
*Cisto-secure-chint-win-5.0.05040 -umbrella-preceploy-Kintunewin E

Nama: Cisc Chant - Umbrella

como PublisherandCategory, e clique em Avancar.



Microsoft Intune admin center i I'?

Home > Apps | Windows » Windows | Windows apps
Home

f Add App

Ell Dashboard Windows app [Win3Z

= Al services

LI Devices 0 App information

B apps i cisco-secure-client-win-5.0,05040-umbrella-predeploy-keintunewin
select file sisco-secure-client-win-5.0,05040-umi| -predeploy-kSintunewin

._. Endpoint security

1 Name = Cisco Secure Client - Umbrella

|"' Reparts

:. Users Description = Cisco Secure Client - Umbrella

& Groups

&3 Tenant administration

7~ Troubleshooting + support
I Publisher * | Cisco ]
App Version 5.0.05040
I Categery C | Other apps v I

s a5 & featured app in the ves  (TED

y Portal

Information URL (@ Enter a valid ur

Privacy URL © Enter a valid url

20113677228180

4. Insira os parametros do comando de instalagao. Use o padrao ou consulte o Secure Client
Admin Guide para obter os parametros suportados. Por exemplo, para usar o modo passivo
e fazer loginumbrellainstall.log:
* msiexec /i "cisco-secure-client-win-5.0.05040-umbrella-predeploy-k9.msi" /passive /lvx* umbrellainstall.log
» Especifigue o comportamento de reinicializagao do dispositivo e clique emAvancar.

@ & e
ot A T [

Microsoft Intune admin center o _, &

A Home

Eil pashboard
= Al sendices
Ll Cavices

W

@ Endpcint secuity

G reports

& users

B ceoups

£ Tenant administration

A Troubleshooting + suppon

Return cod Code type
20113856190740

5. Especifique a arquitetura do sistema operacional e a versao minima do sistema operacional
para dispositivos que exigem o Secure Client Umbrella Module. Requisitos adicionais
também podem ser definidos.



Microsaft Intune admin center

A Home Add APP

EL cashboard Windows spp (Wini2

I= Al services
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I Spexify the requirements that devices must meet before the app is installed:
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20113968568980

. Opcionalmente, configure as regras de detecgao para verificar se o Secure Client Umbrella
Module esta presente. Neste exemplo, defina o tipo de regra de detecgdo.mscomo para
qualquer versao do Secure Client Umbrella Module.

Microsoft Intune admin center

[
# Hoe Add App
EL Dashboard Windows app (W
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20114138920724

. Na secéo Dependéncias, especifique o mddulo Secure Client Core VPN e setAutomatically
Install como Yes. Se o Secure Client Core VPN nao estiver instalado, o Intune o instalara
antes do Secure Client Umbrella Module. Clique em Avancar.



Microsaft Intune admin center

Add dependency

A rome Add App
— [ search by name, publisher ]
= Al sanvices
LJ oevices @ appinformation & Program @ Requiements @ Detectionnutes @
— = Mame Publisher Dependency Count
[ apps
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%o apps selected
]

. Opcionalmente, configure Substituicdo para atualizar ou substituir um aplicativo existente.
Isso se aplica somente a aplicativos Win32. Para obter mais informacgdes, consulte a
documentacdo do MS Intune. Neste exemplo, ndo especifique nenhum aplicativo a ser

substituido e clique em Avancar.

Microsaft Intune admin center
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. Especifique atribui¢des para grupos ou usuarios que requerem o Moédulo Secure Client
Umbrella. Neste exemplo, atribua a um grupo de dispositivos chamado "Grupo do Intune".
Parametros adicionais também podem ser definidos. Clique em Avancgar.


https://learn.microsoft.com/en-us/mem/intune/apps/apps-win32-supersedence
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Revise a configuragao e clique emCriar.

Microsoft Intune admin center
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Apés a criagdo, retorne ao Portal do MS Intune emHome > Aplicativos > Janelas para
verificar se o aplicativo Win32 do Secure Client Umbrella Module foi criado e atribuido.
Aguarde a implantacao para os dispositivos ou usuarios selecionados.
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Verificacao

1. Revise as instalagbes bem-sucedidas navegando paraHome > Aplicativos > Todos os
aplicativos e clicando emCisco Secure Client - Umbrella.

Microsoft intune admin center

LA ® Cisco Secure Client - Umbrella
Eil pashboard P
E= Al services Sath B oelete
CH pevices ©) G
. Essentials

B apps i

— 72023, 1:16:57 P
W Endpeant security 101772023, 11457 PM
— It Propenties -
- Monitor App package fle © ciseo-secure-chent win:5.0.05040-umbrella-preceploy-ka imunenin
& vsens
28 Greups B Device install status

Device status
3 Tarant administration fp U ingtall status
ey

1

[rr—

# Treubleshoeting + suppedt Ti Dependency viewer

o Supersedence viewer

0

bt Gty

Hon Applicatie

1]

20117335896980

Microsoft Intune admin center

Lt B Cisco Secure Client - Umbrella | Device install status
Ell pashboard Chent Apprt

= Al sanvices {2} Retresh Cobumes & Export

Ll pevices © Overview

W, Encpoint securty

r_ 1l Properties Showing 1 1o 1 of 1 recoeds fage 1 v |of1

5 Reports

& vsers Monitor Device Name T UPN Ty Device Platform Ty App Version. T, Status Details T4 Filter T4 Last modified time T
2 Groups I B Device install stabs | wNL prenesm@iTodpl. Windows 100220007088 5005040 A TA02E, EEDS BN

3 Tenant sdminiation S Userlotll stas

e e J. Depandency veewer

20117374902676

2. No PC de destino, verifique se os moédulos Secure Client Core VPN e Umbrella estéo
instalados, com apenas a interface do usuario do médulo Umbrella visivel.
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



