Configurar o SNA Manager para a ID do
Microsoft Entra SSO
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Introducao

Este documento descreve como configurar o Secure Network Analytics (SNA) para usar o
Microsoft Entra ID para Single Sign On (SSO).

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

* Microsoft Azure
» Analise de rede segura

Componentes Utilizados

* SNA Manager v7.5.2
* ID do Microsoft Entra

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configuration Steps



Configurar Aplicativo Empresarial no Azure

1. Faga logon no portal de nuvem do Azure.

2. Pesquise o servigo Entra ID na caixa de pesquisa e selecione Microsoft Entra ID.

£ Entra ID) >
All Services (46) Marketplace (22) < Maore (4)
Services Gad THre

- ‘5} Microsoft Entra ID

3. No painel esquerdo, expanda Gerenciar e selecione Aplicativos corporativos.

4. Clique em Novo Aplicativo.

Home > Example Orgamization | Enterprise applications > Enterprise applications

:2z Enterprise applications | All applications

Example Organization

4+ MNew application () Refresh & [

5. Selecione Criar Seu Proprio Aplicativo na nova pagina que é carregada.


https://portal.azure.com/#home

= Microsoft Azure

%

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

-+ Create your own application Y Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands o
Browse or create your own application here. If you are want

”,D Search application Sir

Cloud platforms

Ul do Azure

6. Fornega um nome para o aplicativo em Qual € o nome do seu aplicativo? campo.

7. Selecione o botdo de opgao Integrar qualquer outro aplicativo que nao esteja na galeria (Nao-
galeria) e clique em Criar.



Create your own application X

E? Gaot feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not i the gallery, you can create your own application here.

What"s the name of your app?

An Exarmple SNA App Name

What are you looking 1o do with your application?

':.:J Configure Application Proxy for securng remote 3CCess 10 an on-prémises application
':::' Regeter an apphcation 1o integrate with Microsoft Entra 1D (App you'ré developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

8. No painel de instrumentos do aplicativo recém-configurado, clique em Configurar logon unico.

B An Example SNA App Name | Overview

Enterprise Application

Properties
i Overview P
Deployment Plan AE Hame ©
| An Example SNA App Name Ty |
7. Diagnose and solve problems
Application ID ©
2 Manage | I s S R I-_D!
> Security ObjectiD @
> Activity |E'-- . ... Ijji
> Troubleshooting + Support s
- Getting Started
|.I 1. Assign users and groups —3 2. Set up single sign on
Provide specific users and groups access Enable users to sign into their application
to the applications using their Microsoft Entra credentials

Assign users and groups Get started



9. Selecione SAML.

5) AnExample SNA App Name | Single sign-on

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a

B Overview e el i h . fisnch
your organization to sign in to every application they use with only one account. Once the user logs into an application, thal
[ Deployment Plan credential is used for all the other applications they need access to. Learn more.
s Diagnose and solve problems
' » " :
Mpnage Select a single sign-on method  Help me decide
!I! Properties
L& Owners
B ® Disabled 4:3 SAML
il Roles and administrators Single sign-on is not enabled. The user Rich and secure authentication to
R won't be able to launch the app from applications using the SAML (Security
MR My Apps. Assertion Markup Language) protocol.

%) Single sign-on
2 Provisioning

SR e A

10. Na pagina Configurar Single Sign-On com SAML, clique em Editar em Configuracado SAML
Basica.
Set up Single Sign-On with SAML

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn
maore.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration

& Edit

ldentifier (Entity 1D} Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional

11. No painel Configuragdo SAML basica, configure Adicionar URL de resposta para

https://fexample.com/fedlet/fedletapplication substituindo example.com por FQDN do Gerenciador
SNA e clique em save.



Basic SAML Configuration

Save Q'? Got feedback?

Identifier (Entity ID) * ©

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Microsoft Entra tenant. The default identifier will be the audience of the SAML response for 1DP-initiated 550.

Default

https://example.com/fedlet ~/‘ v @

Add identifier

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurmer Service” (ACS) in SAML.

Index Default

https://fexample.com/fedlet/fedletapplication e || ‘ i | 6]

Add reply URL

12. Localize o cartdo Certificados SAML e salve o valor do campo URL de Metadados de
Federacao de Aplicativos e baixe o XML de Metadados de Federagao.

e SAML Certificates

Token signing certificate 2 Edit
Status Active

Thumbprint 12345678%abcdefghijkimnop

Expiration 6/3/2028, B:39:10 AM

Notification Email someuser@example.com

App Federation Metadata Url https://lagin.microsoftonline com/af42bac0-52aa- ... [y
Certificate (Basetd) Download

Certificate (Raw) Download

Federation Metadata XML Download

Verification certificates (optional) f Edit
Required No

Active 0

Expired 0

Configurar e fazer download do arquivo XML do provedor de servicos no SNA



1. Faca login na interface do usuario do SNA Manager.
2. Navegue até Configure > Global > User Management.

sifusifus

asco  secure Network Analytics

= Configure
=
@
Example.com :
? Cetection

Hosl Group Managemeani

— ] —

Alarm Severity

Manitar
Policy Managemean
=1 Response Managemeant
Investigate
? Melwork Scannars
Analytics
Il
Report Alerts
-t Global
Conflgure C' Cemral Management

Usar Management

3. Na guia Authentication and Authorization, cligue em Create > Authentication Service > SSO.



‘il Secure Network Analytics

@ .O | Q Admin User

a User Management
v
Examplssom
Users Data Roles Authentication and Authorization

Manitor Maime 1 Deseription At leation Type

-1

nvestigate

Rapart

N

Contigure © 2025 Cisco Systems, Inc

Mo racords available.

Usar
890 Status Remate Authorization
Data Role
2
RADILUS
TACACS+
LDA®

- 0 -0 of 0 iems
580

Privacy Data Sheet  Terms

4. Selecione o botdo de opcao apropriado para URL de Metadados do Provedor de Identidade ou
Carregar Arquivo XML de Metadados do Provedor de Identidade.

User Managemeant | Authentication Senvice

Authentication Senvice

Identity Provider

kdenaty Peovader Type = Idenity Provider Metadats URL

fitra I

Ganeral Conbguration

s Ientiber Formar = Lisggin Sereen Labed * i

Prryisiont popug

Deseripion
® Lipioad ldenbity Provider Metadata XML Fie *
Cusioen Senice Provides Address



Note: Nesta demonstragao, a opg¢ao Carregar arquivo XML de metadados do provedor de
identidade esta selecionada.

5. Configure o campo Tipo de Provedor de Identidade para ID do Microsoft Entra, Formato do
Identificador de Nome para Persistente, Digite um Roétulo da Tela de Login.



Tip: O rétulo da tela de logon configurado (nome/texto) € mostrado acima do botado Logon
com SSO e nao deve ser deixado em branco.

6. Clique em Salvar, que o levara de volta a guia Autenticacado e Autorizagao.

7. Aguarde até que o status seja READY e selecione Enable SSO no menu de agdes.



User Management

Hirme Dedriplion Aot dtan Ty S50 fratud AL tons

550 550 Ready

1 ’ LETS DEr page 1= 0ol 1 iems

8. Na guia Autenticacao e autorizacgao, clique nos trés pontos da coluna Agdes e clique em
Download do arquivo XML do provedor de servigos.

O Vou've succesihully sived the S50 Authentication Service. It will ek up 1o 5 mirses 1o spply you!
changes

User Managarmeant

futerdication and Authorization

Mame Deacription Authantcation Typs S50 Skaten Rtiona
550 550 Ready m -

T P i-iolii

Configurar SSO no Azure

1. Faca logon no portal do Azure.

2. Na barra de pesquisa, navegue até Aplicativo Empresarial > Selecionar Aplicativo Empresarial
configurado > Clique em configurar logon unico.

3. Clique em Upload do arquivo de metadados na parte superior da pagina e carregue o arquivo
sp.xml baixado do SNA Manager.

4. Ele abre a tela "Configuragcdo SAML basica" e define varias configuragdes para corrigir valores,
Clique em Salvar.


https://portal.azure.com/#home

Microsoft Azure

Home > An Example SNA App Name

An Example SNA App Name | SAML-based Sign-on

Enterprise Application

< 1 Upload metadata file G Change single sig

Note: Verifique se o Formato de ID do Nome no Entra ID esta correto.

5. Localize a segao Atributos e Reivindicagoes e clique em Editar.



Set up Single Sign-On with SAML
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Le:

more.

Read the configuration guide & for help integrating An Example SNA App Name.

o Basic SAML Configuration 2 Edit
|
Identifier (Entity ID) https,//example.com/fedlet
Reply URL {Assertion Consurmer Service URL)  https://your-sna-manager-fgdn.com/fedlet/fedletapplicati
on
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) Optional
e Attributes & Claims 2 Edit
givenname user.givenname .
Edit u
surname user.surname -
emailaddress user.mail
name user.userprincipalname
Unigue User |dentifier user.userprincipalname

6. Clique no valor user.userprincipalname na secdo Nome da reivindicacao.

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims

Add new claim T Add a group claim Columns 53'? Got feedback?

Required claim
Claim name Type Value

Unigque User Identifier (Name 1D} SAML user.userprincipalname [... ***

7. Na pagina Gerenciar reivindicagao, verifique o formato do identificador de nome.



= Microsoft Azure ' Search

Home > An Example SNA App Name | SAML-based Sign-on > SAML-based Sign-on > Attributes 8 Claims

Manage claim

E| Save X Discard changes Q'_‘" Got feedback?
Mame

Mamespace

~ Choose name identifier format

Mame identifier format * Persistent




Note: O campo de formato do identificador de nome € definido como Persistente, caso
contrario, selecione-o no menu suspenso. Clique em salvar se as alteracdes tiverem sido
feitas.

Caution: Esse é o local mais comum para encontrar problemas. As configuragées no
Gerenciador SNA e no Microsoft Azure devem ser correspondentes. se vocé optou por
usar o formato "emailAddress" em SNA, o formato aqui também deve ser "Email
Address".

Configurar usuarios na ID do Entra.

1. Faca logon no portal do Azure.

2. Na barra de pesquisa, navegue até Aplicativo Empresarial > Selecionar Aplicativo Empresarial
configurado > selecione Usuarios e Grupos a esquerda > clique em Adicionar usuario/grupo.


https://portal.azure.com/#home

= Microsoft Azure

Home > An Example SNA App Name

25 An Example SNA App Name | Users and groups

Enterprise Application

L]
-

izt

- Owerview

[—)
[ -

Deployment Plan

Diagnose and solve problems

< X

Manage

e .

' Properties

48 Owners

& . Roles and administrators

S& Users and groups W

-~ Add user/group & Edit assignment [l Remove as

(i) The application will appear for assigned users within My App

Assign users and groups to app-roles for your application here

S First 200 shown, search all users & groups

Display name

Mo application assignments found

3. No painel esquerdo, cligue em Nenhum Selecionado.

4. Pesquise e adicione o usuario necessario ao aplicativo.

e
Home > An Exampbe SNA App Name | Users and groups US’B'S and groups 3
Add Assignment
Example Jrganization
{i} Try changing or adding filters if you don't see what you're looking for Selected (1)
Users and groups
/ Resat
Nene Selected Coarch
Select a role = | a i &
1 result found userexample.com =

Al Users  Groups

Mame

B & Examgle User

Configurar SSO em SNA

Type Details

User user@examplecom

1. Faga login na interface do usuario do SNA Manager.

2. Navegue até Configure > Global > User Management.



3. Clique em Criar > Usuario.

atlwalis

tiea’ Secure Metwork Analytics i : @ 0 | 2 adminuser

a User Management
v
Example.com
Users Data Roles Authemication and Authorization Create ™~
n User
Montor UserHame T [Full Haime Primary Adinin & Canfly Manager & Analyst O Pawer Analyst O Data Robe Stal
= Data Role
. —
[T [+] [r] o )
a - - b Authentication Service >
Irdmstl All Data {Read &
kil admin Admin Wser ' e e
write]
il 1-10f1items
Repont
X
Configure © 2025 Clsco Systens, Inc Privacy Data Siveet  Terms

4. Configure o usuario fornecendo detalhes associados ao servigo de Autenticagao selecionado
como SSO e clique em Salvar.

User Name = Authentication Service
550 v
Full Name
Email
SAMLID =

Role Settings
Primary Admin

Data Role
All Data (Read Only)

@ Youmust select a minimum of one web role and one desklop client role.

Web Desktop

Web Roles * Compare

Configuration Manager Analyst Power Analyst

Criacao de SAML-User em SNA-UI

Troubleshooting

Se os usuarios nado conseguirem fazer login no SNA Manager, um rastreador SAML pode ser
usado para investigar mais.

Se for necessaria assisténcia adicional na investigacao do SNA Manager, um caso de TAC
podera ser levantado.

https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html



https://www.cisco.com/c/pt_br/support/web/tsd-cisco-worldwide-contacts.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



