Configurar o Secure Firewall Threat Defense
para Enviar Eventos de Invasao a um Servidor
Syslog Usando o FDM
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Problema

O objetivo € configurar o Secure Firewall Threat Defense (FTD) para enviar eventos de invasao a
um servidor syslog por meio do Cisco Secure Firewall Device Manager (FDM).

Ambiente

FTD versao 7.7.10, gerenciado pelo FDM. Este procedimento também se aplica a outras versdes.

Resolucao

Use as etapas para configurar o FTD para enviar eventos de Intrusdo a um Servidor syslog via
FDM.

Etapa 1. Na GUI do FDM, navegue até a guia Politicas.
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Etapa 2. Clique na guia Intrusion.
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Etapa 3. Clique no botéo Settings.

Firewall Device Manager
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5 palicies Inspection Engine: 3.3.5.1000-57 Y F

Balanced Security and Connectivity Autornatically-created custom policy equivalent to 'Balanced Security and Connectivity - Cisco Talos'. This policy Prevention
attempts to strike the delcate balance batween network connecthvity and throughgut and the needs of security, While
nat 48 Shict 43 Seeuity Over Connectivity, this policy SHEMPLS 1 kesp uSers securs whild béwng 1858 obtiushe about
normal traffic,

2 Connactivity Over Security Automatically-created custom policy equivalant to 'Connactivity Over Security - Cisco Talos'. This policy places an Prevantion
ermphasis on network connectivity and throughpat, st ths possible axpense of sacurity. Traffic is inspected less deaply,
and less rules ane evaluated.

3 LAB Prevention

4 Maximum Detection Automatically-created custom policy souivalent to Maximum Datection - Cisco Talos”. This policy plsces all smphasis Prevvintion
on security. Network connectivity and throughput s not guaranteed and false positives: are likaly. This policy should only
be used for high security aneas and Security monitors must be prepared 1o inwestigate alerts to determine thisis validity,

5 Security Ovar Connoctivity Automatically-created custom policy equivalent to ‘Sacurity Over Connectivity = Cisco Talos'. This policy places an Prevention
emphasis on security, 81 the possible expensa of network conmactivity and thioeghput. Traffic is inspected mone
deeply, mane rules am evaluated, and both false positives and increased katency an expacied but within reason.

Etapa 4. Na secao Send Intrusion Events to Syslog Servers, clique no botdo de mais (+).



Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Etapa 5. Selecione o objeto do Servidor syslog e clique em OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:
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CANCEL “ ‘ic handled by this device.
@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (3

Balanced Security and Connectivity - Cisco Talos: Prevention (no overrides

Passo 6: Implante as alteragbées de configuragéo no firewall.

Causa



Para configurar eventos de invasao a serem enviados a um Servidor syslog, selecione o Servidor
syslog nas configurac¢des de politica de invasao.

Conteudo relacionado

Guia de configuracao do Gerenciador de dispositivos do Cisco Secure Firewall



https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-system.html#id_88125

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



