Configurar o Portal do Azure Entra Captive no
Firewall Seguro

Contents

Introdugéo
Pré-requisitos
Requisitos
Componentes Utilizados
Informacdées de Apoio

Diagrama
Portal cativo entre endpoint, FTD e Azure Entra

Configurar

Ease 1: Configuragéo inicial do FMC e do DNS
Passo 1: Ativar o Cisco Dynamic Attributes Connector (CSDAC)

Passo 2: Crie um representante de objeto de rede de nome de dominio totalmente
qualificado da interface de ingresso do FTD

Passo 3: Configurar o registro DNS A

Fase 2: Configuracdo da infraestrutura de chave publica
Passo 1: Importar o Certificado de CA Interno para o FMC
Passo 2: Assinar o certificado do provedor de servigcos com a autoridade de cettificacéo
Passo 3: Implantar o Certificado SP no FTD

Fase 3: Configuracdo do Azure
Passo 1: Criar o Aplicativo do Entra Enterprise para o Kit de Ferramentas SAML
Passo 2: Configurar registros do aplicativo de |D do Entra
Etapa 3. Configurar as permissées de API do Microsoft Graph para o registro do aplicativo.
Passo 4: Configurar o Namespace do Hub de Eventos (EH)

Passo 5: Escolha ou Crie Politicas de Acesso Compartilhado no Namespace do Hub de
Eventos

Passo 6: Coletar e Anotar Informacdes de Assinatura de Acesso Compartilhado (SAS) do
Namespace EH

Passo 7: Criar uma Instancia do Hub de Eventos no Namespace do Hub de Eventos

Passo 8: Criar um Grupo de Consumidores de Instancias do Hub de Eventos no Namespace
do Hub de Eventos

Etapa 9: Verificar Valores Coletados
Etapa 10: Configurar o Streaming de Log de Auditoria do Entra ID para o Hub de Eventos

Ease 4: Consolidar a Configuracéo de Autenticacdo Ativa do Azure e do FMC/FTD
Passo 1: Configurar o Dominio SAML/Entra ID do Azure Usando o Assistente do FMC

Passo 2: Implementar os Metadados de SP SAML configurados pelo FMC no Aplicativo
Azure Enterprise

Passo 3: Configurar o Dominio SAML/Entra ID do Azure Usando o Assistente do FMC
(Continuacéo)

Passo 4: Verificar Usuarios Baixados

Fase 5: Configurar politicas no FMC
Passo 1: Configurar Politica de Descriptografia
Passo 2: Configurar Regras de Politica de Descriptografia
Passo 3: Criar politica de identidade
Passo 4: Configurar Regras de Politica de Identidade
Passo 5: Configurar a Politica de Controle de Acesso



Passo 6: Implante configuracdes nos dispositivos Cisco Secure Firewall
Verificar
GUI
CLI
Troubleshooting
Depuracéo do portal cativo
Despejo de Identidade de Usudrio

Possiveis problemas
Autoridade de Certificacdo Desconhecida do Portal Cativo

Portal cativo "Servidor ndo encontrado

Informacdes Relacionadas

Introducao

Este documento descreve a configuragao da ID do Microsoft Azure Entra para uso com o portal
cativo (autenticagao ativa) no Cisco Secure Firewall.

Pré-requisitos

Requisitos
A Cisco recomenda o conhecimento destes topicos:

» SAML (Security Assertion Markup Language, Linguagem de marcagao de assercao de
segurancga)

* Microsoft Azure

» Cisco Secure Firewall Management Center (FMC)

» Defesa contra ameacgas (FTD) do Cisco Secure Firewall

Vocé deve ter o tipo de preco Padrao disponivel no Azure para a criagao do Hub de Eventos.
Além disso, os dispositivos devem ser ativados com o Smart Licensing habilitado com a
funcionalidade de exportagcao controlada.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:



» Cisco Secure FTD versao 10.0
» Cisco Secure FMC versao 10.0

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Como as arquiteturas de seguranca tradicionais baseadas em IP lutam para acompanhar o ritmo
dos ambientes de trabalho dinamicos e hibridos, a autenticagao ativa do Cisco Secure Firewall
com integracdo SAML oferece uma solugao robusta e centrada em identidade. Aproveitando o
Microsoft Entra ID (Azure AD) como um provedor de identidade centralizado, essa configuragéo
permite que os administradores vao além das regras de rede estatica e apliquem controle de
acesso granular com base na identidade do usuario verificada, em vez de enderecos de rede
volateis. Essa integracéo otimiza a experiéncia do usuario por meio de Logon Unico (SSO) e
Autenticagdo Multifator (MFA) obrigatdrios, ao mesmo tempo em que garante uma postura de
seguranca unificada que mantém visibilidade estrita e aplicacdo de politicas em uma rede sem
perimetro.

Diagrama

Portal cativo entre endpoint, FTD e Azure Entra
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Configurar

Fase 1: Configuracio inicial do FMC e do DNS

Note: Este laboratorio usa o Centro de Gerenciamento de Firewall (cdFMC - Firewall
Management Center) fornecido em nuvem; no entanto, as etapas continuam a ser as

Inside
192.168.20.1/24

Endpoint
192.168.20.200/24




mesmas para o CVP local.

Passo 1: Ativar o Cisco Dynamic Attributes Connector (CSDAC)

1) Escolha Integrations > Dynamic Attributes Connector.

alial.  Cloud-delivered Firewall Management Center
CISCO  [evices | Secure Firewall Routing

= Integrations = X
L]
Monitor
Dynamic Atiributes Connector
@ Insights & Reports > 1
Security Analytics & Lagging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s  Objects
Realms
FE Devices >
«¥ Secure Connections Users
# Integrations Active Sessions
Lisers

Escolher Conector de Atributos Dindmicos de Integragdes

2) Clique no controle adjacente a string Disabled para ativar o CSDAC.

ahals.  Cloud-delivered Firewall Management Center

CI8C0  inregrations [ Dymamic Atributes Connector C'/ Q search
= Dynamic Attributes Connector Disabled
Manior B The Dynamic Aributes Connectar is curmently disabled, You must enable it Lo view or edit the configuration,

Ativar Conector de Atributos Dindmicos Cisco

c) Cliqgue em Concluido quando a ativagado do CSDAC for concluida.



Dynamic Attributes Connector

a Dynamic Attributes Connector enabled successfully

@ Preparing Docker.
Dons

@  Verifying images
Dons

@ Downboading conneclor images.
Done

@ Downloading Cong imagaes
Done

G Using local images
Shippad

@ Bringing up Core services.
Done

@ Bringing up AP service
Done

Habilitar Status do Conector de Atributos Dindmicos Cisco

Passo 2: Crie um representante de objeto de rede de nome de dominio totalmente qualificado da
interface de ingresso do FTD

1) Escolha Objetos > Adicionar rede > Adicionar objeto.

& AAA Server

. |mnmm -—- l Filter

1 ] shes v
| A et
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n 3 AASMEE Poot Tubes, beniity rubes, NETWON COVEry rubes, event searches, reffons, and 5o on Imgrt Digect
% Insights & Repans i Pocka
Applization Files Aol Graup
@ Evsaug NG Pl Harne Waliie Type Ovarrise
Fi Tamplans
£F  Insights & Repons B = -y 00u0000 P
Cipher Suite List L]
Manag *  Community List amy-ipyd 00000 Hatwor
[ Policis .y DHCE IPv Pool anmy-ipv 0 e
¥ Distinguished Nama
. s 1Py~ Banchmanis-Tests A0S Mtwiars
A" Dbjects . OIS Server Group
1Py Link-Local 5 L8 DONG Btwors
By Devices il Excoptan List
»  Exmernal Anributes e TRA00 00 Hatwors

Criar novo objeto de rede de nome de dominio totalmente qualificado

2) Nomeie o Objeto de Rede configurado com o Nome de Dominio Totalmente Qualificado
(FQDN). Insira o FQDN e atribua o objeto de rede como um tipo de FQDN clicando no botéo de
opcao apropriado. Click Save.



Edit Network Object ®

Name

| active_auth_fgdn —

.

Network

(O Host (O Range (O Network (® FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

Configurar Variaveis de Objeto de Rede FQDN

Passo 3: Configurar o registro DNS A

1) O exemplo mostrado aqui usa o Windows Server 2025; consulte a documentacéo do servidor
de resolugcdo de nomes especifico conforme necessario.

- Voo o Ery] W R L ST | B LTl | = =

g’ﬂ DNS Name Type Data
v a D_c E_I(same as parent folder) Start of Authority (SOA) [1], dc., hostmaster,
M Flc_:rward e L ﬂ(same as parent folder) Name Server (NS) dc.
(] emmple.com| Flftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points



Configuracao de Registro DNS A do Windows Server

S

Note: O cliente que executa a Autenticagao Ativa deve ser capaz de resolver esse
registro DNS A.

Fase 2: Configuracio da infraestrutura de chave publica

Uma CA (Autoridade de Certificagao) interna pode ser usada como PKI (Infraestrutura de Chave
Publica) para a configuracédo de Autenticacado Ativa. O FMC e o FTD da Cisco exigem que a
chave publica da CA interna e a chave privada emparelhada sejam carregadas como um objeto
de CA interna para executar as operacdes necessarias de interceptacdo SSL e Descriptografia-
Renuncia. Além disso, a CA interna deve ser confidvel no navegador do cliente a partir do qual a
Autenticacao Ativa é executada. Consulte a documentagao do navegador do cliente para verificar
como confirmar se o navegador confia no certificado.

Passo 1: Importar o Certificado de CA Interno para o FMC

1) Selecione Objects > PKI > Internal CAs. Clique em Importar CA.

S

Note: A CA interna também pode ser criada diretamente no FMC.

Import Internal Certificate Authority

MName:

[ Internal=Lab-MNelwork-Ci l

Certificate Data or, choose a file:

""" BEGIN CERTIFICATE-----

----- END PRIVATE KEY-----

Key or, choose a file:

[ - BEGIN CERTIFIGATE-----

-====END PRIVATE KEY-----

Encrypted, and the password is: | sessssas ]




Importar Autoridade De Certificagédo Interna Para O Centro De Gerenciamento De Firewall

S

Note: No conteudo deste documento, aparece um espag¢o em branco cobrindo os varios
valores de campo nas imagens e € intencional de acordo com a publicagao deste
documento. Os valores reais sao refletidos para seu ambiente a medida que vocé
configura.

Passo 2: Assinar o certificado do provedor de servigos com a autoridade de certificacao

1) O certificado do provedor de servigos (SP) deve ser assinado por uma autoridade de
certificagdo (CA) confiavel e retornado em um formato PKCS#12 (.p12).

S

Note: Esta CA pode ser assinada internamente. A unica adverténcia € que a CA interna
deve ser confiavel pelo dispositivo cliente.

Passo 3: Implantar o Certificado SP no FTD

1) Selecione Devices > Certificates.

ahali.  Cloud-delivered Firewall Management Center
CISCO  Objects

Devices LS

Maonitor
Device Management
£H Insights & Reporis >
Template Management
# Events & Logs >

Platfarm Settings

4F Insights & Reports >
Certificates

Manage

(1) Policies 3 + Show more
L ]
=

Objects

oy Devices ff——

Navegue Até Dispositivos E Certificados



2) Clique em Add Certificates.

o

[ All Cenificaras

Ham Darmain Enrcliment Typa Identity Cartificate Expiry CA Cortificate Expiry Status

Add Certificates

e

Adicionar novo certificado do dispositivo

3) Clique no dispositivo na lista suspensa que executa a Autenticacéo ativa e, em seguida, clique
no icone + para criar um novo Registro de certificado.

Add New Certificate @

Add a new certificate 1o the device using cert enroliment object which is used
to generate CA and identify certificate.

Device*:

| 0 4 <)

Certificate Enrollment®: /
[ o+
Cancel m

Selecione FTD E Adicione Adicionar Nova Inscrigdo De Certificado

4) Nomeie o Registro de certificado e, na lista suspensa Tipo de registro, escolha o arquivo
PKCS12.



Add Certificate Enrollment @

Name*

FTD-5P-Cert

Description

CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

______J
e {Range 0-100)
Fingesprint: [ Ex: e67d542 e355586¢ a758e7... ]
Walidatinn llcanar [ ] IDems Flant [ ] Sl Flinnte (pm ] el Sarme
Cancel Save
F

Tipo E Configuracdes De Registro De Certificado

5) Importe o arquivo PKCS#12 clicando em Browse PKCS12 File e insira a senha necessaria.
Click Save.



| 4 s |

Add Certificate Enrollment @
MNamea*
[ FTD-SP-Cart ]

Description

[ |

CA Information Certificate Parameters Key Revacation

Envollment Type: [ PKCS12 File v ]

PHCS12 File®*: [ Browse PKCS12 File
Passphrase®: [ verrsesaes " ]

Validation Usage: 3 Psec cClient [ SSLClient [ SSL Server

[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

> Qwerride (0)

Cancel
A y |

Procurar e importar o arquivo PKCS12

6) Confirme se os detalhes da inscrigdo estao corretos e clique em Adicionar.

Add New Certificate @

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Davice*:
[ FTD w]

Certificate Enroliment®:

[ FTD-SP-Cent v ] +
Centificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: A

Cancel

Confirmar detalhes da inscrigéo de certificado



7) A importacao reflete Em andamento.

==pTp -

FTO-5P-Carl Glabal PRCSTE fie £ In progress

Quando a importagao for concluida, as informagdes do certificado SP poderdo ser validadas
clicando no icone ID do certificado configurado.

Al Ceriiticates =

Name Domain Enraliment Type Identity Certificate Expiry CA Certificate Expiry Status
o = -
FTO-5b-Cert Gl PRCEID fle Dec 18 20FR Sap 12, 2006 LA , B N el

Status de Importagdo de Certificado em Andamento

Fase 3: Configuracdo do Azure

Passo 1: Criar o Aplicativo do Entra Enterprise para o Kit de Ferramentas SAML

1) Procure e clique em Enterprise Applications.

Microsoft Azure Ol enterprisd

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See mare

+ o =

Ea:, Enterprise applications +

Pesquisar E Acessar Aplicativos Corporativos

2) Clique em + Novo aplicativo.

Microsoft Azure

Home : Enterprise applications

H Enterprise applications | All applications

4 + Mew application () Refresh

B Owefuiw /

View, filter, and search applications in your arganization that are

= Download (Export)

w  Manage
The list of applications that are maintained by your arganizatson

i Al applications




Selecionar Novo Aplicativo Nos Aplicativos Corporativos

3) Procure o Microsoft Entra SAML Toolkit e clique na miniatura dele.

= Microsoft Azure 1 Search resources, 1

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Croute your awn application T Pubiki® 15 the app galery B Get lendipek?

The Micredalt Emrs App Galery i & catadag of thousandi of apgr thas make it @ity to deploy and configure single sign-on (550
securely to thes apps. Browse O creabe your own apphcation here. If you ae wanting to publsh an spplication you have develo)

= gaml g Single Sigrv-an ; All User Acgoum Mansgement : All Cati

) Federsted 550 () Provisioning

o ¥ou're currently tesing a limited view of app riik scores.
Your organization doesn have the requined licerae 1o view sk soores fior all applcatioes in the galiery. Wou're oumenthy sesing a i

Showing 1 of 1 results

Microsoft Entra SAML

$ B2 | _—-—

2

Pesquisar e Selecionar o Kit de Ferramentas Microsoft Entra SAML

4) Atribua um Nome ao Aplicativo Empresarial Microsoft Entra SAML Toolkit e clique em Criar.
(Referéncia da Microsoft: Leia nosso tutorial de integracéo passo a passo do Microsoft Entra

SAML Toolkit).



https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (D Mame *
Ing an g £ [ Captive-Auth-5AML
- prganizatia
Publishes (0 Prervidioning (1)
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (© L
SAML-based Sign-on HRps e micrasall com
ozl fntr § Lot 40

Read our sbip-by-itep Micradal Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your eeganication doesn hawe the nequined loense 10 virw rik scores for all applications in
the gallieny. Yo re curmently seang a heeited wiew. To socess full rick soonng upgrede 1o
Microsolt Enar Suite or Mecrsolt Entra Intermnet Acsess

Atribuir nome ao aplicativo Toolkit SAML

5) Na pagina Visao geral, atribua os usuarios e grupos especificos a aplicagcdo SAML Toolkit
Enterprise. Neste exemplo, a conta de teste (ctive-portal-user) € um membro do grupo ative-auth-
lab.

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

Atribuir Usuarios E Grupos Ao Aplicativo

6) A configuragao deste aplicativo empresarial continua nas etapas posteriores.



Passo 2: Configurar registros do aplicativo de ID do Entra

1) Navegue de volta para Entra ID e, no menu de navegacgao esquerdo, escolha Registros de
aplicativo. Clique no filtro Todos os aplicativos e procure o nome fornecido ao aplicativo
empresarial. Clique no aplicativo apropriado.

¢ T~ MNew registration # Endpoints 2% Troubleshoot - Refresh = D
D Overview
o Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learn maore
){ Diagnose and solve problems
- Manage
All applications Owned applications Deleted applications Deactiv
aa Users
22 Groups £ Start typing a display name or application (client) ID to filter these r..

BE- External ldentities

Roles and administrators

B

& Administrative units

Delegated admin
partrers

B Agents

::L' Enterprise applications

[T Devices /
i, App registrations

B ldantit CAssrmansa

Navegue Até Registros De Aplicativo E Todos Os Aplicativos

2) Colete e anote os valores essenciais no Enterprise App Registration.

S

Importante: Passe o mouse sobre os valores para revelar Copiar para a area de
transferéncia e coletar os valores em Essentials na pagina Viséo geral:

* Nome de exibicao
* ID do aplicativo (cliente)
* ID do Diretério (Locatario)



m Captive-Auth-SAML =

[ 2 search | # = (% Deactvate  [i Deleie & Endpeints
B Overview W Ger i second? Wi sl kv your fredback an Micrsolt kdentily plithonn fpesic
&a Quickstart
& Integration assistant . Eidentiale
#. Diagnase and sohee problems Display nama ; Captive-Auth-SAML
* Manage Application (chent) 1D
B Branding & properies Object 1D :
3 Authentication [Preview] I Directany (tenant) 1D : I ih
Supported socaunt types @ My organizaton anky

F Fantidicatar b rareate

Coletar Valores De ID De Aplicativo E De Exibi¢ao E De Diretério

3) Clique no hiperlink Add a certificate or secret.

= Captive-Auth-SAML =

F Search -_ e o @ Desctivate 'il Delete Q Endpoins

B overview W Got 2 second? We wold bove your fredback on Micrasoft kentity plashonm (peeviously Azure AD for drveioper). =

& Quickstan

& Metegration assitant . Easentialy

X Diagearse and sohve problems. Didplay rume | Chghot-Auth-SAML Client cradentialy A b cerificale ge secres

~ Manage Application {chien) 1D Risdirsct URIS 1 veeh. O 500, 0 pubSc clang
= Branchng & propenies Object I Application |0 RS gl an Agpplication 1D URI
D a Seation (P ¥ Directeey (enant) ID Managed application in | Captive-Aunh-SAML

Supporied sccount types @ My coganization only State Q Actwvated

U Certificates & secrets

Adicionar Hiperlink De Certificado Ou Segredo

4) Clique em + Novo segredo do cliente.

. Captive-Auth-SAML | Certificates & secrets #

£ Search 5 @ B Got feedack?

B Ovendew
b Quickstary
A" Inbegration aisitant
Credentialy srabls confidentisl spploatony b identily Bamisiort bo the sthenticafion wereios whan neceiving fokema ot s web sddmmalkle ks

% Clagnene and soive problems schermel. Fee 3 bighr bvel of astsrance, we necommend using & cerificans fnstesd of & chent sret) ad & credentisl
= g

= tranding & properties W Appbomon regsratan cenAcees sevets and fedbated credennali o e o i The Lk bt
5p Austengcation Frevies]

Cerificabes & secrats Cedtificates (0 Cliert soerets (07 Federated credentials (0]

n
Wi T e A ipcrt itring Bhat the spplcation used 10 grove it identity when requeiting a toicen, Alsa can be neferred 10 a5 application paiswond

4 AP perrmisions
& Expoie an 471 - m:lwm-ﬂ*_,_.—-—-—'—'_'_'—_——'

HL Apo reles Darpcription Epines Value Secrat I

& Ownery Py chiet seretd have been creaned boe ths apphaation

L. meled and sd=irisiraton

Adicionar novo segredo do cliente

5) Fornega uma Descrigédo para o segredo e ajuste a expiragao conforme necessario. Clique em



Add.

Add a client secret 3
Descriplion [ sarml-secret I
Expires Recommended: 180 days (6 months) L'

essable o

wd.

Fornecer Descrigdo Do Segredo Do Cliente

6) Copie o segredo.

S

Importante: Anote o valor secreto copiado para a area de transferéncia.

Captive-Auth-SAML | Certificates & secrets =

£ Search ¢ & Got feedback?
B Overview
& Quickstart Credentials enable confidential applications to identify themsebes to the suthentication service when receiving tokens at & web addressable location {using an HTTPS

scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential
5" Integration assistant

¥ Diagnose and sobve problems
ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.
~ Manage

= Branding & properties

Certificates (0}  Client secrets (1)  Federated credentials ()
3 Authentication (Preview) [

Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,
11! Token configuration -+ Mew client secret
A parrdilone Deseription Expires Value (0 Secret [0
i sami-secret 341472027 i ] oy
HE App rolis
L& Owners

Copiar valor do segredo do cliente



Etapa 3. Configurar as permissdes de API do Microsoft Graph para o registro do aplicativo.

1) Escolha Permissdes de APl no menu de navegagao esquerdo e clique em + Adicionar uma

permissao.

Home  cxsecurity | App registrations . Captive-Auth-5AML

= Captive-Auth-SAML | APl permissions  #

P Search : () mefresh A7 Got feedback?
E O rview L
Configured permissions
& Quickstart
Applications sre authorized 1o call APLS when they are granted permissiond by users)sdmi
# Integration assistant all the permissions the applcation needs. Leam mare about permissions and consent
#. Diagnose and sobwe qut::_.-—-‘" t Add a permission
~ Manage

API / Permissions narme Type Destription

B Branding & nogrerties .
R ' Mo permissions added

3 Authentication [Freview)

Certificates B secrets .
To witw and manage condented permisssons for individual apps, a5 well a3 your tenant’s e

Il Token configuration

= APl p i i-u“_-‘_

Configurar Permissdes de API

2) Clique em Microsoft Graph API.

[ N —— T
Request APl permissions

Select an AP

Microsaft APls  APls my organization uses My APls

Commonly used Microsoft APIs
5 A5 §
Microsoft Graph

e i Take advantage of the tremendous amount of data in Office 365, Entonprise Mobilty +
Security, and Windows 10. Access Microsoft Entra 1D, Excel, Intune, Outlooky/Exchange,
Onelrvive, OneMote, SharePoint, Planner, and more through a single endpaint

Selecionar APl do Microsoft Graph

3) Conceda permissdes Delegated User.Read e clique em Add permissions.



Request APl permissions

€ All AP

# Micresoft Graph
https/fgraphmicrosoftcomf Docs o

What type of pérmidions does your apphication require?

Delegated peimiian —
Your application reeds to access the AP as the
) i e,

Applicatsan permissices
Your applcation runs a5 & Background fensce of daeman witheut a
signed-in user,

Select permissions

"

£ User.Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Uiser ReadBasic Al O
Read all users’ basic profiles

Conceder Permissdes de Leitura de Usuario Delegado

4) Conceder permissdes User.Read.All do aplicativo (marque a caixa de selegao).

Admin consent required

Yes

L]



Request APl permissions X

{ all APl
li Microsaft Graph
mipsdfgraphmicresoficomd Docs o

What type of permissions does your application require?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation permissions

Your application runs & & background serdce or daeman without &
sy -iny er

Select permissions wapared all

[= userRead.a

Permisison Admin corsent required

P IdendityRiskyUser

" Uger (1) /
WserRead All ()

= es

Read ol users' full prahiles

Conceder ao Aplicativo Permissdes Ler Tudo

5) Procure e marque a caixa de selecao Group.Read.All para conceder também permissoées de
Leitura do grupo. Clique em Adicionar permissdes.

Select permissions expand all

& Group. Read.adl

Permissicn Adman consert requined

' Group (1)

Group. Read Al )
= Yes
Read all groups

| Discard

Salvar Permissoes de API

6) Confirme se as permissdes configuradas estao alinhadas e conceda consentimento
administrativo para elas.



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description

w Masraselt Graph (3)

Admin consent requ...

Group Read All Application  Reasd all groups Yis
U Rad Delegated  Sign in and read user profile No
User Read Al Applhication  Resd all users' full prefiles Yes

Conceder Consentimento Administrativo Para Permissoes

kMot granded for

b Met granted for

7) A saida, uma vez que o consentimento do administrador é concedido, € mostrada.

Configured permissions

Applicatong ang suthoroed 19 call AFE when they are granted permissiond by urtnladmerrd a5 pan of the content process, The lan of conligured permissiond should inglude

8l the perenEsiond the Applicatsn needs. Leam mors Shout permissiont and Corkent

+ Add 3 permistion
AP| / Permissions name Type Description

" Migredels Graph ()

o Hamad Al Application  Resd all groupns
Usar Read Delegated  Signin and read uter profile
Uiar Read 81 Application Read all users” full profiles

Saida de Consentimento Administrativo Concedido

Admiln congest regu...  Stabus

¥ig & Granted for
Mo & Grsnted for
Yes 8 Granted for

Passo 4: Configurar o Namespace do Hub de Eventos (EH)

1) Procure e clique em Event Hubs.

. ) event hub

All [59+) Services (39) Micresoft Entra 1D (3)

Services (39)

>

Aenlt Fr

T Event Hubs

Pesquisar Configuragao do Hub de Eventos

2) Crie um novo namespace EH.

3

Filtars +4

Sea morg

TaMe



Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management

Criar Namespace do Hub de Eventos

3) Configure o namespace EH.

S

Note: O tipo de preco Padrao ou superior deve ser escolhido. O tipo de preco basico
impede o uso de realm.

Consulte a Documentacao do Hub de Eventos do Azure para obter mais avaliagdes das
Configuragdes Avangadas do Hub de Eventos e aplicabilidade a necessidades especificas.

Clique em Revisar + Criar.


https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

= Create Namespace

“=' Event Hubs
Basics  Advenced  Metworking  Tags  Review = create
Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and
manage al your resources.

Subsoription * ot
Resouron group * | |
Creas new
Instance Details

Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].

Mamespace name * | captim-puth-ad-ch o ]

egion * [Eastus |
B The region sebected supports Avalability 2ones. ¥our nameipace wil have
Ayplpbdity Zones enabied Leam mode
Pricing tier * | standard ~ |

Browie the available pland and their fegture

Thrgasghpt Linitg = O L 1 )

Enable Auta-inflate (5 O

Definir Configuragdes de Namespace do Hub de Eventos

4) Quando a validacao for bem-sucedida, clique em Criar.



Home . Event Hubs

= Create Namespace

Ewvend Hulss

& vabdation suceeeded

Basics  Advanced  Metworking  Tags  Rewiew + create

Evernt Hubd Mameipace
By Mazicial

Basics

BMEmeEpacs Name CHpLne - ALth=d il
Sukgcription

Besource group

Fegion East S

Pricing tier Standard
Theouwghput Uty 1

Availabelity Zored (Zone Redumsdsncy) Emabded

#uto-inflate Maximm Theoughput Units  Disabled

Metworking

Conrectivity metheod Publdic access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLE version 12

Local Authegnlaaton Erabded

Criar Implantacdo de Namespace do Hub de Eventos

5) Confirme se a implantacgao foi concluida e clique em Ir para o recurso.

Home
« captive-auth-ad-eh | Overview
¥ Deploymen
|.: Search I ¢ [i] Delete """ Redeploy 4 Download () Refresh

wu Ovenniew

@ Your deployment is complete

¥

i Inputs
H Deployrrent name - caplre-auth-ad-eh
Outputs Subscriplion
Y Template Resousice group

> Deployment details

' Mext steps

Ir para Recurso de Namespace do Hub de Eventos

Passo 5: Escolha ou Crie Politicas de Acesso Compartilhado no Namespace do Hub de Eventos



1) No menu de navegacgao a esquerda, escolha Settings > Shared access policies.

o Owerview
B Activity log
S5 Access control (JAM)
¥ Tags
#. Diagnose and solve problems
£ Data Explorer
e Resource visualizer
Events

“ Settings

I Shared access policies I

Navegue Até Shared Access Policies (Politicas De Acesso Compartilhado)

2) Clique em + Adicionar e insira o novo Nome da politica e marque a caixa de sele¢cao Gerenciar.
Clique em Create na parte inferior do painel do menu Add SAS Policy.

Home . capthe-stt-ad-th Add 5A5 Palicy X
captive-auth-ad-eh | Shared access policies  « e

. oot 20 s e B s
s
g vy Clmamy Sand

Ay et pEnanpd (AR

Adicionar nova politica de acesso compartilhado

Create

Criar politica de acesso compartilhado

Passo 6: Coletar e Anotar Informagdes de Assinatura de Acesso Compartilhado (SAS) do
Namespace EH



1) Clique na nova politica de acesso compartilhado; a EH SAS Policy (Politica de EH SAS) é
exibida no painel lateral a direita.

=) Regenerate primary key =) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Learn more
Claims

Manage

Primary key

Prifmany connection str i

Secondary connection string

TAT malis ADRA I

Copiar Cadeia de Conexao Primaria

S

Importante: Copie e observe a cadeia de conexao Primaria.

Passo 7: Criar uma Instancia do Hub de Eventos no Namespace do Hub de Eventos

1) No menu Namespace, escolha Entidades > Hubs de Eventos. Clique em + Event Hub para
criar uma nova instancia de EH.



|,C‘ Search S <+ EventHub () Refresh &7

E Overview

B Activity | | & Search to filter items by name...
ity log

R Access control (LAM) Name

@ Tags No Event Hubs yet,

7 Diagnose and solve problems

?,. Data Explorer

» Resource visualizer
Events

»  Setlings

~ Entities /
=, Event Hubs

T Schema Registry

El

Criar Nova Instancia do Hub de Eventos

2) Atribua um nome a nova instancia de EH e clique em Review + create.

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Ewant Hubs

Basics Capture Review = create

Event Hub Details

Enter required settings for this event hub, incleding partition count and message retention.

Mame* O || captive-auth-ad-eh-1 'I v |
Partition count () O L]

Retention

Configune retention settings far this Event Hub, Leam more

Cleanup policy (T Delege b |

Retention time fhrs) * (D 1 |
iafi. 1 howr, max 168 houds (Tdays)

< [Phiviois || MNixt Capiure >




Atribuir Nome A Instancia Do Hub De Eventos

3) Quando a validagao for bem-sucedida, clique em Criar para provisionar a instancia do Hub de
Eventos.

Create Event Hub
a Waladabaze SsiCpbiiod
Bazics  Caplure  Review + create
brs o
By MlsCrigait
Bagics
captroe - Suth-ad-gh-1
1
Rgtentson
1 Dredarte
b ry 1
Capture
spture Satus O

[ « Previous ]

Provisionar Instancia do Hub de Eventos

S

Importante: Copie e anote 0 nome da instancia do Hub de Eventos.

Passo 8: Criar um Grupo de Consumidores de Instancias do Hub de Eventos no Namespace do
Hub de Eventos

1) Clique na nova instancia EH configurada na etapa anterior.



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search | : 4 + Event Hub l:_. Refresh .'S;PF Give feedback
= Overview
) | 2 Search to filter items by name
B Activity log
Ao Access contrad (LAM) MName Status
@ Tog: captive-auth-ad-eh-1 Active

X Disgnese and sobve problems
. Data Explorer
e REsoutce visualizer
¢ Events
> Settings
~ Entithes
= Ewvent Hubs

o Schema Registry

Acessar Configuragao de Instancia do Hub de Eventos

2) Na instancia EH, escolha Entidades > Grupos de consumidores e crie um novo Grupo de
consumidores.

— 0
|/_1 Search g« -+ Consumer group ()

T Dwerview

| &2 Search to filter items by 1

pn Access control (IAM)
#. Diagnose and solve problems Mame
£ Data Explorer £Default
& Explore in Microsoft Fabric
 Resource visualizer
v Settings
Shared access policies

&= Cenfiguration

i Properties

L Locks
~  Entities

= Consumer groups

# Features

Criar Grupo de Consumidores

3) Nomeie o grupo de consumidores e clique em Criar.



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

Atribuir Nome Ao Grupo De Consumidores

S

Importante: Copie e anote o nome do grupo de consumidores da instancia do Hub de
Eventos.

Etapa 9: Verificar Valores Coletados

1) Neste ponto, os valores das etapas anteriores devem ser anotados. Se algum valor nao tiver
sido registrado, consulte a etapa aplicavel onde ele é coletado:

+ Fase 3 Etapa 2 - Registro do aplicativo (do aplicativo empresarial criado para esse
processo, referenciado pelo nome de exibigao coletado)
» Etapa 2, Subetapa 2
* Nome de exibicao
* ID do aplicativo (cliente)
* ID do diretdrio (locatario)
» Etapa 2, Subetapa 6
» Segredo do cliente
» Fase 3 Etapa 6 - Hub de eventos
» Etapa 6, Subetapa 1
* Namespace EH



» Cadeia de Conexao Primaria
» Etapa 7, Subetapa 3
* Nome da instancia EH (Hub de Eventos)
» Etapa 8, Subetapa 3
* Nome do Grupo de Consumidores EH

Etapa 10: Configurar o Streaming de Log de Auditoria do Entra ID para o Hub de Eventos

1) Navegue de volta para a configuracao do locatario do Entra ID.

I (], entra id| ¥ -

All [59+) Services [48) Microsoft Entra ID (28) Filters +4

Services [48) See more

S Microsoft Entra ID

Pesquisar E Navegar Para A Configuragao De Locatario Do Entra ID

2) No menu a esquerda, selecione Monitoring > Diagnostic Settings.

B

) Overview
B Preview features
2. Diagnose and solve problems
» Manage
~ Maonitoring
%) Sign-in logs
E Audit logs
a Provisioning logs
% Health
& Log Analytics

El Diagnostic settings

Monitoramento de Configura¢des de Diagnostico

3) Escolha Diagnostic settings > General e clique em + Add diagnostic setting.



Diagnﬂstic Set‘tings | GE”EFEI s -+ ®y | Can you explain how to send diagnostic Ings

() Refresh 4’ Feedback

k1

~ Diagnostic settings , . , . .
9 9 Diagneostic settings are used to configure streaming export of platform Ic

{4 General Diagnostic settings

.7, Custom security attributes MName Storage accou

I + Add diagnostic setting

Adicionar nova configuragao de diagnoéstico

4) Atribua 0 nome necessario a configuragao de diagnostico, marque a caixa de selegao
AuditLogs para registrar e marque a caixa de selegao Stream to an event hub. Consulte os
valores observados nas configuragdes anteriores e clique em Save quando terminar.

Diagnostic setting

[ save X Discard e B Feedback

A diagnastic g specifies a kst of categories of platform logs and/for meetrics that you wand to collect from a resource,
and one cr mone destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
meare about the different log categedies and contents of thode logs

Diagnestss setting name * Il ua:me-pouul.auﬂ'l i b I

Lags Destination details

Categeories )
I:l Send to Log Analytics workspace

n G '-'-\--____-

|:| Mrchive to 3 starage acoount
[ signintogs .\‘

B stream 1o an event hib

D MoninteractivellserSigninlogs
For potential partner ntegrations, dick to leam mare about event hub integration
SeracePrincipalSigninlo
l':‘ 9 Ly Subscnplion

D ManagedidentitySsgninLags

Event hub namespace *

|:| Provisianinglogs captioe-auth-ad-eh w

Event hub name (opticnal) (@
|:| ADF5SigninLogs

I capthr-auth-ad-eh-1 » ]

[ Ristopussers Evart bub polioy name

| b |

[ usesriskevents
[[] send to panrer sohstion
] MetworkaccessTrafficLogs

—



Transmitir Logs De Auditoria Para O Hub De Eventos

Fase 4: Consolidar a Configuragao de Autenticagao Ativa do Azure e do FMC/FTD

Passo 1: Configurar o Dominio SAML/Entra ID do Azure Usando o Assistente do FMC

1) No FMC, escolha Integrations > Identity > Realms.

Maonsior
'E_}‘ Insights & Reports

% Events & Logs

£ Insights & Reports
Manage

(1) Policies

b

Objects

Devices

2l
g

o Secure Connections

Integrations I

Dynamic Attributes Connector
Security Analytics & Logging
Splunk

Cloud Services

Identity

Identity Sources

= )

Integrations

)

,;'\ Troubleshaoting

45 Administration

=3 Find in Menu

Users

Active Sassions

Lsers

Liser Activity

+ Show more

Configuracdo de Realms de Identidade

2) Clique na lista suspensa Add Realm e escolha SAML - Azure AD.



Reabms Realm Sequences Praxy Sequence Sync Results

compureronns ) ()

Local

Active Direclony'LDAP

There are no realms defined yet.

Adicionar Dominio SAML Azure AD

3) Atribua um nome e descricao ao territério do Azure para descrever seu uso e verifique se
Autenticar passivamente com o Azure AD ou usar o portal cativo com o Azure AD ¢é escolhido na
lista suspensa Tipo de configuragdo. Clique em Next.

Add SAML - Azure AD Realm ®

o Realm Details

Name *

[ azure-entra-saml < l
Description ‘-'"‘-..___-

[ Active Authenication IdP - l

_-..--""N._

Identity Provider *

Configuration Type

Authenticate passively with Azure AD or using captive portal with Az... » k\

Authenticate with ISE
pad users and groups from an identity souwrce like ISE for use in passive

Pl
Lol

) DU RIRTT FLTRS

f"' '
Authenticate passively with Azure AD or using captive portal with Azure AD
3 Efther downioad users and groups from Azure AD for use in passive
authentication rules or download vsers and groups from Azure AD and use with
capiive portal active authenlication rules

N #

o

&

Configurar Definicdes de Realm do Azure AD

4) Escolha o objeto FQDN configurado anteriormente como a URL Base. Insira o ID da entidade
com o formato de sequéncia de caracteres mostrado:



https://<fqdn-base-url>/<uniqueSuffix>

» Quando o sufixo da ID da entidade SAML estiver configurado (sublinhado em verde no
exemplo de configuragao a seguir), certifique-se de que o sufixo seja exclusivo entre outras
implementagdes de SSO no ambiente. Este valor também deve corresponder a
configuracdo SAML do Azure. O URL base permanece o mesmo durante toda a
configuragao.

* A URL de Servigcos de Consumidor de Assercao (ACS) é preenchida automaticamente e é
imutavel.

» Escolha o Certificado do provedor de servigos (SP) registrado nas etapas de fluxo de
trabalho anteriores no FMC em Dispositivos > Certificados.

» Depois que esses valores forem inseridos, clique em Baixar Metadados do Provedor de
Servigos para facilitar o processo de configuragao e confirmar que os valores esperados sao
gravados no Azure.

Add SAML - Azure AD Realm ®
@ Realm Details Edit
Name azure-entra-saml
Description Active Authenication IdP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

@ sAmL service Provider (SP) Metadata

Base URL * /

[active_auth_fqdn <«

®v| +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:.n’,fftd—inside.example.com!samIfsp!metadata!activeAuthEntlD ] (]

Unigue, alphanumeric identifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /
[FTD-SP-CerI <« ® v ] -

Certificate used for SAML authentication and TLS/SSL communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commen Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKC512 format, must be trusted by clients.

(Download Service Provider Metadata

Configurar URL Base e ID da Entidade e Baixar Metadados SAML



5) Clique em Proximo para ir para a Sequéncia 3 da configuragado do Realm.

Passo 2: Implementar os Metadados de SP SAML configurados pelo FMC no Aplicativo Azure
Enterprise

1) Navegue de volta para o Azure e escolha Entra ID > Gerenciar > Aplicativos Empresariais.
Procure a instancia criada anteriormente do Aplicativo Corporativo Microsoft Entra SAML Toolkit.

= Microsoft Azure 1 Saeanch retources, services, snd does |

Home Entarprise applications

i Enterprise applications | All applications

+ Mewappication ) Refesh 4 Download Exper) D Prevewinie  ZS Columms B Preview festeres | &7 Gat

> Owerview

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
 hanage

The list of applications that sre maintained by your organization are in application registrations.
B Al applications

. Privase Metwark |5 captive-huth-5AML | Apslication type == Enterprise Applications Applicats
connechors

1 apphcation found
& User sattings Marne ty Object 1D Application 1D Homepage URL

ER App launchars & CapthveAuthe SAML *____..-—-'——-

Localizar o Aplicativo Microsoft Entra SAML Toolkit

2) No menu de navegagcao lateral, escolha Gerenciar > Logon unico.

Home . Enterprise applications | All ag

:i2 Captive-Auth-SAMI

L]
4 Enterprise Applcation

I Overview
[ Deployment Plan
7% Diagnose and solve problems
~ Manage
r]' Propérties
L3 Owners
& Roles and administrators
£ Users and QIWV
3 Single sign-on
e

& Frovitioning

-

C Self-service

Gerenciar Configuracdo de Logon Unico



3) Clique no modo SAML Single Sign-On (SSO).

5) Captive-Auth-SAML | Single sign-on

Lrrghe wgnoon (S50 sdch sty afad Dofrepreersin whes woierd 10 B0 DS sl atioens in Mecroioll Eaers iD by eealsbreg 8 wier n
O GIARZIGN BS EHS N 10 Every SppBotion thiy wie with oaly o stcounl One th user kag into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd scceds bo. Leam mede

B Ovwriaw
u] Depeoyrrant Plan
. Dagnoae and sober problems

v anage Select a single sign-on method  relp me decide
M Peepermes
& Ownen
® Désabled {3 SAML Cghy  vinked
i Roles snd sdmerestratone Singhe digrron i not seabled, The wiar Fh snd secure sothentcation So Link to s appication in My Sppy
't b abie b asrch the app fros applcations yming the SAML ety ncline O B spplaanon enchar
& Lhars ared goups My Apps Apprion Marng Languspt) prosso
D Single sgn-on
& Prorisioning

(=R T

Selecdo do Modo de Logon Unico do SAML

4) Clique em Upload metadata file e clique no icone de pasta azul para procurar no sistema de
arquivos local o arquivo de metadados SAML baixado do FMC.

Captive-Auth-SAML | SAML-based Sign-on

[raerpring Appiic st
'} Orares single sign-on mose |8 Test this applcation B Gondeedbadi?
Drrview
u Upload metadata file,
I Cepteymen Han Walues for the Selds below are provided by Captive-Buth- SAML Yoo may either enber those walees marually, o

3 Diagnean id scboy proklmnd wpicad a pre-gonfiguned SAML metadata Sy i provided By Caplive-Agth-SAML

o Rl | Eelect b ke
e I (]
1 Cwnerr

Carregar Arquivo De Metadados Do Centro De Gerenciamento De Firewall

5) Quando o carregamento for concluido, clique em Add.

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Applicatian

T Upload metadata file "/" Change single sign-on made I= Test:
Crenriw 3
- O Upload metadata file.
([} Depioyment Pian Values for the fields below are provided by Captive-duth-SAML You

& Diagnase and sobve problems upload a pre-configured SAML metadata file if provided by Captive-}

~  Manage “samdSPMetasml”

Il Properties

& Qwmers —

Adicionar aplicativo de configuragdo SAML

6) O painel lateral para Configuragdo SAML basica € exibido e valores como Identificador (ID da
entidade) e URL do ACS séo extraidos do arquivo XML de metadados SP originado no FMC
carregado e aplicado automaticamente. No entanto, a URL de inicio de sess&o n&o € preenchida



e é necessaria antes de salvar.

Basic SAML Configuration

& save 4 Got feedback?

Identifier (Entity ID) * O

The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntiD W A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

https:;//ftd-inside example.com/+CSCOE+/saml/sp/acs?tgname=azure-entra-saml 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

W

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
guestion mark (i.e. /7)

€ This field is required

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

I Enter a relay state I

Logout Url (Opticnal)
This URL is used to send the SAML logout response back to the application.

Enter a logout url W

Extracéo de Configuragdo de SAML Baésica



7) Use o padrao de URL de Logon fornecido, copie e cole o valor e clique em Salvar na parte
superior quando terminar.

Basic SAML Configuration

= save 27 Got feedback?

Identifier (Entity ID) * ©

The unique 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntID ~/ m

Add identifier
Patterns: https.//samltoolkit azurewebsites net

Reply URL (Assertion Consumer Service URL) *

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consurner Service™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . (0]

Add reply URL
Patterns: https://samltoolkit azurewebsites net/SAML/Consume

Sign on URL~*

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
far your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

'https:h’samItnolkit.azurewebsites.net-' k) v
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) @

The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url e

Entrada de Configuragdo da URL de Logon




Role para baixo até Certificados SAML e exporte o arquivo XML de Metadados de Federagao
gerado pelo Azure para importar para o Cisco Secure FMC.

a SAML Certificates

Taken sigring certificate

& Edit
Status Adtive
Thumbprnt
Expiration
Motification Email
App Federation Metadata Urd )
Certificato Basesd) Derarilpad
Cortificate [Raw) Dovamipad
Federation Metadata XML Dcraei :t.:-h‘.
Verification certilicates [optional) 7 E
&0 Edit
Requingd ]
Actve aQ
Exgnrd 1]

Exportar Arquivo XML de Metadados de Federacao

Passo 3: Configurar o Dominio SAML/Entra ID do Azure Usando o Assistente do FMC
(Continuagao)

1) Volte para o FMC. Na Sequéncia 3, Metadados do Provedor de Identidade SAML (IdP),
carregue o arquivo XML de Metadados de Federagao exportado do Azure para o FMC para
preencher automaticamente os valores necessarios.

a SAML Identity Provider (IdF) Metadata

Entity ID *

Unigue, alphanumenic identifior for o SAML ontity.

Single Sign-0n (S50) URL *

LR do yoor ideniify pravider, You must include dhe scheme fo.g., hitpsi

P Certificate *
Select w +

Chooss & cortificane from i 150 or updoad 2 naw cortiicate in manus format

: Chck 1o upload or dras and drop a file
Upload XML <ff—

Firderation XML your downlodded from Azure ADR I pou apkodd this, pou don'T have i
enter the other values in this section

Carregar Arquivo XML de Metadados de Federacao

2) Uma vez carregados, os valores sao preenchidos conforme mostrado.



o SAML Identity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvguie, AlpRIILIDONES Iowanier for & SAML earty

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

P Certificate *
Certificate- =@ ~ +

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

" Click to upload or drag and drop a file

Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o
ander ifa Gihew vilues in this section

Valores do Provedor de Identidade SAML Preenchidos Automaticamente

S

Note: A saida parcial € mostrada na imagem.

3) Insira os valores coletados durante o processo de implementagao até este ponto:

* Registro do aplicativo
* ID do aplicativo (cliente)
» Segredo do cliente
* ID do Diretério (Locatario)
* Hub de eventos
* Nome de host do nhamespace EH
» Cadeia de Conexao Primaria do Namespace EH
* Nome da Instancia EH (Hub de Eventos)
* Nome do Grupo de Consumidores EH



Add SAML - Azure AD Realm &

° Azure AD Details

Cliant ID * Cliant Secret *

B5160719-965f-4fed-80ec-828607c T R T

Applcation IR (a0 referved (o as cient ID you Facrel siring that the appicaron uses o prove
created in AZuee ADP il ity whan requasting & tokan.

Tenant ID * Event Hubs Host Mame *

. afdZbacD-52aa-4291-92db-S25E199¢ . captive-auth-ad-eh.servicebus. windo

Microsoft Entry I antity that fypicailly Hostname of the Event Hub Namespace.

EICOMPIEEES an arganralion, Diphayed in Displayed in Everd Hubs + Evenf Hubs

Arure Enfra \I = Fropartiad. Namaipaca

Event Hub Hame * Consumer Group Mame *
captive-auth-ad-eh captive-auth-ad-eh-og

Mame of your evanl hub. Displayed in Event A wiew of an endire @ven! hub, Consumer

Hubs Mame Space + Ovarview. groups anabie consuming apelicalions to each

have @ separate viow of the avent stream.

Event Hub Connection String *

Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey:

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -
Shared accoss policies -+ fname of policy)

USER GROUPS L&

) Excluded User Groups
I!: Inciuded User Groups

active-auth-lab

Enter cnme or morg graups from wivich io
ciownload users for ideniity comdrel. Users in
thass groups will e svallable for use in sccess

corrro &'}ns.
Test @ Test connection succeeded

Inserir Informagdes Do Aplicativo E Do Hub De Eventos

Depois de inserir, clique em Testar para verificar a conexao e confirmar se o Azure esta acessivel
com as informacodes fornecidas.

S

Note: Se aplicavel, certifique-se de que os grupos de usuarios excluidos/incluidos
estejam de acordo com sua configuragao do Entra

4) A etapa final do assistente permite configurar o tempo limite de usuarios do portal cativo SAML.
O padrao é 1440 minutos.



a User Session Timeout

SAML Captive Portal Users

| 1440 Minutes Range 0-35791394

Configurar tempo limite do portal cativo

5) Clique em Avancar para continuar.

After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

managemaent center as Unknown (except for Failed Captive Portal Users).

Avangar com a Configuragédo do Dominio do Azure AD

6) O assistente fornece um resumo da configuragao implementada. Clique em Salvar no final do
resumo depois que os valores inseridos forem validados e confirmados.

@ User Session Timeout Edit
SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

Cancel Save

Botao Salvar Resumo da Configuragdo do Realm

Passo 4: Verificar Usuarios Baixados

1) Confirme se os usuarios podem ser baixados do Azure Entra com o fluxo de trabalho Baixar
Agora em Integracdes > ldentidade > Territorios.

Mama * Type Dencription Praxy Saabun Vahsy

arure et samd SAML - Azure AD [captive portal) Active Authenication kP ot Applcable o Ok AAThacl-t W) Enabled

Baixar Usuarios do Azure AD

2) Clique em Yes em resposta ao prompt do dialogo.



Sync Groups and Users for Realm

Are you sure you want 1o download usersigroups for réalm azure-entra-
saml?

Mo

Confirmar Download de Usuarios do Azure AD

3) A tarefa de download produz 1 usuario e 1 grupo baixado, como confirmado em Notificagdes >
Tarefas.

© Azure AD Download

Download users/groups from azure-entra-saml
Total objects downloaded: 1 users, 1grouwps. e

Entrada De Notificagdo Para Download De Usuarios Do Azure AD

Fase 5: Configurar politicas no FMC

Passo 1: Configurar Politica de Descriptografia

1) No FMC, escolha Policies > Security Policies > Decryption.

Policies

Monitor
Security policies
K_S Insights & Reports 5
Access Control
& Events&Logs >
Intrusicn
E‘:E Insights & Reports >
: Identity
Manage I Decryption
GJ Palicies I Prefilter

%® Objects Malware & File

Navegar Para Politica De Descriptografia



2) Clique na lista suspensa Create New e selecione Decryption Policy (Rule-Based).

Decryption Policies Compare Policies | ®

Dacryptian Palicy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

Criar Nova Politica de Descriptografia Baseada em Regras

3) Atribua um nome e, se desejado, uma descrigdo a nova Politica de descriptografia baseada em
regras e clique na opg¢ao da guia Conexdes de saida (Protegcédo do usuario) para implementar a
funcionalidade Descriptografar-Resign necessaria para a autenticagdo do portal cativo
(Autenticacao ativa).

Create Decryption Policy
n Podicy Dotsdly T Blecking ¥ Becryplion Exclusions

B A decrypion policy is not required 1o Gnly pErioem appication of URL discovery; instead, you cae use TLS 1.3
Senvet identity Disctweny o e SO084E Control Py,

Hamas =

pe———— +___——_‘__

Deseription

Ciscryption Policy for Active Authsstcation

ubound Gonned end L Lot nbcursd Conned biens

Ievteanal CA Derwrioad

R Imlemnak-Lab-Ne. i - Mo nerwevis/ports assockfed

| internal-Lab-Hetwork-CA o

& Creats Haew ~

Implementar Detalhes da Politica de Conexdes de Saida

4) Escolha a CA interna anteriormente aplicada na lista suspensa aplicavel na mesma caixa de



didlogo. Clique em Next.

5) Personalize as op¢des conforme necessario.

* H -,
Create Decryption Policy @
g:ﬁ Policy Details —— e Blacking 3 Decryption Exclusions
Enber nama, desctiption, choose (Opticnal) Configune blocking [Optional) Configure exclusions far
policy type and conilfcaies Baiad an TLS voargion amd ol b

certificate slatus

_| Block inbound and sutbound connections based an TLS version
W recommend Blocking the following because thay are not secure,

SELVID X TLEvLD X TLEWID X

__| Blogk inbound and sutbound connections based on server certificate status

We recommeand Blocking the 1’-::1lnmng becausa thay are not secure.

Irvealid Signakure X Expired Haot Yot Vakd

Cancel Skip Back

Personalizar opg¢des de politica de descriptografia

6) Neste exemplo, os padrdes sao usados com excegao dos Detalhes da politica necessarios.
Conclua o assistente de configuragao clicando em Criar politica.



Create Decryption Policy ®

':f?; Policy Details |;_-'_: Blocking o Decryption Exclusions
Emier name, description, choose (Optional) Configure blocking (Opticnal) Configure exclusions for
policy typo and cetificates based on TLS version and cuthound connoctions
etificato staliss

Decryption Exclusions

Bypass decryption for sensitive URL categories

In many anvEcnments, cenain categesias of websies ae not inspaciad for regulatory, compliancg of privacy reascns. Customize the Est
badiorey 1 By paes inspaction for designated categories
Mete: WAL License is Required

URL Categories: Finance = Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas includad

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

&0 on). Thit option bypatses decryption based on Citca's st of known undecryptable applications.

Mote.  This optson is selected by default 1o allow tralic which cannot be decrypbed to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

@ 59 Applicatsons included

Intelligent Decryption Bypass

| Bypass decryption far very low-risk connections

Maw

Bypada decryplion fof wery low-ritk clienls connecting 10 trushid servird.
Mg Do ot decorypt tralfic for very lowe-risk clents conmocting to trusted servers, based on the threat confid

Cancel | Skip | Back Create Policy

Criar politica de descriptografia final

Passo 2: Configurar Regras de Politica de Descriptografia

1) O layout padrao de uma politica de descriptografia baseada em regras é mostrado aqui. O
trafego que nao corresponde as regras ativadas padrao, como a regra 3 (que faz referéncia a
uma lista pré-alocada de nomes de dominio nao descriptografaveis) e a regra 6 (que faz
referéncia a aplicativos marcados como nao descriptografaveis), esta sujeito a agéo
Descriptografar - Renunciar sob a Regra 7. Esses padrdes, juntamente com a Agao padrao,
podem ser modificados conforme necessario. Por padrao, o trafego que nao corresponde a
nenhuma outra regra é configurado como N&o descriptografar.

O trafego do Servigo de Autenticagdo do Azure nao deve ser descriptografado para inspegao,
portanto, uma regra dedicada é criada para ele. Clique em + Adicionar regra para comegar.



active-auth-decrypt-pelicy

Docryption Paliey for Active Authant:stion

Rules

Cancel

Trustod CA Conificates Ursdecryplabie Actons Aanced Semings
+ hod Categony | & Add Rule | Sedech Rulas &
Seures Sourte Dast VLAN - Seures .
. Hama : Dadt Zones Metworks Net . Togs Usars Applicatio,, p DestPorts  Categories  S6L Action
Adsninistrater Rulos
This category is emgtly
Sandard Rules
e &
a & L
3B Auto-Rule-Undecrypt a7 10N saletion fﬁz‘;;m p
& &
-] 5 1
et
B Do not
o Ay any T r 1
B Auvo-Fde-Undecryptald o BE: undecry QeCTypt il
il o L & Decrypt - g
7B Aute-Fule-interral-Ly any Rosign il

Root Fules
Thid catgary i amgly

Dedault Action

Do not descrypt

Adicionar Regra E Mostrando Layout De Descriptografia Baseado Em Regra Padréao

2) Atribua um nome a nova entrada de regra da politica de descriptografia, escolha Nao
descriptografar na lista suspensa Agao e coloque a regra na parte superior, com regras menos
especificas. As zonas de Origem/Destino também sao implementadas para restringir ainda mais a

regra.

Add Rule

Mame

| Azure-Auth-Service-DND

Action

ﬁ@n

[ B Do not decrypt

Zones

Available Zones

Metworks

Q) Search by name

WLAM Tags

-

Usars

Clignt Thraat

Inzart

| above rule

V|Ga

\

Applications

Paorts

Category  Cerfificate DN CertStatus  Cipher Suite  Version

Source Zones (1) Destination Zones (1)

Logging

Inside_Zone O ] IDutstU.Zunn

Ingide_Zone
Outside_Zone
DMZ_Zone

_I

Add to Source

Configurar Regra Nao Descriptografar

Cancal




3) Antes da regra ser adicionada, clique na guia Aplicativos, procure e clique no aplicativo Azure
Authentication Service. Clique em Adicionar a Regra e clique em Adicionar.

Add Rule ®
Mame Insert
[ Azure-Auth-Service-DND | 3 Enabled | above rule [ 3
Action
[ & Do not decrypt “ |
Zones MNetworks WLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version Logging
Application Filters (= Clear All Filters ® Available Applications (2) O Selected Applications and Filters {0)
| C Search by name ‘ | O azure a o] J any
“ Risks (Any Selected) B [ Anepps matching me finer
O very Low 809 Azure Arc [
O Low s Azure Authentication Service o
O Medium 2239
() High 1823
() wery High 609
~ Business Relevance (Any Selected)
1] Afee s a8
LS. J
Adicionar Regra de Aplicativo do Servigo de Autenticagéo do Azure
4) Clique em Salvar.
[ S
ﬂctih‘&-uuth-dacr}"p‘t-polil:y You have unsawed changes
Decryption Policy for Active Authentication
Rules  Trusted Ci Certificates  Undecryplable dctions  Advanced Settings
+ Add Categery 4 AddRule | O Seach Auies &
Source Dt Baource Dust WLAN ‘Bourcs
" Pame Zomos Tonei Hatworks Matworks Tags N Applicatia... Parts DestPorts  Categeries  SSL i
Handard Rules
a e L
a »
3 B Azure-Auth-Sorvice- Inside_Tone Outside Ton any any any Azure Authart any any any a0 ::;:I 210

Salvar politica de descriptografia

Passo 3: Criar politica de identidade

1) Escolha Policies > Security Policies > |Identity para criar uma politica de identidade.



= Policies * X

Monitor
_ Security policies '
3;_'.5' Insights & Reports b
Access Control
# Events & Logs >
Intrusion [
H.;E.' Insights & Reports > [
' ( Identity i
Manage Decryption v
@ Policies Prefilter

Criar politica de identidade

2) Crie uma nova Politica de identidade e clique em Adicionar uma nova politica.

Compare Policies m

Identity Policy Bomain Status Identity Mapping Filter Last Modified

ed. Add a new policy *

Adicionar nova configuragao de politica de identidade

3) Atribua um nome e, se aplicavel, uma descrigcao a nova politica de identidade. Click Save.

New Identity policy @

Mame
[ active-auth-id-policy ]
Description

Identity Policy for Active Auth ]

Cancel

Nome Nova Politica de Identidade

Passo 4: Configurar Regras de Politica de ldentidade



1) Adicione uma nova regra clicando em + Adicionar regra.

active-auth-id-policy m
Idenify Folcy for Actve Auth

itity Wlaggng Filer O

Hru Hurs 1 ek
P Bilive Autteriaation
t Add Categoey t Add Rule Search Bulon
§ Hamg Sowce Toner Dot Torms = Dot VLAN Taga Source Paris Dot Porte e adrs Actean Auth Protecol
Megmarin Aetwarks

Aireardgiraner Frules
Standard Ruley

Rl Rules

Adicionar nova regra de politica de identidade

2) Nomeie a nova regra, escolha Autenticagéo ativa na lista suspensa Agao e restrinja as
zonas/redes especificas que devem corresponder a regra para executar a Autenticagao ativa.

Add Rule
Mame Ingert

Active Auth ID Rule ¥ Enabled into Category w Standard Rules -
Action

Active Authentication = Realm: Noreaim  Authentication Protocol: HTTP Basic Exclude HTTP User-Agents: None
Zones Metworks VLAN Tags Ports Realm & Settings
Available Tones = Source Zones (1) Destination Zenes (1)

—
Inside_Zone | Add to Source |

Outside_Fone

DMZ_Zone

Lancs m

Definir Configuragdes de Regra de Autenticagédo Ativa

3) Antes de clicar em Adicionar, clique na guia Realm and Settings no Editor de regras. Confirme
se o territério configurado nas etapas anteriores foi escolhido como o territorio de autenticagao e

clique em Adicionar.



Add Rule @

Mame Ingert -
| Active Auth |0 Rule J u Enabled into Category w Standard Rules bl

Action
| Active Authentication - | Realm: azure-entra-samd (5., Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

| dzure-entra-saml (SAML) v

[7] Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Cancel
Definir Territorio E Configura¢des Para Regra De Identidade
4) A regra é adicionada e configurada. Click Save.
ﬂcﬂ\fﬂ-ﬂuﬂ'\-id -po“w You have unsaved changes m
igentity Folicy for ACthe Aulh
Identity Mapping Filter @
Haong » Haw it woaks
Rules Active Authentication
+ Add Categery + Add Ruls O Sparch Mules &=
Source Dest
o M Souwrce Zones  Dedl Zomes Matworks s VLAN Tags Source Ports Dwst Ports Raalm Action Ak Prodesol
Adminisirator Rules
This cabegary ks emply
Standard Rules
i Actiee duth 1D Rule nside_Zone o Cutskde Tone (F any any Iy any Iy arune-entra-san Acthve Authentication SAML & 0

Reot Rules

This cabegory is empiy

Salvar Configuracéo de Regra de Politica de Identidade

Passo 5: Configurar a Politica de Controle de Acesso

1) Escolha Policies > Security Policies > Access Control e clique na Access Control Policy a qual
o FTD esta atribuido.



= \
— Policies = !
Monitor
_ Security policies
Z¥  Insights & Reports >
(hccess Control )
% Events &Logs »
Imtrusion
E:E Insights & Reports »
Identity v
Manage Decryption
@ Policies Prefilter

Configuragao da Politica de Controle de Acesso

2) Confirme se a politica de descriptografia configurada nas etapas anteriores foi aplicada a
politica de controle de acesso.

&, Return to Access Control Policy Management

w'lab-net-acp &

L Packets —» @ PrefilterRules ] () Decryption [+ @ Security Intelligence —+ () Identity » @ Access Control

kT4 [ (O} Type to search . ) . Total 2 rules
Decryption Policy ),

Decryption Policy

source
C] Mame iy active-auth-decrypt-policy Edit 7
MNetworks Za

B Enhanced application and URL detection @

C] ~ Mandatory 2 rules (1- 2]
) 1 Inside + DMZ (Dt il

Aplicar Politica De Descriptografia Ao Controle De Acesso

3) Confirme se a politica de identidade configurada nas etapas anteriores também ¢é aplicada a
politica de controle de acesso. Salve as alteragdes da politica.



P
Identity Policy @ ~

Identity Policy

Destination

You have unsaved changes [ Analyze ] [ Cancel
{:} Identity §+ @ Access Control 2 More Assigned to 1 device

-;" m | Add Category Add Rule

active-auth-id-pelicy Edit w

Applications

S———— | Networks Ports

Cancel

Aplicar Politica De Identidade Ao Controle De Acesso

4) Confirme se existem regras que permitem o trafego do plano de dados do cliente através do
Firewall Seguro apds a Autenticagdo Ativa bem-sucedida. O exemplo mostrado aqui usa um

conjunto de regras mais amplo, dado o ambiente de laboratorio.

Source Destination
Mame Action - Applications
Zanes Hotworks Zenes Haotwarks Parts
w Mandatory 2 roes [
1 Inside = DMZ [DN5) Al s Inzide_Tone s DMZ_Zone DS
- P s DMZ_Z
2 DMZI-inside + Oulside B adow cENIE < Cutside_Zone

s Invsadia_Tons
w Dafault (M

Conjunto de Regras de Trafego de Plano de Dados do Usuario

Passo 6: Implante configuragdes nos dispositivos Cisco Secure Firewall

Uma vez implantados, os clientes que enviam trafego sao solicitados com uma pagina da Web de
Entrada da Microsoft para executar a Autenticagao Ativa com o Azure Entra.

Para obter contexto adicional sobre o processo documentado aqui, consulte Criar um realm do
Microsoft Azure AD (SAML) para autenticacao ativa (portal cativo) - Capitulo: Territérios no Guia

de configuracio de dispositivo FMC 10.x.

Verificar

Use esta sec¢ao para ajudar a confirmar se a configuragéo funciona corretamente.

GUI


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication

Validar as sessoes e atividades do usuario no FMC:

» Escolha Integrations > Users > Ative Sessions.

Cloud-delivered Firewall Management Center
@D Switch to legacy Ul
T ® ][ ﬂcirun]

IIC'I'!:EIOII Integrations | Users | Active Sessions
QO Select
(2 Showing the 1 and only session .+, - Last Sean
LERESNUNE R ’ | | LeginTime Realmilsemame LastSeen 4 Authentecation Type Current IP Sassion Duration Realm Usemame
3 Events & Logs 4 D 2026-10-07 Q10:02 azwre-entra-samicaptve-pc 2026-10-07 QZ10:02 Active Authertication 1min 40 sec AT a-enire-saml CapUe- DOTTA- uier
Manage
Saida de Sessoes Ativas do FMC
» Escolha Integrations > Users > User Activity.
Q) Seareh =) cCo0® @

sl Cloud-delivered Firewall Management Center
it
' ) Switeh ta legacy LN
@ ] Refrash

3CO0  |niegrations | Users | User Activity
Last ¥ hour =

= [ 0 Select
() Showing 2 2 activities 4,
ZE his & Rej
HF Insights & Repans 3 O nmes ) . ) e
azure-entra-sami

captive-portai-user User Login
BTG~ 0NLT- T Microsah Azure Acsive Avihantication

Microsoft Azure Auctive Anthentication

& Evenisdlogs 2 [ 2026-10-07 02:10:02

L
[ 2026-10-07 02090000 Wsar Login

T L R

Manage

Saida da atividade do usuario do FMC

No Azure, navegue para o Centro de Administragao do Microsoft Entra:

« Filtrar aplicativos corporativos, pesquisar/clicar no aplicativo aplicavel.



f Home

i
% Favorites

!
> EntralD
® oOverview
R Users

{
& Groups
& Devices
B3  Agents

I Enterprise apps

| 8 App registrations
é‘-‘ Roles & admins
& Delegated admin partners
& Tenant governance

Microsoft Entra admin center

(O Search resources, services

Home : Enterprise applications

FH Enterprise applications | All applicatic

« <+ New application () R

Overview

@ Overview View, filter, and search applica
#< Diagnose and solve problems The list of applications that ar
Manage | O |captive- |

All applications

Private Network connectors Name Ty  Obj

A% User settings & Captive-Auth... efd:
BH App launchers

= Custom authentication extension

Security
“= Conditional Access
@ Consent and permissions

&> Application policies

Navegacao de Aplicativos Empresariais do Centro de Administracdo do Azure Entra

» Escolha Activity > Sign-in logs.



Home - Enterprise applications | All applications

) Captive-Auth-SAML | Sign-in logs

Enterprise Application

#. Diagnose and solve problems

Manage
! Properties

&4 Owners

Bs

Users and groups

O &

Single sign-on

i

Provisioning

(0]

Self-service
Custom security
Security

& Conditional Access
-] .

.+ Permissions

@ Token encryption

» Roles and administrators

Activity

3) Sign-in logs

4l Usage & insights

1 Download

Captive-Auth-SAML

53 Export data Settings /7 Troubleshoot

{_) Refrash

(=) Want to switch back to the Iegar:y signin logs experience? Click here to leave the preview.

S Add filter

User sign-ins (interactive)

Date |

2026-10-07T06:10:02Z

2026-10-07T06:10:01Z

2026-10-07T06:10:01Z

2026-10-07T06:10:00Z

2026-10-07T06:09:59Z

2026-10-07T06:09:587

2026-10-07T06:09:52Z

2026-10-07T06:09:512

2026-10-07T06:09:29Z

_/" "\‘ Fa = "\_
| Show dates as: UTC/.' L Date range: 10/7/2026 - 10/7/2026

User sign-ins (non-interactive)

Request 1D

Logs de Atividades de Entrada do Aplicativo Azure Enterprise

CLI

Service principal sign-ins

User principal name

captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...

captive-portal-user@...

82 Manage view

Application contains

A Got feedback?

Managed identity sign-ins

Application

Captive-Auth-SANML
Captive-Auth-SAML
Captive-Auth-SAML
Captive-Auth-SANL
Captive-Auth-SAML
Captive-Auth-SANL
Captive-Auth-SAML
Captive-Auth-SANML

Captive-Auth-SAML

Status
Success
Success
Success
Success
Success
Interrupted
Success
Interrupted

Interrupted

* Na CLI do FTD, vocé pode ver estatisticas relacionadas a SAML e respostas do portal

cativo:

<#froot>

>

debug menu captive-porta

6

SAML passed requests captive-portal 14
SAML failed requests captive-portal 0
SAML passed responses captive-portal 4
SAML failed responses captive-portal 0

Total
Total
Total
Total

captive-portal bee-client messages processed 4
captive-portal bee-client messages successful 4
captive-portal bee-client messages failed 0

bee-client reconnects 0



Troubleshooting

Depuragao do portal cativo

* O comando system support captive-

portal-debug pode ser usado no FTD. A saida mostra

como habilitar a depuragao e também observa segmentos-chave da saida para ajudar a

entender o fluxo do Portal Cativo.

<#root>
>

system support captive-portal -debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify an IP protocol:

tcp

Please specify a client IP address:

192. 168. 20. 200

Please specify a client port:
Please specify a server IP address:
Please specify a server port:

Enable dag-debug too? (WARNING: current packet debug configs and logs will be overwritten) [n]:
Monitoring captive_portal and firewall and identity debug messages

Basel i ne output pending user Captive Portal authentication

iéé.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443
192.168.20.200 53650 -> 198.51.100.1 443

192.168.20.200 53650 -> 198.51.100.1 443

Captive Portal probe intercepted and redi

6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
6 AS=0 ID=1 GR=1-1 captive portal authentication started

6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

rected to SAML | dP (generate_204)



192.
192.
192.
192.
192.

192.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

53659

53659

53659

53659

53659

53659

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 AppID session with service_id: 676, url: htt

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_PENDING_USER, Event = EVT_

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 app event changes: service, client, host, ur

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 using ipv4 address 192.168.20.1 for redirect

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 encrypted redirect url: https://ftd-inside.e

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_REDIRECTING, Event = EVT_F
identity binding created

SAM. aut henti cation conpl etes,

192.

192.

192.

192.

192.

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

->

->

->

->

->

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type

100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

Aut henti cat ed bi nding persists across subsequent, unrelated destinations (no further redirects)

192.
192.
192.
192.

192.

168.20.200 54024 ->

168.20.200 54025 ->

168.20.200 54026 ->

168.20.200 54027 ->

168.20.200 19935 ->

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames
198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam
198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username
198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

Despejo de Identidade de Usuario

» Para obter um instantdneo dos dados do estado de identidade do usuario atual no FTD,
execute o comando system support firewall-engine-dump-user-identity-data na CLI do FTD:

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

>



* Na CLI do modo expert , ao fazer login com as credenciais de administrador local do
dispositivo FTD, visualize o conteudo do arquivo despejado em
Ingfw/var/sf/luser_enforcement/user_identity.dump

<#root>

>
expert

admin@ftd:~$

sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -lah /ngfw var/sf/user_enforcenent/user_identity. dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcenment/user _identity. dunp

Host ::ffff:192.168.20.200

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1 ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None

Possiveis problemas



Autoridade de Certificagdo Desconhecida do Portal Cativo

Problema: O navegador do cliente retorna um erro de emissor desconhecido quando ha uma
tentativa de autenticacéo.

Causa provavel: A Autoridade de Certificagédo interna nao € confiavel no navegador do cliente.

Resolucao: Confirme se a autoridade de certificagao é confiavel no navegador. O exemplo
mostrado aqui confirma que o certificado interno da CA é confiavel.

Portal cativo "Servidor ndo encontrado

Problema: Quando o navegador do cliente tenta carregar o portal cativo, ele retorna "Servidor ndo
encontrado" para o URL base ao tentar alcangar o URL base ou similar.

Causa provavel: Acessibilidade de DNS ou configuragao incorreta de DNS.

Resolugao: Confirme se o cliente tem o servidor DNS apropriado configurado para resolver o
registro A. Confirme se o servidor tem um registro A mapeado para o FQDN e se ele esta
acessivel e responde.

Informacgdes Relacionadas

» Criar um dominio do Microsoft Azure AD (SAML) para autenticacao ativa (portal cativo) -
Guia de Configuracéo de Dispositivo do FMC 10.x

* Documentacao do Hub de Eventos do Azure

» Suporte Técnico e Documentacao - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://learn.microsoft.com/en-us/azure/event-hubs/
https://www.cisco.com/c/pt_br/support/index.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



