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Informacdes Relacionadas

Introducao

Este documento descreve o Firewall Threat Defense (FTD) Modular Policy Framework (MPF)

Pré-requisitos

Requisitos
Nao ha requisitos especificos para este documento.

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco Secure Firewall 3130 Threat Defense Versao 10.0.0 (Build 140)
» Firewall Management Center (FMC) versao 10.0.0 (Build 140)

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Visédo Geral do Plano de Dados do FTD
O FTD é uma imagem de software unificada que consiste em dois mecanismos principais:

+ Datapath (também conhecido como LINA)
* Mecanismo Snort

FTD

Snort Engina (multiple instances)
FTC Dats Interface LINA Datapath (multiple instances) FTD Dita Interface

O caminho de dados LINA e o Snort Engine s&o as partes principais do plano de dados do FTD.

Ingredientes MPF

O MPF usa estes componentes:

 class-map corresponde ao trafego interessante.
 policy-map aplica agdes ao trafego interessante correspondido pelo class-map.

* service-policy aplica o policy-map globalmente (em todas as interfaces) ou em uma interface
especifica.



Direcionalidade do recurso

Em relagao a direcionalidade dos recursos, consulte o guia de configuracdo do ASA:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa924/configuration/firewall/asa-924-firewall-
config/inspect-service-policy.html

Os recursos relacionados ao FTD sao destacados:

Table 2. Feature Directionality

Feature Single Interface Direction Global Direction

Application inspection (multiple types) Bidirectional Ingress
NetFlow Secure Event Logging filtering N/A Ingress
QoS input policing Ingress Ingress
QoS output policing Egress Egress
QoS standard priority queue Egress Egress
TCP and UDP connection limits and timeouts, and TCP sequence Bidirectional Ingress
number randomization

TCP normalization Bidirectional Ingress
TCP state bypass Bidirectional Ingress
User statistics for Identity Firewall Bidirectional Ingress

Configurar

Topologia


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
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A configuragao padrao do MPF (10.0.0):

<ffroot>

firewall#

show run policy-mp

policy-map type inspect dns preset_dns_map

parameters

message-Tlength maximum client auto

message-Tlength maximum 512
no tcp-inspection

policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP

parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp



inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

firewall#
show run cl ass- map

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161
|

firewall#
show run service-policy

service-policy global_policy global

Tarefa 1. Desabilitar a inspec¢ao do SIP globalmente no FTD

O requisito nesta tarefa é desativar a inspecéao SIP no mecanismo LINA do FTD. Um motivo pode
ser um requisito de politica ou um defeito de software relacionado ao SIP que afeta o trafego de
transito.

Solucéao

Antes de desativar a inspecao SIP, confirme primeiro que ela é aplicada ao trafego de transito:

<tfroot>

firewall#
packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060
Phase: 8

Type: | NSPECT



Subt ype: inspect-sip

Result: ALLOW

Elapsed time: 34788 ns
Config:

cl ass-nmap inspection_default

mat ch defaul t-inspection-traffic

policy-map gl obal _policy

cl ass inspection_default

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-line-status: up
output-interface: OUTSIDE1(vrfid:0)

output-status: up
output-line-status: up

Action: allow

Time Taken: 326018 ns



Ha duas maneiras de desabilitar globalmente a inspeg¢ao SIP:

Solucgao 1: Desabilitar SIP da CLI do FTD

<{froot>

>
configure inspection sip disable

Building configuration...
Cryptochecksum: ef7528dc 7338986d 6714a3a2 4770528e

7818 bytes copied in 0.250 secs
[OK]

Verificacao

<tfroot>

>

show runni ng-config policy-map | include sip

Solugao 2: Desabilitar SIP usando FlexConfig

No FMC, navegue até Devices > FlexConfig e crie um objeto FlexConfig:



T ——

Add FlexConfig Object
Name:

[ Disable_SIP ]
Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

@ Deployment: [Once w ] Type: [Append

policy-map global_policy
elass inspection_default
no inspect SIP

policy-map global_policy
class inspection_default
no inspect sip

Aplicar Use a politica FlexConfig e selecione Preview Config para visualiza-la:

Preview FlexConfig @
Lot Do
[ mealeiro FTDI100-2 w -I

SCCELE-Groun Ush_FW_ALL_ gio0al
lconfigurs sassion LINA_URNSUFPORTED
iy - PR JROD_ DOiCY

class class-celault

class inspection_dedaul

il

teammil noconficm reven-gxne
tconfigure session LINA_URNSURPORTED
T it paroey

leaemmil noconfiem feven -

RERFly-cordig Appbnded CLI mwe
podicy-map giobal policy

class inspection_delau

oy ingpact SIP

Finalmente, Implante a politica.

Verificacao

<#root>

firewall#



show run policy-map | include sip

firewall#

Observacao - Vocé precisa limpar a conexao SIP existente da tabela de conexao LINA para que
as conexdes sejam restabelecidas sem inspecao de SIP. Vocé pode usar este comando para
verificar as conexdes SIP existentes:

<#root>

firewall#

show conn port 5060

Tarefa 2. Desabilitar a inspecao SIP para hosts especificos

Nesta tarefa, o requisito € desabilitar a inspegao de SIP para o trafego entre essas redes:

+ SRC: 172.16.1.0/24
« DST: 172.16.3.0/24

Um motivo para fazer isso pode ser um defeito de software relacionado ao SIP que afeta o trafego
de transito

Solugao

Use o FlexConfig.

Passo 1

Navegue até Objetos > Lista de acesso > Estendida e crie uma lista de acesso estendida que
corresponda ao trafego interessante. Vocé deve usar a agdo Bloquear desde o objetivo para
excluir o trafego especifico. Além disso, adicione uma regra de permissao para corresponder ao
restante do trafego:



New Extended Access List Object

@
Name
[ SIP_flows ]

Entries (2]

Sequence Action Source Source Port Destination

Destination Port Application Users SGT
1 @ Block 172161.0/24 Any 17216.3.0/24 Any Any o0
2 B Alow Ay Any Any Any Ar e R
Displaying 1-2 of Zrows ¢ ¢ Page E] of1: 3|
[] Allow Overrides

oo (D

Passo 2

Crie um objeto FlexConfig com um mapa de classe que corresponda a lista de controle de acesso
(ACL) do SIP e aplique-o a global_policy:

Add FlexConfig Object ®
Name:

[ Disable_SIP_for_networks ]

Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment:

class-map SIP_CMAP

match access-list $SIP_flows.
policy-map global_policy
class inspection_default

QOnce v ] Type: | Append

no inspect s1p
class SIP CMAP
mnspect sip

~ Variables

Name Dimensien Default Value Property

Qverride Description
(Type:Name) "

SIP_flows

SINGLE SIP_flows EXD_ACL:SIP_fl... false

coen (D

O objeto FlexConfig configurado:

class-map SIP_CMAP
match access-1list $SIP_flows




policy-map global_policy
class inspection_default
no inspect sip
class SIP_CMAP
inspect sip

Nota

Ao configurar a ACL permit , tente ser o mais especifico possivel (por exemplo, coloque portas de
protocolo) para evitar qualquer impacto potencial na CPU. O exemplo nesta tarefa ndo especifica
portas de protocolo e pode ser evitado na producao.

Verificagao 1

<#root>

firewall#

show run policy-map | begin gl oba

policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

cl ass SI P_CVAP

i nspect sip

class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#



show run cl ass- map

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161

firewall#

show run access-list SIP_flows

access-1list SIP_flows extended deny 1ip 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0

access-1list SIP_flows extended permit ip any any

Verificagao 2

O trafego que nao € inspecionado pela inspegao de SIP tem deny=true:

<#root>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060 detail | begin | NSPECT

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
ETapsed time: 37910 ns
Config:

cl ass-nap Sl P_CVAP



mat ch access-list SIP_flows

policy-map gl obal _policy

cl ass Sl P_CVAP

i nspect sip

servi ce-policy global _policy gl oba

Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af42cfa810, priority=70, domain=inspect-sip,

deny=true

hits=1

, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.1.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16. 3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

O trafego inspecionado pela inspecao de SIP tem deny=false:



<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060 detail | begin | NSPECT

Type: | NSPECT

Subt ype: inspect-sip

Result: ALLOW
ETapsed time: 34788 ns
Config:
class-map SIP_CMAP
match access-Tlist SIP_flows
policy-map global_policy
class SIP_CMAP
inspect sip
service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in 1d=0x14af459099d0, priority=70, domain=inspect-sip,

deny=f al se

hits=1, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

Verificagao 3

O contador de inspecao "sip" aumenta quando um pacote é inspecionado pelo firewall:

<tfroot>

firewall#

show service-policy inspect sip

Global poTicy:
Service-policy: global_policy
Class-map: inspection_default



Class-map: class_snmp
Class-map: SIP_CMAP
Inspect: sip ,

packet 2

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060

firewall#

show service-policy inspect sip

Global policy:

Service-policy: global_policy
Class-map: inspection_default
Class-map: class_snmp
Class-map: SIP_CMAP

Inspect: sip ,

packet 3

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

Tarefa 3. Configurar o desvio de estado TCP para hosts especificos

Nesta tarefa, o requisito € habilitar o desvio de estado TCP para o trafego entre estas redes:

+ SRC: 172.16.2.0/24
+ DST: 172.16.3.0/24

Em geral, ndo é recomendavel usar o desvio de estado TCP, mas ele pode ser usado como uma
solucao temporaria para lidar com fluxos assimétricos.



Solugao 1

Passo 1

Crie uma ACL estendida que corresponda ao trafego interessante:

New Extended Access List Object @
Name
TCP_Bypass
Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users 56T

1 Alligw  172.16.2.0/24 172.106.3.0/24

Displaying 1-10of 1 raws Page | 1 | of 1> 3|
("] Allow Overrides
. |

Passo 2

Edite a ACP (Politica de Controle de Acesso) atribuida ao FTD, selecione a guia Configuragcdes
Avancadas e edite a Politica do Servigo de Defesa contra Ameacas. Selecione Adicionar Regra e
Proximo.

Etapa 3

Selecione a ACL estendida:

Threat Defense Service Policy

1) Intorface Objoct €D Tratic Flow Connection Siofting

Extended Aooess Lisk:
TCP_Byadd

Passo 4




Threat Defense Service Policy

I B Enable TCP State Bypass I

Connaclicrs Marimuem TCP & LD

a

Connectlions Per Chant: Mazimism TCP & LDP

il
Connaclion Syn Cookie MSS

Connactions Timent Embiryeris

Detoction Timaout

Etapa 5

1 | interiace Object 2 | Trabfic Flow

Maximum [mbryoric

Masirmum Embryenic

sl Clesed

Detection Botried

<4 Privioue

) comnestion Satting

Idia

SAZEFSLE

Finlah Camgal

Selecione Concluir, OK, Salvar e Implantar.

O resultado:

<#root>

firewall#

show run policy-map gl obal _policy

!
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect netbios
inspect tftp
inspect icmp
inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass cl ass_nmap_TCP_Bypass




set connection random sequence-nunber di sable

set connection advanced-options tcp-state-bypass

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

Note: Em versdes anteriores do FMC, como a 6.x, vocé pode usar o FlexConfig para configurar o
desvio de estado do TCP. Em versdes mais recentes, isso nao € suportado:

Error - Unsupported CLI

i et connection pvanced-options fop-Flate-BrRats

Verificacao

<ttroot>

firewall#

packet-tracer input INSIDE tcp 172.16.2.1 1111 172.16.3.1 80 detail | begin CONN

Type: CONN-SETTINGS
Subtype:

Result: ALLOW
ETapsed time: 334 ns
Config:

cl ass-map cl ass_map_TCP_Bypass



mat ch access-1ist TCP_Bypass

policy-map gl obal _policy

cl ass cl ass_nmap_TCP_Bypass

set connection conn-max 0 enbryonic-conn-nmax 0 random sequence-nunber di sabl e syn-cooki e-nmss 1380

set connection advanced-options tcp-state-bypass

service-policy global_policy global
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af45906b70, priority=7, domain=conn-set, deny=false

hits=1
, user_data=0x000014af45906df0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=172.16.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

Tarefa 4. Modificacdes na saida do traceroute

Pré-requisito



Configure o NAT estatico no FTD para que o IP 172.16.1.1 localizado atras da interface INSIDE

apareca como 198.51.100.200 nos hosts OUTSIDE1:

gement Center

abali,  Firewall - G & .
€I560  Policies | Network policics | HGFW NAT Policy Editor Py ) @
MNAT [ Show Warnings [ Gancel
e HAT Exemptions  Puolicy Assignments (1)
—
(=)
-~
Events & Logs
Qriginal Packet Transtated Packet
Source Dostination
0 Orriginal Original Original Transiated Translated Translatod .
& Dirsction Rl e Sources Destinations Services Sources Destinations Services Optiers
Policies
MNAT Rubes Befare
. 1 & Static INSIDE_TONE OUTSIDE1_ZONE mast 1721611 nat_198.51100.200 Dnsf
Objeets Aurto MAT Rubes

MAT Pubes After
Dwvices

Em seguida, execute um traceroute de ISP1 para 198.51.100.200 (host 172.16.1.1):

172.16.3.0/24
172.16.4.0/24

VRF-201

D
19851100250 | A A

HI.A.T I"-\_{K_,/-"I
1721611 <> 198.51.100.200 | . o1
172.16.11 ) OUTSIDE1
— 198.51.100.120/25
172.16.1.0124 )
172.16.2 024 192.0.2.99 Pol.101 Firawall
- 192.0.2.1/24
A7) —
| i ) | 1 1
N ‘” VRF-101 INSIDE 1
Po1.202 VRE-202 1SP2
OUTSIDE2 198.51.100.99
198.51.100.1/25 AN
A"Y. B

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

172.16.5.0/24
172.16.6.0/24



1 192.0.2.99 1 msec 1 nsec *

Requisitos

Modifique a configuracdo de FTD para que o traceroute corresponda a esta saida:

<ffroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *

Solugao

A solugéo inclui duas etapas de configuracao:
1. Diminuir o TTL:



Threat Defense Service Policy @

1| Interface Object Trafic Flow ) connection Sutting
|_| Enatio TEP Srane Bypads H Ransgamirg TCP Sogquenos Musber H Enabis Docremes TTL
Connpcbions: Maximum TCR & UDF Pl wcimim Embryonic
[} 1]
Connections Per Client: Marimum TCP & UDS Mamimum [mbryonic
a a

Connection Syn Cookie M35: || 1280
Connections Temacut Embrysnic Hal Closed e

OO OO0 Q000 ]
[ Reset Conrection Upon Timeout

Daztesc o Timasout Detection Rebries
[ ] Dot Do Comnactiong -
[ [era g bl el

ool Privicat Finlik Carezel

ApOs essa alteragao, o traceroute revela o salto do firewall:

<#root>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nsec 1 nsec *

2 192.0.2.99 1 msec 1 msec *

2. Desativar a inspecao de erros do ICMP:



Add FlexConfig Object ®

Name:

[ Modify_Traceroute ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

B Deployment: [Once v ] Type: | Append v

policy-map global_policy
class inspection_default
no nspect icmp error

policy-map global_policy
class inspection_default
no inspect icmp error

Verificagao

O traceroute mostra o endereco IP NAT convertido do host remoto e o endereco IP da interface
FTD:

<tfroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 msec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *




Tarefa 5. Definir tempos limite da conexao

Requisitos

Altere o tempo limite para 1 semana para este fluxo:

* Protocolo: TCP
« SRC:172.16.1.1
« DST:172.16.5.1

Solugao

Para definir o tempo limite por fluxo, vocé precisa usar a Politica de servico.

Passo 1

Navegue até Objetos > Lista de acesso e crie uma ACL estendida que corresponda ao trafego

interessante:

New Extended Access List Object

Hame

TCP_conn_timeout_ACL

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application

@

Users SGT

1 B algw 1723611 Ay 17216.51 TCP (6]

[ Aliow Overrides

Displaying 1-1of 1rows ¢ < Page| 1 lori >

o ()

Passo 2

Configure uma politica MPF que use a ACL criada na etapa 1:




Threat Defense Service Policy i

1] Inbertace Dbjet © ratnc Fiow 1 Comnuction Satting

IEI'NIHHMHIILEE

I TCP_conn_timaoat_ACL

Defina o tempo limite de ociosidade da conexao:

Threat Defense Service Policy @
1 interface Otject |2 ) Traifie Flow ' Connection Setting
(| Ensiia TCP State Bypass B Randomize TCP Sequence Mumber || Enable Decrement TTL
Conmecions: Mazimn TOP & UDR Mlaximeam Embiryenic

(e C ]
Conmections Per Clienl: Maimam TCP §UDF Paximeam Embryenic

0 O ]

Conmection Syn Cookie M35 | 1380

Connections Timeout: Embryonic Hall Closod Il
[ oano-s | [ oot [ nea0a00 ]

]l Raeset Gonnection Upan Timeout

Detection Timeout Detection Retries
] Detect Desa Conrections

l D015 5

ccpovioss  Fwian [ cancel |

Remova a regra da tarefa anterior, ja que ela se sobrepde ao novo requisito:

Threat Defense Service Policy @

B Uy delsadt, traffic undamoes deep paciont inepection as part of AC policy evaluation. Howeyer, for e
TER St Bysiid eabund [ bi afbectivg, i L ibosememendi 1 inskd Seen B rdgsctisn iy
conliguring & pre=Tiner L10aTh rult Comesponding ba TOP stale bypass rafic

& Interface Qhject Traific Flow Copararetar Ty Barinieeg

imeiisces

Cestal

1 bl acl_permit_any Descrement TTL Enabded g

s Caobal TCP_eonn_Eirmeout_ACL Cornapction Timpout a
Verificagao

A configuragao do mapa de politicas implantado:

<tfroot>

policy-map global_policy
class inspection_default



inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass class_map_TCP_conn_ti neout _ACL

set connection tinmeout idle 168:00:00

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

Inicie uma nova conexao TCP de 172.16.1.1 a 172.16.5.1 e verifique a tabela de conexao do
FTD:

<#froot>

firewall#

show conn | ong address 172.16.5.1

TCP OUTSIDE2: 172.16.5.1/23 (172.16.5.1/23) INSIDE: 172.16.1.1/29389 (172.16.1.1/29389), flags UIoNIN7,

ti meout 7DO0Oh

, bytes 349, flow id 72, Snort id 6, rule id 268439559, Rx-RingNum 27, Internal-Data0/1
Initiator: 172.16.1.1, Responder: 172.16.5.1
Connection lookup keyid: 890

Tarefa 6. Autenticacido BGP através de FTD



Pré-requisito
Configure uma sessao BGP através do FTD. A sessado BGP precisa usar a autenticagao.
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Verificacao

Com a configuracédo FTD padrao, a sessdao BGP nao € estabelecida. No roteador, vocé pode ver:

<tfroot>

routerl#
*May 21 07:51:23.595:

% CP- 6- BADAUTH: I nvalid MD5 di gest

from 192.0.2.99(24591) to 198.51.100.250(179) tableid - 3
*May 21 07:51:25.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
*May 21 07:51:29.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)

No FTD, vocé vé que ambos os lados falham ao estabelecer a conexao BGP TCP (as flags de
conexao indicam que somente os pacotes TCP SYN estdo sendo recebidos):

<tfroot>

firewall#



show conn port 179

3 in use, 16 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 15 most enabled, 0 most in effect

TCP OUTSIDE1 198.51.100.250:41090 INSIDE 192.0.2.99:179, 1idle 0:00:00, bytes O,

flags aA N1

TCP OUTSIDE1l 198.51.100.250:179 INSIDE 192.0.2.99:53629, idle 0:00:02, bytes O,

flags aA N1

Solugao

Para permitir uma sessdao BGP autenticada através do FTD, estas duas condi¢gdes devem ser
atendidas:

1. O TCP MDS5 (opg¢ao 19) deve ser permitido através do FTD.
2. A aleatoriedade do numero de sequéncia TCP deve ser desabilitada.

A opcao TCP MD5 é permitida por padrao:

9.6(2) Default handling of the named options was changed to allow a packet if it
containg a single option of a given type, and drop the packet if there are more
than one aption of that type, Also, the mdS, mss, allow multiple, and mss
maximum keywords were added. The default for the MD5 option was changed
from clear to allow.

<ttroot>

firewall#

show run all tcp-map

1

tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification
exceed-mss allow
queue-1limit 0 timeout 4



reserved-bits allow

syn-data allow

synack-data drop

invalid-ack drop
seq-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow

tcp-options md5 al | ow

ttT-evasion-protection
urgent-flag allow
window-variation allow-connection

Desabilite globalmente a aleatoriedade do Numero de sequéncia inicial (ISN) do TCP:

<#froot>

>
configure tcp-random zation di sable

Building configuration...
Cryptochecksum: f8ac5587 7ccc635e bff886al bcab820c

8284 bytes copied in 0.260 secs
[OK]

>

ou (o método preferencial) crie uma lista de acesso estendida que corresponda a conexao BGP:



New Extended Access List Object @
MName
[ BGP_ACL ]
Entries (2)
=
Sequence Action  Source Source Port Destination Destination Port Application Users SGT
1 Allow  192.0.2.99 Any 198.51100.250 TCP (8):179 &0
2 Allow  198.51100.250 Any 192.0.2.99 TCP (6)179 ¢

[ Atlow Overrides

Displaying 1-2of 2rows ¢ ¢« Page| 1 of1: >|C

e (E

e desative a aleatoriedade do numero de sequéncia TCP usando a Politica do Threat Defense
Service:

Threat Defense Service Policy ]
1 inerince Dject + ) Traitic Fiow ) coomection Setting
|_—_| Erubde TCF State Bypass I |:| Rardomize TOP Soquence Mumber I —_| Erubsie Decromaen TTL
[T e T Masimum TCP & UDP Mazimum Embryanis
l o RE
Conneclions Per Client: Maximum TGP & UDP Mazimum Embryanic
C J (o

Verificacao

A configuragado do mapa de politicas implantado:

<#root>

policy-map global_policy
class inspection_default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

dns preset_dns_map
ftp

h323 h225
h323 ras
rsh

rtsp
sqlnet
skinny
sunrpc
netbios
tftp




inspect icmp
inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass cl ass_map_BGP_ACL

set connection random sequence-nunber di sable

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

A sessao BGP é estabelecida através do FTD:

<#froot>

firewall#

show conn long port 179

TCP QUTSI DE1: 198.51.100. 250/ 49863 (198. 51. 100. 250/ 49863) | NSIDE: 192.0.2.99/179 (192.0.2.99/179), flags

, idle 44s, uptime 1m40s, timeout 1hOm, bytes 274, flow id 111, Snort id 3, rule id 268439559, Rx-RingN

Initiator: 198.51.100.250, Responder: 192.0.2.99

Connection lookup keyid: 83487134

f:') Tip: Vocé pode configurar uma regra prefilter fastpath para o trafego BGP para evitar a
inspecao Snort.

Tarefa 7. Deteccdo de Conexao Inativa (DCD)

Requisitos



Configure o DCD no FTD para o trafego TCP destinado ao host 172.16.3.1.

Solugao

O DCD esta documentado em:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048

1. Navegue até Objects > Access-List e crie uma lista de acesso que corresponda ao trafego
significativo.

2. Edite o ACP atribuido ao firewall, navegue até as opgdes Avangadas e selecione Threat
Defense Service Policy para ativar o DCD:

Threat Defense Service Policy

1 | intarface Obfact Tralfic Flow a Connaction Selting
Enable TCP 5tate Bypass B Randomize TCR Sequence umber Enable Decrament TT
Connections: Mamimum TCP & UDP Maarimum Embryonk
B
Connections Per Clignl Maximum TCP & LIDP Waaimum Embryanic

Connection Sym Coakie KES: G

Connections Timeout: Embryenic Half Closad =
(] DO =
FRusat Conrection Upon Timeos
Debetizd Timeout Dhsteee tha Rutries
B Detect Dead Conmections
00015 5
- -
<% Previous Firdsh Gancel

A configuragao implantada:

access-1list DCD_ACL extended permit object-group ProxySG_ExtendedACL_81604390279 any host 172.16.3.1
|
class-map class_map_DCD_ACL
match access-Tist DCD_ACL
policy-map global_policy
class class_map_DCD_ACL
set connection timeout dcd


https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018

Como funciona

Configure capturas FTD para ver a operagao de back-end:

<ffroot>

firewall#

capture CAPlI interface INSIDE match tcp host 172.16.3.1 any

firewall#

capture CAPO interface QUTSIDEL match tcp host 172.16.3.1 any

Estabeleca uma conexao TCP através do firewall:

<#froot>

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle 1nml8s

, uptime 1m22s,

ti meout 5n0Ds
, bytes 129, flow id 127, Snort 1id 4, rule id 268439559, Rx-RingNum 13, Internal-Data0/1

Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

Inicialmente, ndo ha pacotes DCD mostrados nas capturas de firewall:



<tfroot>

firewall#

show capture

capture CAPI type raw-data interface INSIDE [
Capturing - 0O bytes

]
match tcp host 172.16.3.1 any
capture CAPO type raw-data interface OUTSIDEL [

Capturing - 0O bytes

]
match tcp host 172.16.3.1 any

Quando uma conex&o ociosa atinge o timeout de ociosidade, o FTD envia mensagens TCP ACK
falsificadas para a origem e o destino:

<tfroot>

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 4nb9s

, uptime 5m3s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inte
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle Os

, uptime 5m3s, timeout 15s, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inter
Initiator: 192.0.2.99, Responder: 172.16.3.1



DCD probes sent: Initiator 1

, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1, Responder 1

Connection lookup keyid: 76292550

Se ambos responderem, ele reinicializara o temporizador de inatividade:

<#froot>

firewall#

show capture CAPI

3 packets captured

1: 09:01:30.433952 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
2: 09:01:30.434334 802.1Q vlan#101 PO

192.0.2.99.23241 > 172.16.3.1.23: . ack 1746306341 wi n 32746

3: 09:01:30.955654 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
3 packets shown
firewall#

show capture CAPO

3 packets captured
1: 09:01:30.434364 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746

2: 09:01:30.955288 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
3: 09:01:30.955639 802.1Q vlan#201 PO

172.16.3.1.23 > 192.0.2.99.23241: . ack 3875469573 win 32757



3 packets shown

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
idle 1n29s

, uptime 6m33s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Int
Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 1, Responder 1 Connection lookup keyid: 76292550

S

Note: O DCD nao funciona em conexdes descarregadas (flag '0').

Informacdes Relacionadas

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048
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Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



