Anuncie sub-redes VPN de acesso remoto
atraves de protocolos de roteamento no FTD
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Introducao

Este documento descreve as opg¢des disponiveis para anunciar sub-redes relacionadas a VPN
usando os protocolos de roteamento EIGRP, OSPF e BGP.
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Pré-requisitos

Requisitos
Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto

potencial de qualquer comando.

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

+ Cisco Secure Firewall Management Center 7.6.0
+ Cisco Secure Firewall 7.6.0

%ﬁ Note: Este documento descreve a configuragéo para a redistribuicdo de sub-redes VPN de
Acesso Remoto através de EIGRP, OSPF e BGP usando o FMC. Para obter orientagao
sobre a redistribuicdo de rota com o FDM, consulte o guia de configuracdo do FDM.

Informacgdes de Apoio

A primeira coisa a entender € como o FTD classifica as sub-redes VPN em sua tabela de
roteamento. Embora essas sub-redes aparegcam como conectadas por VPN, elas ndo sao
consideradas sub-redes diretamente conectadas; em vez disso, sao tratadas como rotas

estaticas.

As saidas de show demonstram isso.


https://www.cisco.com/c/en/us/td/docs/security/firepower/770/fdm/fptd-fdm-config-guide-770/fptd-fdm-routing.html

Saida de show route de FTD:

<{froot>

FTD-1#

show route

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

O N

<

10.10.20.0 255.255.255.0 1is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, inside
192.168.100.2 255.255.255.255 is directly connected, 1inside

10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

Saida de FTD show route connected:

<#froot>

FTD-1#

show rout e connect ed

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is not set

roOrr N

10.10.20.0 255.255.255.0 is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, inside
192.168.100.2 255.255.255.255 is directly connected, inside

Saida FTD show route static:



<tfroot>
FTD-HQ-1#

show route static

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set
\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

Agora que esta claro como as sub-redes VPN sao tratadas na tabela de roteamento do firewall, a
préxima etapa € explorar como anuncia-las usando varios protocolos de roteamento.

Redistribuir Sub-redes VPN de Acesso Remoto por EIGRP em
FTD
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As rotas estaticas que estdo dentro do escopo de uma instrugao de rede sdo automaticamente
redistribuidas para o EIGRP; vocé néao precisa definir uma regra de redistribuicdo para eles. No
entanto, ao redistribuir rotas estaticas que apontam para interfaces VTl no EIGRP, vocé deve
especificar a métrica. Para rotas estaticas que apontam para outros tipos de interfaces, nao é
necessario especificar a métrica.



Devido ao comportamento do EIGRP de redistribuir automaticamente as rotas estaticas que caem
dentro do escopo das instrugdes de rede, ha duas op¢des para anunciar sub-redes VPN via
EIGRP no FTD:

1. Usando uma instrucao de rede.
2. Usando a abordagem redistribuir estatica.

Neste exemplo, o objetivo é fazer com que R1 aprenda a sub-rede VPN 10.100.100.0/24 através
do EIGRP.

Configuracao inicial do FTD:

<tfroot>

hostname FTD-1
!

ip local pool VPN-POOL1 10.100.100. 10-10.100. 100. 254 mask 255.255.255.0

!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

address-pools value VPN-POOL1
!

router eigrp 100

no default-information in
no default-information out
no eigrp Tog-neighbor-warnings
no eigrp log-neighbor-changes

network 192. 168. 100. 0 255. 255. 255. 252

Tabela de roteamento inicial de FTD:

<tfroot>
FTD-1#

show rout e

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route



SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

C 10.10.20.0 255.255.255.0 1is directly connected, outside

L 10.10.20.1 255.255.255.255 is directly connected, outside

C 192.168.100.0 255.255.255.252 is directly connected, 1inside

L 192.168.100.2 255.255.255.255 is directly connected, inside

\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

Tabela de topologia EIGRP inicial de FTD:

<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.100.0 255.255.255.252, 1 successors, FD 1is 512 via Connected, inside

Tabela de roteamento inicial do R1:

<tfroot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + o O

Gateway of last resort is not set

C 192.168.100.0/30 1is directly connected, GigabitEthernetl
L 192.168.100.1/32 1is directly connected, GigabitEthernetl



Redistribuir Sub-redes VPN de Acesso Remoto por meio do EIGRP no FTD usando o
comando network

Configurar

Etapa 1. Criar um objeto de rede para a sub-rede VPN.

Edit Network Object o

MName
[ VPN-SUBNET

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel Save

Etapa 2. Incluir o objeto de sub-rede VPN na instru¢do network.

Na interface de usuario de gerenciamento de dispositivos do FMC, navegue para Routing >
EIGRP > Setup € inclua a sub-rede VPN nas redes/hosts selecionados.
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Salve e implante a configuragao no FTD.
Verificar

Configuragao do EIGRP de FTD:

<tfroot>
FTD-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 10.100. 100. 0 255. 255. 255.0

network 192.168.100.0 255.255.255.252

Tabela de topologia EIGRP de FTD:



<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FDis 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, 1inside

Tabela de roteamento de R1:

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

D 10. 100. 100. 10

[90/3072] via 192.168.100.2, 00:02:17, G gabitEthernetl



% Note: Observe que, embora a instrugao de rede fosse 10.100.100.0/24, o FTD redistribui
uma sub-rede /32 pelo EIGRP. Isso ocorre porque o FTD cria uma rota estatica com um
prefixo /32 para cada sessao de VPN de acesso remoto. Para otimizar isso, vocé pode usar
o recurso Endereco de Sumarizacao EIGRP.

Redistribuir Sub-redes VPN de Acesso Remoto por EIGRP em FTD usando a
abordagem estatica de redistribuicao

Configurar

Na interface de usuario de gerenciamento de dispositivo FMC, navegue para Routing > EIGRP >
Redistribution e selecione o botao Add.
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Specify rules for redistributing routes from other routing protecols 1o the EMGRP routing process

No campo do protocolo, selecione Static e, em seguida, selecione o botao OK.
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.& Cuidado: Isso redistribui todas as rotas estaticas no EIGRP. Se vocé precisar anunciar
apenas as sub-redes VPN, podera usar a abordagem de instrugdo de rede ou aplicar um

mapa de rotas para filtra-las.

O resultado:
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Salve e implante a configuragéo no FTD.
Verificar

Configuragao do EIGRP de FTD:

<ffroot>
FTD-HQ-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.168.100.0 255.255.255.252

redistribute static

Tabela de topologia EIGRP de FTD:

<#froot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FD is 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, inside



Tabela de roteamento de R1:

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + o O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
D EX 10. 100. 100. 10

[170/3072] via 192.168.100.2, 00:03:52, G gabitEthernetl

p Tip: Opcionalmente, vocé pode usar o recurso de endere¢o de sumarizagao EIGRP no FTD
para otimizar o tamanho da tabela de roteamento.

Configuracao do Endereco de Resumo do EIGRP
Configurar

Se ainda nao tiver sido criado, crie um objeto de rede para as sub-redes VPN.



Edit Network Object 7]

Name
VPN-SUBNET

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel

Na interface de usuario de gerenciamento de dispositivo FMC, navegue para Routing > EIGRP >
Summary Address e selecione o botao Add.
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No campo interface, insira aquele voltado para o vizinho EIGRP e, no campo network, insira o
objeto criado para a sub-rede VPN.
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O resultado:



Enable EIGHP
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Verificar

Configuragao do Enderego Resumido EIGRP de FTD:

<tfroot>
FTD-1#

sh run interface

interface GigabitEthernet0/0

nameif inside

security-level 0

zone-member inside

ip address 192.168.100.2 255.255.255.252

sunmary- address eigrp 100 10.100. 100. 0 255. 255. 255. 0

Tabela de topologia EIGRP de FTD:

<ttroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.100.100.10 255.255.255.255, 1 successors, FD is 512
via Rstatic (512/0)

P 10. 100. 100. 0 255. 255. 255.0, 1 successors, FD is 512



via Summary (512/0), NullO

P 192.168.100.0 255.255.255.0, 1 successors, FD is 512
via Connected, 1inside

Tabela de roteamento de R1:

<{froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

D 10. 100. 100. 0 [90/3072] via 192.168.100.2, 00:01:54, G gabitEthernetl

Redistribuir Sub-redes VPN de Acesso Remoto através do OSPF
no FTD

Diagrama de Rede
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Configuragdes iniciais

<tfroot>

ip local pool VPN POOL1 10.100.100. 10-10.100.100. 254 mask 255.255.255.0

|
webvpn
group-policy LAB_GROUP1 internal

group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

!
router ospf 1

network 192.168.100. 0 255. 255. 255. 252 area 0

Saida do FTD show ospf neighbor:

<ffroot>
FTD-1#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.1 1 FULL/DR 0:00:39 192.168.100.1 inside



Saida de show ip ospf neighbor de R1:

<{froot>
R1#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.2 1 FULL/BDR 00:00:37 192.168.100.2 GigabitEthernetl

Tabela de roteamento de R1:

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

e + o

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
Configurar

Na interface de usuario de gerenciamento de dispositivos do FMC, navegue para Routing > OSPF
> Redistribution e selecione o botdo Add.
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OSPE IrteErnal Riouter w Enter Description here
OSSPy
EIGRP Area Redistribution InterArea Filter Rule Summary Address Interface
Policy Based Routing

OSPF P... Route T... Match Subnets Mtric ... Muetric .... TagValue Route ...

% Note: A funcdo OSPF deve ser definida como ASBR ou ABR e ASBR para habilitar a
redistribuicao.

No campo Tipo de rota, selecione Estatico e marque a caixa Usar sub-redes.




Add Redistribution 7]

OSPF Process®: 1 -
o T | .
Optional
Int@rnal
Externall
External2
MNS5SA Externall
MSS5A External2

| ™3 Use Subnets |

Metric Value:
Metric Type: 2 *
Tag Value:
RouteMap: v | 4

Cancel )

.& Cuidado: isso redistribui todas as rotas estaticas no OSPF. Se vocé precisar anunciar
apenas as sub-redes VPN, podera aplicar um mapa de rotas para filtra-las.



O resultado:

= Process 1
CISFF R
ASEE v Erner Description hese

Proeass 2
D5 Hola

Area Redinerbuson rierfuea Fiter Rule Summary Addeeyy il e

(ESPF Priosas Rt Tipged Mt by Bty Lkttt Wbt BEATH T T Vil Risile Lligi
| L T se s & i

Configuragao de redistribuicdo de OSPF FTD:

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area 0

redistribute static subnets

Tabela de roteamento de R1:

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set



C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

O E2 10. 100. 100. 10 [110/20] via 192.168.100.2, 00:08:01, G gabitEthernetl

f:') Tip: Observe que, embora o pool de VPN seja 10.100.100.0/24, o FTD redistribui uma sub-
rede /32 sobre OSPF. Isso ocorre porque o FTD cria uma rota estatica com um prefixo /32

para cada sessao de VPN de acesso remoto. Para otimizar isso, vocé pode usar o recurso
OSPF Summary Address.

Configuracao do endereco de resumo do OSPF
Configurar

Se ainda n&o tiver sido criado, crie um objeto de rede para as sub-redes VPN.



Edit Network Object 7]

Name
VPN-SUBNET ]
Description
Network
Host Range e Network FOQDN

I 10.100.100.0/24

Allow Overrides

Cancel

Na interface de usuario de gerenciamento de dispositivos do FMC, navegue para Routing >
OSPF> Summary Address e selecione o botdo Add.
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ml

rews i

il "w'al_l M;-n:lg&n_mnt Lenter Over,, Ana,. Poli,. Dev.. Obj.,
—
FTD-1
Cigca Secure Firewall Threat Defensa Tar Vkware
Summary High Awvallability Device Intarfaces Infine Sets Routing DHCP VTEP
S
i o Process 1 o

Manage Virtual Routers

oo ]|
ASER v Entler Description hene Advanced
Virtual Router Proparties
Process 2 10y
ECMP
BED OSPF Role:
Inteirmal Router v Enter Description here
D5SPF L
OEPFvE
EIGRP Arca Redistribution Interérea Filter Rubg Summary Address Interface
A

RiP

Policy Based Routing

OSPF Process Hetworks Tag Advertise

- BGP

IPwd

IPwi

Adicione o objeto de sub-rede VPN e marque a caixa de selegao Advertise.

BRU-LAB

admin =

Cancel



Edit Summary Address

O5PF Process:

1 W

Available Metwork == (i 12 Selected Mabyor

0, VPN ¥ VPN-SUBNET
1

Tag:

¥4 Advertise (allow routes that match specified address/mask pair) J3

O resultado:

Cancel

—




Process 1 ID: 1
OSPF Role:
ASBR v Enter Description here Advanced |
Process 2 1D
OSPF Role:
Internal Router ¥ Enter Description here Advanced
Area Redistribution InterArea Filter Rule Summary Address Interface
S ———
+ Add
OSPF Process Networks Tag Advertise
1 VPN-SUBNET true u
Verificar

Configuragao do OSPF FTD:

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area O

redi stribute static subnets

sunmar y- address 10. 100. 100. 0 255. 255. 255.0

Tabela de roteamento de R1:

<tfroot>
R1#

sh ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
- candidate default, U - per-user static route

*

ia - IS-IS dinter area,
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

O E2 10. 100. 100. 0 [110/20] via 192.168.100.2, 00:00:26, G gabitEthernetl

Redistribuir Sub-redes VPN de Acesso Remoto através do eBGP no FTD

Diagrama de Rede

Remote Access
VPN

AS 85001 -7 “». AS 65000

WA i msioe'y '@; OUTSIDE

10.100.100.0/24

L
10.100.100. 10032

490 5
“ ! 192.168.100.0/30 23@

R1 " S FTD

.
10.400.100.11/32

{ -
10.100.100.12132

Neste exemplo, o objetivo é fazer com que R1 aprenda a sub-rede VPN 10.100.100.0/24 através

do eBGP.
Configuragdes iniciais

Configuracgao inicial do FTD:

<#froot>

hostname FTD-1
!

ip local pool VPN-POOL1 10.100.100.10-10.100. 100. 254 mask 255.255.255.0



!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

|
router bgp 65000
bgp Tog-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate
no auto-summary
no synchronization
exit-address-family

Saida de tabela bgp FTD:

<#froot>
FTD-1#

show bgp

BGP table version is 25, local router ID is 192.168.100.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

r> 192.168. 100. 0/ 30 192.168.100.1 1 0 65001 7

Saida de FTD show bgp summary:

<{froot>
FTD-1#

show bgp sumary

BGP router identifier 192.168.100.2, Tocal AS number 65000
BGP table version 1is 25, main routing table version 25

1 network entries using 2000 bytes of memory

17 path entries using 1360 bytes of memory



3/3 BGP path/bestpath attribute entries using 624 bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 4032 total bytes of memory

BGP activity 176/166 prefixes, 257/240 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1lVer InQ OutQ Up/Down

192.168.100.1 4 65001 4589 3769 25 0 0 2d21h 8

Saida de show ip bgp summary do R1:

<{froot>
R1#

sh ip bgp summary

BGP router identifier 192.168.100.1, local AS number 65001

BGP table version 1is 258, main routing table version 258

1 network entries using 2480 bytes of memory

1 path entries using 2312 bytes of memory

1/1 BGP path/bestpath attribute entries using 864 bytes of memory
1 BGP AS-PATH entries using 64 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 5720 total bytes of memory

BGP activity 85/75 prefixes, 244/227 paths, scan interval 60 secs
12 networks peaked at 11:10:00 Apr 17 2025 UTC (00:06:27.485 ago)

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver 1InQ OutQ Up/Down
192.168.100.2 4 65000 3770 4590 258 0 0 2d21h

Saida da tabela bgp de R1:

<tfroot>
R1#

show i p bgp

BGP table version is 258, Tocal router ID is 192.168.100.1
Status codes: s suppressed, d damped, h history, *

State/PfxRcd

State/PfxRcd
9

* valid, > best, i - internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*> 192.168.100.0/30 0.0.0.0 1

32768 7?



Tabela de roteamento de R1:

<{froot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
Configurar

Na interface de usuario de gerenciamento de dispositivo FMC, navegue para Routing > BGP >
IPv4 > Redistribution e selecione o botao Add.

FTD-1

Cisco Secura Firenwrall Threat Defense for Vheaars

Summary High &vailability Device Interfaces Inling Sets Roarting DHCP VTEP

Enable IPvd: E AS Number 65000

Manage Virtual Routers

_ Genaral Melghbor Add Aggregate Address Filtering Metworks Fedistribution
R

Route Injection

Virtual Router Properties

ECMP + Add
BFD

OSPF Source Protocol AS Murmber/Process D Melrnic RouteMap Mateh

OSPFv

EIGRP

RiP

Policy Based Routing

« BGP

1Pwd

1PwE




No campo Source Protocol, escolha Static e selecione o botdo OK.



Add Redistribution

Source Protocol

Process |D*

Metric

(0-4294367295)

Route Map

Match

nterna
External 1
Fxtermal £
NSSAExternal 1

NoeoAakExXternal 2



.& : isso redistribui todas as rotas estaticas no BGP. Se vocé precisar anunciar apenas as sub-
redes VPN, podera aplicar um mapa de rotas para filtra-las.

O resultado:

Firenwall Management Center =
p g Owverview  Analysis Policiss Devices Objects  Intogration Depioy q ﬁﬁ{} (7] BRL-LAH | aaimin

FTD-1
G S5 il Flrgnaml T L I Disfanan AoF VBASE G
Busmmuang High Availnbdiiy Dovico Interinces Inline Seis Roouting DHCE VTEF

Enable iPvd; M A% Number 85000

Manage Virtual Routers

Chiieiafd Mgskg hiod Add Agoregakn Adoness Fingring Mabaaiks Rt e bon
b "

Wirtiial Acsited Prapartias 4 Add
ECMP
Source Protogal A5 HumbenProcess 1D Matric Houlokiap Kalch

STATIC su

Sllcy Basgd Routing

. BGe

Salve e implante a configuragéo no FTD.

Verificar

Configuragao de BGP de FTD:

<#root>
FTD-HQ-1#

show run router

router bgp 65000

bgp log-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate

redistribute static

no auto-summary
no synchronization
exit-address-family



Saida de tabela bgp FTD:

<{froot>
FTD-1#

show bgp

BGP table version is 26, local router ID is 192.168.100.2

Status codes: s
r
Origin codes: i

suppressed, d damped, h history, * valid, > best, i - internal,
RIB-failure, S Stale, m multipath

- IGP, e - EGP, ? - 1incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.100. 100. 10/ 32 10.100. 100. 10 0 32768 ?
r> 192.168.100.0/30 192.168.100.1 1 0 65001 ?

Saida da tabela bgp de R1:

<tfroot>
R1#

show i p bgp

BGP table version is 259, Tlocal router ID is 192.168.100.1

Status codes: s
r
X
t
Origin codes: i
RPKI validation

*

suppressed, d damped, h history, valid, > best, i - internal,
RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
best-external, a additional-path, c RIB-compressed,

secondary path, L long-lived-stale,

- IGP, e - EGP, ? - incomplete

codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 10. 100. 100. 10/ 32 192. 168. 100. 2 0 0 65000 ?
*> 192.168.100.0/30 0.0.0.0 1 32768 ?

Saida da tabela de roteamento de R1:

<ffroot>
R1#

show i p route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

2 + o O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

B 10. 100. 100. 10 [20/0] via 192.168.100.2, 00:02:00

f:') Tip: Observe que, embora o pool de VPN seja 10.100.100.0/24, o FTD redistribui uma sub-
rede /32 sobre 0 BGP. Isso ocorre porque o FTD cria uma rota estatica com um prefixo /32
para cada sessao de VPN de acesso remoto. Para otimizar isso, vocé pode usar o recurso
de Enderec¢o Agregado BGP.

Configuracao de Endereco Agregado BGP
Configurar

Se ainda n&o tiver sido criado, crie um objeto de rede para as sub-redes VPN.



Edit Network Object 7]

Mame
VPN-SUBMNET

Description

MNetwork
Host Range e MNetwork FQDN

10.100.100.0/24

Allow Overndes

Cancel

Na interface de usuario de gerenciamento de dispositivos do FMC, navegue para Routing > BGP
> |Pv4 > Add Aggregate Address e selecione o botdo Add .
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No campo network, adicione o objeto para a sub-rede VPN e marque a caixa de selegao Filter all
routes from updates.



Add Aggregate Address

MNetwork®
VEPN-SUBNET

Attribute Map

Advertise Map

Suppress Map

v

Generate AS set path information

Filter all routes from updates

Cancel




% Note: Se a caixa de selecao Filtrar todas as rotas de atualizagcbes estiver desmarcada, o
FTD anunciara o endereco de resumo e as rotas de VPN /32 especificas sobre o BGP.
Quando a caixa de selecao esta habilitada, o FMC envia o comando aggregate-address
summary-only para a configuracao LINA do FTD, garantindo que apenas o endereco de
resumo seja anunciado.

O resultado:
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Salve e implante a configuragéo no FTD.
Verificar

Configuragao de BGP de FTD:

<#root>
FTD-1#

sh run router

router bgp 65000

bgp Tog-neighbor-changes

bgp router-id vrf auto-assign

address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate

redistribute static

aggr egat e- address 10. 100. 100. 0 255. 255. 255. 0 sumary-only



no auto-summary
no synchronization
exit-address-family

Saida da tabela BGP de FTD:

<{froot>
FTD-1#

sh bgp

BGP table version is 28, local router ID is 192.168.100.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.100.100.0/24 0.0.0.0 32768 i
s> 10.100. 100. 10/ 32 10.100. 100. 10 0 32768 ?
r> 192.168.100.0/30 192.168.100.1 1 0 65001 ?

Saida da tabela BGP de R1:

<ttroot>
R1#

show i p bgp

BGP table version is 261, Tocal router ID is 192.168.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

*> 10.100. 100. 0/ 24 192. 168. 100. 2 0 0 65000

*> 192.168.100.0/30 0.0.0.0 1 32768 ?



Saida da tabela de roteamento de R1:

<{froot>

R1#

show i p route

Codes: L -
D_

local, C - connected, S - static, R - RIP, M - mobile, B - BGP
EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n_
i-

NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

B 10. 100. 100.0 [20/0] via 192.168.100.2, 00:02:04



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



