Configurar a mesclagem da interface de
gerenciamento e diagnostico no FMC
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Introducao

Este documento descreve as etapas para configurar a mesclagem das interfaces de
gerenciamento e diagnostico, recurso adicionado no FTD versao 7.4.0.

Pré-requisitos
A Cisco recomenda que vocé tenha conhecimento sobre estes topicos:

» Defesa contra ameacas (FTD) do Cisco Secure Firewall
» Cisco Secure Firewall Manager Center (FMC)

Informacoes de Apoio

Na versao 7.3 e anteriores, a interface de gerenciamento fisico € compartilhada entre a interface
I6gica de diagndstico (Lina) e a interface logica de gerenciamento (Linux).

Na versao 7.4 e posterior, a interface de diagndstico € mesclada com o gerenciamento para uma
experiéncia de usuario simplificada.

Para novos dispositivos que usam a versao 7.4 ou posterior, vocé nao pode usar a interface de
diagnodstico herdada. Somente a interface de Gerenciamento mesclada esta disponivel.

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

+ Virtual Cisco Secure Firewall Threat Defense (FTD), verséo 7.4.2
+ Virtual Cisco Secure Firewall Manager Center (FMC), versao 7.4.2

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configurar

Se vocé atualizou para a versao 7.4 ou posterior e tiver configuragdo para a interface de
Diagndstico, vocé podera optar por mesclar as interfaces manualmente ou continuar a usar a
interface de Diagnostico separada.

Caso vocé nao tenha nenhuma configuragao para a interface de Diagnostico, a mesclagem de
interfaces é feita automaticamente.



Note: O suporte para a interface de diagnostico deve ser removido em uma versao
posterior, portanto, planeje mesclar as interfaces o mais rapido possivel.

Diagrama de arquitetura interna do FTD

Visao geral da interface de gerenciamento convergente
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Visao geral da arquitetura interna antes e depois da interface de gerenciamento de convergéncia

A esquerda, est&o a arquitetura interna para a Lina (Diagnostic logical interface, interface logica
de diagnostico) e a Linux (Management logical interface, interface l6gica de gerenciamento).

Versao 7.3 e anterior.

A direita, a arquitetura interna para uma Unica interface de gerenciamento. O acesso da linha a

rede de gerenciamento usa o servigo NAT.

Procedimento de convergéncia

No caso em que a configuracao existe na interface de Diagndstico, as interfaces nao sao
mescladas automaticamente apds uma atualizagcédo e vocé precisa executar o procedimento de

convergéncia.

Este procedimento requer que vocé confirme as alteragdes de configuragédo e, em alguns casos,

corrija manualmente a configuragao.

Para visualizar o modo atual do dispositivo, insira 0 comando show management-interface

converge no FTD CLI Clish

> show management-interface convergence
no management-interface convergence

Esse resultado mostra que as interfaces de gerenciamento ndo sdo mescladas.

Etapa 1.

Na interface do FMC, navegue para Devices > Device Management e selecione o FTD a ser




editado. Ele é aberto diretamente na guia Interfaces.
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Flrewal_l M?h:a.gleme,r_]t, .C(?[‘Itel' Owverview Analysis Policies Devices Objects Integration Deploy admin ';',',';[,',' SECURE
Tac_test
Cisco Firepower Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP
 ——
© Management Interface action needed. X
Merge the Management and Diagnostic interfaces on the M. terface Merge dialog box, or merge them later by clicking the 2 icon for Diagnostic interface in the table below.
Merging the interface will cause some downtime. Leam more
Q, Search by name Sync Device Add Interfaces *

All Interfaces Virtual Tunnels

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Fath Monitoring  Virtual Router

@ Diagnostie0/0 diagnastic Physical 192.168.40.74/255.255.255.0{5tar...  Disabled Global e
GigabiEihernetoro Physical Disabled

(@ GigabitEsherneto/1 Physical Disabled

[@ GigabitEtherneto/z Physical Disabled

Acao necessaria para mesclar a interface de diagndstico e gerenciamento apos a atualizagao do dispositivo para o software

versao 7.4.2

Etapa 2.

Remova toda a configuracéo na interface de Diagnostico. E obrigatério que a interface de
Diagndstico ndo tenha nenhuma configuragao para continuar com a mesclagem.

Por exemplo, nesta interface de Diagnostico, ha: Endereco IP e rota estatica.

% Firewall Management Center

Devices | Secure Firewall Interfaces
—

Tac_test
Cisco Firepower Threat Defense for VM

Edit Physical Interface

Remova o endereco IP da interface de diagndstico

Overview Analysis Policies Devices Objects

General IPud IPvE Path Monitoring Hardware Configuration
Device Interfaces  Inline Set:
| 1P Type:
© Management Interface action | Use Static IP -
Merge the Management and Diagnastic
Merging the interface will cause some d 1P Address:
192.168.40.74/255.255.255.0
m Virtual Tunnels
Interface
[ GigabitEtherneto/n
[& GigabitEtherneoi1
[ cigabitEthernero/z

Deploy @ @GP £ @ adminv M secupe

Integration

Manager Access Advanced

sync Device | | Add Interfaces |

wing  Virtual Router




Firewall Management Center

Overview Analysis Policies Devices Objects Integration
Tac_test
Cisco Firepower Threat Defense for Wiware
Device Interfaces Infine Sets Routing DHCP VTEP
—
Network Interface Iﬁ‘;”:‘::'f from Virtusl Gateway Tunneled
¥ [Pvd Routes
DNS diagnastic Global 192, 168.40,254 false
¥ IPvE Routes

Configuracao de rota estatica na interface de diagndstico

Etapa 3.

Deploy

Matric

o @P 1 @ adminv Ut cEcURE
Cancel
+ Add Route
Tracked
]

Clique na area Management Interface Merge action needed ou no icone Merge ao lado do icone
Edit (lapis) na interface Diagnostic.

Firewall Management Center
Devices | Secure Firewall Interfaces

Tac_test
Gisco Firepower Threat Defense for VMware

Device Interfaces Inline Sets Routing DHC
© Management Interface action needed.

Merge the and on the Manag

Marging the interface will cause some downtime. Leam morne

m Wirtual Tunnels

Interface Logical Name
@ Diagnostic/0 diagnostic

[B GigabitEtherne10/0

[E cigabitEtherneto/1

[ igabitEtherneto/2

Overview Analysis

Policies Devices Objects Integration

Management Interface Merge

'

The management interface merge will be synced to the standby/data unit. The IP addresses

shown in the “Review Uses™ section shows the active unit’s active address.
After you elick Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deploymant.

Diagnostic interface static routing is no longer supported; you must delate the route before

you can proceed. Les
HA monitoring for diagnostic interface is not supported.

ore

]

In this release, you can merge the Management and Diagnostic interlaces to use the single IP instead
of two [P addresses. The merged interdace will be called Management and use the current

management IP address. You will need 10 update all external services that communicate with

Diagnostic IP address.

Interface de gerenciamento mesclar informagdes antes de continuar

Deploy Q @P £ @  admin -

eses SECURE

| [ Sync Devica ]

Add Interfaces * |

Path Menitoring  Virual Router

Disabled

Disabled

Disabled

Disabled

Global




Note: Para pares e clusters de alta disponibilidade, execute esta tarefa na unidade
ativa/de controle. A configuragao mesclada é replicada automaticamente para as
unidades de standby/dados.

» Para qualquer ocorréncia que exija alteragdo ou remog¢ao manual, um icone de aviso pode
ser exibido.



Management Interface Merge e
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» Diagnostic interface static routing is no longer supported; you must delete the route before
. you can proceed. Learn more
r » HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The 3 symbol shows configuration uses that you must edit
manually before you can proceed.

r Do you acknowledge the change?
REVIEW 2 USES Refresh

k £ Management Interface
The system will no longer support a Virtual Active Unit IP addresses that
F migrates between the Active and Stand-by HA units in converged mode.

Please remove the |P address on (Diagnostic0/0) before proceeding with
convergence.. See less

£3 Static Route Setting
F Static Route Setting under virtual router [Global] with management interface
I[diagnoaticj are not valid when the interface is converged.Please configure
these routes on the device if required and clean the static routes in FMC to
proceed with the convergence See less

Exemplo de aviso sobre as configuragdes que precisam ser removidas antes da mesclagem

Se for esse 0 caso: cancele a caixa de dialogo, prossiga com a remogao da configuragao ou
reconfiguragao e, em seguida, reabra a caixa de dialogo Mesclagem da interface de
gerenciamento.

» As configuragdes de plataforma que funcionarao no dispositivo serdao marcadas com um
icone de cuidado e exigem confirmagao.



Management Interface Merge ? X

@) = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two |IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IF address.

Learn more

Review the Diagnaostic |P uses below. The Q symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES i * Refresh I Do you acknowledge the

change?
A HTTP Access
Management interface {management) is used in {HTTP Access) of PF... See
more
A CMP Access
Management interface {management) is used in {ICMP Access) of PF... See
Friore
| Cancel || Proceed |

Exemplo de aviso de configuragdes de configuragdes de plataforma que devem ser editadas

+ Clique na caixa em Vocé reconhece a alteracao? e clique em Prosseguir.
Etapa 4.

Depois que a configuragao € mesclada, um banner de sucesso € mostrado:
"A mesclagem da interface de Gerenciamento foi salva e esta pronta para ser implantada.
Observe que vocé nao pode desfazer as alteragdes de configuragao relacionadas a mesclagem;



vocé deve reconfigurar manualmente a interface de Diagndstico e a configuragao relacionada."”

Implante a nova configuragédo mesclada.

Firewall Management Center

Ouerview Analysis Policies Devices Objects Integration Deploy Q, “_ED o 9 admin - elhine
Tac._test =
Cisco Firepower Threat Defense for Wihware
Device Interfaces Infine Sets Routing DHCP VTEP
—
& The Management interface merge saved and is ready 1o be deployed X
Mot that you cannot undo the configuration changes related to merge; you must maneally reconbgune the Disgnostic interface and related configuration,
0, Search by name Y Add Interfaces *
All Interfaces Virtual Tunnels
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring  Virtual Router
® Management0/0 management Physical Disabled Global
[@ GigabitEthemeto/o Physical Disabled Vi
[ GigabitEtmemews1 Physical Disabled
GigabitEtherned/2 Physical Disabled

A mesclagem da interface de gerenciamento foi salva e esta pronta para ser implantada

A interface de gerenciamento € mostrada na pagina Interfaces, embora seja somente leitura.
Apods a implantagao, o procedimento de convergéncia na interface de gerenciamento é concluido.
Etapa 5. Opcional

Se vocé tiver servigos externos que se comunicaram com a interface de Diagnéstico, sera
necessario alterar a configuracao deles para usar o endereco IP da interface de Gerenciamento,
pois o fallback da Rota de Gerenciamento foi removido no modo convergente.

Por exemplo:

+ cliente SNMP

+ servidor RADIUS

» Servidor DNS para ser alcangavel através da rede de gerenciamento, o usuario deve
selecionar explicitamente "Habilitar pesquisa de DNS via interface de
gerenciamento/diagnostico também." em Platform Settings > DNS configuration como uma
excecao é definida para consultas de DNS e ICMP (ping e traceroute): nesses casos, a
defesa contra ameacas usa dados e depois retorna ao gerenciamento automaticamente se
uma rota nao for encontrada.

O uso de rotas estaticas para a interface de gerenciamento pode ser configurado somente
através do FTD CLI Clish (Linux)

A rota padrao da porta de gerenciamento de linha envia todos os quadros para o modulo Linux.

> configure network static-routes ipv4 add management ?
IP address AAA.BBB.CCC.DDD where each part is in the range 0-255 destination address



Na interface do FMC, a interface de gerenciamento fica acinzentada para selegao.

Add Static Route Configuration 7]
DHC Tvpe: ® IPvd () IPvB
= nterface*
Null0 lifies it is available for route leak)

Metric
management Selected Network

5 Q, Search management

This interface is not useable in Converged mode.

10.151.103.167 |

5 10.151.110.13
10.151.110.14
10.151.110.15
10.151.110.16
10.151.113.35

1< < Viewina 1-100 of 3660 > ]

A interface de gerenciamento nao esta disponivel para selegdo em rotas estaticas apds a conclusdo da mesclagem.

Verificar

Alteracdes esperadas apos a mesclagem na interface de gerenciamento

 Verifique o modo de convergéncia em FTD CLI Clish executando o comando

> show management-interface convergence
management-interface convergence

* Na interface do FMC, o nome da interface é alterado para Management0/0 , nome légico
para management.



Firewall Management Center

Tac_test

Cisco Firepower Threat Defense for Wiiware

Device Interfaces Infine Sets Routing
—

All Interfaces Virtual Tunnels

Interface Logical Name

@ Management0/0Q management
GigabitEthernetd/0
GigabitEthernetdy 1

GlgabitEthernety2

Mesclar confirmagdo no nome da Interface de Gerenciamento e no nome Ldogico

Overview

DHCP

VTEP

Phiysical

Physical

Physical

Physical

Analysis

Policies

Devices Objects Integration

Deploy

Q, Search by name

o ¢°ux @

Disabied

Disabled

Disabled

Disabled

admin -

:::::

Add Interfaces

rtual Rowuter

Global

« Em FTD CLI Clish, os novos enderecos IP sao configurados automaticamente em Lina para

a interface de gerenciamento.

O NAT é usado como uma implementacao interna: Os enderecgos |IPv4 privados internos
203.0.113.130 e IPv6 fd00:0:1:1::2 sao os atribuidos (ambos sujeitos a alteracio).
Esses IPs sdo NATed para os enderecos IPv4 e IPv6 publicos do FTD do kernel do Linux,
portanto, ndo ha mais necessidade de |IPs publicos no Lina.

No modo especialista, "ifconfig" exibe o enderego IPv4 (203.0.113.129) e IPv6
(fd00:0:1:1::1) interno para Linux.

FTD CLI Clish:

> show interface management
Interface Management0/0 "management", is up, Tine protocol 1is up

Hardware 1is en_vtun rev00, DLY 10 usec

Input flow control is unsupported, output flow control 1is unsupported
MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

Expert mode on Linux:

root@ftd0l:/home/admin# 1ifconfig

tap5: flags=4419

mtu 1500

inet 203.0.113.129

inet6 fe80::8403:9ff:fefb:6d16 prefixlen 64

netmask 255.255.255.248 broadcast 203.0.113.135

inet6 fd00:0:1:1::1 prefixlen 123 scopeid 0x0

scopeid 0x20



Solucao de problemas - Estudo de caso

Neste caso de estudo, a interface de diagndstico em um FTD virtual configurou enderecos IP
separados para conectividade com servigcos externos de DNS Lookup, antes da atualizagao para

7.4.2.

Apés a atualizagao para a versao 7.4.2, a convergéncia € necessaria; € assim que a configuragao
na interface do usuario do FMC, FTD CLI Lina e Linux &, antes e depois da fusao.

Ha também capturas de trafego no FTD CLI Lina e no Linux para mostrar o trafego usando a
movimentacao da interface l6gica de Diagndstico para usar a interface de Gerenciamento.

Antes da configuragao de convergéncia

A interface de Diagndstico tem um IP separado e uma rota estatica para o DNS Lookup; dessa
forma, ela funciona usando as duas interfaces logicas de Lina para Linux no FTD.

Configuragao da interface do usuario do FMC

Firewall Ma na_geme_m Center Overiew Analysis Policies Devices Objects Integration
Tac_test
Cisco Firepower Threat Defense for Viware
Device Interfaces Infine Sets Routing DHCP VTEP
—
All Interfaces Virtual Tunnels
Interface Type Security Zones MAC Address [Active/Standby)

® DlagnosticOf

[ﬂ GigabitEthernetdyo Physical
[ cigabitEthernetd/1 Physheal
[B cigabisEtherneny2 Physical

Configuragao de interface de diagnostico antes da mesclagem

Deplay

Q. Search by name

P Address

192, 168,40,74/255,255,255.0(Static)

o ¢ e

Path Manitaring

bid

Disabded

Disabded

Disabded

admin ~  clab.
admin il

Add Interfaces

Virtual Router

Global ra



Firewall Management Center

Tac_test
Cisco Firepower Threat Defense for Wiware

Device Interfaces Infine Sets Routing DHCP VTEP
—

Glabal v Network a Interface h‘m'f‘:'d from Virtusl Gateway Tunneled Matric

tual 5 ¥ |Pvd Routes
DNS diagnostic Global 192,168.40,254 false 1

¥ IPvE Routes

Rota estatica configurada na interface de diagnostico

configuracdo DNS sobre

Devices > Platform Settings, selecione a politica e, em seguida, a guia DNS.

+ Add

Tracked

Ovendew Analysis Palicies Devices Objects Integration Deploy @ éD £+ @  sdmin v b ope

Route

Overview Analysis Policies Devices Objects

ditor

irewall Management Center

Platform ngs

FQDN_Test_PlatformSettings

Enter Description

i DNS Settings Trusted DNS Servers
ARP Inspection

Integration

Banner DNS Resolution Settings

DMNS Specify DNS servers group and device interfaces to reach them.

xte Authenticati . .
Extemal Authentication @ ) Enable DNS name resolution by device

Fragment Settings

HTTP Acc DNS Server Groups Add

ICMP Access -
DNS_Server_lab L u

NetFlow any

SSH Access

SMTP Server

SNMP

SSL

Timeouts

Time Synchronization Expiry Entry Timer:

Time Zone 1

UCAPL/CC Compliance

Performance Profile Poll Timer:
240

Configuragdo DNS em Configuragdes de Plataforma



FQDN_Test_PlatformSettings

Enter Description

ARP Inspection 1 2ange: 1-6553¢
Banner
DNS Poll Timer:

External Authentication 240

Fragment Settings

Interface Objects
HTTP Access )

ICMP Access Devices will use specified interface objects for connecting with DNS Servers.

Available Interface Objects C Selected Interface Objects
Q_ Search

NetFlow

SSH Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance
Performance Profile

Enable DNS Lookup via diagnostic/Management interface also.

Caixa de selegcdo marcada para Habilitar pesquisa de DNS via interface de diagnostico/gerenciamento também

Configuragao da Interface de Diagnostico sobre FTD Lina

interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.40.74 255.255.255.0

ftd01l# sh 1ip
System IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual
Current IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual

ftd01# sh route management-only
Routing Table: mgmt-only



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 10.10.10.10 255.255.255.255 [1/0] via 192.168.40.254, diagnostic
C 192.168.40.0 255.255.255.0 is directly connected, diagnostic
L 192.168.40.74 255.255.255.255 is directly connected, diagnostic

Configuragdo DNS em FTD CLI Lina

ftd01l# sh run dns

dns domain-Tlookup diagnostic

DNS server-group DNS_Server_Tlab
retries 5
timeout 15
name-server 10.10.10.10 diagnostic
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

Capturar na interface de diagnostico o trafego DNS que vai para o servidor DNS 10.10.10.10

ftd01l# sh cap

capture diag type raw-data trace detail interface diagnostic [Capturing - 340 bytes]
match udp any host 10.10.10.10 eq domain

ftd01# sh cap diag

5 packets captured

1: 00:15:39.660442 192.168.40.74.59939 > 10.10.10.10.53: udp 27
2: 00:15:54.661953 192.168.40.74.59939 > 10.10.10.10.53: udp 27
3: 00:16:09.661739 192.168.40.74.59939 > 10.10.10.10.53: udp 27
4: 00:16:24.667674 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5: 00:16:39.684946 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5 packets shown
ftdol#

Capturar no modo especialista em Linux para confirmar o fluxo correto do trafego de pesquisa de
DNS na interface de gerenciamento a partir da interface de diagnéstico

root@ftd0l:/home/admin# tcpdump -i brl port 53



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on brl, 1link-type EN1OMB (Ethernet),
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IpP
IpP
IpP
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11606
11606
11606

Apods a configuracido de convergéncia

Como mencionado no procedimento de convergéncia, para fazer a mesclagem, todas as

>

V V VYV VYV

10.
10.
10.
10.
10.
10.
10.

capture size 262144 bytes

10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.

domain:
domain:
domain:
domain:
domain:
domain:
domain:

5655+ AAAA? cisco.com.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

26905+
24324+
35592+
40993+
62225+
25350+

A?
A?
A?
A?
A?
A?

configuragdes na Interface de diagndstico devem ser removidas.

Estas sdo as informagdes no FMC e no FTD CLI quando a fuséo é concluida.

Configuragao da interface de gerenciamento na interface do usuario do FMC

com.
com.
com.
com.
com.
com.

27)
27)
27)
27)
27)
27)

27)

Devices > Device Management, selecione o FTD. Ele é aberto diretamente na guia Interfaces.

Firewall Management Center )
R Overview

Tac_test

Cisco Firepower Threat Defense for Wihware

Interfaces Infine Sets DHCP VTEP

All Interfaces Virtual Tunnels

Device Routing

Interface Logical Name Type Security Zones

@ Management0/Q management Physical

GigabitEthernetl/0 Phiygical
GlgabitEtherretd/1 Physical

GigabitEthennetly2 Physical

Interface de gerenciamento apds a mesclagem

Analysis

Policies

Devices

o

Objects Integration Deploy Q

Q, Search by name

¢ 0

admin -

Add Interfaces v



Firewall Management Center

Ovendew Analysis Policies Devices Objects Integration Deploy @ “(D i @ admin ‘e
Tac._test ==
Cisco Firepower Threat Defense for Wiware
Device Interfaces Infine Sets Routing DHCP VTEP
—
Manage Virtual Routers + Add Route
Network & Interface h‘m:\:d Trom Virtus! Gateway Tunneled Matric Tracked
5

¥ [Pvd Routes

v IPv6 Routes

Nenhuma rota estatica para o servidor DNS é adicionada

A configuragdo DNS deve permanecer a mesma em Configuragdes de plataforma.
Devices > Platform Settings, selecione a politica e, em seguida, a guia DNS.

Para que a pesquisa de DNS continue a ser enviada para a interface de gerenciamento sem a
necessidade de adicionar uma rota estatica, o comando "Enable DNS Lookup via
diagnostic/Management interface also". deve permanecer selecionado.
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Configuragdo DNS em Configuragdes de Plataforma
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Enable DNS Lookup via diagnostic/Management interface also.

A opcao para Habilitar a Pesquisa DNS via interface de diagnostico/Gerenciamento também deve permanecer a mesma

Configuragao na CLI do FTD

> show interface management
Interface Management0/0 "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 10 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

> show interface 1ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset administratively down up
GigabitEthernet0/1 unassigned YES unset administratively down up
GigabitEthernet0/2 unassigned YES unset administratively down up
Internal-Control10/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up

Management0/0 203.0.113.130 YES unset up up



ftd01l# sh route management-only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

Configuragdo DNS na CLI FTD no lado LINA

ftd01l# sh run dns

dns domain-lookup management

DNS server-group DNS_Server_Tlab
retries 5
timeout 15
name-server 10.10.10.10 management
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

Capturar no modo especialista em Linux para confirmar o fluxo correto do trafego de pesquisa de
DNS na interface de gerenciamento.

root@ftd0l:/home/admin# tcpdump -i brl port 53

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on brl, link-type EN1OMB (Ethernet), capture size 262144 bytes

20:20:33.623146 IP ftd01.60310 > 10.10.10.10.domain: 61954+ A? cisco.com. (27)
20:20:33.623533 IP ftd01.33417 > umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa. (42)
20:20:48.660172 IP ftd01.60310 > 10.10.10.10.domain: 41252+ A? cisco.com. (27)
20:20:52.638426 IP ftd01.39304 > umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa. (42)
20:21:09.669133 IP ftd01.47150 > umbrella.domain: 39343+ AAAA? ftd0l1l. (23)

20:21:09.669305 IP ftd01.50173 > umbrella.domain: 57694+ AAAA? ftd0l1l. (23)

20:21:11.659352 IP ftd01.48092 > umbrella.domain: 46478+ PTR? opendns.in-addr.arpa. (45)
20:21:14.673992 IP ftd01.58547 > umbrella.domain: 57694+ AAAA? ftd0l. (23)

20:21:18.673371 IP ftd01.47607 > umbrella.domain: 39343+ AAAA? ftd0l. (23)

20:21:18.695507 IP ftd01.60310 > 10.10.10.10.domain: 29973+ A? cisco.com. (27)

Com essa evidéncia, pode-se confirmar que a pesquisa de DNS continua a funcionar mesmo se
nenhuma rota estatica for adicionada a interface de gerenciamento via Linux.
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