Converter em contéiner (modo MI) no Firepower
4200 com FTD 7.6
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Introducao

Este documento descreve como configurar um contéiner (modo de varias instancias) no
Firepower 4200 série de firewall com FTD 7.6 e detalhes relacionados.

Pré-requisitos, plataformas suportadas, licenciamento

Plataformas minimas de software e hardware

Application (ASA/FTD) and

Manager(s) and Version (s) Minimum Version of Supported Platforms
Application

4200 Series

« FMC 7.6.0 « FTID76.0 4215, 4225, 4245




Note: Nao ha suporte para varias instancias com o FDM em nenhuma plataforma.

Licenciamento

» As licencas de recursos sao atribuidas manualmente a cada instancia, mas vocé consome
apenas uma licenga por recurso por dispositivo 4200-series.

- Por exemplo, para uma série 4200 com 3 instancias de FTD, vocé so precisa de uma
licenca de URL, independentemente do numero de instancias em uso, desde que
esteja no mesmo FMC.

» Todas as licengas sdo consumidas por dispositivo 4200 Series e nao por instancia de
contéiner, desde que estejam no mesmo FMC. Portanto, para todas as instancias em
dispositivos 4200 Series, € recomendavel usar o mesmo FMC devido a implementacao da
licenga.

Componentes Utilizados

Este documento n&o se restringe a versdes de software e hardware especificas.



As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacdes de Apoio

* O FTD ja suporta a Multi-Instancia (MIl) em modelos 3100 (assim como as séries 9300 e
4100), mas nao ha suporte para a série 4200.
* Os modelos 4200 sao suportados apenas no modo nativo no FMC.
* Na&o ha provisao para criar varias instancias no 7.4.x no 4200.
» Varias Instancias (MI) no 3100 eram suportadas a partir da versao 7.4.1.
- As instancias podem ser criadas e gerenciadas usando o FMC (ao contrario das séries
9300 e 4100, em que o FCM deve ser usado).
- O FXOS pode ser atualizado, quando no modo MI, através da GUI do chassi de
atualizagcao do FMC.
- A conversao para o modo Ml é feita por meio de uma CLI.

O que ha de novo?

* Vocé pode provisionar e gerenciar instancias de Ml na série 4200.

FMC - Solugao unica de gerenciamento para a série 4200 (modo M) e instancias de FTD
» Permitir a conversao em massa e unica de dispositivos nativos para o modo Ml no FMC
para dispositivos das séries 3100 e 4200.

Mercado-alvo: Empresa/Grande empresa - Borda da Internet, Data Center

Plataformas com suporte a varias instancias de FTD

Platform FTD Version FTD Multi-Instance Management Solution
Support
Virtual = MNo =
FPR1000 - No -
FPR2100 (not supported in 7.6) No -
3105 No
3110, 3120, 3130, FTD 7.4.1 Yes FMC
3140
FPR4100 FTD 6.3.0 Yes FCM & FMC
y 4215, 4225, 4245 FTD 7.6.0 Yes FMC
FPR9300 FTD 6.3.0 Yes FCM & FMC

Diferencas entre as séries 3100 e 4200



* 04200 tem duas interfaces de gerenciamento, permitindo o uso de uma para
gerenciamento e outra para eventos.
- As interfaces Management1/1 e Management1/2 s&o inicializadas para todas as
instancias de contéiner de FTD.
- Uma ou ambas as interfaces de gerenciamento podem ser usadas no modo M.
- Gerenciamento1/1 para Gerenciamento e Eventos ou
- Gerenciamento1/1 pode ser usado para gerenciamento e Gerenciamento1/2
para eventos, em que O caso:
- As rotas estaticas precisam ser definidas para rotear o trafego usando a
interface 1/2 de gerenciamento.
* Devido ao tamanho maior, mais instancias podem ser criadas no 4200 do que no 3100.

ImplantacGes suportadas

» Gerencie a Série 4200 (modo MI) com Instancia(s) Autdnoma(s) de FTD
» Gerenciar 4200 Series (modo MI) com Instancia(s) HA FTD*

Note: Para o FPR4100 Series, no caso do FTD-HA, os nés primario e secundario devem



estar em dois dispositivos 4200 Series (modo MI) diferentes. Além disso, o agrupamento
MI nao é suportado nesta versao.

Descricido do recurso e passo a passo

Alteragdes na configuragao de varias instancias na versao 7.6.0:

» Suporte para 4200 Series nho modo M|

+ Alteragdes do CVP relativas a gestdo em modo |A da série 3100:
- Conversao do dispositivo do modo Nativo para o modo Ml no FMC
- Readiness Verifica se o dispositivo pode ser convertido para o modo MI
- Autorregistrar instancia de FTD no FMC apds a conversao

Especificagdes da instancia do 4200 Series
Max. de suporte a instancias

Platform Maximum Instance Count Maximum Logical CPU

Cores Supported

FP4215 10 62
FP4225 15 126
FP4245 34 254

A densidade da instancia € determinada por dois fatores principais:

1. A quantidade de nucleos de CPU e a quantidade de espago em disco em uma determinada
plataforma

2. Quantos desses recursos estao disponiveis para provisionamento em instancias. O menor
tamanho de instancia requer 3 nucleos de CPU fisica (6 logicos) e 48 GB de espago em disco.

Tamanhos de Instancia de FTD



Platform 4215 4225 4245
Total CPU cores i 64 128
Available CPU cores for
ETD 30 62 126
Total RAM (GiB) 222 445 875
FXOS RAM (GiB) 6 6 6
DMA RAM (GiB) 11 39 78
Available RAM for FTD
(GIB) U G Z
Available Disk space for
FTD (GiB) 660 864 1794
Max Instances 10 15 34

Alocacgoes de Nucleo Snort de Lina (Plano de Dados)

4215 4225 4245
Tarrcliznho Nucleos do |Nucleos de| Nucleos do |[Nucleos de| Nucleos do | Nucleos de
.. |plano de dados| Snort [plano de dados| Snort |plano de dados Snort

Instancia

6 2 2 2 2 2 2

8 2 4 2 4 2 4

10 4 4 4 4 4 4

12 4 6 4 6 4 6

14 6 8 6 6 6 6

16 6 8 6 6 8 8

18 8 10 8 8 8 10




20 8 10 8 8 10 10
22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20
42 20 20 20 20 20 20
44 20 22 20 22 20 22
46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26




56 26 28 26 28 26 28
58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38
78 36 40 36 40
80 38 40 38 40
82 38 42 38 42
84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46




92 44 46 44 46
94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56
114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60
122 58 62 58 62
124 60 62 60 62
128 60 64




130 60 66
132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
152 72 76
154 72 78
156 74 78
158 74 80
254 120 130
Configurar

Visao geral da configuracao




. Registre o dispositivo 4200 Series (modo nativo) no FMC.

. Novo! No FMC, selecione e converta o dispositivo do modo Nativo para o modo MI.
. Novo! O IA registra-se automaticamente no FMC apods a conversao.

. Atualizar interface(s) fisica(is).

. Crie instancias de FTD e atribua interfaces.

. Criar/Atualizar/Excluir canal de porta e subinterfaces do FMC.

. Defina as configuragdes da plataforma.

. Implantar alteragdes de configuragao no dispositivo.

. Instancia(s) do FTD registra(m) automaticamente no FMC.

O 0o NO O WN -~

Converta 0 4200 Series para o modo de varias instancias no FMC

Por padrao, os 4200s estdo no modo nativo. Para converter a série 4200 em modo de varias
instancias no FMC:

1. Conecte-se ao dispositivo e crie um gerenciador (ja documentado).

2. Registrar o dispositivo nativo no CVP (ja documentado).

3. Converter em Varias Instancias usando FMC.

4. No FMC, selecione o(s) dispositivo(s) que precisa(m) ser convertido(s) em Varias instancias
e acione a conversao. E possivel selecionar um ou mais de um dispositivo.



Note: Alternar entre o modo nativo para o modo Ml redefine TODA a configuragao no
chassi. A conversao do modo MI para o modo nativo ainda é feita via CLI.

Converter um unico dispositivo

1. Para iniciar a conversao, navegue até Devices > Device management.



= Ungrouped (1)

o 4318 Hathes_Chamsls Beori 2 Fiewasl 4215 Thesit Didiorss 140 aaze Cnsastiain, Maloies (1 =ve ) “ore
102.168.1 80 - Routed

Delete
Packet Tracer
Packet Capture
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2. Valide o dispositivo selecionado e clique em Continuar:

Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.

A Al the configuration on the selected devices will be erased
in the process of Multi-instance mode conversion.

validar dispositivos selecionados

3. Verificagao de preparagao e conversao inicial:



Convert to Multi-Instance Mode

Selected device name  4215_Native_Chassis
Configured device name *

4215_Native_Chassis

Step 2: Hover over the icon next to
- the name to check whether the
device is ready for conversion.

verificagdo de prontiddo
Converter mais de um dispositivo (conversdo em massa)

1. Selecionar dispositivos:

MUQIIE | LRI SOy
Wiew By Growp

AN{2)  ®Ewor(2] Waming (0 Offine (0} & Nomad (3] ® Deployment Pending (1) ® Upgrade (0] ® Snort 3 (2) £, Sesreh Divies n

fiezeenioad Device L Biecog

register 102 16E1 B0_1701072,,, D L

register_1021681.108_170100,., o0

2. Confirmar selecéo:



Convert to Multi-Instance Moda

N B -

THI168.1.80 a0 Cisco Secure Finesal 4715 Threst Defonse L]

raa (i S Frmst 1130 Tt Deens EI Use the delete button to remove a
~ device from bulk conversion.

IP Address that will
be applied to chassis
after conversion

3. Verificagao de preparacao e inicio da conversao:

Coma 10 Multi-Instance Mode

Selected Devices € Feadness Check
" wilbe
%, Sewth Davice
Dwcn e - version = Saes
2775_Nathe_Crasss 192.168.1.80 780 Citco Secuns Fiewall 4715 Thosat ulense ) E/
N Chanin 2 Iars 40 e L ) I Hover over the icon next to the name

~ 1 to check whether the device is ready
for conversion.

Monitorando o Andamento e Finalizando

1. Notificagéo de inicio de converséo:
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2. Autorregistro do chassis:
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3. Notificagao pos-conversao:

Firewall Management Center
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Pagina de gerenciamento de dispositivos resultante listando os dispositivos da série 4200 (modo
MI):

i I r .
Firewal Mar@gemem Cenis Dunivian Anslysis Pakicias Dwvices Oijacts Ingration oepioy O @ G @  samac b sicuRs
—
Vi By Group
AI(1)  @Emer{0)  ® Warnieg (0) Offiens (0} ® Normal (1) Deployment Ponding (1) @ Uipgrade (0) @, Search Divice m
el
Mame Micdel Warulon Chadiis Litenced Acceis Cantrol Policy Bato RolBack
w Ungrosped (1}
F 421!
2108100 rawall 4215 Theass Deterse s . ey - 1y 7

Mufti=Instance Supenisor

Pagina de visao geral do chassi do FMC

Visao geral da pagina de visao geral do chassi do FMC

A pagina de visao geral do chassi do FMC apresenta um resumo completo do dispositivo 4200
Series (modo MlI). Ele inclui:

+ Visédo pictorica do painel traseiro do dispositivo, incluindo médulos de rede disponiveis.

* Resumo de falhas, com sua criticidade.

« Resumo da interface, status.

* Resumo da instancia de FTD, status.

 Estatisticas de hardware - incluindo VENTILADOR, fonte de alimentagcdo, meméoria, uso da
CPU e armazenamento.

Clique em Gerenciar para navegar até Visao geral do chassi:

View By: Group v
A1) ® Error (0) ® Warning (0) Offtine (0) ® Normal (1) Deployment Pending (0) ® Upgrade (0) G, Search Device Add
——
Downboad Davice List Beport
Hame Model Version Chassis Licenses Access Control Policy Auto RoliBack
“ Ungrouped (1)

Firewall 4215 Threat
Defense Multi-instance 7.6.0 Mapage MiA LY NIA F
Supervisor

4215 _WA_Chassis.
192.168.1.680

Guia de resumo da pagina do chassi:
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1. Vista de retaguarda:
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Click on "Show
Details' to view
drill down on

core utilisation

Available physical ports on the device. Greyed
out indicates they are non-
- actionable/configurable.

Each color indicates the number of cores

utilized by individual FTD instances against —
total available cores. Nip——

Hovering over on each color will provide a |
tool-tip that details more on the FTD
instance.

Represents physical interfaces. Shows inline
and network modules and interface status.
Allows user to enable/disable physical ports.

2. Segao das falhas:
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3. Secao Interfaces:
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4 .Secao Instancias:

Interfaces

U'p: 3,

0 Shared

Live stabus ai- 27-Hov-2023 04:42

Down: 8

0 Srared

Instances

A transicao de instancias de off-line para on-line € mostrada na imagem anterior.

* Depois de provisionado (1)
+ Ainsténcia fica offline até ficar online (2)
* Os estados intermédios também s&o refletidos (3)

5. Estatisticas de hardware:
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Gerenciar interfaces

Operagdes suportadas na guia Interfaces:

» Atualizacao da interface fisica.

* Criar/Atualizar/Excluir subinterfaces.

* Criar/Atualizar/Excluir interfaces EtherChannel.
» Configuragdes da interface de sincronizagao.

* OIR do médulo de rede.

* Interrupgaol/juncao da interface fisica.

Resumo da guia Interfaces

Chassis Manager: 4215_WA_chassis © connectes Sencel
Ciac Baists Pl 4215 Thonsn Diatiras Lt -IAstsncs Sugsriscs
Summary imerinces inmances Satem Cordguration
—_—
Metwork Module 1
W e v e
COMBOLE UGAITZ MGMTI  uSH
Sync Device Asd
nteriace Name Port Type natances VLAN D Aderin Sgemd Adiriry el Aderin Saate Auto Hegotistion Adirain 1LC
® Ethesnent /1 fata VA bndtince_ Dabect SFP Ful Enatied o A 7
& Bhernetif2 Data WA _insance Dutect 3P Fus Enabled s Autg ”
[ —— Dt Detect SFP Fusl Disabbes es Ao rd
— Data [ Pl Dlasbiec o Aune r
Ethemet1 s Data Datect SFF Ful Dinabied Fou Ao ”

A pagina inicial da guia Interfaces mostra todos os tipos de interfaces que s&o gerenciadas para
um chassi, como interfaces fisicas, subinterfaces e subinterfaces EtherChannel e EtherChannel.

Modificar configuragdes de interface fisica



Estes atributos de uma interface fisica podem ser atualizados:

+ Estado (Habilitado/Desabilitado)

* Tipo de porta (dados | Partilha de dados)
* Admin Duplex

Velocidade do administrador

» Negociagao automatica

Edit Physical Interface

Interface D

Ethernet1/1 Enabled

Port Type

Data o
Admin Duplex

Full o
Admin Speed

Detect SFP W
Admin FEC

Cancel OK

Gerenciar Subinterface
Selecione a opgao de sub-interface no botdo Add para adicionar uma nova interface.
Estes atributos de uma subinterface podem ser modificados:

* Interface pai
 Tipo de porta (dados / compartilhamento de dados)



* |ID da subinterface
* |ID da VLAN

Search Interfaces ‘ Sync Device H Add 1

Auto Negotiation Admin FEC I Sub Interface I

EtherChannel Interface

Yes Auto rd

Add Sub Interface Q

Parent Interface

Port Type
Data v
Sublnterface ID
(1-4294967295)

VLAN ID
(1-4094)

Cancel l

Gerenciar EtherChannel
Para criar uma nova interface EtherChannel, use a "interface EtherChannel" no botao Add.

Os atributos que podem ser configurados para um EtherChannel s&o:

* |D do EtherChannel



Tipo de porta (dados/ compartilhamento de dados)
* Interfaces de membro

* Velocidade do administrador

* Admin Duplex

* Modo LACP

+ Taxa de LACP

* Negociacao automatica

Search Interfaces Sync Device Add
Auto Negotiation Admin FEC Sub Interface
| EtherChannel Interface
Yes Auto rd
Add EtherChannel Interface (7]
Interfaces Configuration
— Add EtherChannel Interface (7]
EtherChannel ID: (1-48)
Enabled Interfaces Configuration
Port Type Admin Duplex
Data w Full v
Select Member Interface(s Admin Speed
Available Interfaces (7) Selected Interfaces (0) 1Gbps w
LACP Mode
Ethernet1/1
Active w
Ethernet1/2 LACP Rate
Default ~
Ethernet1/3 Add
Auto Negotiation
Ethernet/4
Ethernet1/5
Ethernet1/6

Configuragdes do Dispositivo de Sincronizagao

Ha casos em que a configuragdo do FMC e a configuragao do dispositivo podem sair de
sincronia. Um caso € quando um usuario remove ou insere um netmod. O dispositivo de
sincronizacao pode ser feito nesses casos.



Click “Sync Device”.

Suporte A Hot Swap/Break-Out Netmod

A opcéao "Hot Swap", usada em seus documentos, € conhecida como Insercédo e Remogao On-
line ou OIR em outra documentacgao interna.

Ha uma implantacao imediata ao Habilitar/Desabilitar o Modulo de Rede ou Interromper ou Unir
interfaces. O modo de varias instancias é igual ao 4200 Series no modo nativo.

FXOS

Deploy
=
. Success response u ‘.I
= o

Reguest to get the config -"-
- F
. Response

O FMC compara a resposta recebida com a configuragao atual e, em seguida, cria a notificagao
de alteracao de interface para confirmagao do usuario.

4200 nativo suporta EPM Hot Swap e Breakout

O EPM OIR e o Breakout ja sdo suportados no modo auténomo e nativo do Secure Firewall 4200
Series auténomo.

Documentacgao do 4200 Series EPM OIR e Breakout FMC:

» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-
install/m-overview.html



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

OIR: Habilitar/Desabilitar Confirmacéo do EPM

Quando o usuario alterna para habilitar o médulo, um aviso é exibido para garantir que este nédo
seja um clique acidental.

Confirm Switching Network Module On

A Metwork module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Are yOU SUrE YOU Want 10 turm on the network module?

Turning the module on will add the associated interfaces to chassis.

Ativacdo Completa do EPM: Notificagdo de interface recebida

* Ao habilitar um EPM, novas interfaces sao associadas ao dispositivo.
» O CVP recebe a notificagao sobre as interfaces associadas.
* No FMC, o usuario deve aceitar as alteragoes.

Esta captura de tela mostra a opcao de ver as interfaces associadas:

System Configuration
I A Interface eonfguration has changed on deviee. Click to know meore.

Network Module 1 Network Module 2 @
1 vz 1 " ws " 1 18 " 2z F1:) 44

=l o ) o
T e e e e e

WO Y NIz WE e

e instances VLAN ID Admin Speed Adimin Duplex Admin State Auto N

1Ghps Full Enabled Yas

Notificacao de Alteracao da Interface do EPM

A pagina de listagem de interfaces lista as interfaces que s&o adicionadas quando o EPM esta
habilitado. Clique para saber mais inicia a caixa de dialogo Alteragdes de interface.



Clique para saber mais nao esta disponivel apds salvar.

Interface Changes

Thie following interface changes have been detécted. Check if there is any impact on current configuration and accept
changes.

interface Name Type Change Description

Ethernei2/1/1 Physicalinterface Inberface is associated

Etharmat2/1/2 Physicalinterface Interface is associated
Physicalimertace Interface is associated
Physicalimerface Interface is associated

Pagina Opc¢des de quebra/juncao no chassi

System Configuratian
INetwork Moduls 1 Matwork Module 2 &
L L L wmoowr W W
= o o )
T e eewivew
W Wl W Wz W W R
Search Interfaces Syme Device At
[ Instases VLAN I Ademin Speed Aderin, Dusplex Admin State Ruste s gtiation Keins FEC
Datect SFP Fut Disstied Yos At ’
Detect SFP Full Enakbied Yoz Aty #
Dutect SFP Full Erabled Yos Hano -
Datect SFP Full Disabibed You fastey
Detect SFP Fut Disabied Yes fuo -2
Detect SFP Full Yes Aty
Datect SFF Ful oy Aty
Detect 5FP Ful oo >
Detect SFP Full Tes Baty

O assistente de confirmacao de interrupg¢ao da interface € aberto quando a opg¢ao de interrupgao
€ acionada.



Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

A notificagao de atualizagao da interface fica visivel na pagina do chassi apds a confirmacgéao da
interrupgao da interface.

Systern Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 Metwork Module 2 @
LTL BT T S VRN . S T S T B T 3 T

(W) | o
B L LU L L

woMe e Wz I3 e s

pe Instances VLAN ID Admin Speed Admin Duplex Admin State Auto N

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes



Alteragdes de interface apos quebra/jungéo

Ao clicar em Aceitar alteracdes, essas interfaces ficam disponiveis no FMC para serem usadas:

Interface Changes

The following interface changes have been detected. Check if there is any impact on current configuration and accept
changes.

Interface Name Type Ghange Description

Ethernet/1 Physicalinteriace inerface is deleted

Ethernat2/1/1 Physicallnterface IMerface is associated

Ethemat2/1/2 Physicallmerface ImMerface is associatid

Ethernet2/1/3 Physicalinerface Interface is associnted

Impacto de alteragdes de interface na instancia

Change Behavior

Change a dedicated interface to Mo validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with No validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
notifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = Malidation error will be thrown to initiate such
instance operation
» User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation

Gerenciamento de instancias

O Gerenciamento de Instancias permite:

 Exibir todas as instancias de FTD existentes e seus detalhes em um dispositivo 4200 Series
(modo Ml).

+ Crie/Atualize instancias de FTD com o nucleo da CPU e a versao do software desejados.

» Excluir uma instancia de FTD existente.



» Permite que o usuario escolha politicas de FTD - Politica de acesso e politica de
Configuragdes de plataforma para a instancia de FTD.

* Registre automaticamente a instancia do FTD no FMC quando estiver online.

Wiew By: Group v
All{1) ®Emor{0)  ® Waming (0) Offiine (0) @ Normal (1) Deployment Pending (0) @ Upgrade (0) 1, Search Device
—
Collgpge All Download Device List Fepon
Name Mosdel Version Chassis Licenses Access Control Policy Auito RoBack
~ Ungrouped (1)
Firewall 4215 Threat
SUBINAChassis Defense Multi-lnstance  7.6.0 Manage NiA NiA NI s
Supénisor

Criar uma instancia

Inicie o assistente clicando em Adicionar instancia.

Chassis Manager: 4215_WA_Chassis | @ comectes

=
Cisen Secure Firewall 4215 Th Multi-Instance 5

Summary Interfaces Instances Systemn Configuration
L ]

There are no instances created yet.

>
Add an instance to get staned

4

Etapa 1. Contrato:



Add Instance

@ rowemem 7 Instanes 3 Ieteraes 4 Davieo 5 Summaey
Configuration Asslgrimant Managomant

[End Liser License Agreement
[Effective: May 10, 2022

Secure Firewall Terms and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

ity it

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

Etapa 2.

» Fundamentos da configuragéo da instancia:

Add Instance o
1) Agreement [2] h}m 31 Intertace 4 Device 5 Summary
Configuration Assigament Management
v ——
|°::=°°I1";:'°"' ~] :’:::e;:"ﬂ' & | +
W e e |
(27
e Allows configuring core allocation
el for this FTD instance. You can pick a
f:,f;::fw- pre-defined resource profile
LI (Default-Small, Default-Medium, or
Searcn Domsin ONS Severs Default-Large) or make a new one.
- S Use the '+' icon to define a custom
--------- resource profile object.
Rt vl [ )

+ IPs de Configuragao de Instancia:



Add Instance [+]

') Agresmant °hmnco 3 Imerlace 4 Device 5 Summary
Confguration Assignmant Managemedt

Display Name Parmit Expen mode for GLI

WA _instance_1
Davice Varsion * Resource Profile *
4
[.6.01208 [Pifait-Smat " - D
1PvE
m I Boih Managemant IP*
P 2000:a00::192:168:1235
Management IF
. Prefix®
192.166.1.81
12
MNetwork Mask *
Network G
255,955 55,0 etwork Gateway
<+ 2000:a00::192:168:1240

MNetwork Gatewary *

192.168.1,254

h i ¥ 1 -
Search Dornain DNS Servers — — m
. v v ’ Pva IPvE
FQDMN Device S5H Password * Management 1P * Managemant 1P *
] 192.168.1.81 2001:000::192:168:1235

Firewall Made * Conirm Password* Natveors M * Prof;*

Routed - | [— { 255,255,255.0 n2

Network Gateway * Notwork Gateway *
192,168,1,254 20071:000::192:168:1240
o o (R

Etapa 3. Atribuicdes de interface:

A ' x
e nstance ~ Step 3 allows you to assign interfaces to
1) Agreement 2| Instance ° Interface 4 Device 5 Summary | FTD iFIStﬂl'lGE.
Configuration Assignment Management
. Lists all available physical, sub-interfaces
Ll il S and port-channel interfaces
Ethernet1f1 Ethernet! /2 :

Ethernetl/3 G Ethemetl/d . . . .
Ethemet1/5 « P | ists all interfaces selected for this instance.
Ethernet1/5.11 <

Eemen/sz = Bulk add all and remove all interfaces. Moves

Ethernet1/$

Ethemet1/10 all available interfaces as selected interfaces

Ethernet1/1 5 1® 1™ and vice-versa.

Ethernet1/12

Ethernet1/13 & . )

Ehamet1/14 it Delete icon allows you to remove interface

:::x:ﬁ: from the Selected to Available lists.

Fort-channl1 < Add icon '+' allows you to add an available
t interface as selected interf

Cancel Back

Etapa 4. Gerenciamento de dispositivos:



Add Instance ot
(1) Agreement (2) Instance 7) o lln:. 5) Summary
Confguration Assignment Management
Device Group
Select... v }‘
Access Control Policy *
| Poticy? v |
Platform Settings
Select... - |
Smart Licensing
& Carrier
Malware Defense
O ws "
] URL
Select smart license(s) applicable for
FTD instance.
Etapa 5. Resumo:
Add Instance
(1) Agreament (2) Instance (3) ntertace (4) Device
Confguration Assignment Management
Instance Configuration # Device -
Mame: Wih_instance_ 1
Varsion 7.6.0.1208 Accass Polcy
Rosource Prokis: Diafaide- Small Durvice Group:
»: 192.168.1.81 Plattarrn Policy
Mk 2882652650 Licenses:
Gty 192.168.1,254
M routed
Password: e _
FODH
DS Servors
Sowrch Domnain
Expert Mode disabled
Interface A -2 L] ke
Heme - Port Type
Exharnat1/1 DATA
Esharnat1/2 ATA

Para concluir a configuragao, Salvar e Implantar.



Firewall Management Center Overview ¥ B s #Deploy Q @ ¥+ @ admin~ Wl secuRe

Chassis Manager: 4215_WA_Chassis @ tonnecied vou have unsaved changes [

Cisco Secure Firewall 4215 Threat Defense Multi-Inssance Supervisor

Summary Interfaces Instances System Configuration

—
HName Version Resource Prdfile Managoment IP Management Gateway Licenses
¥ o WA_instance_1 7.6.0.1208 Default-Small 192.168.1.81 182, 168,1.254 Carder, ... Pagieyl N.A e

_if] Firewall Management Center Overview Analysis Policies Devices Objects Integration m o @ o @ adminv b e eURE
! Advancad D
Chassis Manager: 4215_WA_Chassis & comected a re ooy R fncel |
Ciseo Socurn Firewall 4215 Theaat Delenss Multi- Wstance Supariser pr—— ]
r'y has A Is roscpuir
sll“m.ﬂf Intat gmf"
==
Mams Versian Resource Prafile Management [P Manag
5 & WA_instance_1 7.6.0.1208 Detoult-Small 192.168.1.81 192.18 ¥
| D 1 device is available for deployment /B o ‘

Registro automatico de uma instancia de FTD apds a implantagdo bem-sucedida:



Chassis Manager: 4215_WA_chassis © comesied

Cisco Secwre Trvess Detense Dismiss all notifications

—

Summany interinces Instarces System Confguention

e ) Chassis
4215_WA_chassis
Name Varsion Resource Profle Management 1P Management Gateway Uicansas AG Palicy WA_instance_1: provisioning
> EJ 7601217 Dotauh:Smal 192.168.1.81 192.168.1.254 Cariex, .. Pol
) Chassis
A215_WA_chassis

Se WA_instance_1: installing

Instancia registrada no Management Center:

Al(Z)  @Emor(1)  ® Waming (0) Offine (0)  ® Normal (1) Deployment Pending (1) ® Upgeade (0) @ Snort 3 (1) Q Search Device [ aa v |
—
Colatas Al Dosvrload Deaien Liat Becae
Name Model Verslon Chassis Uiconses Acs
~ Ungrouped (2)
Firrwall 4215 Threat
o :g;t'[_s 180 Defense Multi-Instance T80 Manage NIA NIA MrA rd :
' Supendsor
© Whlnatance.] Snort 3 ERea ES 18 Maes 760 MiA Esaaials, Matwace (1 moce.)__Pioos :
192,168,181 - Routed Dutorse tlzerl . &

Editar uma instancia

Cligue no icone do lapis para editar uma instancia de FTD:



Chassis Manager: 4215_WA_chassis © temected XN | o

Cisco Secure Firewall 8215 Threat Defense Multi-instance: Supervisor

Summary Inerfaces Instances System Conbguration

—
), Search an instance Add Instance
Hame Version " Management Gateway Licenses A Policy Platform Settings
¥ & WA_instance_1 1609017 Drefaui-Semall 192.168.1.81 192.158.1.254 Carier, ... Pel L s i

Etapa 1. Editar instancia de FTD:

Edit Instance (]

. Instance Corfiguration 2 interface Assignmaent 3 Summary

Display Name * E  Admin Stste  Permit Expert mode for CLI

WA_instance_1

Devicd Version® Resaurce Profile*
78037 - Diefadt-Small w4

m IPvE Both

Pl
Management IP*

192.168.1.81
Metwoork Mask *
255.295.755.0

Nestwork Gateway*

192.168.1.254
Search Domain DNS Servers
FODN Device S5H Password *
Firgswall Made * Confirm Pagsward *
Routed W e

e IR

Etapa 2. Editar atribui¢cdes de interface para uma instancia:



Edit Instance

1) Instmnce Conbguration © imertace Assignment 3 Summary

Available Interfacos (7)
Ethermet1/3
Ethernet1/4
Ethernet1/5
Ethernet1/6
Ethernet1/8
Etharmet1/8.10
Port-channel2

Salectod Intorfaces (2)
Etharnet! (1
Etharnet! (2

>

«©

Gancal
Etapa 3. Resumo da instancia de edig¢ao:
1) Wnstance Configuration 1 Inerface Assignment © summary
WA_instance_1
il
P
rensted
Interface ASSIQNMENT = 7 cescated and 0 1ared melaces smsches |ioe
Hame = Port Type
Ethemat1 /1 DATA
Ethemet /2 DATA
Cancel

Excluir instancia

Back

Back




Chassis Manager: 4215_WA_chassis © conected EZN | coe
Cisea ans Suparvisor

System Configuration
—
Search an instance Add Instance
Namao Version Resource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl A g |

Configuracao de SNMP

Navegue até a guia de configuragao do sistema para configurar o SNMP:

1] Firewall Management Center [ e— Analysis Polics. Dovices Objects Inbegration

Chassis Manager: 4215_WA_chassis © Comectea

vl 8215 Threat Supervino:

Summary  inferfaces  Insiances  System Conbguraiion

Boerow SNMP sedtings from:

Salecl R ETD ingtarcs from U st

Importacao/exportacao de chassi

Exportar configuracao

Navegue para Gerenciar chassis > Configuragédo do sistema > Importar/exportar:



Chassis Manager: 4215_WA_chassis o cemecns

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser 0 b *
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
Exporting device conbguations
[N x

Davice Configuration Export
Export hle croated saccessiully
Downisad Export Package

Import

This il repisce the curment chas: ration wish new conguration

are

Download

Thsis will cowmiiad! ther confly Sle xporied

+ Download

Importar configuragao
Navegue para Gerenciar chassis > Configuragao do sistema > Importar/exportar:

Chassis Manager: 4215_WA_chassis @ connected

Cisco Secure Firewall 4215 Treeat Defense Multi-lnstance Supervsce O Gicbal
. Device Configuration Export
Summary Interfaces Instances Systern Configuration Davice Conbguriicn Export
— Exporting device conbigustions
*

Device Configuration Export
i & Dovice Export condguration Mg Export file created succenshally
Download Export Package

Import Export

1 with M GonBguratian This wi

This will reglace the currend

e 10 exXport

Download
This will dowmiand the conty Alg epaned
& Downlgad

"'y

O que vocé precisa saber sobre importacdo/exportaciao de chassis

» Todas as configuragdes existentes no chassi sdo substituidas pela configuragdo no arquivo
importado.

» A versao do software da plataforma onde a configuragédo é importada deve ser a mesma da
versao exportada.

» O chassi para o qual vocé esta importando a configuragdo deve ter o mesmo numero de
modulos de rede instalados quando a exportacao foi realizada.

» O chassi onde a configuragéo € importada deve ter a mesma imagem de aplicativo instalada
para dispositivos logicos.

» As configuragdes especificas do aplicativo ndo sdo exportadas. Somente as configuracdes



de chassi sao exportadas.
* O backup da(s) Instancia(s) do FTD deve ser feito separadamente.

Politica de configuracoes da plataforma do chassi

A politica de configuragdes da plataforma do chassi permite que os usuarios definam as seguintes
configuracdes especificas da plataforma:

 Sincronizagao de horario (NTP)

 DNS

» Syslog

* Fuso horario

» O usuario pode criar uma nova politica "Configuragdo da plataforma do chassi" e atribui-la a
varios chassis 4200 Series (modo M).



Tip: As configuragdes da plataforma do chassi aplicam-se apenas ao chassi. Se o usuario
quiser aplicar as configuragdes da plataforma as suas instancias, podera usar uma
Politica de configurag¢des da plataforma Threat Defense.

1. Navegue até chassis Platform Settings policy:



I lr:zt?llwlanfgangn?f;emsr Overview  Analysis  Polcies  Devices  Obiects  Integration oepoy O @ 3 @ seme Gk cecune
—_—P Dwice Manageenent il Troutleshoot - .
R > hi e T— Sae To St Fie D]
AI(4) ®Eror(l) ®Weming(l) - Ofine(l) @ Normal(l) ®DeploymentPen "V A Thesat Detense CL , Search Device =R
—_— QoS Enymamic Acoess Polcy Packet Tracer
Cotanis A1 Piatfoem Settings Packst Cagture Dompload Devite Lt Aeoen
Flaslionsg Snon 3 Prosling
Ham e Trowtseshooting Logs
v Ungrouped (3) vpgrade
Theoat Dedense Upgrace
192.168.1.80 Frowad 4215 Thy Chassis Upgrace
9 Js2iea0.00 Mt InLans S LL A ra

2. Criar Configuragdes de Plataforma do Chassi:

Object Management

Firepawer Settings
Platiorm Settings Device Type Status. Threat Defense Settings
Chassis Platform Settings
There aré no policies created. Add & new Firepower Settings Policy (or) Threat Defende Settngs Policy (of) Chassis Platfarm Settings Policy b

New Policy X

Narmea*

[ platformSettingsTP :..;

Description

i oo
e

Targeted Devices

Select the devices to which you want to apply this policy.

Available Chassis - Selected Chassis

192.168.1.30

Add

| - 11 Click on 'Add’ button to move a selected chassis
from available list to selected list.

1 'Save' button to stage new palicy in FMC

Chassis IP BN

Address
S




3. Pagina Politica de Configuragdes de Plataforma do Chassi:

PlatformSettingsTP » You have unsaved changes | Cancel | ([ EREN)

Enter Description

Policy Assignments (1)

DNS Resolution Settings 1
Specify DNS servers groups.

(I Enable DNS name resolution by divice

Configuracdes da plataforma do chassi: DNS

Habilite e adicione grupos de servidores DNS na segao DNS da politica de configuracdes da
plataforma do chassi:

platformSettingsTP » You have unsaved changes [ cance: | [EEE)
Enter Dysscription
ONS Resclution Setings
Shacify DS sarvers geoups " Select an existing DNS server group. User
@) Enabie DS name resoluton by device Add DNS Server Group can qhoose an existing server group available
. v " in objects page
ONS Server Groups: A Click 'Add’ to ) .
launch Add DNS Select DNS Server Group®
dna_server TR (clofaut i Server Group | dns_serverTP ~ | + New Group
dialog t
Make a5 default
group
=n

L-ists of all DNS server groups

Configuragdes da plataforma do chassi: SSH

» Habilite e adicione o servidor SSH na se¢do SSH da politica de configuragdes da plataforma
de chassi:



platformSettingsTP »

Enber Description

S5H Server
W) Ensble S5H Server
Adgorishms E Id I
Click pencil icon
Encryption to launch 'Add
Jdes-cbe Algorithms'
Bes2S6-cbe "
des2S6-clr clalog

Key Exchange
curveZ§819-shalse
curvez§516-gha 286 _iibssh_ong

Mac

himac-sha-1
Hast Key® 1024
Violurme Roelary Limit " ke

Time Fiskey Limit

» Habilitar e adicionar cliente SSH:

platformSettingsTP ~

[Eror Doscription

5SH Server
Augorithms #

Encryption
Ides-che
883256- 20
8e3256-tr
Ky Exchange
e 5510-2ha256
U 25519-3m756 b _org
Mac

hemac-sha-1
s Kiry™ 1924
Vighume Rekey Limit 3 KB

Time Ry Lima Minutes

Add Algorithms

Available Algorithms (14)

- Encryption
aes128-cbe
o1 28-ctr
a05128-gem_openssh_com
as192-che
2e5192-ctr
sesl5E6-gem_openssh_com
chacha20-poly1305_openssh_com

 Key Exchange
diffie=heliman-group14-shal
diffie-heliman-group14-sha2 56
ecdh-shaZ-nistp256
ecdh-shal-nistp384
ecdh-sha2-nistp521

~ Mag
hmac-gha2-256
hmac-sha2-512

Selected Algorithma (6)

« Encryption
des-cbe
aes256-che
aes256-ctr

~ Ky Exchange
eurve25519-shal2s6
curve25519-sha256_libssh_org

« Mac
hmac=sha=1

55H Glient
Strict Host Keycheck arabie

Algerithma

< EncryRain
Des) 92-chr
Ky Exchange
curveZ5519-3ha 256
CUTS519-3ha 756 _ibash_ong

Vickunme Foedary Limit

Tie Rokery Uit

Minubes

Yest hanw: rcsaved changes

Policy Assignments (0)

SSH Client
Strict Host Keycheck

Algorithms

~ Encryption
aes192-ctr

Configuragdes da plataforma do chassi: Lista de acesso SSH

Hisable
disable

enable

prompt

Esta guia aparece somente apds a ativacdo do SSH na se¢do SSH das configuragdes da

plataforma do chassi.

* Criar lista de acesso SSH:



Chassis_Platform_Settings »
Enter Description

SEH Access List
S5M Accast will b aliowed b9 the configured

Click pencil icon to
add, modify, or
delete network or
netwaork objects
for chassis

access

IB wum.ssnmuhummmmummwml

Add Metwork Objects

Available Hetwork Gbjects [13)

Search Network Objects

any
any-lpvd

BPyd=Benchmak-Tosts
Pvd-Link-Local

d-Multicast
Pyd=Private=10.0.0.0-5
Pyd-Private-172.16.0.0-12
Pva-Private-192.168.0,0-16
d-Private-All-RFC 1018

=Pt -Mapped

Wvb=Link-Local

Pyhi-Private-Unigue- Local-Addresses
-t 1Pd - Rl - Ay it

Selocted Network Objects (2)

aey-ipve
192.168.1.238

ok

0 Ol Natwirk Objbcts of by 'Host" and Natwark’ sre suppoed. Tange’ and FODN' Gbict: a6 nol supporid

+ Adicione objetos de rede a lista de acesso SSH:

Add Network Objects

Avallable Network Objects {13) Selectod Network Oblects (2)

Search Natwork Objects

any any-ipve
192.168.1.238

any-ipvd
IPvd-Benchmark-Tests G—/_’_—-

Pyd-Link-Local

Pud-Multicast
WPvi-Private-10,0.0.0-8
Pvd-Private=172.16.0.0-12
IPud-Private-192.168.0.0-16
WPvd-Private-All-RFC1918

PyE- IPvd-Mapped

IPyG-Link-Local
IPG-Private-Unique-Local-Addresses
Py~ to-IPvd-Relay-Anycast

1 or Metwork

Enter |

D Orily Network Objects of type ‘Host” and “Network” are supported. ‘Range’ and ‘FODN objects are not supponed

o | D

+ Adicionar um novo objeto de rede:




Add Network Object

Narme*

+ Exibir objeto(s) de rede:

Add Network Objects

Nallable Network Objects (14) + m
Search Mot Obgects - “
- -
e ——
Pt - Banchmark - Tests

1Pd-Link-Local

1Pl Mutscast

Pyd-Privase- 10.0.0.0-8
Pod-Private- 172.16.0.0-12
1Pd-Privste- 192, 168.0.0-16
1P~ Prevate- - RFG1918
P Mapprd

1P Link-Loesl
P10~ Py -Rokay-Amycast
Tesd_Object

r Network Adied

0 Only Metwork 23 of Type Howt' and Network' are supponed. Tlange' and FODN' objects are not supponed

cerce |

» Selecionar objeto(s) de rede:



Add Network Objects

Avallable Network Objects (14)
Soarch Metwork Objects

afy=ignd
any=inh
Pvd-Benchmark-Tosts
Pd-Link-Local
Pyd-Multicast
Prd-Private-10.0.0.0-8
Pl -Private-172.16.0.0-12
Pl -Private-192.168.0.0-16
WPud-Private-Al-RFC1918
WPy IPvd-Mapped
WPyl-Link-Local
WPry-no-IPvd-Relay-Anmyceat

Enter IP Host or Metwork Add

D Ondy Metwork Objects of type “Host' and “Network' are supported. “Range’ and ‘FODMN objects are not supported

* Objetos de rede podem ser criados como também mostrado nesta imagem:

Add Network Objects

Available Network Objects (14)
Search Network Objects Remove All

any
any-ipvd
any-ipvB
IPvd-Benchmark-Tests
IPvd-Link-Local
1Pva-Muiticast
1Pva-Private-10.0.0.0-8
1Pvid-Privabe-172,16.0.0-12
1Pyd-Private-192,168.0,0-16
iPvd-Private-Ali-RFC 1918
IPVE-IPyd-Magped
IPvE-Link-Local
1PvE-Private-Unkiue-Local-Addresses.
IPVE=to- 1Py Retay=Anycast

@ Only Network Otdocts of type *Host' and ‘Network are supported. ‘Range’ and “FODN' objects are not supported

 EXxibir objetos de rede adicionados:



Add Network Objects

Available Network Objects (13)

Search Network Objects

Sebected Network Objects (3)

Remove Al

any-ipvd
Test_Object
19216810

any
aiy-ipv6
1Pv4-Benchmark-Tesis

IPvd-Link-Local

IPvd- Multicast
Pyd-Private-10.0.0.0-8
IPvd-Private-172,16.0,0-12
IPvid-Private=192.168.0.0-16
IPvd-Private-All-RFC1518
IPvE-IPvd-Mapped
IPv6i-Link-Local
IPvEi-Private-Unique-Local-Addresses
Py~ to-1Pvd-Rielay-Anycast

Enter IP Host or Network

0 Only Network Objects of type "Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODIN® objects are not supparted

Configuragdes da plataforma do chassi: Sincronizagao de horario

A Sincronizagao de Tempo pode ser feita de duas maneiras:

1. Via NTP do Management Center
2. No servidor NTP personalizado

Do NTP do Management Center

1] Firewall Management Center Crverview Analysis Paiicies Devices Objects

platformSettingsTP »

Enter Description

® Via NTP from Management Conter

Usa Custom NTP Sarvor

No servidor NTP personalizado

Integration Dely S @ £ @ adminv Wk cecuRe

Cancel

Policy Assignments (0}



platformSettingsTP # You have unsaved changes | cancel | ([ EERER

Eriinr Description

Policy Assignments (1)

Via NTP from Managemsnt Center

®) Use Custom NTP Sener

TP Servens

rost W

Add NTP Server X

Select NTP Server®

test ~ l -+ New Server

_ — m

Configuragdes da plataforma do chassi: Fusos Horarios

Definir fusos horarios:

platformSettingsTP » You have unsaved changes | Cance

Enter Descri
nber ipaion Policy Assignmants (0

(UTC-12:00) Bic/GMT=12

@ M no Tene Zone is selected, Time Zone wil be UTC Time Zone (UTG « 00:00).

Time Zone:
(UTC-12:00) Etc/GMT+12 w
(UTC-11:00) Etc/GMT#11 ¢

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10

Configuracdes da plataforma do chassi: Syslog

* Guia Destinos locais de Syslog:



platformSettingsTP # Cance

neor 1
Enter Description Policy Assignments (0}

Remote Destinations Local Sources

Critical

Emergencies v
Emergencies
o | messages
* | 4104308 Bytes Aler‘ts
Critical
» Guia Destinos remotos de Syslog:
Fmergencies ~
Emergencies
Alerts
platrormsetingsiy #
Enter Diriscsiptices Critical
Local Dastingtions.  Aamote Destiassions Errors
_— ] Warnings
Criics Notifications
ciscn.staging cice.com Information
s Debugging
T Local? b
!LccaH
- Local2
= Lacal3
Locald
Locals

+ Guia Origens Locais de Syslog:



platformSettingsTP » You have nsaved changes [ Goncet | [N

Enter Description Policy Assignmants (0)
Local Destinaions  Remate Destinations  Local Sources
Fauits 1
- e A State
Barins

Configuracdes da plataforma do chassi: Salvar e implantar

Salve as alteragdes de configuragao da plataforma do chassi e implante:

7 Firewall Management Center Ovenview Arabysis Policias Dwvices Objects Integration Deploy @ @ £ @ adminv BE crcups
Chassis_Policy » I ¥ou have unsaved changss | Ganoel _ I
Enter Doscrigtion Policy Assignments (1)

55H Acoess List
S5H Accuss wil b aliowind 10 the confgured natworks

Notwork List #
anyeipnd
Tost_Object
10296811

0 Dy datadt. S5H accens is denked unbess you add a netear ta th list




Overvew  Anabysis  Polews  Devicss  Obpsels g EZR o 0 ¢ 0 semne dbao

BIOUR oF Stalus
192.068.1.80 || Rsady for Deployment

0 1 dewice is available Tor Seployrnent # ¢

Cancelando o registro do chassi

Para cancelar o registro de um chassi no FMC, navegue para Devices > Device Management >
delete.

Migrate | Deployment History

View By: | Group -

Al(1) ®Emor(0) ®Waming(0) ~ Ofine(0) ®Normal (1)  ® Deployment Pending (0)  ® Upgrade (0) @, Search Device | add ~ |
==t
Collapse All Downlopd Dovice List Report
Name Madel Wersion Ghassis Licenses #Access Control Policy Auto RollBack
~ Ungrouped {1}
218, Firewall 4215 Thraat
sZIRWACH Defense Multi-lnstance 7,60 s NiA N/A NIA ’
Supervisor
Health Manitor
Troubleshoot Files

Converter de Varias Instancias para o Modo Nativo

Atualmente, o FMC so6 oferece suporte a conversdo de Nativo para Varias Instancias.
Consequentemente, para converter um dispositivo de volta ao modo Nativo, o usuario precisa
usar a CLI.

Passo 1: Cancele o registro do chassi no FMC.

Passo 2: Use este comando CLI para converter o dispositivo 4200 Series para o0 modo nativo:

firepower-4215# scope system
firepower-4215 /system # set deploymode native



APIls FMC Rest

As APIs REST publicas do FMC estao disponiveis para todas as operacdes apoiadas pelo FMC.

Chassis ~

50N sapistme_contig/vl/domain/{domainUUID}/ g is/{objectId}

m Fapi/fmc_config/vl/domain/{domainlUID}/chassis/fmcmanagedchassis/{objectId}

| GET :nni.ﬂf-c_com‘iuu;uo-ain.f{uoninwml hassis/f is

L0 fapd/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis

| GET Japi/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/networkmodules/{objectId}

Japi/fmec_config/vl/domain/{domainUUID} i ] is/{containerUUID}/networksodules/{objectId}
Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational
/syncnetworkmodule

GET Japi/fmc_config/vl/domain/{domainUUID}/ i is/{containerUUID}/interfaces/{interfacelUID}
Japi/tme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacelUID}

Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

POST
| itk Ia’hrlakoutintarlacls

P vapi/tme_config/vl/demain/{domainUUID} /chassis/fmcmanagedchassis/{containerUUID} /operational/joininterfaces

[ aer | Jfapi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces
W {interfaceUUID}/evaluateoperation

i L0 Japi/fme_config/vl/domain/ {domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}

Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}

m fapi/fmc_config/vl/domain/{domainUID}/chassis/facmanagedchassis/{containerUUID} logicaldevices/{objectId}
GET fapi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices

P50 /api/tmc_contig/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} /logicaldevices

APIls REST para conversao de nativo em varias instancias

API POST para verificar se o dispositivo nativo esta pronto para a Conversao de Varias
Instancias:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmodereadinessc

Exemplo de solicitagdo POST JSON:

{
"devices": [
{
"id": "DeviceUUID",
"type": "Device"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

API POST para disparar conversao nativa unica em Varias Instancias:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode



Exemplo de solicitagao POST JSON:

"items": [

Il_idll: n

", "dispTayName": "Sample_Chassis_Namel" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

API POST para disparar conversdo em massa nativa em Varias Instancias:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/operational/switchmode

Exemplo de solicitagcao POST JSON:

"items": [

||_id||: n

, "displayName": "Sample_Chassis_Namel" }, { "id": "

APIls REST para gerenciamento de chassi

POST Adicione um chassi ao centro de gerenciamento:

, "dispTayName": "Sample_Chassis_Name2" } ], "conversionType":

"NATIVE_TO_MULTI_INSTANCE" }



/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis

OBTER todos os chassis:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/
OBTENHA um chassi especifico pelo uuid:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}
Excluir um chassi pelo uuid:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectld}

Exemplo de solicitagcao POST JSON:

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
”regKey": Woedededede !

APIls REST para gerenciamento de Netmods (mddulos de rede)

OBTENHA um modulo de rede pelo uuid:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/networkmodules/{ob
OBTENHA TODOS os modulos de rede:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/networkmodules/
PUT - Edite um Mddulo de Rede existente pelo uuid:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/networkmodules/{ob
PUT - Recuperar dados do médulo de rede do FXOS e atualizar o Centro de Gerenciamento:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/operational/syncnetv

Exemplo de resposta GET

{
"metadata": {
"timestamp": 1688670821060,
"domain": {
"name": "Global",
"id": "e276abec_e0f2_11e3_8169_************",



"type": "Domain"

}
1,
"Tinks": {

"self": "https://u32c01lpl0-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"id": "0050568A-3F3F-0ed3-0000Q- %%k
"moduleState": "ENABLED",
"type": "NetworkModule",
"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",
"operationState": "ok",
"numOfPorts": 16,
"slotId": "1",
"vendor": "Cisco Systems, Inc.",
"name": "Network Module 1"

APIls REST para gerenciamento de instancias

POST Adicione um chassi ao centro de gerenciamento:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/logicaldevices
OBTER todos os chassis:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/logicaldevices
OBTER uma instancia especifica por uuid:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/logicaldevices/{objec
PUT - Editar uma Instancia por uuid:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/logicaldevices/{objec
Excluir um chassi pelo uuid:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/logicaldevices/{objec

Exemplo de solicitagao PUT:

{
"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"TicenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",



||_idll: n

", "type": "AccessPolicy" }, "deviceGroup": { "name": "DeviceGroup name", "id": "

", "type": "DeviceGroup" } }, "managementBootstrap": { "ipv4": { "gateway": "192.168.xx.68", "ip

", "type": "ChassisInterface" }, { "name": "Ethernet2/2.1", "id": "

", "type": "ChassisInterface" } ], "type": "LogicalDevice" }

APIls REST para gerenciamento SNMP
OBTER uma configuragao SNMP por uuid:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/snmpsettings/{object

OBTER TODAS as configuracbes SNMP:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/snmpsettings/
PUT - Edite um Mddulo de Rede existente pelo uuid:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/snmpsettings/{object

Resposta GET de exempilo:

{
"snmpAdminInstance": {
"id": "TlogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"
3,



"id": "snmpsettingsUUID2",
"type": "SnmpSetting"
}

Resumo de APIs REST para busca

Esta lista contém informacdes detalhadas sobre as APIs REST para buscar o resumo:

* Falhas

* Instancias

* Inventario

* Interfaces

+ Informagdes do aplicativo

Resumo de falhas GET para um chassi:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/faultsummary

Resposta de exemplo:

"Tinks": {
Ilse'I-Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faultsummary?offset=

Resumo de Instancias GET para um chassi:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/instancesummary

Resposta de exemplo:

"Tinks": {
llse‘I_Fll: "



/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/instancesummary?offs

GET Resumo de inventario para um chassi:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/inventorysummary

Resposta de exemplo:

"Tinks": {
llse'I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inventorysummary?off

Resumo da interface GET para um chassi:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/interfacesummary

Resposta de exemplo:

"Tinks": {
Ilse'lfll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/interfacesummary?off

OBTER Informacdes do aplicativo para um chassi:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}



/inventorysummary

Resposta de exemplo:

"Tinks": {
llse‘I.Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appinfo?offset=0&1im

APIls REST para gerenciamento de interface

Esta secédo tem informagdes detalhadas sobre as APls REST para gerenciamento de
configuragao de interface:

* URLs a serem usados para modificagdes de configuragéo de interface
* URLs a serem usados para Interrup¢ao/Juncgao de interfaces
* URLs a serem usadas para configuragdes do Dispositivo de Sincronizagao

Atualizar interface fisica

Para suportar a atualizagao de interfaces fisicas, esses URLs foram apresentados.

OBTER todas as interfaces fisicas:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/physicalinterfaces
OBTENHA uma interface fisica especifica pelo uuid da interface:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

Atualizar interface pelo uuid da interface:

/api/ffmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/physicalinterface
s/{interfaceUUID}

O modelo de interface fisica € semelhante a este:



"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFwkkkkkk
"type": "Domain"
}
1,

"type": "Physicallnterface",

"name": "Ethernet2/2",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

b,
"LLDP": {
"transmit": false,
"receive": false
b,
"-i d" . WoededededededededededefedededefedededfeedededefedhedefedededefedededefehsV
}

Configurar subinterfaces

Para suportar o gerenciamento de subinterfaces, esses URLs foram apresentados.

OBTER todas as subinterfaces:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/subinterfaces
OBTENHA uma sub-interface especifica pelo uuid da interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/subinterfaces/{intel
POST para uma nova sub-interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/subinterfaces
ATUALIZE a interface pelo uuid da interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/subinterfaces/{inte!
EXCLUIR uma sub-interface pelo uuid da interface:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/subinterfaces/{inte!



O modelo de subinterface se parece com este:

{
"metadata": {
"isBreakoutCapable™: false,
"isSplitInterface": false,
"timestamp": 1692536476265,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ¥kl
"type": "Domain"
}
}’
"type": "SubInterface",
"name": "Ethernetl/3.3",
"portType": "DATA",
"subIntfId": 3,
"parentInterface": {
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000- st
"name": "Ethernetl/3"

b
"vlanIld": 3,

"-i d" B e e e e e e N e N A N N A AN NN AN A NN AN h kNN

}

Configurar Interfaces EtherChannel

Para suportar o gerenciamento de interfaces EtherChannel EtherChannel, esses URLs foram
apresentados.

OBTENHA todas as interfaces etherchannel:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
OBTENHA uma interface etherchannel especifica pelo uuid da interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
POST para uma nova interface etherchannel:
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/etherchannelinterfac
ATUALIZE a interface pelo uuid da interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter
EXCLUIR uma interface etherchannel pelo uuid da interface:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/etherchannelinter

O modelo de interface EtherChannel se parece com isto:



"metadata": {
"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- i wdwdwlt
"type": "Domain"
}
}!
"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- s dkdwt
"name": "Ethernetl/4"

}!

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- s dwdwtt
"name": "Ethernetl/5"

}

] ’

"lacpMode™: "ON",

"lacpRate": "FAST",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

}!

"LLDP": {
"transmit": true,
"receive": true

}!

"id": "00505686-9A51-0ed3-0000- % i ks

Interfaces de interrupgao/juncédo de APIs REST

Para suportar a Divisdo/Juncao de interfaces no 4200 Series, estes URLs podem ser usados:

GET:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUID}/chassisinterfaces/{
Avalia a viabilidade de interrupgao/jungao para uma interface

POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break



Interrompe uma interface
POST:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/joinin
Une um conjunto de interfaces quebradas

Fluxo REST para quebra de interface

1. Localize o dispositivo de chassi gerenciado do FMC (4200) usando o endpoint
fmcmanagedchassis.

GET /api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis

Retorna a lista de dispositivos de chassi gerenciados do FMC junto com dispositivos de Varias
Instancias com detalhes como ID, nome e modelo de cada dispositivo. Escolha os dispositivos
"MULTIINSTANCE".

Resposta de exemplo:

"id": "fcaa9ca4-85e5-4bb0-b049- kA
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}
}

2. Verifique se a interface tem capacidade de breakout usando o ponto final interfaces/physical
interfaces.

A reuniao a parte s6 sera possivel se "isBreakoutCapable" for verdadeiro e mediaType for QSFP.

GET
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/interfaces

Resposta de exemplo:

{
"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",

"isBreakoutCapable": true, >>>>>>>>>
"breakoutFactor": "4", >S>>>>>>>>

"isSpTlitInterface": false,
"timestamp": 1692344434067,



"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ¥kl
"type": "Domain"
}
1,
"type": "PhysicallInterface",
"name": "Ethernet2/4",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

1,

"id": "00505686-9A51-0ed3-0000- sk ik

3. Na interface, avalie a viabilidade da operagao de quebra usando o ponto final de
avaliacaooperacao.

GET
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/chassisinterfaces/{in

Se nao houver avisos/erros na resposta, o usuario podera executar a operagao de interrupgao.

Resposta de exemplo:

Rlinks™: |
"gelf®: "https:f ul2cllplo-
veouter.clsco.com: 22542 fapl/fme configSvl/domain/e2babec-edf2-11e3-8169-
ed9edd49b625E fchassis/ fmemanagedechassis/l19d9 6 Tet=-afBl=-4f2e=-b311
Bhffbcefbdiffchassisinterfaces/00505686-662F-0ed3-0000~-
0042594969274 fevaluateoperation/00505686=-002F=0ed3=-0000=-004 2949602747

A r
"type": "ChassisInterface",
Hicd™: "UOSUSEBe=600dF=-Uedd=0000=004294964W2 74"

Se houver erros na resposta, o usuario nao podera executar a operacao de interrupgao:

{
"operationType": "BREAKOUT",
"interfaceUsages": [



{

"conflictType": "Interface usage on instance(s)",
"severity": "ERROR", >>>>>>>>>
"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1] and try a
}
1,
"readinessState": "NOT_READY", >S>>>>>>>>
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",

"id": "00505686-662F-0ed3-0000- s

4. Se a interface for habilitada para breakout e o estado de prontidao for "READY", quebre a
interface usando o ponto final breakoutinterfaces.

POST
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/break

Solicitagao:

{

"targetInterfaces": [
{
Mgty MRk Rk ad3-0000-004294969276"
"metadata": {
"type": "PhysicalInterface"
3
3
1,

"type": "BreakoutInterface"

Resposta:

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Dep'loyment StatUS for- :'::'::'::’::‘:7'::‘::'::“::‘:7’::‘:7’::‘:7‘::“::‘:7’::“:7’::“::‘::“::‘:7’::‘:7’::‘::‘::‘::‘:7’::“::‘::‘::‘:: SUCCEEDED"’
"status": "Interface notification received"

5. Rastreie a conclusao da tarefa usando o id da tarefa na resposta a interrupg¢ao. Defina o status
da tarefa como "Notificagao de interface recebida".



GET /api/fmc_config/v1/domain/{domainUID}/job/taskstatuses/{objectld}

"metadata": {
"task": {
"id": "4294969699",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
}
}
}’
"targetInterfaces”: [
{
"id": "00505686-662F-0ed3-0000- ¥kt
"type": "PhysicalInterface"
}
]’

"type": "BreakoutInterface"

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}’
"taskType": "DEVICE_DEPLOYMENT",
"message": "Dep'loyment status for Fidfdddiddddiddddididdididdddiiiddds, SUCCEEDED",
"status": "Interface notification received"

6. Obtenha as alteracdes de interface usando o ponto de extremidade chassisinterfaceevents.

GET /api/fmc_config/v1/domain/{domainUID}/chassis/
fmcmanagedchassis/{containerUID}/chassisinterfaceevents

Resposta de exemplo:

[

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/2"

3,

{

"change": "Interface is associated",
"type": "PhysicalInterface",



"state": "ASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/4"

}

7. Se a notificacao de interface nao for recebida, sincronize o dispositivo usando o ponto de
extremidade chassisinterfaceevents e verifique se ha alteragées pendentes.

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfaceevents

Solicitagao:
{
"action": "SYNC_WITH_DEVICE"
}
Resposta:
{
"action": "SYNC_WITH_DEVICE",
"hasPendingChanges": true
}

8. Quando a notificacao for recebida, aceite as alteragcées usando o ponto final
chassisinterfaceevents.

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfaceevents

Solicitagao:

{
"action":"ACCEPT_CHANGES"

}

9. Obtenha todas as interfaces do chassi e localize as interfaces divididas (quebradas) usando o



endpoint de interfaces.

GET
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/interfaces

Uma interface 40G, digamos eth2/2, é dividida em interfaces 4x10G - eth2/2/1, eth2/2/2, eth2/2/3
e eth2/2/4

Fluxo REST para jungao de interface

1. Verifique se a interface esta quebrada usando o endpoint interfaces/physicalinterfaces.
A operacao de juncao so sera possivel se "isSplitinterface" for verdadeiro e mediaType for SFP

GET
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/interfaces

{

"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169- i wdwdwlt
"type": "Domain"

}

}!

"type": "PhysicalInterface",

"name": "Ethernet2/3/4",

"portType": "DATA",

"adminState": "DISABLED",

"LLDP": {

"transmit": false,
"receive": false

}!

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

}!

"id": "00505686-662F-0ed3-00Q1 - s ukswt

2. Avalie a viabilidade da operacao Join usando o ponto final de avaliagaooperation em uma das
quatro interfaces de divisio.



GET /api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/ch
assisinterfaces/{interfaceUUID}/valuateoperation

+ Se nao houver avisos/erros na resposta, o usuario podera executar a operagao Ingressar.

"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"1d": "00505686_662F_Oed*******************"

» Se houver erros na resposta, o usuario ndo podera executar a operacao de jungao.

"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
3
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
3,
"type": "ChassisInterface",
"jd": "00505686-662F-0@d¥ ¥k dkdddiidk !

3. Se ainterface estiver quebrada e o estado de prontidao for "PRONTQ", una-se a interface
usando o ponto final joininterfaces. Interface_uuid pode ser o id de qualquer uma das 4 interfaces
quebradas.

POST/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational

Solicitagao:
{
"targetInterfaces": [
{
”1d": "**nn***********ed3_0001_692539698200",
"type": "PhysicalInterface"
}

1,



"type": "JoinInterface"

}
Resposta:
{
"metadata": {
"task": {
"jd": "4294970217",
"Tinks": {
"Se1 .FII : n
/api/fmc_config/vl/domain/@27" skttt _8169-6d9ed49b625f/job/taskstatuses/4294970217" } }

4. Rastreie a conclusao da tarefa usando o id da tarefa na resposta de juncao. Defina o status da
tarefa como "Notificacdo de interface recebida".

GET /api/fmc_config/v1/domain/{domainUID}/job/taskstatuses/{objectld}

Resposta:

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "SSP_EPM_OIR",
"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cef6d3f: SUCCEEDED",
"status": "Interface notification received"

5. Obtenha as alteracdes de interface usando o ponto de extremidade chassisinterfaceevents.

GET
/api/fmc_config/v1/domain/{domainUID}/devices/devicerecords/{containerUID}/chassisinterfaceevents

Resposta:



{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/2"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/4"

}

6. Se a notificacao de interface nao for recebida, sincronize o dispositivo usando o ponto de
extremidade chassisinterfaceevents e verifique se ha alteragées pendentes.

POST
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfaceevents

Solicitagao:

"action":"SYNC_WITH_DEVICE"

Resposta:

"action":"SYNC_WITH_DEVICE",
"hasPendingChanges":true



7. Quando a notificacao for recebida, aceite as alteragcées usando o ponto final
chassisinterfaceevents.

POST
/api/fmc_config/v1/domain/{domainUID}/devices/devicerecords/{containerUID}/chassisinterfac
events

Solicitagao:

{
"action":"ACCEPT_CHANGES"

}

8. Obtenha todas as interfaces do chassi e localize as interfaces unidas, bem como as outras
interfaces, usando o endpoint de interfaces.

GET
/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/interfaces

Digamos que a unido tenha sido iniciada na interface 10G, digamos eth2/2/1, entdo uma interface
40G eth2/2 estara disponivel na resposta.

Sincronizar APIs REST de Dispositivo

Para suportar a Sincronizacdo do Mddulo de Rede e das Interfaces, esses URLs foram
apresentados.

POST:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/chassisinterface
events

Com payload

{"acao": "SYNC_WITH_DEVICE"} - > Aciona a sincronizagao
{"acao": "ACCEPT_CHANGES"} - > Aceitar as alteragcdes
GET:

/api/fmc_config/v1/domain/{domainUID}/chassis/fmcmanagedchassis/{containerUID}/chassisinterface
events

Lista os eventos alterados gerados

Solucao de problemas/diagnosticos



Log FXOS

Se o registro falhar, essas CLIs FXOS podem ser usadas para verificar se os processos sftunnel
e sfipproxy estéo ativos.

firepower# connect Tocal-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

Se estiver usando o console do terminal para a CLI, certifique-se de que a saida de show
processes nao esteja truncada, definindo a largura do terminal com um valor apropriado usando
esta CLI mostrada:

firepower-4215(local-mgmt)# terminal width 100

Se o processo SFTunnel estiver ativo e em execugao, mas o registro estiver falhando, esses
comandos podem ser usados para encontrar qualquer motivo potencial para a falha.

Introduziu a nova CLI no FXOS do connect local-mgmt para exibir mensagens de syslog em
/opt/cisco/platform/logs/sfmessages

firepower# connect Tocal-mgmt
firepower(local-mgmt)# tail-mgmt-log sfmessages

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0e2fe8 total = 1 Dec 9 18:31:17 firepower

Registro do CVP

» Se o registro do dispositivo falhar, localize usmsharedsvcs.log e vmssharedsvcs.log neste
local e procure a string "CHASSIS DISCOVERY" ou "NATIVE_TO_MULTI_INSTANCE" para
encontrar a causa potencial da falha.

- Além disso, procure em /var/log/action_queue.log e /var/sf/messages problemas de
SFTunnel.



- /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
Ivar/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log

+ Se o registro automatico do chassi falhar, localize usmsharedsvcs.log e vmssharedsvcs.log
e procure a string"CHASSIS DISCOVERY" e "NATIVE_TO_MULTI_INSTANCE" para
encontrar a causa potencial da falha.

» Se o registro automatico da instancia falhar, localize usmsharedsvcs.log e
vmssharedsvcs.log e procure a string "MI_FTD_INSTANCE_AUTO_REGISTRATION" para
localizar a causa potencial da falha.

» Se houver uma falha de implantagao no dispositivo, navegue para Implantar -> Histérico de
implantacéo -> Clique na implantacdo com falha -> Abrir transcricdo. Este arquivo contém o
motivo da falha.

Solucao de problemas do chassi

O FMC suporta a geragao de solugao de problemas de chassi (FPRM) na pagina de
gerenciamento de dispositivos.

» Como o dispositivo FTD, ha uma opcao de solucido de problemas disponivel para o
dispositivo de chassi que gera solugao de problemas de chassi e permite que o usuario faga
o download do pacote de solu¢ao de problemas do FMC.

* Isso coleta o pacote "show tech-support form" (mostrar formulario de suporte técnico) do
chassi:

Hame Mgl Wersion Chassis Licenses Accens Gonral Poscy Aty BBk

Ungrouped (2)

Fiegwall 4315 Theoat Defonse
ATV_WA_chassis 760 Wi A NiA

Mk i tance Superson

Dolate
Health Moritor

@ Whnstance_) Snart 3 Fiewwall 4215 Theeat Defense 160 NiA Essernals, Matware (1 mere.. ) | Troubleshoot Files |

Opcoes de solucéo de problemas e geracao de chassis:

Generate Troubleshoot Files - 4215_WA_chassis

This operation generates troubleshoot logs for Secure
Firewall 3100 chassis

This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:
FXOS Logs

Cancel Generate

Progresso e download da solugao de problemas do chassi:



Deployments Upgrades 1 Health Tasks LAY | Show Pop-up Notifications )

) waiting 2 running 0 retrying 10 success 0 failures Filter

¥ Chassls

Generate Troubleshooting Files 11%
— GENErate troubleshooting files for 4215_WA_chassis
Remote status: Generating troubleshoot files.

Deployments Upgrades © Health Tasks ~ @ ) Show Pop-up Notifications
—
m 0 waiting 1 running 0 retrying 11 success 0 failures Filter
© Chassis
Generate Troubleshooting Files Im&7s X

Generate troubleshooting files for 4215_WA_chassis
—— ClICK 10 retrieve generated files,

Exemplos de Problemas com Troubleshooting de Passo a Passo

Registro automatico de falha de chassi no FMC

Problema: O registro automatico do chassi esta falhando no FMC.
Resultado esperado:

* Uma vez iniciada a conversao a partir do CVP, espera-se que nao seja registrada e que seja
registrada automaticamente no CVP.

Resultado real:

» Falha no registro automatico do chassi
Solugéao de problemas

1. Verificar conversao:

 Verificar se a conversao foi desencadeada no CVP.

» Facga login no dispositivo e verifique se o dispositivo foi convertido para o modo de
contéiner.

» Execute os comandos para ver se o dispositivo foi convertido:

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

firepower Stand Alone Container 192.168.xX.XX ::

2. Verifique o gerenciador de dispositivos:



+ Verifique se o gerenciador de dispositivos foi definido corretamente:

firepower# show device-manager
Device manager:
Name: manager
Hostname: 10.10.xx.xx
NAT id: 3ab4bbla-d723-11ee-a694-89055XXXXXXX
Registration Status: Completed
Error Msg:

3. Logs a verificar:

3.1. Navegue até /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log e
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

3.2. Procure as palavras-chave"NATIVE_TO_MI_CONVERSION" e"CHASSIS DISCOVERY" nos
arquivos para encontrar o motivo da falha.

Autorregistro de instancia no CVP

Problema: Falha no registro automatico da instancia no FMC.
Resultado esperado:

* Quando a instancia for provisionada pelo FMC, ela devera ser registrada automaticamente
no FMC

Resultado real:

» Falha no registro automatico da instancia
Solugéao de problemas

» Verifique se a implantacao foi disparada apds a criacdo da instancia.
- Se a implantagao nao estiver concluida, assegure-se de implantar as alteracées no
dispositivo.
- Se houver uma falha na implantagao, va para Histérico de implantagao -> Clique em
Transcrigao. Verifique o motivo da falha, corrija e repita a implantacao.

» Verifique se a instancia esta instalada e se seu estado operacional esta online. Vocé pode
usar a pagina de resumo do chassi para verificar o status do provisionamento da Instancia.



Instances

2 Instances Found

blr_instance
nal state  online

List of online instances

@ bir_instancel online 2 0 O

© blr_instance_2 online @ Onine A\ Error ) offine

P  192.168.1.88 EB Interfaces

1 0/0 - Critical 1/1 - Warning

Up: 1
. 1 Dadicated
5/5 = Minor 0 Shared

040 - Major 0/0 - Info

» Verifique se o SFTunnel esta ativo e em execucgdo no FTD da instancia usando este
comando:

ps -ef | grep -i "sftunnel”

+ Se o SFTunnel ndo estiver em execugao, tente executar um comando de reinicializagao:

pmtool restartById sftunnel

» Navegue até /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log e
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
* Procure a palavra-chave "MI_FTD_INSTANCE_AUTO_REGISTRATION" no arquivo para

encontrar o motivo da falha.

Registro de dispositivo nativo no FMC

Problema: O Native Device Registration esta falhando no FMC apds a conversao do dispositivo
de volta ao modo nativo

» Caso o usuario converta o chassi (modo MI) de volta para o modo nativo, mas se esqueca
de excluir o chassi do FMC, o dispositivo fica off-line no FMC.
» Se o0 usuario tentar registrar novamente esse dispositivo nativo no FMC, o registro falhara.

Solucéao de problemas
» Verifique se a entrada do chassi foi excluida do FMC antes de converter o dispositivo de

volta ao modo nativo.
* Quando a entrada for excluida, tente registrar novamente o dispositivo nativo no FMC.

Referéncias uteis

 Informacgdes sobre interfaces compartilhadas:



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF

+ 3100 Pagina de varias instancias no site de suporte da Cisco:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html

Opcoes de interface e alta disponibilidade

Opcoes de interface
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Aproveitando as interfaces de gerenciamento duplas

» Como 04200 no modo nativo, as duas portas de gerenciamento fisico sdo fornecidas para
suportar redundéancia de interface para trafego de gerenciamento ou para suportar
interfaces separadas para gerenciamento e eventos.
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- Os dispositivos 9300 e 4100, assim como o 4200 Series, tém interfaces de
gerenciamento duplas. A segunda interface de gerenciamento, Gerenciamento 1/2, é
destinada a ser usada para eventos.

* No modo de varias instancias (também conhecido como "contéiner"), vocé pode configurar
essa interface na CLI do Threat Defense em cada instancia. Atribua um endereco IP na
mesma rede para cada instancia.

* Quando no modo de contéiner, cada instancia de FTD tem interfaces de Gerenciamento 1/1
e Gerenciamento 1/2 automaticamente atribuidas a ela.

- A segunda interface de gerenciamento € desativada por padrao.

- Nao é possivel configurar o Management1/2 usando o FMC; vocé precisa configura-lo
por meio do FTD CLISH (no 9300/4100, que. por outro lado, é feito na CLI FXOS). Use
este comando com o tipo de endereco IP, enderecgo, sub-rede e rota estatica
desejados:

configure network ipv4 manual 192.168.0.xx 255.255.255.0 192.168.0.1 managementl
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