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Introducao

Este documento descreve como configurar a Origem do agente de identidade passiva que envia
dados de sessao ao FMC

Pré-requisitos

Requisitos

» Cisco Secure Firewall Management Center executando a versao 7.6+

+ Cisco Secure Firewall executando a versao 7.6+

Windows Ative Diretory Server, o servidor deve executar o Windows Server 2008 ou
posterior.

» Vocé deve habilitar o Snort 3 nos dispositivos Secure Firewall Threat Defense.

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco Secure Firewall Management Center 7.6.5
+ Cisco Secure Firewall 7.6.5
» Microsoft Ative Diretory em execug¢ao no Windows Server 2022.

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configuracoes
Antes de configurar o agente, conclua a integragao do AD e do FMC.

Configuracao de uma Origem do Agente de Identidade Passiva

Na interface do usuario do FMC, navegue paralntegracao > Outras integracdes > Fontes de
identidade, clique em Agente de identidade passivo. Se o Cisco Secure Dynamic Attributes
Connector ainda nao tiver sido ativado, vocé sera solicitado a fazé-lo clicando em Enable CSDAC.
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ﬂ, You must enable the Clsco Secure Dynamic Attributes Connector (CSDAC) for this to work. Do you want 1o progeed? Enable CSDAC
=

Agente de identidade passivo

Cligue no botao Habilitar para habilitar o CSDAC.



Enable Cisco Secure Dynamic ®
Attributes Connector?

This identity source requires CSDAC to be enabled. Doing so can take about
15 minutes.

Habilitar CSDAC

Essa etapa leva aproximadamente 10 minutos. Depois que o CSDAC for ativado corretamente,
clique no botdaoConcluir para continuar.



Enabling Dynamic Attributes Connector

° Dynamic Attributes Connector enabled successfully

@ Preparing Docker.

Done

®

@ Verifying images.

Done

@ Downloading connector images.

Done

A Downloading Core images.

Done with warnings

@ Using local images.

Done

@ Bringing up Core services.

Done

® Bringing up API service.

Done

CSDAC Habilitado

Clique no botao Criar agente.
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Criar agente

Defina um nome para o agente, selecione a opgaolndependente e associe-a ao Controlador de
Dominioapropriadocriado na tarefa anterior.



Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |© Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.

Configurar agente

Clique no botao Salvar.
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Salve a configuracao

O resultado.
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Q Search by agent name or domain controller nams Create Agent
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Objects
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Integration
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Verificar o status

S

Note: O agente de identidade passiva indica o status usando linhas; ambar significa que o
agente nunca se comunicou com éxito com o Secure Firewall Management Center. Uma
linha de agente recém-criada fica na cor ambar e assim permanece até que a
configuragéo seja concluida.

Criagao de um usuario de agente de identidade passivo no Secure Firewall



Management Center

Crie um usuario do Centro de Gerenciamento de Firewall Seguro com permissodes suficientes
para se comunicar com o agente de identidade passiva. Esse usuario tem privilégios limitados
para executar outras tarefas; espera-se que o usuario somente habilite a comunicagdo com o
agente de identidade passiva.

Na interface do usuario do FMC, navegue paraSistema > Usuariose clique em Criar usuario.
Preencha os detalhes do usuario de acordo com os requisitos da tarefa.

User Configuration

User Name “ passiveidentity

Real Name {

Email Address [

r

Authentication [ | Use External Authentication Method

Password sssssssss

Confirm Password esssscnee

Maximum Number of Failed Logins | 5 (0 = Unlimited)
Minimum Password Length | 8

Days Until Password Expiration | 0 (0 = Unlimited)

Days Before Password Expiration Warning 0

D Force Password Reset on Login
Options [:] Check Password Strength
[:] Exempt from Browser Session Timeout

Criar usuario

Atribua somente a fungao de usuario ldentidade passiva. Clique no botdo Salvar.



User Role Configuration

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Default User Roles intrusion Adr'nin
Access Admin
Network Admin
Maintenance User
Discovery Admin

Threat Intelligence Director (TID) User

O@OCO0000000000

Passive Identity User

Custom User Roles REST VDI

selecione o usuario de identidade passiva

Instalar e configurar o software Passive Identity Agent

Instale e configure o software do Agente de Identidade Passiva no Controlador de Dominio
designado.

Faga o download do agente de identidade passiva em software.cisco.com.



https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Downleads Home [/ Security f Firewalls § Firewall Management / Secure Firewall Management Center / Firepower Management Center 1600 / Firepower System Tools and APIs- Passive identity Agt

(U searen.. ) Firepower Management Center 1600
( Expandan | Eoliapse At 3 Release Passive Identity Agt Related Links and Documentation
A My Notifications Release Motes for P'ass?w: Identity Agt
Latest Release w Release Motes for Passive identity Agt 1.0
nt-1.4.1
M File information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive Identity Agent 16-Sep-2024 1.59 MB RV ]
CiscoPassiveldentity Agentinstaller-1.0.msi
Event Streamer SDK Advisories [
All Release e Installer for the Cisco Passive Identity Agent 11-Mar-2025 216 MB RS ]
CiscoPassiveldentityAgentinstaller-1.1.msi
Qualys Connector p Advisories []
Passive Identity Agt >
Event Strearmer >
TsAgent ?

baixar o software

Apos fazer o download do agente, inicie o processo de instalagdo no controlador de dominio.

¥ 7 = | Downloads
Home Share View

« v 4 ¥ > ThisPC » Downloads

Name
s Quick access
ﬂl CiscoPassiveldentityAgentinstaller-1.1.1

I Desktop +
& Downloads »
|‘:..“J Documents »
== Pictures +

Cisco Passive |denti
[ This PC

g Network

agente

Date modified Type Size

04-06-2026 06:28 Windows Installer ... 2,276 KB

Consulte as instrugdes de instalagcao fornecidas para concluir a configuragao.




ﬁ Cisco Passive |dentity Agent Setup — X

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

Instalagao

Quando a instalagao estiver concluida, abra o software Passive ldentity Agent e insira as
informacgdes necessarias conforme especificado nos requisitos da tarefa. Clique no botao Test
para verificar a conectividade com o FMC.



lid

s Cisco Passive Identity Agent 1.1.0-1 - *

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

BN o |

Prmary FMC FQDN / IP address Port

10.62.184.97 © 1443
FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sesssesee h Username/Password

- T e o P o e created in previous task

O ot C

Q Search

Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
corfiguration

Test €= Click here to test the connectivity

| have Secondary FMC -

configurar o agente.

Depois de testar a conectividade com éxito, clique no botao Salvar.



4 Cisco Passive Identity Agent 1.1.0-1 - P

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

=

Primary FMC FQDN / IP address Port

10.62.184 97 © 1443
FMC FQDN or IP address and Port of the FMC

Usemame Password

passiveidentity sesssenee o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration

teste

Clique no botao OK para concluir a configuragao do agente.



&" Passive Identity Agent — X

Secure Firewall Management Center @

Enter the fully qualfied domain name or |P address of the Secure Management
Center this agent communicates with.

Configuration
Primary FMC FQDN 10.62.184.97
/ |P Address:
Port: 443
Usemame: passiveidently
Passwod:
Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

0 agente esta em execugao

Na interface do usuario do FMC, navegue para Integracédo > Outras integracdes > Fontes de
identidade > Agente de identidade passivo. Confirme se o Agente de identidade passivo exibe um
status verde.
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Configurar politicas de identidade

Crie uma politica de identidade com base na tabela fornecida.

Nome da politica [Nome da regrajAutenticacao de territério|Configuragdes restantes

LAB-Identity-Policy|Regra1 Territério do LAB Deixar como padrao

Na interface do usuario do FMC, navegue paraPolicies > Access Control > Identity. Clique no
botaoNova politica.

Overview

Identity Policy Domain Status Last Modified

Analysis

ted, Add a new policy

=]
Policies

Devices

Objects

5>

Integration

nova politica



Insira 0 nome da politica de acordo com os requisitos da tarefa.

New Identity policy ®

Name

l L AB-Identity-Policy ]

Description

| |

nova politica

Clique no botao Adicionar regra.
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o, Administrator Rules
Policies
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Devices
Root Rules
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Objects
Intagration
criar regra

Navegue até a guia Realm & Settings e selecione oRealm de autenticagdo com base nos
requisitos da tarefa. Finalmente, clique no botdoAdd.

Add Rule ®
Name Insert )

[ Rulel Enabled | into Category v Standard Rules v

Actien

[ Passive Authentication - Realm: LAB-Realm (AD)

' 1

Zones Networks VLAN Tags Ports Realm & Settings

Authentication Realm *
[ LAB-Realm (AD) - ]

2

[ Use active authentication if passive or VPN identity cannot be established

Cancel m

Configuracao de territorio

Clique no botao Salvar.
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salvar a configuragao

Configurar Politicas de Controle de Acesso

Vincule a politica de identidade a politica de controle de acesso e crie uma regra de politica de
acesso com os atributos:

Nome do atributo Valor
Nome da regra Regra1
Acao Permissao

Zona de Origem Interna

Zona de destino Externa

Redes de Origem 10.10.10.0/24

Redes de destino 10.48.62.98/32
Servigo Porta Dest TCP 80 (HTTP)
Usuarios LAB-Realm/GROUP1
Registro No fim da conexao




Etapa 1. Vincular a politica de identidade a politica de controle de acesso

Na interface do usuario do FMC, navegue paraPolicies > Access Control > Access Control. Clique
no botao Editar da politica.

Al Firewall Management Center —~ — .
€1S€0  poiicies [ Ancess Control [ Aceass Contrel . beply Q) @ @
|
PN |
Home
f =
]
Owerview
Access Control Policy Last Modified Status ]
il
Analysis

. - 2025-06-06 08:04:31 Targeting 1 device
Access Control Policy 1 Modified by “aamin” - clat &

v
Policies

Click here

Davices

Objects

&

Integration

Editar politica

Navegue até aSecéaoldentidade e vincule a Politica deldentidade criada na tarefa anterior.

ement Center

€, Retumn to Access Control Policy Management
w' Access Control Policy 1 & Click here | B Analyze - |
Home L J
+ @ Prefilter Rules + () Decryption + & Security Intelligance = () identity + & AccessContrel | @ More Targeted: 1 device
. -
rd 1 Ee] 1 o~ m
Overview V s - _ Identity Policy @ -~ ] .ﬁaucategor'a’l
l Icdentity Policy
Analysis Mame Action 2 1 - ] Ees ata 15
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o Mandatory (No rules L AB-Identity-Policy
Policies e kdontiy Polkcy List
Asdd Rule Add Categary kbbbl
- Default (Mo rules
Davices
Add Rule Add Categary
.
Objects
5
Integration

adicionar politica de identidade

Clique no botao Aplicar

Etapa 2. Crie a Regra de Controle de Acesso.



ment Center

Q ) N & 3 admin
Policy Editor t beploy (7)) & @
4~ Return to Access Control Policy Management
= . 3
el Access Control Policy 1 & You have unsaved changes Discard | m
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oy T || Q Type to search tal O £ mi Add Category | |IEEEETH
nl Source Dwestination
Analysis Hame Action Applications
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Policies
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Devices
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.
Objects
Intagration

criar ACP

Insira os detalhes de acordo com os requisitos da tarefa e, mais importante, na guia Usuario,
addGROUP1fromLAB-Realm.

Add Rule

Mame | Rusel Action |3 Asow - B Logging OFF W Time Range | H e Rule Enabied {f0)

Ingert | into Mandatory W Intrusion Policy | N . B File Pokicy | &

Q Zonas (2) Matworks (2) Ports (1) Applications URLs Dynamic Arbutes VLAN Tags

Selected Sources: 2

7, Swlected Destinations and Appiications: 3 Q
Realms: Showing 2 Selected 1 Clear Selections 1 1 Codlapse All Remevo All  Collapse All Remave All
B sReam |2 1 GROUPT 3 R |+ 1Cuject sou| |+ 1 Coject

EXED Specisl Mentites 4 user!
v 1 Object MET | + 1 Cnject
poRt | + 1 Coject

Comenants ~

Cancel | Apply and Add Now Ruls m

adicionar usuarios a regra

Ative o registro para a regra selecionandoRegistrar no final da conex&o.



. Add Rule

Namne | Fulel Action | Aow @ Loggng OM WG Time Range l v Rute Enatied (D)
( | (T Logging Settings for Ruln r 1
Inzert | imto Mandatary w ] W Intrugion Pokicy | Mor B File Palicy | Mo w
' T[] Logat beginning of connection
C[ Zones (2] Hetworks [2) Ports (1) Applications Users (2] URLs Dynamnic Attributes WVLAN Tags
[ @ searchuser Selected Sources: 3 ons and Applications: 3 Q
Fnaims: Shawing 2 Setected 1 Users: Total 1 Collapss AN Sand Connaction Events to: Ramawa All
B €D Lag-Reaim 1 GROUP i B | - 1ot Firgwall Managemens Center |
(] Special Ioentities 4[] usen i [ sysioq server
(Ui dedaut sysiog confguration b ACcess Controd Lopging)
et | v 100t » Show Vit it
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USiR | = 1Group st
Commants. ~ Cancal

Habilita o registro em log
Etapa 3. Ative o registro para a agao padrao.

Clique no iconede configuragdes para modificar as configuragdes padrao do registro de agdes.




Default Logging and Inspection

| Log at beginning of connection

Send Connection Events to:
Firewall Management Center

C] Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard ‘

Habilita o registro em log
Salve e implante a configuragéo no FTD.
Verificagao

Verifique a operagao de ldentidade Passiva confirmando se o trafego € permitido exclusivamente
para ftd.



Faca login no dominio usuario do computador do usuario.

Other user

Sign in to: GAMES

How do | sign in to another domain?

login de usuario

Depois que um usuario fizer login com éxito, verifique no FMC em Analysis> user >ative session
para exibir os detalhes do usuario ativo.

Login Time Realmiltsermame Last Sean Authentication Tyre Gurrant [P Raalm Usermame First Hame
9 13:18:09 Directory'fid 2026-06-19 13:18:10 Passive Authentication 10.197.200.13 Directary fid frd

9 12:53:48 Directory\administrator 2026 912:53:48 Passive Authentication 10.197.200.8 Directary administrator



Sessobes ativas

Depois de iniciar alguma verificagcao de trafego a partir dos eventos de conexdo, consulte os
detalhes do usuario nos eventos de conexao.

Connection Events (switch wordiow

Mo Search Constraints (Eoie S

Cannections with Applcation Details Table View of Connection Evirts
—
Jump 6.

First Packet Lanst Packet Actioa sy B Initiator 1P i ndtiartor L Besponder B Rasponder o s rnr’ :..‘ .ﬁ.‘ Source an i ICAP Destinasion For ! L
= First Packe! anst Packs c raton or or Liser v telgence 5 5 ]
Cauntry GCount Type IGMP Gosde Status
- Category Zene Zone

FF Ok Ok

Sessobes ativas

Troubleshooting

Verificando Logs de Agentes

Na maquina Windows que hospeda o Agente, abra o Gerenciador de Tarefas e verifique se o
processo em segundo planoCiscoPassiveldentityAgentService esta em execucao.

Application
Prosocal



1"y Task Manager - . X
File Options View
Processes Performance Users Details Services

~

2% 27%

Name Status CPU Memory
1%y Task Manager 0% 244 MB

r Windows Explorer 0% 37.3MB

o, Server Manager 0% 341 MB

Background processes (32)

[#7] Distributed File System Replicati... 0% 8.3 MB

v [#F CiscoPassiveldentityAgentServi... 0% 154 MB

.. Cisco Passive ldentity Agent

> [®5 Microsoft.ActiveDirectory.WebS... h‘% 16.8 MB
[m7 Runtime Broker 0% 1.2 MB

[#5] COM Surrogate 0% 2.1 MB

¢~ Microsoft Distributed Transactio... 0% 2.3 MB

[#] Microsoft Network Realtime Ins... 0% 34MB

= Spooler SubSystem App 0% 13.0 MB

[85] Usermode Font Driver Host 0% 1.0 MB

Fewer details End task

Executando tarefa

Os logs do agente podem ser encontrados nos arquivos CiscoPassiveldentityAgent, localizados
por padrdao em: "Arquivos C:\Program (x86)\Cisco\Cisco Passive Identity Agent\".



| & + | Cisco Passive |dentity Agent

€ - -1

s Quick access

I Desktop *
‘ Downloads o+
E:‘] Documents *
=] Pictures +

Cisco Passive Identi
3 This PC

@ Network

agente

View

”

MName

[ CiscoPassiveldentityAgent

| CiscoPassiveldentityAgent |

| | CiscoPassiveldentityAgent.log.1

r_'] CiscoPassiveldentityAgent.log.2

| 7] CiscoPassiveldentityAgent.log.3

0 CiscoPassiveldentityAgent.log.4

ij CiscoPassiveldentityAgent.log.5

[#] CiscoPassiveldentityAgentService

ij CiscoPassiveldentityAgentService.exe.co...
1] logdnet.dil

= logdnet

Date modified

31-03-2026 06:11
01-07-2026 11:41
01-07-2026 04:34
28-06-2026 05:34
27-06-2026 02:11
25-06-2026 22:43
24-06-2026 19:13
31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40

25-07-2022 01:40

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

Type

Application
Text Document
1File

2 File

3 File

4 File

5File
Application
CONFIG File

Application extens...

XML Document

Size

1,303 KB
2,686 KB
10,241 KB
10,241 KB
10,241 KB
10,241 KB
10,241 KB
127KB
2KB

264 KB
1,512 KB

Por padrao, os logs do agente sdo definidos para o nivel deINFORMACOES. Para habilitar o log
de nivel DEBUG, modifique o arquivo de configuragdo CiscoPassiveldentityAgentService.exe.e
defina o nivel de log como ALLorDEBUG.

| 4 = | Cisco Passive |dentity Agent

Home Share

€ v

s Quick access

Il Desktop +
‘ Downloads +
“| Documents +
&= Pictures +

Cisco Passive Identi
3 This PC

@ Network

configuragao de agente

View

P
Name

[#7] CiscoPassiveldentityAgent

u CiscoPassiveldentityAgent

0 CiscoPassiveldentityAgent.log.1
|| CiscoPassiveldentityAgent.log.2
[ CiscoPassiveldentityAgent.log.3
ij CiscoPassiveldentityAgent.log.4
0 CiscoPassiveldentityAgent.log.5
[ CiscoPassiveldentityAgentService

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent

Date modified Type

31-03-2026 06:11

01-07-2026 11:43

01-07-
28-06-
27-06-
25-06-
24-06-

| D CiscoPassiveldentityAgentService.exe.config

1% logdnet.dIl
= logdnet

31-03-2026 06:11
31-03-2026 06:00
25-07-2022 01:40
25-07-2022 01:40

v O
Size
Application 1,303 KB
Text Document 2,699 KB
2026 04:34 1 File 10,241 KB
2026 05:34 2 File 10,241 KB
2026 02:11 3 File 10,241 KB
2026 22:43 4 File 10,241 KB
2026 19:13 5 File 10,241 KB
Application 127 KB
CONFIG File 2KB
Application extens... 264 KB
XML Document 1,512KB



---- | CiscoPassiveldentityAgentService.exe - Notepad - - 8

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />
</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">
<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="1BMB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />
</layout>
</appender>
</logdnet>

¢cstartuns

log de informacgdes

Verificando Logs de Agentes - Buscar Configuragao do Agente.

INFO Cliente Rest, Eventos em massa: [f"domain":"jogos.cisco.com", "srclpAddress": "X. X.X.X",
"usuario": "fdm", "timestamp": "19-07-2026

INFO Cliente Rest, Status do Mapeamento: OK

INFO Cliente Rest, postagem REST bem-sucedida para fdm userBatch, laténcia = 0, DC TIME
atual em UTC: 01/07/2026 19:47:34 Usuario conectado em

INFO Rest Client, solicitando configuragao do agente

Registros FMC

Execute este comando para ver se o mapeamento de usuario para IP foi recebido do agente.



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: ©07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#

saida de FMC

Se o comando anterior n&o mostrar nenhum mapeamento, colete esses registros e entre em
contato com o TAC da Cisco.

Esta € uma lista de logs relevantes para a APl do FMC. O log de cauda de igel abrange todos
eles.

/var/log/auth-daemon.log
/var/log/messages
Ivar/log/process_stdout.log
Ivar/log/process_stderr.log



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



