Integre o Firewall Management Center fornecido
em nuvem com o ISE via nuvem pxGrid
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Introducao

Este documento descreve o procedimento para integrar o Cisco ISE com o Centro de
gerenciamento de firewall (cdFMC) fornecido pela nuvem através da nuvem pxGrid.

Pré-requisitos

+ Conhecimento pratico do Cisco ldentity Service Engine (ISE)
* Uma conta no Cisco Catalyst Cloud Portal
» Uma conta no Cisco Security Cloud Control Portal

Requisitos

* Instale e ative a camada de licengca do Advantage em sua implantacao do Cisco ISE.

* O agente de nuvem pxGrid cria uma conexdao HTTPS de saida para a nuvem pxGrid da
Cisco. Portanto, defina as configura¢des de proxy do Cisco ISE se a rede usar um proxy
para acessar a Internet. Para definir as configuragdes de proxy no Cisco ISE, escolha



Administration > System > Settings > Proxy.

» O Cisco ISE Trusted Certificates Store deve incluir o certificado de CA raiz necessario para
validar o certificado de servidor apresentado pelo Cisco pxGrid Cloud. Certifique-se de que
a opcgao Trust for Authentication of Cisco Services esteja habilitada para este certificado CA
raiz. Para ativar a Trust for Authentication of Cisco Services, escolha Administration >
System > Certificates.

» Verifique se a porta 443 esta aberta para conexao de saida do Cisco ISE para o Cisco
pxGrid Cloud Portal. Se as configura¢des de firewall ou proxy estiverem definidas, verifique
se esses URLs nao estdo bloqueados.

https://dna.cisco.com

https://dnaservices.cisco.com

https://ciscodnacloud.com

Componentes Utilizados

Verséao do software ISE: 3.4 Implantagao de patch 1, 4 n6és (PAN, SAN e 2 PSN com servigo
pxGrid ativado)

versao do cdFMC: 20241127
Cisco Firepower Threat Defense (FTD) para VMware versao: 7.2.5

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Terminologia de nuvem do Cisco pxGrid

Aqui estao alguns dos termos comuns usados na solugéo Cisco pxGrid Cloud e seu significado no
ambiente Cisco pxGrid Cloud:

» Oferta: Um conjunto de recursos agrupados e oferecidos como uma solugao

» Assinatura: Uma instancia de uma oferta consumida por um espaco € uma assinatura

+ Aplicativo: Vocé pode criar e registrar aplicativos para seu produto com base em seus
requisitos.

Informacdes de Apoio

O Cisco ISE oferece compartilhamento de contexto entre varios fornecedores de seguranca; no
entanto, a arquitetura atual ndo permite a comunicagao entre o ISE local e as solugbes baseadas
em nuvem através do perimetro da rede sem algum tipo de desvio/colocagéo de lacunas no
firewall.


https://dnaservices.cisco.com
https://dnaservices.cisco.com
https://ciscodnaccloud.com

O pxCloud do Cisco ISE é uma solugao baseada em nuvem que resolve esse problema e permite
o compartilhamento de contexto entre o local e a nuvem sem instalagéo adicional, sobrecarga e
comprometimento da seguranca da sua rede. E seguro e personalizavel, permitindo que vocé
compartilhe apenas os dados que deseja compartilhar e consuma apenas os dados contextuais
que sao relevantes para seu aplicativo.

O Cisco ISE versao 3.1 patch 3 e posterior suporta o pxGrid Cloud. A Cisco e seus parceiros
podem desenvolver aplicativos baseados no pxGrid Cloud e registra-los com a oferta do pxGrid
Cloud. Ela conta com o Cisco DNA-Cloud Portal para integrar e registrar aplicativos sem
depender de outras infraestruturas locais. Esses aplicativos usam os External RESTful Services
(ERS), Open APIs e pxGrid (APIs e websocket) para trocar informag¢des com o Cisco ISE e usar
dados de assinatura e de usuario do ISE no cdFMC.

Configurar
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Integragéo de cdFMC e ISE via nuvem pxGrid
Configuracdes

Quatro etapas principais envolvidas sio:

» Importe o certificado do servidor Cisco pxGrid Cloud no ISE.
Registre o ISE no Catalyst Cloud Portal.

+ Ative o aplicativo cdFMC no ISE usando o catalogo de integracao
* Criar instancia de aplicativo pxGrid (cdFMC)



Importar o certificado do servidor Cisco pxGrid Cloud no ISE

O ISE deve estabelecer confianga com o Cisco pxGrid Cloud. Mesmo que o site da nuvem seja
autenticado com um certificado assinado publicamente, o ISE ndo mantém uma lista completa de
CAs raiz confiaveis. Portanto, o administrador deve estabelecer uma relagao de confianca.
Exporte os certificados Raiz e Intermediarios da Nuvem do pxGrid navegando até o Catalyst
Cloud Portal . A maioria dos navegadores permite isso. Aqui estao as etapas para obter o
certificado do Chrome Browser.

=% |dna.cisco.comfauth/login

Security
dna.cisco.com

Connection is secure

Your information (for example, passwords
or credit card numbers) is private when it 15
sent to this site. Learn more

Certificate is valid 7

Exibir as Informagées do Site


https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/login

Certificate Viewer: dna.cisco.com

General Details

Certificate Hierarchy

IdenTrust Commercial Root CA 1
HydrantlD Server CA 01

dna.cisco.com

Certificate Fields

l[denTrust Commercial Root CA 1

Certificate
\. Version
\ Serial Number

Certificate Signature Algorithm
lssuer
Validity

Mot Before

g

Field Value

rm

Export...

— ———

Exportar a Cadeia de Certificados

Importe os certificados para o repositorio "Certificados de Confiabilidade" no ISE se a cadeia de
certificados estiver ausente (o ISE ja tem IdenTrust Commercial Root CA 1).

Certifique-se de que a opgao "Trust for Authentication of Cisco Services" esteja habilitada para



este certificado CA raiz. Para ativar a Trust for Authentication of Cisco Services, escolha

Administration > System > Certificates.

Deployment Licensing Certificates

lssuer

Certificate Management
System Certificates

Admin Certificate Node
Restart

Trusted Certificates
OCSP Client Profile

Certificate Signing
Requests

Certificate Periodic Check

Settings

Certificate Authority

Usage

Logging

* Friendly Mame

Status

Description

Subject

Issuer

Valid From

Valid To (Expiration)
Serial Number
Signature Algorithm

Key Length

Habilitar Confianga para autenticagéo dos Servigos Cisco

Diagrama de fluxo

Maintenance Upgrade & Rollback Health Checks

IdenTrust Commercial Root CA 1

Enabled

IdenTrust Commercial Root CA 1

CM=IdenTrust Commercial Root CA 1,0=IdenTrust,C=US
CM=ldenTrust Commercial Root CA 1,0=ldenTrust,C=US
Thu, 16 Jan 2014 18:12:23 UTC

Mon, 16 Jan 2034 18:12:23 UTC

0A 01 42 BO 00 00 01 45 23 C8 44 B5 00 00 00 02
SHAZ56withRSA

4096

Trusted For: (79
D Trust for authentication within ISE
I:I Trust for client authentication and Syslog

D Trust for certificate based admin authentication

B Trust for authentication of Cisco Servicas

D Trust for Mative I[PSac certificate based authentication



App Activation Workflow

On-Prem ISE Ul Catalyst Cloud Portal User Application (cdFMC
Auth S50
<<
+ Consent
+ Device Info
Auth > « Auto create Account
Get Token/Activation code
Register Device Auto Create Device
Auto Enroll Device
Activate App (/scopes) :
Get OTP (App) ; oTP
< I >
: Redeem OTP (App)
< .

App Status

s
L 4

Fluxo de Trabalho de Ativacao de Aplicativo

Implantagao do ISE usada nesta configuragao

Deployment Nodes

A Cisco ISE node can assume the Administration, Policy Service, or Monitoring personas.

Data is autematically replicated fram PAN to all the secendary nodes. If needed, you can manually sync a node
with the PAN by using the Sync option.

During Sync, Cisco |SE performs Full Sync if full database replication is required or Selective Sync if only bulk
replication of selective dataset is needed

You must update the SXP device configuration with the connected PSN details in case of upgrade, node failure,
of node configuration updates,

Register
(] Hostname ~  Personas Role(s)
O 56341 -PAN Administration, Monitoring PRI(A), PRI(M)
0 ise34]-SAN Administration, Monitoring SEC(A), SEC(M)
O Ise341-psni Policy Service, pxGrid
O ise341-psn2 Policy Service, pxGrid

Registro do ISE no Catalyst Cloud Portal

Services

NONE

NONE

SESSION,PROFILER

SESSION,PROFILER

Ative o servigo de nuvem pxGrid no Cisco ISE e registre seu dispositivo.

1. Na GUI do Cisco ISE, escolha Administration > System > Deployment.

Selected 0 Totald ¥ g5

Node Status

=)

b))

2. Cliqgue no né em que deseja habilitar o servico de nuvem pxGrid (nesse caso, primeiro n6

PSN).

3. Na guia Configuragdes Gerais, ative o servigo pxGrid.

4. Marque a caixa de selecao pxGrid Cloud.



Note: O servigco de nuvem pxGrid pode ser ativado apenas em dois nds para permitir alta
disponibilidade. Vocé pode habilitar a op¢ao pxGrid Cloud somente quando o servico
pxGrid estiver habilitado nesse no.

5. No campo Nome de implantagao do ISE, insira um nome significativo. Esse nome é mostrado
no Catalyst Cloud Portal e pode ser usado para distinguir se varias implantagdes do ISE s&o
registradas na nuvem. Vocé pode verificar sua implantagéo registrada do Cisco ISE no Cisco
Catalyst Cloud Portal usando o nome de implantagéo do ISE.

(Opcional) No campo Description (opcional), insira uma descri¢gao para sua implantagao do Cisco
ISE.

6. Na lista suspensa Regiao, escolha uma regido para registrar seu dispositivo Cisco ISE. O Cisco
pxGrid Cloud agora é compativel com Europa, Asia-Pacifico e Japao, além dos EUA. Observe
qgue o aplicativo que vocé deseja usar com o pxGrid Cloud também deve estar disponivel na
mesma regiao.



7. Clique em Registrar.

Pl Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade & Rollback  Health Checks  Backup & Restore  Admin Access  Settings

8% Dashboard

Enabile Passive Idenitity Service
I comtest Visibility
A Operations - —
1’ Policy B Enabie putind Closd
4. Administration i, px0eid Cloud cam b snabied only sftnr rogistering your Ciace ISE 1o your
Clsco DNA Portal sccount,
M Work Centers

SE geployment name

ISE341-PSN1

7 Imteractive Help
Description (optianal)

Primary prGrid node

I8 1 have read and ackrowledge the Clsco Frivacy Satement

1B 1 ogroe that olfers ro govorned by
company. Ciaca's End Uses Liconsn A

et EULA and | am on sutharzed agont of mry

Registre o ISE PSN com o pxGrid Cloud

8. Na pagina pop-up Ativar seu dispositivo, o0 Cddigo de ativagao do seu dispositivo é preenchido
automaticamente. Clique em Next.
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NIl
CISCO

Activate your device

Follow the instructions on your device (o get an
activation code

Activation Code

L e b

Contact support Privacy Terms & Conditions Cookies Trademarks

Ativar o dispositivo



NIr
CISCO

Device activated

(A) poongarg@cisco.com

Follow the instructions on your device for next
steps

Contact support Privacy Terms & Conditions Cookies Trademarks

Dispositivo ativado



Note: Quando vocé habilita a persona do "pxGrid Cloud" no segundo no, o ISE ndo
precisa de todos esses detalhes, pois o registro do ISE no pxGrid Cloud esta no nivel de
implantagao.

9. Faga login na sua conta do Cisco Catalyst Cloud Portal usando suas credenciais de login. Se
vocé néo tiver credenciais de login, crie uma nova conta para concluir o registro do dispositivo.
Para obter mais informacdes, consulte Criar uma conta no Cisco Catalyst Cloud Portal

Seu dispositivo Cisco ISE esta ativado e registrado.


https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/signup

= e caralyst Cloud Portal

—~ il
= cise

Applicats ho
Friee @ Product Details
SUMMARY A Cisco DNA Center registration from wvorsion 2.3.7.5+ should be initiated from Cisco DNA Center itself. To register, navigats
Screen instructions. e )
 Products Type (5 |st.;a.1-u>.\-.l
Al Products that are inactive will automatieally be deleted after 30 days of inactivity. Primary pxGeid nade
- Cizco ISE
Region » ALL ~~
Ragior us-west-2
) Select a region 1o register product.
March 17th, 2025 - 5:01:47 PM
Registration Statu Registered
+ Registration Status (& Products (1/5) Focus: Show praduct type ~-
1 PSMY
0 A
Product Name = Regisiratian Statss Region Type
ISE241-PSNI1 Registaned ws=west=2 Ciseo ISH

N6 ISE registrado com o Catalyst Cloud Portal

10. Vocé pode encontrar detalhes do Cisco ISE registrado na seg¢ao pxGrid (Administragao >

Sistema> Implantagao > pxGrid).

To enable peGrid Closd spplcation

Ciscio NS Poriad sccount
Clsco

ISE deploymant inames
FSEI4-PENT

[ 0 o iocen
Primany paGrid node

Verificar se o ISE esta registrado no pxGrid Cloud

pnlease go 0 the Infegration Catalog.

Status
B Connected

Regisiered rogkon

wEs-wesi-

Node
Active

Vocé pode clicar em Cancelar registro para cancelar o registro do dispositivo Cisco ISE. O
cancelamento do registro do Cisco ISE também desativa automaticamente os aplicativos

conectados.

Ative o aplicativo cdFMC no ISE usando o catalogo de integracéo

1. Na GUI do ISE, escolha Administration > Integration Catalog.

2. Em Integragdes disponiveis, selecione o aplicativo Centro de gerenciamento de firewall.



Note: A lista de aplicativos depende da conta. Alguns aplicativos podem ser expostos
apenas a contas especificas.

= Uyl Identity Services Engine Administration / Integration Catalog

) Integration Catalog

Available integrations

P ~

1 Cisco Security Cloud Firewall Management Center pxGrid Cloud Demo pxGrid Cloud Demo Multi-instance
GO ED [ etmering =D




3. Na secao Configuragao do aplicativo, selecione Nova instancia e escolha os Escopos de dados
para a configuragao do seu aplicativo. Escolha pelo menos um escopo de dados para continuar.

Note: Quando vocé seleciona um escopo de dados, ele também permite 0 mesmo nas
configuracdes de politica de nuvem do pxGrid de nivel de sistema.

4. Clique em Ativar para ativar o aplicativo.



‘thits’ Identity Services Engine Administration / Integration Catalog

¢ Integration Catalo,
D' Bookmarks e .

Firewall Management Center weworksecurity  pxtria Gloud  us-west-z
8% Dashboard

Configuration About this integration
Il Context Visibility

A operations Registration

The integration of pxGrid Cloud will take place through your Cisco DNA Portal account
I Policy whane this ISE is registered. Manage your ISE registration
8o Administration Cisco DMA Portal account Status

giseo & Registered
Al Work Centers Device name Reglistered reglon

ISE341-PSN1 us-west-2

Description
?  Interactive Help Primary pxGrid node

App configuration

Application status

@ Inactive

Instance 6]

() Existing instances

Data scope
Select at least 1 data scope for this application to consume.

Adaptive Network Contral (ANC) Configuration
Provides AMC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

B session birectory
Provides details on session and user group objects which include authenticated
user context, wired and wireless connection type information, posture status,
endpoint prefile device, Security Group Tag (5GT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, 5GT, and 86T binding information.

A + I you are associating multiple ISE clusters, please ensure that your SGT IDs
and names are homogenized.
« When you select a data scope, it will also enable the same under system level
pxGrid Cloud Policy settings.

Configuragao do aplicativo FMC no ISE

5. No pop-up Senha ocasional (OTP), copie o OTP para resgata-lo no cdFMC ao criar a instancia
do aplicativo pxGrid



One-time Password
Generated

Loeg into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account (7

One-time password

1c0zAGz9sMayH Jzyde|SsbpgBHe... O Copy

OTP para aplicativo cdFMC

6. Configure a Politica de Nuvem do pxGrid navegando para Administragao > Servigos pxgrid >
Gerenciamento de Cliente > Politica de Nuvem do pxGrid. Selecione os servigos pxGrid que vocé
deseja compartilhar com os Aplicativos Saas e habilite APIs de Servicos RESTful Externos (ERS)
e OpenAPls somente leitura para os aplicativos do Cisco pxGrid Cloud.



Identity Services Engine Administration / pxGrid Services

P Bockmarics a Client a Settings

5 Dashboard
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TrustSec configuration = TrustSes «

Interactive Help
#Brodiler configuration = Endpoint «

ANG configuration = Radies Fasure =
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O Reesd Dy
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Configurar a politica de nuvem do pxGrid



Note: O servigo de eco é usado para executar verificagdes de integridade para determinar
a conectividade do pub-sub e da APl com o ISE.

Por padrao, os aplicativos Cisco pxGrid Cloud recebem acesso somente leitura as
APls (somente operagbes HTTP GET podem ser executadas). Ative a opgao Read/Write
na janela pxGrid Cloud Policy se desejar permitir operagdes POST, PUT e DELETE
também.

Criar instancia de aplicativo pxGrid (cdFMC)

1. Facga login no Portal Security Cloud Control (SCC) como um usuario com a fungéo Super
Admin.



shfuanfus
CISCD

CONNECTING TO SECURITY CLOUD CONTROL (APJC)

Security Cloud Sign On

Emall

| |

Conanise

Don't have an account? Sign up now

L

Other login options

5!||I|HI'I'| status FI:I-lII:'l' statement

Pagina de login do SCC



2. No menu Security Cloud Control, clique em Administration > Integrations > Firewall
Management Center e selecione a instédncia do cdFMC e, nas op¢des do painel direito, selecione

System > Configuration.

= Administration x
~~
General Setlings
Homo
User Management
" lizer
- Naotification Settings
Multicioud -
Log Settings
Dotorse g 9
Integrations 1 5 Healthy Rules (71%)
PP —— 0 Unhealthy Rules [0%)]
B 2 Disabled Rules (29%)
Insights &
Reports sadowed  Redundant
Multicloud Defense - 0~ o
5 i
~ anagement
Events & Log: Dynamic Attributes Connector Detaile >
Manage Migration
Firewall Migration Tool
Migrate FTD to cdFMC
Pol
.
Objects 0
-] Warning &
-
Security Wiew Al Insights >
Devices
.
Secu
Connec

Administration derutilized features:

Navegando para o Centro de gerenciamento de firewall

Top Information

Overall Inventory

4 Total Devices

0 t=sues 2
A\ Pending Action 2
& Other o
@ Oniine ]

View All Devices »

Configuration States

Customize

Accounts and Assets

Data sources:  Multicloud

© 0 Service VPC/VNets without gateways

0 0O Apps net pretected

B 0 VPCs/VNets not protected

0 Accounts + Add Account

Multicioud Defense Contraller &

2 Not Synced 0 conflict Detected

Change Log Management

Datasources: FTD  ASA  Multicloud

Changes by all users My Changes

0 synced

Cempleted ~

3. Na Pagina Configuragao, selecione Integracao > Outras Integracdes > Fontes de Identidade >
Escolha Tipo de Servico Identity Services Engine (pxGrid Cloud). Clique em Create pxGrid
Application Instance e resgate o OTP copiado do Cisco ISE para adicionar uma instancia.



Create pxGrid Application Instance

Hame *

[ Saas instance-cdFMC

Description

[ cdFMC

|'5WIOne-Time Password) * How to get OTP O

The OTP enables you o set up your pxGrid Cloud application instance

Criar instancia do aplicativo cdFMC

4. Verifique-o no Cisco Catalyst Cloud Portal em Applications and Products > Firewall
Management Center > Manage > Products > menu suspenso Select Instance.

= .l Catalyst Cloud Portal

Firewall Management Center

Status: Connected Account: poongarg@Eisco.com View all details
SUMMARY

0

Activated

Products About

[ Select Instance - SaaS instance-cdFMC

Activations (0)
Q1 Search Table

0 Selected Add More Actions -~

D MName = Type Region Status

No data to display

Verifique o cdFMC no Catalyst Cloud Portal

5. Selecione o aplicativo cdFMC recém-criado e clique em Add. Selecione Region e clique em
Ativate.



Select Region

Region

us-west-2

Cancel

Activate

Selecionar regiao

5. Escolha a instancia da aplicagao e clique em Proximo. Escolha seu produto (n6 do ISE pxGrid)

e clique em Avancgar.

6. Configurar Controle de Acesso: Escolha os recursos funcionais a serem permitidos para o

cdFMC no produto ISE escolhido. Clique em Next. O resumo da configuragao é exibido. Verifique

e clique em Ativar.

it Catalyst Cloud Portal

cIsc

Region - us-west-2 -

Configure Access Control

Choose the functional capabilities and APl Access control to be allowed for application * Firewall Management Center® on this products "ISE341-

PSN1™
CAPARBILITIES AP|I ACCESS
@D  selectan There are no APl groups configured for this applicat
B Adaptive Network Control 8 Echo service topics used

(ANG) configuration for testing

Identity Services Engine I ISE Session directory
(ISE) Profiler configuration

@ TrustSec related topics
(Configuration, SXP, etc.)

{-] Exit

Configure o controle de acesso para seu cdFMC

an

Poonam »




el Catalyst Cloud Portal

Done! Your Product is connected to Firewall Management Center

It could take up to 5-10 minutes to activate this application on your products.

M Your Product is connected to Firewall Management Center @&

Produto ISE conectado ao cfFMC

8. Verifique-o no Cisco Catalyst Cloud Portal em Applications and Products > Firewall
Management Center > Manage > Products > menu suspenso Select Instance.

Verifique se o aplicativo est4 ativado

Verificar

1. No Catalyst Cloud Portal, navegue até Applications and Products. Selecione o nome do seu
produto ISE e verifique os Detalhes do produto. Verifique se cdFMC é exibido em Ativated
Application (Aplicativo ativado).



Product Details

Product Name ISE341-PSN1
Description Primary pxGrid node
Product Type Cisco ISE

Region us-west-2

Last Heartbeat Status ) March 17th, 2025 - 6:28:08 PM

Registration Status & Registered

Activated Applications

() Search Table Y
Applications Id =~ Applications Name Applications Activation Status
fmemi-o1lsbr5b9 Firewall Management Center ) Activated

1 Record(s) Show Records: 25 ~ 1 -1 . o

Verificar no Portal de Controle de Nuvem do Catalyst

2. No Security Cloud Control, teste a Insténcia do aplicativo cdFMC configurada. O teste mostra
"Exito"

SaaS instance-cdFMC
E C —

Taest again

Verificar no Portal de Controle de Nuvem de Seguranga

3. Efetue login no n6 do pxGrid Ativo e verifique se o Hermes (pxGrid Cloud Agent) esta no
estado de execucgao usando o comando show application status ise. Esse agente esta no status
desativado no n6 do pxGrid de espera.



ISE PROCESS NAME STATE PROCESS ID
Database Listener running 265600
Database Server running 168 PROCESSES
Application Server running 4158798
Profiler Database running 272781
ISE Elasticsearch running 4124473
AD Connector running 285681
M&T Session Database running 4122983
M&T Log Processor running 4125438
Certificate Authority Service running 41801637
EST Service running 47678
SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 4187829
ISE API Gateway Database Service running 4126393
ISE API Gateway Service running 4148593
ISE pxGrid Direct Service running 244678
ISE pxGrid Direct Pusher running 245743
Segmentation Policy Service disabled

REST Auth Service running 23551
SS5E Connector disabled

Hermes (pxGrid Cloud Agent) running 250688
MFA {Duo Sync Service) disabled

McTrust (Meraki Sync Service) disabled

aciconn (ACI Connection Service) disabled

Workload Connector Service disabled

ISE Prometheus Service running 240758
ISE Prometheus Exporter running 250921
ISE Graftana Service running 4143487
ISE MNT LogAnalytics Elasticsearch disabled

ISE Logstash Service disabled

ISE Kibana Service disabled

ISE Native IP5ec Service running 4144654
MFC Profiler running 27017
ISE Prometheus Alertmanager Service running 4153383
Protocols Engine running 236265

Verificar o status Hermes (pxGrid Cloud Agent)



Verifique o pxcloud.log em ambos os nés pxGrid para confirmar o Status Ativo e em Espera:

On Active pxGrid node (pxcloud.log)

<{froot>

https://ise341-psn2. poongarqg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::

r ol e=STANDBY,

state=MONITORING, pxGridConnectionStatus=NOT_CONNECTED, cloudConnectionStatus=NOT_CONNECTED, reason=]
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.StateMachine -:

RUNNI NG

(PEER_MONITORING)

2025-03-17 14:35:35,548 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -

On Standby pxGrid node (pxcloud.log)

<#root>

2025-03-17 14:34:14,145 DEBUG [pxCloud-heartbeat-6441][[]] cpm.pxcloud.ha.statemachine.HeartBesat -:::::- url -

https://ise341-psnl. poongarg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:34:14,153 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
peer - StatusResponse [rol e=ACTI VE

, state=RUNNING, pxGridConnectionStatus=CONNECTED, cloudConnectionStatus=CONNECTED, reason=]
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.StateMachine -:

MONI TCRI NG

(PEER_RUNNING)

Verifique também a porta 8913, que é aberta apenas no né pxGrid ATIVO:

<tfroot>

ise341-psnl/admin#show ports | include 8913
tcp:

127.0.0.1: 8913


https://ise341-psn2.poongarg.local:8910/pxgrid/pxcloud/statusLookup
https://localhost:8913/hermes/cloudConnectionStatus
https://ise341-psn1.poongarg.local:8910/pxgrid/pxcloud/statusLookup

ise341-psnl/admin#

4. Verifique o cliente de nuvem pxGrid navegando para Administragao > servigos pxGrid >
Gerenciamento de clientes > Clientes > clientes de nuvem pxGrid. Verifique também os topicos
inscritos.

= ki |dentity Services Engine Administration / pxGrid Services
[} Summary Cliant Managamant Diagnostics Settings

JE= Clients

saleid Cloud Palicy
1

3 piGrid Clients | pxGrid Cloud Clients

Mame Description Toples Subscribed Toples Published

grabe with Firwall Managament. Tplcltom teco ke seanion fisgis Jcom cisco dve sesnisn gr

Mepicicom.cisca.ise. w08

ARCUiTY.Qr

am.cisco.ise.con
 rustsec. 3ecurity.gr

com.ciscoise sch

pxGrid Cloud Client no ISE

5. Verifique se os Topicos assinados foram buscados no cdFMC. No portal Security Cloud
Control, clique em Policies > Threat Defense > Integration > Other Integrations > Identity Sources.
Clique em Identity Services Engine (pxGrid Cloud). Clique em Configure Filters. Na pagina, clique
na guia Filtro de Atributos Dinamicos. Crie um Filtro de Atributos Dinamicos.

Add Condition

Ky

[ ammipemen

CusSecurityGroup
ErcpantDpermingSmien
EndpoiniFrofie
EMBEhi AL ICALON
MdmComplant
MdmDiskEncrypoed

M JalBokin

mdmDs\ersion

Atributos buscados no ISE



Troubleshooting

1. Falha durante o registro do ISE:

Configuracao de Proxy Ausente

Verifique a conectividade com a Internet e uma possivel configuragéo incorreta do proxy.

2. o status do pxGrid mostra Nao conectado na pagina Editar n6é do ISE depois de ativar o
servigo de nuvem do pxGrid e configurar os parametros de nome e regiao.

Verifique o hermes.log no né em que vocé esta habilitando o servigo pxGrid Cloud:

<ffroot>

ise341-psnl/admin#

show | oggi ng application hernmes/hernmes.log | begin 8913

2025-03-17T709:19:35.277Z | INFO | hermes/httpserver.go:57 |

Starting REST server on :8913

2025-03-17T09:19:35.285Z | INFO | hermes/httpserver.go:78 | REST server is up and running
2025-03-17T09:19:35.307Z | ERROR | hermes/pxgrid.go:194 | Failed to establish pxGrid WebSocket connecti

2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.
2025-03-17T09:19:35.

3077
3077
3077
3087
3087

https://ise341-psnl. poongarg. |l ocal : 8910/ pxqgrid/control /Servi ceLookup": SSL errors: SSL routines:tls_prec

ERROR | hermes/main.go:166 | Failed to open pxGrid WebSocket connection: Fai
INFO | hermes/config.go:279 | Stopping monitoring of configuration file: /op
INFO | hermes/connectionstatus.go:81 | Resetting connection status to DISCON
ERROR | hermes/main.go:402 | Error running Hermes: Failed to establish pxGri
INFO | hermes/httpserver.go:90 |

St oppi ng REST server on :8913

Hermes Rest servidor ouvir na porta 8913. Os registros mostram claramente que o servidor REST
Hermes esta tentando iniciar, mas ndo conseguiu estabelecer a conexao do WebSocket do


https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup

pxGrid devido a falha de verificagcao do certificado.

Solugéo: Verifique se o Certificado pxGrid € valido e se a cadeia de certificados ndo esta
quebrada. Exiba o certificado e verifique se o status do certificado € bom. Nesse caso, 0 nome do
host ISE estava incorreto no certificado pxGrid emitido para esse né.

Certificate Hierarchy

Ceartificate Services Root CA - ise3d1-PAN
Ceartificate Services Naode CA - ise3d1-PAN

Ceartificate Services Endpoint Sub CA - ise341-pzni

lza341-psnl.poongarg.local

ige3d1-psni. poongarg.local
Issuwed By : Certificate Services Endpoint Sub CA - ise341-peni
@ Expires - Sun, 17 Mar 2030 08:36:18 UTC

Certificate status is good

Certificado pxGrid valido

3. falha na ativagao do aplicativo cdFMC no Catalyst Cloud Portal.

Solugéo: Certifique-se de que no ISE, sob a Politica de nuvem pxGrid, o acesso somente leitura
de APIs de Servigos RESTful Externos (ERS) e OpenAPIs esteja habilitado.

Logs relacionados ao recurso de nuvem do pxGrid:

Componente de Depuragao Nome do arquivo de log Descricao

nuvem pxGrid pxcloud.log, hermes.log pxcloud.log: Registra as
alteragdes de configuragao do
servigo de nuvem pxGrid, 0
status da conexao do servigo
de nuvem pxGrid e o status de
alta disponibilidade

OpenAPI de nuvem pxGrid pxcloud.log, hermes.log hermes.log: registra o status de

assinatura do tépico do pxGrid,
solicitacdes ERS Rest do
pxGrid Cloud, alteracdes de




configuracao no ISE.

Telemetria

sch.log

o log é gerado quando o
usuario usa o Catalogo de
Integracao. Ele inclui logs
iniciais com o token usado para
conexao com a nuvem pxGrid.

Note: Independentemente do n6 no qual vocé esta ativando o pxGrid Cloud persona,
vocé precisa verificar os logs no né PAN ativo. Depois que o dispositivo é registrado, os

logs Hermes estao no no especifico onde ele esta ativado.

Hermes.log suporta apenas os niveis de log Debug, Info, Warn e Error. Portanto, se

vocé escolher Trace, o nivel de log sera definido como Debug para hermes.log. Se vocé
escolher Fatal, o nivel de log sera definido como Error para hermes.log.




Inscrigao/registro e aplicativo do ISE. fluxo de ativacao

Antes de o dispositivo ser registrado, o ISE usa um token de dispositivo para buscar uma lista de
regides, uma lista de aplicativos da nuvem. Esse token é fornecido pelo componente de
"telemetria" do ISE. Verifique sch.log no n6 PAN:

2025-03-17 09:10:23,361
2025-03-17 09:10:23,361
2025-03-17 09:10:23,463
2025-03-17 09:10:23,467
2025-03-17 09:10:23,480
2025-03-17 09:10:23,480
2025-03-17 09:10:23,483
2025-03-17 09:10:24,492
2025-03-17 09:10:24,497
2025-03-17 09:10:24,529

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
[openapi-http-pool17][[]] cisco.dna.tethering.client.TetheringClient -:::::
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATetheringClie
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
[openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt

[openapi-http-pool17][[]1] cpm.

infrastructure.telemetry.api.TelemetryConfigH

pxcloud.log (né PAN), depois que vocé habilita o servigo pxGrid Cloud, o Hermes (agente pxGrid
Cloud) é ativado e o ISE busca as informagdes da regido e recebe um token por meio do
componente de telemetria.

2025-03-17 08:47:00,300
2025-03-17 08:47:00,312
2025-03-17 08:47:00,314
2025-03-17 08:47:00,376
2025-03-17 08:47:00,376
2025-03-17 08:50:18,842
2025-03-17 08:52:46,834
2025-03-17 08:55:46,877
2025-03-17 08:58:46,781
2025-03-17 09:01:46,781
2025-03-17 09:03:37,136
2025-03-17 09:04:46,781
2025-03-17 09:06:37,136
2025-03-17 09:07:46,781
2025-03-17 09:09:11,901
2025-03-17 09:09:37,136
2025-03-17 09:09:37,139
2025-03-17 09:10:22,475
2025-03-17 09:10:22,485
2025-03-17 09:10:22,739
2025-03-17 09:10:22,750
2025-03-17 09:10:22,754
2025-03-17 09:10:24,529
2025-03-17 09:10:24,537
2025-03-17 09:10:26,938
2025-03-17 09:10:26,946
id: ap-southeast-1
name: ap-southeast-1

fgdn: neoffers-sg.cisco.

}, class Region {
id: eu-central-1
name: eu-central-1

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

com

[main][[]] cisco.cpm.pxcloud.
[main][[]] cisco.cpm.pxcloud.
[main][[]] cisco.cpm.pxcloud.
[main][[]] cisco.cpm.pxcloud.
[main][[]] cisco.cpm.pxcloud.
.hermes.HermesConfigManager -:::::- Updating H

[main][[]] cisco.cpm.pxcloud

api.PxCloudInitializer -:::::- Initializing p
pxgrid.PxCloudProviderRegistration -:::::- Re
hermes.ProxyConfigNotificationHandler -:::::-
hermes.HermesConfigManager -:::::- Registerin
hermes.HermesConfigManager -:::::- Registerin

[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
[pooT1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [hermes-change-monitor-0][[]] cisco.cpm.pxcloud.hermes.PxCloudNodeChangeH
INFO [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [pool1-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogSchedule
TRACE [openapi-http-pool4][[]1] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
INFO [openapi-http-pool4][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
TRACE [openapi-http-pool7][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
INFO [openapi-http-pool7][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
DEBUG [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
INFO [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::-
DEBUG [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool17][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -



fgdn: neoffers-de.cisco.com

}, class Region {
us-west-2
us-west-2
fgdn: neoffers.cisco.com

id:
name:

}]
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
!

2025-03-17

09:
09:
09:
09:
09:
09:
09:

09:

10:
10:
10:
10:
10:
10:
10:

10:

26,968
27,051
27,055
27,533
27,533
27,533
27,533

37,338

DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
INFO [openapi-http-pool7][[]1] cpm.pxcToud.api.impl.PxcloudApplicationCatalogImp
DEBUG [openapi-http-pool17][[]] cisco.cpm.pxcloud.utils.PxCloudUtils -:::::- Ano
DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
DEBUG [openapi-http-pool17][[1] cpm.pxcloud.api.impl.PxcloudApplicationCatalogIm
DEBUG [openapi-http-pool17][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::

INFO [openapi-http-pool7][[]1] cpm.pxcToud.api.impl.PxcloudApplicationCatalogImp

O link de ativagao é recebido e ocorre o registro automatico e a inscrigéo.

2025-03-17
2025-03-17
2025-03-17
2025-03-17
|

2025-03-17
2025-03-17
2025-03-17
2025-03-17
|

2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
|

2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17
2025-03-17

09:
09:
09:
09:

09:
09:
09:
09:

09:
09:
09:
09:
09:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

16:
16:
16:
16:

16:
16:
16:
16:

16:
16:
16:
16:
16:

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

42,536
42,537
42,569
42,569

44,729
44,735
45,310
45,345

45,538
45,589
46,805
46,816
47,631

14,196
14,196
14,199
16,956
16,964
16,964
16,964
17,284
17,284
17,306
17,325
17,342
17,369
17,394
17,418
17,438
17,463
17,485
17,489
17,495
17,500
17,500
17,554

TRACE
DEBUG
DEBUG
DEBUG

[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]
[openapi-http-pool12][[]1]

cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool12][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pool12][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
TRACE [openapi-http-pool3][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:

INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
DEBUG [openapi-http-pool13][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [pool1-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
DEBUG [openapi-http-pool13]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -

INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
DEBUG [openapi-http-pool19]1[[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::
DEBUG [openapi-http-pool19]1[[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
DEBUG [openapi-http-pooT19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat

INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
INFO [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Init
INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
INFO [openapi-http-pool19][[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -::::



2025-03-17 09:19:17,554 DEBUG [openapi-http-pool19][[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -:::
2025-03-17 09:19:18,501 INFO [pxcToud-configuration-1243]1[[]] cpm.pxcloud.service.ui.CloudConfiguration
2025-03-17 09:19:18,505 DEBUG [pxcloud-configuration-1243]1[[]] cpm.pxcloud.service.ui.CloudConfiguratio

0 no6 pxGrid assume a fungédo ATIVE, no entanto, aqui observamos pxGridConnectionStatus como
NOT_CONNECTED, que foi corrigido apos a adigao do Certificado pxGrid correto (com cadeia CA

raiz completa) nesse né pxGrid)

2025-03-17 09:20:12,301 TRACE [openapi-http-pool18][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp

2025-03-17 09:20:12,301 INFO [openapi-http-pool18][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
2025-03-17 09:20:12,310 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Get pxCloud
2025-03-17 09:20:12,311 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- pxCloud stat
2025-03-17 09:20:12,427 INFO [Thread-150][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Received res

Agora verifique Hermes.log no n6 ATIVE pxGrid para eventos pubsub:

2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:

43.
43.
43.
43.
43.
43.
43.
43.
43.
44.
44.

9067
9077
9077
9077
9087
9087
9087
9217
9837
0667
0667

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

hermes/config.go:332 | configMgr created successfully: configMgr[path
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:338 | Config file /opt/hermes/config.yaml parsed suc
hermes/main.go:126 | Configuration Toaded successfully
trust/trust.go:28 | Custom trust bundle has been set/updated
hermes/pxgrid.go:187 | Creating pxGrid WebSocket connection
hermes/httpserver.go:57 | Starting REST server on :8913
hermes/httpserver.go:78 | REST server is up and running
pxgrid/websocket.go:93 | Got WS URL: wss://ise341-psnl.poongarg.local
pxgrid/websocket.go:107 | Connection to wss://ise341l-psnl.poongarg.lo
hermes/connectionstatus.go:44 | Setting pxGrid connection status to C

A cadeia de CA raiz do Catalyst Cloud Portal é verificada.

2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:
2025-03-17T09:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:

44.
45.
45.
45.
46.
46.
47.

47

47

7317
034z
7437
7437
2737
2797
054z

.4327
47.
47.

5337
5337

.5337

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

hermes/pxgrid.go:267 | Cloud credentials are obtained from ISE
hermes/pxgrid.go:376 | DeviceID: 67d7e91688c5fd08d0860039, TenantID:
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
rest/ocsp.go:254 | OCSP Validation passed for CN=HydrantID Server CA
rest/ocsp.go:254 | OCSP Validation passed for CN=dnaservices.cisco.col
rest/ocsp.go:207 | Making OCSP request at http://commercial.ocsp.iden
hermes/config.go:262 | File /opt/hermes/config.yaml modified. Event:
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:305 | New configuration loaded

hermes/config.go:314 | Restarting Hermes due to configuration change

A solicitacdo de assinatura de Topicos especificos foi criada uma vez, o aplicativo FMC esta
configurado no Catalogo de integragao:



2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:

2025-03-17T16:
2025-03-17T16:
2025-03-17T16:
2025-03-17T16:

54:
54:
54:
54:
54:
54:

54

54:
54:
54:
54:
54:

17:
17:
17:
17:

Limitacoes

09.
09.
10.
10.
10.
10.
:10.
10.
10.
10.
10.
10.

30.
30.
30.
30.

9757
9757
2637
2637
2637
2637
2707
2707
5597
5597
5597
5597

050z
050z
050z
0577

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO

pxgrid/subscriber
pxgrid/subscriber
device-manager@vl
device-manager@vl

.go:40 | Request to create new subscriber: service=c
.go:55 | Subscriber[service: com.cisco.ise.session,

.1.12/control.go:240 | Completed activate sync ID [s
.1.12/control.go:227 | Processing activate sync ID [

hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc

pxgrid/subscriber
pxgrid/subscriber
pxgrid/subscriber
device-manager@vl
device-manager@vl

.go:28 | Request to create new subscriber: com.cisco
.go:40 | Request to create new subscriber: service=c
.go:55 | Subscriber[service: com.cisco.ise.config.pr
.1.12/control.go:240 | Completed activate sync ID [p
.1.12/control.go:227 | Processing activate sync ID [

hermes/pxgrid.go:117 | Request to add new pxGrid subscriber [com.cisc

pxgrid/subscriber

.go:28 | Request to create new subscriber: com.cisco

api-proxy@vl.0.10/broker.go:114 | API-Proxy: Broker Agent start consu
hermes/apiproxy.go:43 | API Proxy connection established

hermes/connectionstatus.go:62 | Setting cloud connection status to CO
hermes/dxhub.go:94 | Policies are obtained from ISE : &{Pxgrid:{Conte

1. O usuario nao pode habilitar a persona do pxGrid Cloud em mais de 2 nos.

2. O cancelamento de registro do Catalyst Cloud Portal para o cdFMC é suportado, mas nao vice-

versa.

Referéncias

Controle de usuario com a fonte de identidade de nuvem do pxGrid

Nuvem Cisco pxGrid

Guia de solucoes em nuvem pxGrid da Cisco



https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://developer.cisco.com/pxgrid-cloud/
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



