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Introducao

Este documento centraliza alguns dos mais importantes links da Cisco relacionados a
documentagéao, configuragao e solugédo de problemas dos produtos Cisco Secure Firewall.

Pré-requisitos
Requisitos
Nao existem requisitos especificos para este documento.

Componentes Utilizados

Este documento ndo se restringe a versdes de software e hardware especificas.

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

O artigo a seguir € um guia de referéncia para a documentagao, configuragao e solugao de
problemas dos produtos Cisco Secure Firewall. E recomendavel consultar este guia de referéncia
antes de utilizar o suporte do Cisco TAC.

Documentacgao geral

Nesta sec¢ao, vocé encontrara informacdes relacionadas as Notas de versao, Data sheets e
informacgdes sobre produtos, Atualizagdes, Avisos de campo, Avisos de seguranca,
compatibilidade, informagdes sobre licenciamento, roteiros de documentacéo, referéncias
técnicas, guias de configuracao e white papers.

Série de modelos do Cisco Secure Firewall

Platform Artigos relacionados Tags
Firewall seguro 1000 |Cisco Secure Firewall série 1000
Firewall seguro 1000 [Documentacao e downloads do Secure Firewall 1000 Series
Firewall seguro 2100 |Cisco Secure Firewall série 2100
Firewall seguro 2100 |Documentacéo e downloads do Secure Firewall 2100 Series |(Bocumentation

Documentation

Firewall seguro 3100 |Cisco Secure Firewall série 3100



https://www.cisco.com/site/us/en/products/security/firewalls/firepower-1000-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-1000-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-2100-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-2100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/secure-firewall-3100-series/index.html

Firewall seguro 3100

Documentacao e downloads do Secure Firewall 3100 Series

Documentation

Firewall seguro 4100 |Cisco Secure Firewall 4100 Series Documentation )

Firewall seguro 4100 |Documentacéo e downloads do Secure Firewall 4100 Series |(Bocumentation

Firewall seguro 4200 |Cisco Secure Firewall 4200 Series Documentation )
Documentation

Firewall seguro 4200

Documentacao e downloads do Secure Firewall 4200 Series

Firewall seguro 4200 |Mergulho profundo no Secure Firewall 4200 Series Video
Cisco Firepower 7000|Cisco Firepower 7000 Series Documentation )|
Cisco Firepower 7000 D.ocumentacao e dqwnloads dos dispositivos Cisco T
Firepower 7000 Series
Cisco Firepower 8000|Cisco Firepower 8000 Series Documentation)|
Cisco Firepower 8000 Documen_tacao e downloads de dispositivos Cisco Firepower | aarmanmss
8000 Series
Cisco Secure Firewall série 9300 Documentation

Firewall seguro 9300

Firewall seguro 9300

Documentacio e downloads do Secure Firewall 9300 Series

ASAS5500-X

Documentacao e downloads do ASA 5500-X Series

ASA5500-X com
FirePOWER

Documentacao e downloads do ASA 5500-X com

FirePOWER Services

Firewall Seguro ISA
3000

Cisco Secure Firewall série ISA 3000

Firewall Seguro ISA
3000

Documentacao e downloads do Secure Firewall ISA 3000

Series

| BB BB
nmnmenn

Guias de instalacao e atualizacao do Cisco Secure Firewall

Platform Artigos relacionados Tags
Instalar/Atualizar/Recriar . . ~ . .
: Guias de instalacéo e atualizagao do Secure Firewall Documentation
imagem
Atualizagao/reversao de |Reversao ou desinstalacéo da atualizacéo pelo Secure | saaimanaion
patch Firewall
Licenciamento do Cisco Secure Firewall
Platform Artigos relacionados Tags



https://www.cisco.com/c/en/us/support/security/secure-firewall-3100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-4100-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-4100-series/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/secure-firewall-4200-series/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-4200-series/series.html
https://www.youtube.com/watch?v=Bua88y94KZw
https://www.cisco.com/c/en_ca/products/security/firepower-7000-series-appliances/index.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/series.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/series.html
https://www.cisco.com/c/en_ca/products/security/firepower-8000-series-appliances/index.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/series.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/series.html
https://www.cisco.com/site/us/en/products/security/firewalls/firepower-9300-series/index.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/series.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/series.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/series.html
https://www.cisco.com/c/en/us/products/security/industrial-security-appliance-isa/index.html
https://www.cisco.com/c/en/us/support/security/industrial-security-appliance-isa/series.html
https://www.cisco.com/c/en/us/support/security/industrial-security-appliance-isa/series.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/revert-or-uninstall.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/revert-or-uninstall.html

Licenciamento Cisco Software Central
Smart Licensing Guia de licenciamento inteligente do Cisco Secure Firewall
Li i t
|cen0|am§n ° Perguntas frequentes (FAQ) sobre licenciamento
Smart/Classic/PLR
Licenciamento Licencas de recursos do Cisco Secure Firewall T
Smart/Classic Management Center
Licenciamento Licenciamento do Cisco Secure Firewall Management
Smart/PLR Center (FMC)
Licenciamento Licenciamento do Cisco Secure Firewall Device Manager e
Smart/PLR FDM
Licenciamento Cisco Secure FXOS para Firepower 4100/9300 -
Smart/PLR Licenciamento ASA
Smart Licensing Use o reqistro de licenca mtehgente FMC e FTD e T
problemas comuns para solucionar problemas
Guias de pedidos do Cisco Secure Firewall
Platform Artigos relacionados Tags
Firewall seguro  |Guia de pedidos do Cisco Network Security Documentation
Cisco Al Assistant para firewall seguro
Platform Artigos relacionados Tags
CVP Guia do usuario do Cisco Al Assistant para cdFMC e FMC Docimaialion
local
Defesa contra ameacgas (FTD) do Cisco Secure Firewall
Platform Artigos relacionados Tags
FTD Documentacao e downloads do Secure Firewall Threat DocieEon
Defense
FTD Casos de uso do Cisco Secure Firewall Threat Defense Documentation
ETD Navegacao na documentacdo do Cisco Secure Firewall
Threat Defense
FTD Guia de compatibilidade do Secure Firewall Threat Defense
ETD Notas da versiao do Secure Firewall Threat SoCeIEn
Defense/Firepower Hotfix
ETD Solucao de problemas de caminho de dados do Firepower: T

Overview



https://software.cisco.com/
https://secure.cisco.com/secure-firewall/docs/smart-licensing
https://www.cisco.com/c/en/us/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/740/management-center-admin-74/system-licenses.html#id_82312
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/740/management-center-admin-74/system-licenses.html#id_82312
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-license.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/fdm/fptd-fdm-config-guide-740/fptd-fdm-license.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/2120/cli-guide/b_CLI_ConfigGuide_FXOS_2120/license_management.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/2120/cli-guide/b_CLI_ConfigGuide_FXOS_2120/license_management.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215838-fmc-and-ftd-smart-license-registration-a.html#anc10
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/215838-fmc-and-ftd-smart-license-registration-a.html#anc10
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/ai-assistant/cisco-ai-assistant-user-guide/m_getting-started-with-cisco-ai-assistant.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/ai-assistant/cisco-ai-assistant-user-guide/m_getting-started-with-cisco-ai-assistant.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/threat-defense/threatdefense-usecases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47265
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47265
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower_Hotfix_Release_Notes/available-hotfixes.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/security/firepower/hotfix/Firepower_Hotfix_Release_Notes/available-hotfixes.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html

FTD Atualizar o FTD do Firewall Seqguro Documentation
vFTD Secure Firewall Threat Defense Série Virtual Documentation
vFTD Dados técnicos virtuais do Secure Firewall Threat Defense
VETD Documentacao e downloads virtuais do Secure Firewall

Threat Defense
vFTD Guia de inicio virtual do Secure Firewall Threat Defense Documentation
Nuvem do Cisco Secure Firewall nativa
Platform Artigos relacionados Tags
Nuvem de fwgwall Cisco Secure Firewall Cloud série nativa Documentation
segura nativa
Nuvem de firewall |Documentos e downloads nativos da nuvem do Secure T
segura nativa Firewall
Nuvem de firewall ) . - . . :
. Guia de inicializacdo nativa do Secure Firewall Cloud Documentation
segura nativa
Sistema operacional extensivel Cisco Secure Firewall (FXOS)
Platform Artigos relacionados Tags
FXOS Responda as perguntas frequentes sobre o Firepower T
eXtensible Operating System (FXOS)
Guia de solucao de problemas do Cisco FXOS para
FXOS Firepower 1000/2100 e Secure Firewall 3100/4200 com
Threat Defense
EXOS Guia de referéngia de MIB do Cisco Firepower 1000, 2100
FXOS, Secure Firewall 3100 e 4200
FXOS Configurar o SNMP _em dispositivos Firepower NGFW Documentation
EXOS Guias de.confiquracéo do gerenciador de chassi do Cisco
Secure Firewall 4100/9300 FXOS
FXOS Guia de compatibilidade do Cisco Secure Firewall 4100/9300
FXOS
EXOS Guia de atualizacdo do Cisco Secure Firewall 4100/9300
FXOS
FXOS Guia de atualizacao do firmware FXOS do Cisco Secure DoETeTERn

Firewall 4100/9300

Cisco Secure Firewall Management Center (FMC)



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-threat-defense.html
https://www.cisco.com/site/us/en/products/security/firewalls/virtual-firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/threat-defense-virtual-ngfwv-ds.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/series.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/series.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html
https://www.cisco.com/c/en/us/products/security/secure-firewall-cloud-native/index.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-cloud-native/series.html
https://www.cisco.com/c/en/us/support/security/secure-firewall-cloud-native/series.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/cloud-native/getting-started/secure-firewall-cloud-native-gsg/sfcn-intro.html#Cisco_Reference.dita_8f36fa7c-1cfc-471d-9248-c205351d4fe0
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef.html
https://www.cisco.com/c/en/us/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-fxos.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-fxos.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html

Platform

Artigos relacionados

Tags

CVP Cisco Secure Firewall Management Center
CVP Guia de pedidos do Cisco Secure Firewall Management
Center
CVP Cisco Secure Firewall Management Center Novos recursos
por versao
CVP Data Sheet do Secure Firewall Management Center (novos
modelos)
CVP Data Sheet do Secure Firewall Management Center
(modelos anteriores)
CVP Guias de configuracao do Secure Firewall Management
Center
CVP Documentacdo, downloads e modelos suportados do Secure
Firewall Management Center
CVP Guia de atualizacdo do Secure Firewall Management Center [(Becumentation
VEMC Documentos e downloads virtuais do Secure Firewall
Management Center
vFMC Guia de inicio virtual do Secure Firewall Management Center |(Pecumentation
cdEMC Centro de gerenciamento de firewall fornecido em nuvem TR
(cdFMC)
Gerenciador de dispositivos do Cisco Secure Firewall (FDM)
Platform Artigos relacionados Tags
FDM Guias de configuracao do Gerenciador de dispositivos do T
Secure Firewall
EDM Gerenciador de dlsoositivos de firewall sequro Novos ST
recursos por versao
Cisco Snort IPS em roteadores ISR e ASR
Platform Artigos relacionados Tags
Snort IPS Guia de configuracao do Cisco Snort IPS Documentation
Snort IPS/UTD CISC.O Un|f|~ed Threat Defense para ISR - Guia de
configuracao
Snort IPS Cisco Snort IPS em roteadores - Configuracdo passo a T
passo |
Snort IPS Cisco Snort IP em ISR, ISRv e CSR - Guia de solucao de Documentation



https://www.cisco.com/site/us/en/products/security/firewalls/firewall-management-center/index.html
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
https://www.cisco.com/c/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/management-center-new-features-by-release.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-743216.html
https://www.cisco.com/c/en/us/products/collateral/security/firesight-management-center/datasheet-c78-743216.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/upgrade/management-center/710/upgrade-fmc-710/upgrade-mgmt-center.html
https://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/series.html
https://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/series.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://secure.cisco.com/secure-firewall/docs/cloud-delivered-firewall-management-center
https://secure.cisco.com/secure-firewall/docs/cloud-delivered-firewall-management-center
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor900
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html#anchor900
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/device-manager-new-features-by-release.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/roadmap/device-manager-new-features-by-release.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16-12/sec-data-utd-xe-16-12-book/snort-ips.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-3s/sec-data-utd-xe-3s-book/sec-data-fpwr-utd.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-3s/sec-data-utd-xe-3s-book/sec-data-fpwr-utd.html
https://community.cisco.com/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
https://community.cisco.com/t5/security-knowledge-base/router-security-snort-ips-on-routers-step-by-step-configuration/ta-p/3369186
https://community.cisco.com/t5/security-knowledge-base/snort-ip-on-isr-isrv-and-csr-troubleshooting/ta-p/3369225

problemas

Snort IPS Cisco Snort IPS no ASR - Guia de configuracao
Snort IPS Implante o Snort IPS no ISR 4000 Series
Snort IPS Data Sheet d’o.Cisco Snort IPS para Roteadores de Servicos | saaimenaion
Integrados série 4000
Snort IPS Implante o Snort IPS no ISR série 1000 Documentation
Cisco Defense Orchestrator (CDO)
Platform Artigos relacionados Tags
CDO Cisco Defense Orchestrator (CDO) Documentation
CDO Integracdo do CDO com tecnologias de firewall seguras Documentation
Deteccao e resposta estendidas (XDR) da Cisco
Platform Artigos relacionados Tags
XDR Deteccao e resposta estendidas (XDR) da Cisco Documentation
XDR Integracdo do XDR com tecnologias de segurancga Documentation
Ferramenta de migracao do Cisco Secure Firewall
Platform Artigos relacionados Tags

Ferramenta de
migragao Secure
Firewall

Ferramenta de migracido do Cisco Secure Firewall

Ferramenta de
migragao Secure
Firewall

Documentacao e downloads da Secure Firewall Migration
Tool

Ferramenta de
migragao Secure
Firewall

Guia de compatibilidade da Secure Firewall Migration Tool

Ferramenta de
migracao Secure
Firewall

Migracao do Cisco Secure Firewall ASA para o Cisco
Secure Firewall Threat Defense com a Ferramenta de

Migracao

| B | B |
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Ferramenta de
migracao Secure
Firewall

Migracdo do ASA com FirePOWER Services (FPS) Firewall
para Secure Firewall Threat Defense com a Ferramenta de

Migracao

Ferramenta de

g
.
5

Migrando um Dispositivo Gerenciado pelo FDM para

Documentation |



https://community.cisco.com/t5/security-knowledge-base/snort-ip-on-isr-isrv-and-csr-troubleshooting/ta-p/3369225
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-6-book/snort-ips.html.xml
https://www.cisco.com/c/en/us/support/docs/security/ios-intrusion-prevention-system-ips/220565-deploy-snort-ips-on-cisco-integrated-ser.html
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https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221985-configure-hairpin-with-firepower-managem.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221961-change-the-management-interface-ip-addre.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center-virtual/221961-change-the-management-interface-ip-addre.html

CvP Substitua o Secure Firewall Management Center no par HA

cVP Solucionar problemas de mensagens de erro de atualizacdo do FMC
edo FTD

CVP Solucéo de problemas para FMC - HA

CVP Migrar um FTD de um CVP para outro CVP

CvP Configurar politica de correlacdo no FMC

cvp Configurar o host de retransmissdo de e-mail para notificacées por
e-mail no FMC

CVP  |Configurar objeto FQDN na ACL estendida para PBR no FMC

cvp Configurar e solucionar problemas do ISE 3.2 com integracdo do

FMC 7.2.4

Gerenciador de dispositivos do Cisco Secure Firewall (FDM)

Platform Artigos relacionados Tags

FDM Configurar uma Regra de Controle de Acesso com Limite de
Tempo no FDM com API| Rest

FDM C.onfiqurar e verificar o Syslog no Gerenciador de dispositivos do
Firepower

EDM Configurar Autenticacdo e Autorizacido Externa do FDM com ISE
usando RADIUS

EDM Configurar o Servico de Gerenciamento em Caixa do FDM para
Firepower 2100

EDM Configure o Gerenciador de dispositivos do Secure Firewall em alta
disponibilidade

EDM Atualizacdo do Secure Firewall Threat Defense usando o
Gerenciador de dispositivos de firewall

FDM Configurar uma Programacéao de Atualizacdo de Banco de Dados
Reqular para VDB no FDM |

FDM Atualizar do Snort 2 para o Snort 3 via FDM Documentation

FDM Confiqu.rar o SNMP na VPN Site a Site na Interface de Dados
Gerenciados pelo FDM

Cisco Defense Orchestrator (CDO)
Platform Artigos relacionados Tags

CDO Implante um FMC fornecido em nuvem (cdFMC) no Cisco Defense
Orchestrator (CDO) |

CcDO Inicializar e iniciar a ferramenta de migracao de firewall no CDO Documentation

CDO FDM integrado ao Defense Orchestrator



https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221952-replace-secure-firewall-management-cente.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/222493-troubleshoot-fmc-and-ftd-upgrade-error-m.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/222493-troubleshoot-fmc-and-ftd-upgrade-error-m.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/222495-troubleshoot-for-fmc-ha.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222535-configure-correlation-policy-on-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222491-configure-mail-relay-host-for-email-noti.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222491-configure-mail-relay-host-for-email-noti.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222490-configure-fqdn-object-on-extended-acl-fo.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html#toc-hId--1890490293
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-32/220856-configure-and-troubleshoot-ise-3-2-with.html#toc-hId--1890490293
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220637-configure-a-time-based-access-control-ru.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220637-configure-a-time-based-access-control-ru.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2130-security-appliance/220231-configure-and-verify-syslog-in-firepower.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217234-configure-fdm-external-authentication-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217234-configure-fdm-external-authentication-an.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-2100-series/213519-configure-fdm-firepower-device-manageme.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220658-configure-secure-firewall-device-manager.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220658-configure-secure-firewall-device-manager.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221950-configure-a-regular-database-update-sche.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221950-configure-a-regular-database-update-sche.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222486-upgrade-from-snort-2-to-snort-3-via-fdm.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-7000-series-appliances/222478-configure-snmp-over-site-to-site-vpn-on.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-7000-series-appliances/222478-configure-snmp-over-site-to-site-vpn-on.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/218171-deploy-a-cloud-delivered-fmc-in-cdo.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/218171-deploy-a-cloud-delivered-fmc-in-cdo.html
https://www.cisco.com/c/en/us/support/docs/security/defense-orchestrator/220593-initialize-and-launch-the-firewall-migra.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-1000/221917-onboard-fdm-to-defense-orchestrator.html

Dispositivos gerenciados

Defesa contra ameacgas (FTD) do Cisco Secure Firewall

Platform Artigos relacionados Tags
FTD Configurar opgbes avangadas para BGP em FTD
FTD  |Configurar e verificar o NAT no FTD
FTD Configurar o BFD no Secure Firewall Threat Defense com GUI
FTD Configurar Failover de ISP Duplo para FTD Gerenciado por FMC
FTD Configurar o eBGP HA com SFTD/ASA e Cloud Service Provider
FTD Configurar Autenticacdo Ativa do FDM (Portal Cativo)
ETD Configurar a organizacéo por clusters FTD no FP9300 (dentro do

chassi)
FTD Configurar Alta Disponibilidade de FTD Usando FDM
FTD Configurar Interfaces Geneve no FTDv Seguro
FTD Configure o NAT 64 no firewall seguro gerenciado pelo FMC
ETD ?r?,-rgzu;; ;nrseeqistro de eventos seguro do NetFlow no Firepower
FTD Configurar o PBR com o HTTP Path Monitor no FMC
FTD Configurar interfaces VXLAN no FTD seguro com o FMC seguro
ETD Implantar FTDv em Autoescala no Azure em um Ambiente de Alta
Confiabilidade
ETD Exemplo de configuracéo de filtragem de URL em um sistema
FireSIGHT
FTD Guias de configuracéo do Cisco Secure Firewall Management Center
ETD Eisrzlsgewceerr _;s;:f)gz f(i; :;qra de politica de controle de acesso do
ETD E:;:;:e;:?::sz utilizacdo da CPU do processo LINA do Firepower
ETD Colecéo de arquivos principais de um dispositivo Firepower Threat
Defense
o (oo Aoy Conned VMo 10 o G S o
ETD Firepower Threat Defense Modo de firewall transparente Conceitos | maaimarmion

avancados e dicas de solucdo de problemas



https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/220601-configure-advanced-options-for-bgp-on-ft.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220650-configure-bfd-in-secure-firewall-threat.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220636-configure-dual-isp-failover-for-ftd-mana.html
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/220667-configure-ebgp-ha-with-sftd-asa-and-clou.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217231-configure-fdm-active-authentication-cap.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212698-configure-ftd-clustering-on-fp9300-intr.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212698-configure-ftd-clustering-on-fp9300-intr.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221012-configure-ftd-high-availability-using-fd.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense-virtual/221082-configure-geneve-encapsulation-interface.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220726-configure-nat-64-on-secure-firewall-mana.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/netflow/216126-configure-netflow-secure-event-logging-o.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/netflow/216126-configure-netflow-secure-event-logging-o.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221064-configure-pbr-with-http-path-monitor-on.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221043-configure-vxlan-interfaces-on-secure-ftd.html
https://www.cisco.com/c/en/us/support/docs/smb/security/firepower-ngfw-virtual/smb216946-deploy-autoscaled-ftdv-in-azure-in-a-hig.html
https://www.cisco.com/c/en/us/support/docs/smb/security/firepower-ngfw-virtual/smb216946-deploy-autoscaled-ftdv-in-azure-in-a-hig.html
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.pdf
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.pdf
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200950-Clarifying-the-Firepower-Threat-Defense.pdf
http://chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200950-Clarifying-the-Firepower-Threat-Defense.pdf
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/216245-collection-of-core-files-from-a-firepowe.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/216245-collection-of-core-files-from-a-firepowe.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215530-firepower-threat-defense-transparent-fir.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215530-firepower-threat-defense-transparent-fir.html

FTD Identificar e analisar eventos de failover de FTD no FMC

FTD Instalar e atualizar o FTD em dispositivos Firepower

FTD Material de marketing - Firewalls de préxima geracdo

FTD Entender mensagens de status de failover para FTD

ETD Er(;tender a Alocacao de Portas no PAT Dinamico para o Cluster FTD T

FTD Entender as regras do Snort3

FTD Guia de transicao do firewall sequro do Snort 2 para o Snort 3 Documentation

FTD Guia de configuracdo do Cisco Secure Firewall Management Center
Snort 3

ETD Entender o VRF (Virtual Router, roteador virtual) na defesa contra
ameacas do firewall sequro

FTD Atualizacio do FTD HA Gerenciado pelo FMC

FTD Atualizacdo do par HA do FTD em dispositivos Firepower

ETD Atualizacdo do Secure Firewall Threat Defense usando o
Gerenciador de dispositivos de firewall

ETD Verificar a configuracdo do modo, instancia, alta disponibilidade e
escalabilidade do Firepower

ETD Desempenho de varias instancias do Secure Firewall 3100, 4100 e T
9300

ETD Plano de dados de varias instdncias do Secure Firewall e
dimensionamento da instancia principal do Snort

FTD Use o recurso de varias instancias no Firepower 4100/9300

ETD Desempenho de varias instancias do NGFW Firepower em
dispositivos 4100 e 9300 Series

FTD Analisar as capturas do Fire.rzow.er Firewall para solucionar
problemas de rede com eficiéncia

ETD A tentativa de atualizar dispositivos Firepower resulta na falha
"006 check snort.sh"

ETD Altere ou recupere a senha para FTD através do FXOS Chassis
Manager

ETD Identifique problemas com as placas de mecanismo de fluxo de rede
nos dispositivos Sourcefire FirePOWER 7000 e 8000 Series
NetFlow e outros recursos ndao suportados devido ao mecanismo de

FTD linha parcial Verifiqgue se um FTD transparente funciona como par em
linha

ETD P.rocessar uma.qrande sessao de fluxo unico (fluxo elefante) pelo
Firepower Services

FTD Solucionar problemas do cluster Firepower Threat Defense (FTD) Troubleshooting

FTD Falha de Atualizacdo em HA FTD de Varias Instancias



https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/221066-identify-and-analyze-ftd-failover-events.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200886-installing-and-upgrading-firepower-threa.html
https://www.cisco.com/site/us/en/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center-2600/221065-understand-failover-status-messages-for.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220720-understand-port-allocation-on-dynamic-pa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/220720-understand-port-allocation-on-dynamic-pa.html
https://www.cisco.com/c/en/us/support/docs/security/ios-intrusion-prevention-system-ips/218349-understand-snort3-rules.html
https://secure.cisco.com/secure-firewall/docs/snort-3-adoption
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/730/snort3-configuration-guide-v73.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/snort/730/snort3-configuration-guide-v73.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/218348-understand-vrf-virtual-router-on-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-asdm/218348-understand-vrf-virtual-router-on-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220668-upgrade-ftd-ha-managed-by-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200896-Upgrading-an-FTD-HA-pair-on-Firepower-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/220605-upgrade-of-secure-firewall-threat-defens.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html
https://secure.cisco.com/secure-firewall/docs/firepower-multi-instance-performance#introduction
https://secure.cisco.com/secure-firewall/docs/firepower-multi-instance-performance#introduction
https://secure.cisco.com/secure-firewall/docs/appendix-1
https://secure.cisco.com/secure-firewall/docs/appendix-1
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-instance/multi-instance_solution.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/white-paper-c11-744750.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215211-attempt-to-upgrade-firepower-devices-res.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215211-attempt-to-upgrade-firepower-devices-res.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213474-change-or-recover-password-for-ftd-throu.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213474-change-or-recover-password-for-ftd-throu.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-8000-series-appliances/118972-nfe-card-issues-sourcefire7k-8k-0.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-8000-series-appliances/118972-nfe-card-issues-sourcefire7k-8k-0.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214487-netflow-and-other-features-are-not-suppo.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214487-netflow-and-other-features-are-not-suppo.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/214487-netflow-and-other-features-are-not-suppo.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/200420-Processing-of-Single-Stream-Large-Sessio.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/200420-Processing-of-Single-Stream-Large-Sessio.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216745-troubleshoot-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-4150-security-appliance/217893-upgrade-failure-on-multi-instance-ha-ftd.html

Trafego Multijogador Online do Xbox Live (Teredo Tunnel UDP 3544)

FTD

Bloqueado por FTD

ETD Problemas de configuracdo de HA do FTD no FMC quando dois
chassis do Firepower tém nomes de sistema duplicados

ETD IIE_(lj_:tDe o IP ou o nome do host do Firewall Management Center no

FTD Identificar e Solucionar Problemas do EIGRP em Dispositivos FTD

ETD Solucionar problemas de quedas de trafego devido a inspecdo de
protocolo LINA no FTD

ETD Configurar a mesclagem da interface de gerenciamento e diagndstico
no FMC

Cisco Secure Firewall Adaptive Security Appliance (ASA)
Platform Artigos relacionados Tags

ASA Configure a reflexdo de NAT no ASA para os dispositivos de
telepresenca do Expressway VCS

ASA Configuracdo de NAT do ASA e recomendacoes para a
implementacao de interfaces de rede duplas do Expressway-E

ASA Cf)municacé’o de LAN entre hosts que procuram seus enderecos |IP
publicos atras de um ASA

ASA Exemplo de configuracdo do ASA Embedded Event Manager

ASA Exemplo d.e configuracdo de ASA versao 9.x SSH e Telnet nas
interfaces interna e externa

ASA Configurar o ASA para links ISP redundantes ou de backup

ASA Configurar a Secure Firewall Migration Tool para migracdo do ASA |(Configuration )

ASA Implante um exemplo de CSM no ASA

ASA Desativar cifras do modo CBC do servidor SSH no ASA

ASA Instalar e configurar um moédulo FirePOWER Services em uma
plataforma ASA

ASA A configuracdo de VPN site a site no ASA 9.x de contexto multiplo
recebe uma mensagem de erro

ASA Compatibilidade com o Cisco Secure Firewall ASA

ASA Analisar o comportamento de administracdo do dispositivo AAA para
ASA

ASA ASA 8.4(x) Conecta uma Rede Interna Unica ao Exemplo de TR

Configuracao da Internet



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213520-xbox-live-online-multi-player-traffic-t.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/213520-xbox-live-online-multi-player-traffic-t.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/213530-ftd-ha-configuration-problems-on-the-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/213530-ftd-ha-configuration-problems-on-the-fmc.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221984-edit-the-firewall-management-center-ip-o.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-management-center/221984-edit-the-firewall-management-center-ip-o.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222488-troubleshoot-eigrp-on-ftd-devices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222904-troubleshoot-traffic-drops-due-to-lina-p.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222904-troubleshoot-traffic-drops-due-to-lina-p.html
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https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/211267-ASA-NAT-Configuration-and-Recommendation.html
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/218120-configure-the-secure-firewall-migration.html
https://www.cisco.com/c/en/us/support/docs/security/security-management-platform/221088-deploy-example-on-csm-to-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/213283-disable-ssh-server-cbc-mode-ciphers-on-a.html
https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-configure-firepower-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-firepower-services/118644-configure-firepower-00.html
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#pgfId-137110
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ASA 8.x: Configuracdo CAC-SmartCards de VPN SSL do

Documentation
ASA AnyConnect para Windows
ASA Perguntas frequentes sobre o ASA: Como posso especificar a TR
interface de origem ASA para syslogs enviados por um tunel VPN?
ASA Perguntas frequentes sobre o ASA: Com.o voceé interpreta os
syslogs gerados pelo ASA quando ele cria ou desfaz conexdes?
ASA Exemplo de configuracido de transferéncia de arquivo ASA com FXP
ASA Implementacdo de aprimoramento de recursos do ASA SNMP Documentation
ASA ASA: Exemplo de configuracéo e solucao de problemas de Bomareraion
Retransmissdo DHCPv6
ASA Guia de filtro de trafego Botnet do Cisco Secure Firewall ASA Documentation
ASA Configurar o BGP com dois provedores de servicos diferentes
ASA Configurar o FirePOWER Services no dispositivo ISR com blade
ucs-E
ASA Configurar o ASA 5506W-X com um IP ndo padrdo ou uma
configuracao de varias VLANs
ASA Configurar o ASA para redes internas duplas
ASA Configurar o ASA para Passar o Trafego IPv6
ASA Exemplo de Configuracao de Autenticacido de ASA Direta e Cut- Docimeniation
Through
Exemplo de configuracdo de EEM usado para controlar o
ASA comportamento de desvio de NAT de NAT duas vezes quando a Documentation

redundancia de ISP é usada
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113363-asa-cut-through-config-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113363-asa-cut-through-config-00.html
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Sistema operacional extensivel (FXOS) Firepower 2.2: Autenticacido

ASA e autorizacao de chassi para gerenciamento remoto com ACS
usando RADIUS
Sistema operacional extensivel (FXOS) Firepower 2.2:

ASA Autenticacdo/autorizacdo de chassi para gerenciamento remoto com
ISE usando RADIUS - Tech Zone (cisco.com)
Sistema operacional extensivel (FXOS) Firepower 2.2:

ASA Autenticacdo/autorizacdo de chassi para gerenciamento remoto com
ISE usando TACACS+ - Tech Zone (cisco.com)

ASA Instalar e atualizar o Firepower Threat Defense em dispositivos ASA
55xx-X

ASA Exemplo de Configuracdo de Instrucdo NAT e PAT no Cisco Secure
ASA Firewall

ASA PIX/ASA 8.0: Usar autenticacido LDAP para atribuir uma politica de
grupo no logon

ASA Entender a Sincronizacido de Tabelas MAC de Alta Disponibilidade
ASA no Modo Transparente com Roteadores HSRP

ASA  |Atualize um ASA HA Pair em dispositivos Firepower

ASA Mapeamentos de usuario para I[P ndo aparecem mais no Cisco CDA
apos o Microsoft Update de marco de 2017

ASA Perguntas frequentes sobre o.ASA: O que acontece apos o failover
se as rotas dindmicas forem sincronizadas?

ASA O ASA tem alto uso da CPU devido a um loop de trafego quando os
clientes VPN se desconectam

ASA Guia de solucao de problemas do ASA: Logs ausentes nos destinos
de Syslog

ASA Problemas comuns com o cluster transparente entre sites ASA

ASA Diferengas entre logs e depuracoes em dispositivos de seguranca
adaptativa

ASA Desative a monitoracdo do mddulo de servico no ASA para evitar
eventos de failover indesejados (SFR/CX/IPS/CSC).

ASA Configurar Hairpin no ASA
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98634-asa-ldap-group-pol.html
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/210535-User-Mappings-Doesn-t-Appear-in-CDA.html
https://ciscolivewem.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/117816-qa-asa-00.html
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116170-probsol-asa-00.html
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113603-asa-missing-logs-00.html
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/200439-Common-Issues-with-ASA-Inter-Site-Transp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200365-Differences-Between-Logs-and-Debugs-on-A.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200365-Differences-Between-Logs-and-Debugs-on-A.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/200944-Disable-Service-Module-Monitoring-on-ASA.html
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Sistema operacional extensivel Cisco Secure Firewall (FXOS)

Platform Artigos relacionados Tags
FXOS Crie e gerencie dispositivos 16gicos no gerenciador de chassi FXOS (Gunﬁguratian)
FXOS Recrie uma defesa contra ameacas de firewall sequro para as
séries 1000, 2100 e 3100

FXOS Referéncia de comandos FXOS do Cisco Firepower 4100/9300

FXOS Guia de atualizacao do firmware FXOS do Cisco Firepower
4100/9300

EXOS Realize uma recriacdo completa para FXOS no Firepower 4100 e
9300 Series

EXOS Atualize o sistem.a operacional gxt_ensivel (FXOS) Firepower e eI
usando o gerenciador de chassi Firepower

Proteja informacobes de firewall e CSM para compartilhar com o
Cisco TAC para solucao de problemas

Essas sao as informagdes mais comuns solicitadas pela equipe de suporte do Cisco TAC para
fins de solugao de problemas de firewall seguro e CSM.

Platform Artigos relacionados Tags
FMC/ETD/EDM Flrewajll seqguro §o|u0|ona problemas de procedimentos de (Troubleshooti )
geracio de arquivos
ASA Procedimento de geracido de arquivo de suporte técnico do (Troubleshooting )
ASA com firewall sequro
EXOS Procedimento de geracio de arquivo de suporte técnico (Troubleshooting )
FXOS de firewall seguro
CSM Gerar arquivos de diagndstico CSM a partir da GUI (_Troubleshooting )
Ferramentas e diversos da Cisco
Descrigao Artigos relacionados Tags
Site do Cisco

Secure Firewall

Site do Cisco Secure Firewall

Documentation

Comunidade Cisco

Comunidade Cisco

Community

Blogs da Cisco

Blogs do Cisco Secure Firewall

Configuration

Cisco Live

Firewall sequro Cisco Live

Documentation

Cisco Video Portal

Cisco Video Portal ASA

Video
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https://www.cisco.com/c/en/us/support/docs/security/firepower-1000-series/220642-reimage-a-secure-firewall-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-1000-series/220642-reimage-a-secure-firewall-threat-defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference/b_CLI_reference_chapter_010001.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/firmware-upgrade/fxos-firmware-upgrade.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9300-series/220603-perform-a-complete-reimage-for-fxos-in-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9300-series/220603-perform-a-complete-reimage-for-fxos-in-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-4100-series/220625-upgrade-the-firepower-extensible-operati.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-4100-series/220625-upgrade-the-firepower-extensible-operati.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp3323884204
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-t-commands.html#wp3323884204
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://cisco.com/c/en/us/support/docs/security/firepower-4100-series/215551-firepower-extensible-operating-system-f.html#toc-hId-1037489599
https://www.cisco.com/c/en/us/support/docs/security/security-manager/218347-generate-csm-diagnostic-files-from-gui.html
https://secure.cisco.com/secure-firewall
https://community.cisco.com/t5/network-security/bd-p/discussions-network-security
https://blogs.cisco.com/tag/cisco-secure-firewall
https://www.ciscolive.com/on-demand/learning-maps/security/secure-firewall.html
https://video.cisco.com/category/videos/asa

Cisco Video Portal

Firewall seguro do Cisco Video Portal

Video

Canal da Cisco no

Canal do Youtube do Cisco Secure Firewall

Video

YouTube
Y|deos de Videos de treinamento do firewall de proxima geracio 1'|.|'r|:|
treinamento da ) iaeo
Cisco (NGFW) da Cisco

Cisco CLI Analyzer

Cisco CLI Analyzer

Cisco Tool

Captura de pacotes

Gerador e analisador de configuracdo de captura de pacote

Cisco Tool

Cisco Cisco
Cisco Radkit  |Cisco Radkit Cisco Tool
Avaliador de
desempenho da |Avaliador de desempenho do Cisco Secure Firewall Cisco Tool
Cisco
Cisco Press
Descricao Artigos relacionados Tags
Cisco Press Tecnologias e solucdes de sequranca integrada - Volume | |CEISE0 Press )
Cisco Press  |Tecnologias e solucdes de seguranca integrada - Volume |l  |[(_EISE0 Press
Cisco Press CCNP Securltv Cisco Secu.rg Firewall ?pd Ir~1tru3|on Cisco Press
Prevention System Guia oficial de certificacao
) Guia oficial de certificacdo CCNP e CCIE Security Core Cisco Press
Cisco Press  |550R 350-701. 22 edicdo
Defesa contra ameacas (FTD) do Cisco Firepower: NGFW
Cisco Press  |de praticas recomendadas de configuracio e solucido de Cisco Press
problemas

Como fornecer feedback ou sugestdes de artigo

Siga este procedimento para fornecer comentarios ou sugestdes de artigos para este guia de

referéncia.

Etapa 1. Va até a secao superior direita deste documento e clique no botao Feedback:



https://video.cisco.com/category/videos/firepower
https://www.youtube.com/c/CiscoNetSec
https://learningnetwork.cisco.com/s/next-generation-firewall-training-videos?dtid=osscdc000283
https://learningnetwork.cisco.com/s/next-generation-firewall-training-videos?dtid=osscdc000283
https://cway.cisco.com/cli/
https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/
https://radkit.cisco.com/
https://ngfwpe.cisco.com/
https://www.ciscopress.com/store/integrated-security-technologies-and-solutions-volume-9781587147067
https://www.ciscopress.com/store/integrated-security-technologies-and-solutions-volume-9781587147074
https://www.ciscopress.com/store/ccnp-security-cisco-secure-firewall-and-intrusion-prevention-9780136589709
https://www.ciscopress.com/store/ccnp-security-cisco-secure-firewall-and-intrusion-prevention-9780136589709
https://www.ciscopress.com/store/ccnp-and-ccie-security-core-scor-350-701-official-cert-9780138221263
https://www.ciscopress.com/store/ccnp-and-ccie-security-core-scor-350-701-official-cert-9780138221263
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806

Contributed by Cisco Engineers

Cisco TAC Engineers
TAC Engineers

Was this Document Helpful? /

Yes No = Feedback

Etapa 2. Quando a nova janela for exibida, fornega-nos sua sugestao de feedback/artigo, nome e
endereco de e-mail e clique em Enviar.



NIl
CISCO

Feedback and Suggestions

if Cisco may contact yvou for more details or for future feadback opportunities,
please enter your contact information here,

Mame

Email

%4 Observagao: somente os links da Cisco devem ser usados como artigos aprovados para
sugerir este guia de referéncia do Cisco Secure Firewall.



Informacgdes Relacionadas

» Para obter assisténcia adicional, entre em contato com o Cisco Technical Assistance Center
(TAC). E necessario um contrato de suporte valido: Cisco Worldwide Support Contacts.

» Suporte e downloads da Cisco: Suporte técnico e downloads da Cisco

* Nao perca! Mergulhe no mundo emocionante do Guia de Referéncia de Tecnologias de
VPN da Cisco



https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/virtual-private-network-module/221568-vpn-technologies-documentation-reference.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



