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Introducao

Este documento descreve como coletar logs KDF e outros logs de solugcido de problemas
importantes no Windows e MacOS.

SINALIZADORES Windows e MacOS

Relacionado ao DNS (quando o OpenDNS esta envolvido):[0x20801FF

Proxy de fluxo da Web (SWG) e DNS

. 0x70CO1FF
relacionados:

ZTA 0x400080152

Coletando registros KDF, Wireshark e pacote DART

S

Note: Ao enviar os resultados, sempre informe a Equipe do TAC quais configuragdes
foram usadas e esteja aberto a alteragdes, conforme exigido pelo TAC.

Windows

Abra um CMD com privilégios de administrador e execute o proximo comando:

"%ProgramFiles(x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -sdf [FLAG]



» Baixe DebugView de Syslinternal para capturar o log KDF
» Execute Debugview COMO administrator € ative as proximas op¢des de menu:
Clique em Capture
Marca de sele¢ao Capture Kernel
Marca de sele¢ao Enable Verbose Kernel Output
* Opcodes
- Marca de selegdo Clock Time
- Marca de sele¢ao show Milliseconds
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* Reinicie o servigo do cliente através do prompt do administrador:

net stop csc_vpnagent && net start csc_vpnagent

* Se net stop csc_vpnagent && net start csc_vpnagent NA0 funcionar, reinicie Cisco Secure Client 0 servigo do
services.msc


https://learn.microsoft.com/en-us/sysinternals/downloads/debugview
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* |niciar wireshark Capture

» Selecione todas as interfaces e inicie a captura de pacotes
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* Reproduza o problema e salve KDF Logs € Wireshark Capturee Siga as etapas para capturar DART
Bundle
* Abrir 0 Cisco Secure Client Diagnostics & Reporting Tool (DART) com privilégios de administrador



i~ @ Apps  Documents  Web  Settings  People
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Cisco Secure Client Diagnostics
P and Reporting Tool

{ o 8 Run as administrator

. B2 Open file location 0 Sec
Folders

» Clique em custom
Incluir System Information Extensive € Network Connectivity Test

Sllent
Cisco Secure Client - DART >

= EGeneral Information
- @ System Information
@ System Information (extensive)
i~ Active Connections Information

- [ Route Information

- B Interface Configuration

i~ [ Network Connectivity Test
i ESystem logs

- B Appiication logs

)

Note: Colete todos os registros, registros KDF, captura do Wireshark e pacote DART no
caso TAC.

» Para parar o registro KDF no Windows, use o proximo comando:

"%ProgramFiles (x86)%\Cisco\Cisco Secure Client\acsocktool.exe" -cdf

MacOS

Abra o terminal e siga a proxima cadeia de comandos para ativar o registro KDF no MacOS:



® Stop Service

sudo "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app/Contents/Mac0S/Cisco

* EnableFlag

echo debug=[Flag Value] | sudo tee /opt/cisco/secureclient/kdf/acsock.cfg

® Start Service

open -a "/opt/cisco/secureclient/bin/Cisco Secure Client - AnyConnect VPN Service.app"

* Iniciar wireshark Capture

» Selecione todas as interfaces e inicie a captura de pacotes
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* Reproduza o problema e salve KDF Logs € Wireshark Capturee Siga as etapas para capturar DART
Bundle
+ Abra 0 Cisco Secure Client - DART



+

Cisco Secure Client - DART

» Marque as proximas opcoes:
Include Legacy - Cisco AnyConnect Secure Mobility Client Logs
Include System Logs

* Clique em Run

® Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).
DART iz a tool that helps to bundle the appropriate log files and

diagnostic infermation that can be used for analyzing and debugging the
Cisco Secure Client.

NINIE
CISCO

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

Include System Logs

“~
Note: Colete todos os registros, registros KDF, captura do Wireshark e pacote DART no
caso TAC.



Informacgdes Relacionadas

» Suporte técnico e downloads da Cisco
» Central de ajuda do Cisco Secure Access
» Guia de design do Cisco SASE



https://www.cisco.com/c/pt_br/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



