Configurar Autenticacao de Certificado de
Cliente Seguro no FTD Gerenciado pelo FMC
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Introducao

Este documento descreve o processo de configuragdo da VPN de acesso remoto no Firepower
Threat Defense (FTD) gerenciado pelo Firepower Management Center (FMC) com autenticagao
de certificado.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes tépicos:

* Inscricdo manual de certificado e nogdes basicas de SSL

+ CVP

» Conhecimento basico de autenticacao para VPN de acesso remoto

+ Autoridade de certificagao (CA) de terceiros, como Entrust, Geotrust, GoDaddy, Thawte e
VeriSign

Componentes Utilizados

As informagdes neste documento sao baseadas nestas versdes de software:



» Secure Firepower Threat Defense versao 7.4.1

* FMC versao 7.4.1

Secure Client versao 5.0.05040

Microsoft Windows Server 2019 como servidor de autoridade de certificacdo

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma

configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.
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Criar/Importar um certificado usado para autenticagao de servidor



Note: No FMC, é necessario um certificado CA antes de gerar o CSR. Se o CSR for
gerado de uma fonte externa (OpenSSL ou terceiros), 0 método manual falhara e o
formato do certificado PKCS12 devera ser usado.

Etapa 1. Navegue atébevices > Certificatese clique emadd. Selecione Device e clique no sinal de mais
(+) em Cert Enrollment.



Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®*:

| " [£]

Adicionar registro de certificado

Etapa 2. Na guiaca information, escolha o Tipo de inscrigdo comomanuae cole o certificado da
Autoridade de certificagdo (CA) usado para assinar o CSR.



Add Cert Enrollment (7]

ssl_certificate |

| CA Information I Certificate Parameters Key Revocation

Enrollment Type: | Manual -

Description

[ ] CAOnly
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: veeEfWF+K2
XZJhwdPOyv+OpCVRID/LVEB2CTEY

14YwtFbh9CidiwRO1TLI+AIHVIVQ
ma2Mn8GIYZ6N

KGkh5J8wTbdd

A -

Validation Usage: | | IPsec Client | | SSL Client | | SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Cancel Save

Adicionar informacoes da autoridade de certificagéo

Etapa 3. Para Uso da Validagao, escolhaipsec Client, SSL Client€Skip Check for CA flag in basic constraints of the CA
Certificate.

Etapa 4. Emcaertificate Parameters, preencha os detalhes do nome do assunto.



Add Cert Enrollment

MName*

ssl_certificate

Description

Include FODMN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

CA Information Certificate Parameters Key Revocation

Don't use FODN in certificate v

certauth.cisco.com

TAC

Cisco

Bangalore

KA

IN

Include Device's Serial Number [ |

Adicionar Parametros de Certificado

Etapa 5. Emkeyescolha o tipo de chave como RSA com um nome de chave e tamanho. Cliquesave.



Note: Para o tipo de chave RSA, o tamanho minimo da chave é 2048 bits.



Add Cert Enroliment Q

MName*

‘ ssl_certificate |

Description
CA Information Certificate Parameters Key Revocation

I
Key Type:

(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage v

o | (IR

Adicionar chave RSA

Etapa 6. Emcert Enroliment, escolha o ponto confiavel no menu suspenso que acabou de ser criado e
clique emadd.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 .41 v \

Cert Enrollment*:

ssl_certificate v | +

Cert Enrollment Details:

MName: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

Adicionar novo certificado

Etapa 7. Clique em ID e, em seguida, clique emyesno prompt seguinte para gerar o CSR.

Warning
This operation will generate Certificate
Signing Request do you want 1o
continue?
= [

Gerar CSR

Etapa 8. Copie o CSR e assine-o pela autoridade de certificacdo. Depois que o certificado de
identidade for emitido pela CA, importe-o clicandoBrowse Identity Certificate€MImport.



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

-——--BEGIN CERTIFICATE REQUEST-----
MIEYTCCAECAQAWVTEMMACGATUECWWDVEFDMO4wDAYDVOQKDAVDaXNjbzEbBMEKG

ATUEAWWSY 2Vyd GF 1dGguy 212y 28uY 2 StMOswCOYDVOOIDAJLOTELMAKGATUEERMC

SU4wggliMAOGCSgGSIbIDOEBAQUAALICDWAWDOIKACICAQDMNZ rd3 1miY G+ 1 bLFK
WYSZddwTafgs8 7 FtAWT +ndUuxLDws54R/txedte X /65uSyY 8/ bxkKidsghMgbrawO
JdogCVigjtatel+95np 1 /myzFOZZRWTeBdi/H 1 pILEdR4AX6ZINMSINA /GLVIMNPoP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | l Browse Identity Certificate |
e |

Importar certificado de ID



Note: Se a emissao do certificado de ID levar tempo, vocé podera repetir a Etapa 7. mais
tarde. Isso gerarda o mesmo CSR e vocé podera importar o certificado de ID.

Adicionar um Certificado de Autoridade de Certificagao Interna/Confiavel

Etapa 1. Navegue atébevices > Certificatese clique emAdd.
Selecione Device e clique no sinal de mais (+) em Cert Enroliment.

Aqui, auth-risaggar-ca é usado para emitir certificados de identidade/usuario.



n Certificate

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

auth-risaggar-ca

Etapa 2. Informe um nome de ponto confiavel e escolhamanuacomo o tipo de inscricao emca

information.



Etapa 3. Verifiqueca onlye cole o certificado CA confiavel/interno no formato pem.

Etapa 4. Marque Skip Check for CA flagin basic constraints of the CA Certificate€ Clique emsave.

Add Cert Enroliment Q
| Internal_CA | .
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual L

eck this option if you do not require an identity certificate to be
created from this CA

CA Certificate: | —---- BEGIN CERTIFICATE--- =

MIIG1jCCBLE6gAwWIBAgIQQAFu
+wogXPrrdY9x1zq7eDANBgk
ghkiGO9w0BAQsFADBK
MQswCQYDVQOGEwWJVUzZES
MBAGATUEChMJSWRIbIRydX
NOMScwJQYDVQQDEx5JZGV

u

VHJ1e3QgQ29tbWVyY2IhbCB
Sb290IENBIDEwHhcNMTkxM| v

Validation Usage: IPsec Client SSL Client [ | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate
=3

Adicionar ponto confiavel

Etapa 5. Emcert Enroliment, €scolha o ponto confiavel no menu suspenso que acabou de ser criado e
clique emAdd.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 4.1 v |

Cert Enrollment*:

Internal_CA 1 +

Cert Enrollment Details:

Mame: Internal _CA
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A

Adicionar CA interna

Etapa 6. O certificado adicionado anteriormente € mostrado como:

M : -’Ci

leageeal_CA Giabal

Certificado Adicionado
Configurar Pool de Enderecgos para Usuarios VPN

Etapa 1. Navegue atéobjects > Object Management > Address Pools > IPv4 Pools.

Etapa 2. Inserir o nome e o intervalo de enderegos IPv4 com uma mascara.



Edit IPv4 Pool Q

Name?*

vpn_pool

Description

IPv4 Address Range®

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150
Mask*
| 255.255.255.0

Allow Overrides
OConﬁgu re device overrides in the address pool object to

avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Adicionar Pool de IPv4

Carregar Imagens do Cliente Seguro

Etapa 1. Faga o download das imagens do cliente seguro de implantagao na Web conforme o SO
do site do Cisco Software.

Etapa 2. Navegue atéobjects > Object Management > VPN > Secure Client File > Add Secure Client File.

Etapa 3. Digite o nome e escolha o arquivo do Secure Client no disco.

Etapa 4. Escolha o tipo de arquivo comosecure Client Imagee clique emsave.


https://software.cisco.com/download/home/286330811/type

Edit Secure Client File 9]

Name:*

I SecureClientWin-5.0.05040 ‘

File Name:*

| cisco-secure-client-win-5.0.05040-wek | ‘ Browse..

File Type:*

Secure Client Image v

Description:

“oee | I

Adicionar Imagem de Cliente Segura
Criar e carregar perfil XML

Etapa 1. Faca o download e instale o Secure Clientprofile Editora partir do site do Cisco Software.

Etapa 2. Crie um novo perfil e escolhaaiino menu suspenso Selegao de certificado do cliente. Ele
controla principalmente quais armazenamentos de certificados o Secure Client pode usar para
armazenar e ler certificados.

Duas outras op¢oes disponiveis sio:

1. Computador - o Cliente Seguro esta restrito a pesquisa de certificado no repositorio de
certificados do computador local do Windows.

2. Usuario - o Cliente Seguro esta restrito a pesquisa de certificado no repositério local de
certificados de usuario do Windows.

Definir Substituicdo de Repositério de Certificados comoTrue.


https://software.cisco.com/download/home/286330811/type

Isso permite que um administrador instrua o Cliente Seguro a utilizar certificados no
armazenamento de certificados da maquina Windows (Sistema Local) para autenticagao de
certificado de cliente. A Substituicao do armazenamento de certificados aplica-se somente ao
SSL, onde a conexao ¢€ iniciada, por padrao, pelo processo da interface do usuario. Ao usar
IPSec/IKEv2, esse recurso no perfil de cliente seguro nao € aplicavel.

[m Cisco Secure Client Profile Editor - VPN

File Help
v ! Preferences (Part 1)
M Profile: C:\Users\dolljain\Downloads\client_profile.xml
> rererences | Fa

Backup Servers

Certificate Pinning B use Start Before Logon B user Controllable
3 Carticate Enolimant | L) Show Pre-Connect Message
2§ Mobile Policy Client Certificate S...
af Server Lis Windows Linwe | Al ”
macDs  All w
|| Auto Connect On Start B user Controllable
B Minimize On Connect B user Controllable
[ | Local Lan Access B user Controllable
| | Disable Captive Portal Detection B user Controllable
B suto Reconnect [ user Controllable
Auto Reconnect Behavior [ ] user Controllable

ReconnectAfterResume
|| Suspend AnyConnect during Connected Standby

B Auto Update [ user Controllable

RSA Secure ID Integration |:| User Controllable
Automatic

Windows Logon Enforcement Windows VPN Establishment
SingleLocalLogon ~- AllpwRemotelsers

Linux Logon Enforcement Linux WPN Establishment
SingleLocalLogon ™ LocalUsersOnly

@) Clear SmartCard PIN [ user Controllable

IF Protocol Supported
IPvd, IPv6

Adicionar preferéncias (Parte1)

Etapa 3. (Opcional) Desmarque a opgaobisable Automatic Certificate Selection, pOiS €la evita que o usuario



solicite o certificado de autenticagao.



Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP (] user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only
Authentication Timeout (seconds) 30

N A o o e o e b b o ¥ PR LY o PR R o 1 ¥



para configurar um perfil no Secure Client VPN fornecendo group-alias e group-url na Lista de
servidores e salve o perfil XML.

Ea Cisco Secure Client Profile Editor - VPN

File Help

b VPN
{8} Preferences (Part 1)
+* Preferences (Part 2)
Backup Servers
Certificate Pinning
Certificate Matching
Certificate Enrollment

Server List
Profile: C:\Users\dolljain\Dewnloads\client_profile.xmi

Hostname Host Address User Group Backup Serve... SCEP Mobile Settings  Certificate Fins

|SEL-‘.-'F'H https://certaut... ssl-cert -— Inherited —

Hote: it is highly recommended that at least one server be defined in a profile. Add... Delete

Details

Server List Entry

Server Load Balancing Servers SCEP Mobile Certificate Pinning

Primary Server Connection Information
Digplay Name (required) [ SsL-vPN | Primary Protocol  SSL w
FQDN or IP Address User Group ASA gateway
I https://certauth, cisco.com / |ssh-cert I Auth Method During IKE Negotiation
Group URL IKE Identity (105 gateway only)
Backup Servers
Host Address Add
Move Up
Move Down
Delete
oK Cancel

EAP-AnyConnect

Adicionar lista de servidores

Etapa 5. Finalmente, o perfil XML esta pronto para uso.




<xml » J ding="UTF-8~F>

<An ="hitp: S/ schenas snlgcan org/encoding/” wmlns:xsim"hitn: //veee wd org /2001 FOMSchema-instance” *

annectBehavior>

>
<HostEntrys

A
<Hosthddresss] H /Hosthddresss
rGroupsaal=cart</UserGroups
</HostEncey>

Perfil XML

Local dos perfis XML para varios sistemas operacionais:

tion="hitp //echenas Znlscap org/enceding/ AnyConnectProfile.xsd">

* Windows - C:\ProgramData\Cisco\Cisco Cliente seguro\VPN\Perfil

» MacOS - /opt/cisco/anyconnect/profile
* Linux - /opt/cisco/anyconnect/profile

Etapa 6. Navegue atéobjects > Object Management > VPN > Secure Client File > Add Secure Client Profile.

Insira 0 nome do arquivo e cliquesrowsepara selecionar o perfil XML. Clique em .save



Edit Secure Client File Q

MName:*
| Anyconnect_Profile-5-0-05040 |

File Name:*

| ACProfile5-0-05040_xmi |

File Type:*

Secure Client VPN Profile v

Description:

o) (I

Adicionar perfil de VPN de cliente seguro

Configuracado de VPN de acesso remoto

Etapa 1. Crie uma ACL de acordo com o requisito para permitir 0 acesso a recursos internos.

Navegue atéobjects > Object Management > Access List > Standarde Clique emAdd Standard Access List.



Edit Standard Access List Object (7]

Name
Split_ACL

» Entries (1)

Sequence No Action Metwork

|| Allow Overrides

Adicionar ACL padrao



Note: Essa ACL € usada pelo Secure Client para adicionar rotas seguras aos recursos
internos.

Etapa 2. Navegue atébevices> VPN > Remote Accesse Clique emAdd.

Etapa 3. Digite o nome do perfil, escolha o dispositivo FTD e clique em Avangar.



Remote Access VPN Policy Wizard

o Policy Assignment 2 | Connection Profile 3 | Secure Client 4 | Access & Certificate 5 | Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you through the required minimal steps to configure the Remote

Eefore you start, ensure the following configuration
Access VPN policy with a new user-defined connection profile. i o o

elements to be in place 1o complete Remote Access

—— VPN Policy.
RAVPN I Authentication Server
Description Configure LOCAL or Realm or RADIUS Server Group

of S50 to authenticate VPN clienls.

Secure Client Package
VPN Protocols:
Make sure you have Secure Client package for VPN
Client downloaded or you have the relevant Cisco
ssL credentials to download it during the wizard,

IPsec-IKEV2
Device Interface
Targeted Devices:
Interfaces should be already configured on targeted
Available Devices Selected Devices devices $0 that they can be used 35 a secumty Zone
or interface group to enable VPN access,
@, Search FTD-A-7.4.1 v e

FTD-A-7.4.1

FTD-B-7.4.0

FTD-ZTNA-7.4.1

Adicionar nome de perfil

Etapa 4. Insira ocConnection Profile Namee escolha o Método de autenticagdo comociient Certificate Onlyem
Authentication, Authorization and Accounting (AAA).

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the
tunnel itself, how AAA is accomplished and how addresses are assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Name:* | RAVPN-CertAuth

@ This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: § Client Certificate Only v

Username From  — ap specific field (® Use entire DN (Distinguished Name) as username

Certificate:
Secondary Fielc
Authorization Server: ‘ v ‘ +
(Realm or RADIUS)
Accounting Server: ‘ v ‘ -
(RADIUS)

Selecionar método de autenticagao

Etapa 5. Cliqueuse 1P Address Poolsem Client Address Assignment e escolha o pool de enderegos IPv4



criado anteriormente.

Client Address Assignment;

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (Realm or RADIUS only) @
[ ] Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:l vpn_pool | s

IPv6 Address Pools: | | 4

Selecionar Atribuicdo de Endereco de Cliente
Etapa 6. Editar a Diretiva de Grupo.

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* | DfltGrpPolicy v |+

Edit Group Palicy

Editar Politica de Grupo

Etapa 7. Navegue atéGenera > Split Tunneling, €scolhaTunnel networks specified beloweStandard Access Lissem Tipo de
lista de rede de tunel dividido.

Escolha a ACL criada anteriormente.



Edit Group Policy Q

Mame:*
DfitGrpPolicy

Description:

Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:

IP Address Pools | Tunnel networks specified below |

Banner IPv6 Split Tunneling:

DNS/WINS | Allow all traffic over tunnel v |

Split Tunneling Split Tunnel Network List Type:
(@) Standard Access List () Extended Access List
Standard Access List:
| Split_ACL v+

DNS Request Split Tunneling
DNS Requests:

| Send DNS requests as per splittv |

Domain List:

Adicionar tunelamento dividido

Etapa 8. Navegue atésecure Client > Profile, €scolha oclient Profile € clique emsave.



Edit Group Policy Q

MName:*
DfitGrpPolicy

Description:

General Secure Client Advanced

m Secure Client profiles contains settings for the VPN client

Management Profile = functionality and optional features. The Firewall Threat

Defense deploys the profiles during Secure Client

SSL Settings
Client Profile:

| Anyconnect_Profile-5-0-05040 v | +

Connection Settings

Custom Attributes

Standalone profile editor can be used to create a new or
modify existing Secure Client profile. You can download the
profile editor from Cisco Software Download Center.

Adicionar perfil de cliente seguro

Etapa 9. Clique emnext, escolha 0Secure Client Imagee clique emnNext.

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -

|_| Secure Client File Object Name Secure Client Package Name Operating System

I AnyconnectWin-5.0.05040 cisco-secure-client-win-5.0.05040-webde. .. Windows v | I

Adicionar Imagem de Cliente Segura

Etapa 10. Escolha a Interface de Rede para Acesso VPN, escolha ODevice Certificatese marque sysopt
permit-vpn e clique emnext.



Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* ss|_certificate v+

Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Paolicy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

Adicionar Controle de Acesso para Trafego VPN

Etapa 11. Finalmente, revise todas as configuragdes e clique emFinish.



Remote Access VPN Policy Configuration

Firewall Management Center will configure an RA VPN Policy with the following settings

Name: RAVPN
Device Targets: FTD-B-7.4.0
Connection Profile: RAVPN-CertAuth
Connection Alias: RAVPN-CertAuth
AAA
Authentication Method: Client Certificate Only

Username From Certificate: -

Authorization Server: -

Accounting Server: -
Address Assignment:

Address from AAA: -

DHCP Servers: -

Address Pools (IPv4): vpn_pool
Address Pools (IPvE): -
Group Policy: DfitGrpPolicy
Secure Client Images: AnyconnectWin-5.0.05040
Interface Objects: outside-zone
Device Certificates: ssl_certificate

Device Identity Certificate Enrollment

Certificate enroliment object 'ssl_certificate’ is not installed on one or more targeted
devices. Certificate installation will be initiated on the targeted devices on finishing the
wizard. Go to the Certificafes page to check the status of the installation.

Configuragéo da Politica de VPN de Acesso Remoto

Etapa 12. Depois que a configuragao inicial da VPN de acesso remoto for concluida, edite o Perfil
de conexéo criado e navegue atéAliases.

Etapa 13. Configuregroup-aiasclicando no icone de mais (+).



Edit Alias Name

Alias Name:

| ssl-cert

Enabled

Editar alias do grupo

Etapa 14. Configuregroup-uriclicando no icone de mais (+). Use a mesma URL de grupo configurada
anteriormente no Perfil do cliente.



Edit URL Alias

URL Alias:
| certauth

Enabled

Editar URL do grupo

Etapa 15. Navegue até Interfaces de Acesso. Escolhainterface Truspoint€SSL Global Identity Certificatenas
configuragcdes de SSL.

RAVPN R - |
Eriter Descripton
Boficy Assignments (1}
Local Reatm: cisco-local Dynamic Access Policy: None

Connection Profile  Access Interfaces  Advanced

Interdaces of the targeied device which belong to below speced interface groups will support incoming Remote Access VPN connections +
Namo Inftorface Trunipoing oS 5L IPaec-IKEV2
p— ° ° ° .

Access Settings

[ Aliow Lisers to select connection prafile whise logging in

SSL Settings:
Web Access Port Humber.* 443
onseonarver

S5L Gicbal Igentity Certshcate: 55_cerlificate -

Wt Erchur M senicns




Editar interfaces de acesso

Etapa 16. Cliquesavee implante essas alteragdes.

Verificar

Use esta sec¢ao para confirmar se a sua configuracao funciona corretamente.

1. O PC cliente seguro deve ter o certificado instalado com uma data, assunto e uso avangado de
chave (EKU) validos no PC do usuario. Este certificado deve ser emitido pela CA cujo certificado
estd instalado no FTD, como mostrado anteriormente. Aqui, a identidade ou o certificado do

usuario é emitido por auth-risaggar-ca.

& Cesificate e | Cestificate * | Certificate *x
Detae Certcabon Path Gonera Corthcatonpeth Gerers [D=3E ] cortentn ot
Show: | <All> - Show: | <At
f Certificate Infarmation
- Feid Value
This cartificate is intended for the following purpose(s): F‘.w Yoes
ald to 18 June 2026 11:56:22

= Enures the identity of a remote computer

dohain. ctsc0.com, Clsco Syste... |

« Protacts e-mal messagas
« Bloves data on disk o be encrypted = Jpubic key RSA (2048 Bits)
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Destaques do certificado



Note: O certificado do cliente deve ter o EKU de Autenticagao do Cliente.

2. O Cliente Seguro deve estabelecer a conexao.
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01:59:11 Contacting 55L-VPN.
Network 01:59:16 Establshing VPN session...
01:59:19 The Csco Secure Chent - Downloader is performing update chedks...
01:59:19 Checking for profie updates...
ISE Posture 01:59:19 Checking for product updates...
01:59:19  Checking for customization updates...
01:59:19 Performing any required updates...
SE Posture: Umbrella 01:59:19  The Csco Secure Chent - Downloader update checks have been completed.
01:59:19 Establshing VPN - Initiating connection...
Mo policy server detected. 01:59:19 Estabishing VPN session...
Default natwork access i in effect. 01:59:19 Establishing VPN - Examining system...
01:59:19 Establishing VPN - Activating VPN adapter...
01:59:20 Establching VPN - Configuring system...
01:59:20 Establishing VPN...
01:59:20 Connacted to SSL-VPN.
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Conexao de Cliente Seguro Bem-sucedida

3. Executeshow vpn-sessiondb anyconnectpara confirmar os detalhes de conexao do usuario ativo no grupo
de tuneis usado.

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : do11jain.cisco.com Index : 8

Assigned IP : 10.20.20.1 PubTlic IP 1 72.163.X.X
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256
Bytes Tx : 14402 Bytes Rx : 9652

Group Policy : Dfl1tGrpPolicy Tunnel Group : RAVPN-CertAuth
Login Time : 08:32:22 UTC Mon Mar 18 2024

Duration : Oh:03m:59s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac5de050000800065f7fcl6

Security Grp : none Tunnel Zone : 0
Troubleshooting

Esta secéao disponibiliza informagdes para a solugao de problemas de configuracao.

1. As depuragdes podem ser executadas a partir da CLI de diagnéstico do FTD:

debug crypto ca 14
debug webvpn anyconnect 255



debug crypto ike-common 255

2. Consulte este guia para obter informagdes sobre problemas comuns.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



