Configure o acesso seguro com FTD seguro e
ASA para acesso privado com NAT
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Introducao

Este documento descreve como configurar o Grupo de Tunel de Rede de Acesso Seguro com
Tradugao de Endereco de Rede.

Pré-requisitos

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes topicos:

 Cisco Firewall Management Center
» Defesa contra ameacas do Cisco Secure Firewall
» Acesso seguro da Cisco



Cisco Adaptive Security Appliance
» Traducao de Endereco de Rede
* Roteamento baseado em politicas
Capturas de pacotes no firewall

Componentes Utilizados

As informacdes neste documento sdo baseadas em:

+ Cisco Firewall Management Center 7.10

» Cisco Secure Firewall Threat Defense 7.10
» Acesso seguro da Cisco

» Cisco Adaptive Security Appliance 9.22

* Roteadores Cisco

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

O Cisco Secure Access oferece recursos de Secure Service Edge nativos da nuvem, incluindo
Secure Internet Access (SIA) e Secure Private Access (SPA). Para empresas que estendem o
acesso de aplicativos privados a usuarios remotos sem fazer backhaul de todo o trafego por meio
de um data center, o Secure Access usa os Network Tunnel Groups (NTGs) IPsec para criar
tuneis criptografados entre dispositivos de rede locais — como o Cisco Firewall Threat Defense
(FTD), o Adaptive Security Appliance (ASA) — e os Cisco Secure Access Cloud Points-of-
Presence (PoPs).

Este documento detalha como estabelecer um tunel IPsec baseado em rota usando IKEv2 entre o
Cisco FTD , ASA e o Cisco Secure Access, habilitando o Network Address Translation (NAT) no
Secure Access e o Policy-Based Routing (PBR) no FTD e no ASA para orientar somente o trafego
de acesso privado no tunel.

Diagrama de Rede
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Configurar

Secure Access e Secure Firewall Thread Defense - VPN dinamica (BGP) baseada
em rota com PBR

Configurar o grupo de tuneis de rede no acesso seguro

1. Faga login no painel de acesso seguro Acesso seguro

2. Navegue para Connect > Network Connections > Network Tunnel Groups e clique em +Add
para configurar o Network Tunnel Group

‘dhes’ Secure Access : £ Jaikishan Yadav

[Network Connections | & Raute Summarizati

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

Experience
nsighs o o 0
Disconnected § Warning £b Connected @
&
Connect

Network Tunnel Groups

= A natwork tunnel group provides a framework for establishing tunnel redundancy and high
[, availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

Acesso seguro - Grupos de tunel de rede


https://login.sse.cisco.com/

3. Configurar Grupo de Tuneis de Rede - Definigdes Gerais

» Configure o nome do grupo de tuneis, a regiao e o tipo de dispositivo
* Cliqgue em Next

 Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

| Fro-soP

Reglon

[ US (Pacific Northwest) " J
Device Type

[ FTD - ]

< Cancel m

Acesso seguro - Configuragdes gerais dos grupos de tuneis de rede

4. Configure Tunnel ID e Passphrase.

» Configure a ID do tunel e a senha.
* Clique em Avangar

« Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections o

the internet and private resources. Select one of your

ion's available

devices to establish this network tunnel group connection, Help ©f

@ General Settings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

Tunnel ID and Passphrase
Configute the tunnel 1D and passphrase that devices will use to connect to this tunnel group.

Tunnel Il Format

@ Email IP Address

Tunnel ID
[mngp\-pn ] @<org=<hubs.sse.cisco.com

Passphrase

Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[t o |

=] -]




Acesso seguro - ID e senha dos grupos de tunel de rede

5. Configurar o Roteamento

» Configurar numero AS do dispositivo
* Clique em Salvar

@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing [:] Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Advanced Settings

[) Multinop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[_) override BGP route summarizati
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Gancel

Acesso seguro - Roteamento de grupos de tunel de rede

6. Salvar Configuragao do Grupo de Tuneis de Rede




+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunnel ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44228138150 ¢ 2603 5004:13:206::19017
3 ftaib
@ Data for Tunnel Setup Secondary Tunnel ID 9RVRNE:
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

Download CSV
: 3

Acesso seguro - Grupos de tunel de rede

Configurar a VPN IPsec baseada em rota dindmica no Secure Firewall Threat Defense (FTD) com
PBR

1. Faga login no Centro de gerenciamento de firewall (FMC)
2. Configurar o Virtual Tunnel Interface VTI

* Navegue até Dispositivos > Gerenciamento de dispositivos


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

CIsco D¢ ; [ Device Management

— Devices = X

Monitor

IDeviceManagement I + Upgrade

3 Insights & Reports >
Template Management Threat Defense Upgrade

2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig

1 Policies > Certificates

Objects

— Show less

mm Devices I

Gerenciamento seguro de firewall - Painel

» Clique no icone do Lapis ao lado do dispositivo e navegue até a secao Interface
* Clique em Add interfaces e selecione Virtual Tunnel Interface

aliali,  Firewall Management Center

(11 Socure Firewall Interfaces

FTD @

Maonitor

. Device Inline Sets  Routing ~ DHCP  VTEP
iF insightsEReports >
o e , Interfacos | Virtual Tunnels | Q. Search by name | [ syne nterface ]l nda ntertaces - | .

Sub Imerisce

s Interface Logical Mame  Type Security Zones  MAC Address (Active/Stand...  IP Addross Path Monit..  Virn Redundant interface
1 Pelicles * Bridge Group Interface
@ Managementifo managemeant Physical Disabled Global
L] Objects Wirtual Tunnel interface
7] GigabitEthemet0/o outside Physical  outside U9 2168112/ 241 5tatic), Disabled Global Loopback Intarface
'.., Devices ¥
N bter fiace
(@ cigaitethemeton insige Fhysical  inside 10.10.10:1/24 (Statie); Disabled Gloal VNI Interface
& Securs Connections
[ GigabitEthemato)2 Physical Disabiled
& Integrations
[@ cigabitEthemator3 Physical Disabled

Gerenciamento seguro de firewall - Configuracédo de FTD VTI

» Configurar VTI



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

Tunnel Source:*

{0 -10413)

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva

IP Address:*

@ Configure IP

() pve

O Borrow IP (IP unnumbered)

[ 169.254.2.1/30

| ®

Select Interface

Gerenciamento seguro de firewall - Configuragéo de FTD VTI

_I_

Cancel m

» Configurar VTI-2 também para VPN IPsec secundaria com acesso seguro

FTD

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets

Interfaces | Virtual Tunnels

Routing

DHCP VTEP

Cancel

Q1 Search by name

] [ Sync Interface ] [ Add Interfaces ~ ]

Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



Gerenciamento seguro de firewall - Configuracédo de FTD VTI

3. Navegue para Conexdes Seguras > VPN Site a Site e SD-WAN e clique em Adicionar para
configurar a VPN

abaln  Firewall Managenm Center
cisco t

° Q@) ® @ admin -

Fite-to-Site VPN & 5D-WAN

= Secure Connections ==
Monits ® J[ Refresh ]
- IS-Io-to-SiIn VPN & SD-WAM o I
! Insights & Reports »
Remote Access VEN
e e kLroe ’ Dynarmic Access Policy
Marage
1 Policies »
9" Objects
wm Dovices »
Ho VPN topologhes are configured. Create a VPN Topology.
& Integrations »
Gerenciamento Seguro de Firewall - Configuragéo de VPN FTD
* Criar topologia de VPN
Create VPN Topology ®
Topology Name *
[ SecureAccess-VPN-Primary ]
VPN Type
New P ~

(O SD-WAN Topology

@ Route-Based VPN
simplifies and automates the Secures traf

(O Policy-Based VPN

A SASE Topelogy cannot
be selected because
Cisco Umbrella

Select VPN Topology

&

Prerequisites

Select VPN Topology

O @ Hub and Spoke
@ @ Peer to Peer

Select VPN Topology
@
@
®

Connection is not
configured.

Prerequisites

C' Refresh

Gerenciamento Seguro de Firewall - Configuragéo de VPN FTD

* Na etapa 6 do Configure Network Tunnel Group on Secure Access , obtenha as IDs de tunel



e os enderecos |IP dos data centers principal e secundario.

Clique em Endpoints

Em Node A, clique em Device e selecione seu dispositivo FTD

Cliqgue em Virtual Tunnel Interface e selecione a primeira interface VTI criada na etapa
anterior

Clique na opcao Send Local Identity to Peers e selecione Email ID, insira o ID de tunel
principal (em "Save Network Tunnel Group Configuration", em Configure Network Tunnel
Group on Secure Access )

Em Node B, cliqgue em Device e selecione Extranet

Clique no Nome do dispositivo e dé um nome a ele

Clique em Endpoint IP Addresses (Enderecos IP de endpoint) e insira os enderegos IP
principal e secundario de acesso seguro separados por virgula (de "Save Network Tunnel
Group Configuration" (Salvar configuragao do grupo de tuneis de rede) em Configure
Network Tunnel Group on Secure Access )

Clique em Adicionar VTI de backup

Clique em Virtual Tunnel Interface e selecione a segunda interface VTI criada na etapa
anterior

Clique na opcao Send Local Identity to Peers e selecione Email ID, insira o ID de tunel
secundario (em "Save Network Tunnel Group Configuration", em Configure Network Tunnel
Group on Secure Access )

Clique em Salvar



Edit VPN

Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:*

Endpoints

Device:*

(] KEw IKEv2

IKE IPsec Advanced

Node A

[ FTD

*)

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID - ]

| ftdbgpvpn(

FTD Seguro - Configuragéo de Ponto de Extremidade VPN

Node B

Device:*

[ Extranet v ]

Device Name*:

[ Secure Access ]

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56 ]

Cancel




Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

FTD Seguro - Configuragao de Ponto de Extremidade VPN

» Configurar configuracdes de IKEv2 de acordo com parametros |IPsec suportados
» Selecione Policies (Regras) como Umbrella-AES-GCM-256
» Selecione o tipo de autenticacdo como chave manual pré-compartilhada


https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

[:] Enforce hex-based pre-shared key only

FTD Seguro - Configuragdes de VPN IKE

+ Definir configura¢des de IPsec

» Selecione Propostas IKEv2 IPsec como Umbrella-AES-GCM-256
» Habilite o PFS como o grupo de médulos selecionado como 20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary }

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

FTD Seguro - Configuracdes de IPsec de VPN

» Configuragbes avangadas
* Clique em Salvar

Cancel



Edit VPN Topology ®

Topology Name:*

| SecureAccess-VPN-Primary ‘

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
IPsec IKE Keepalive: | Enable v
Tunnel —
Threshold: | 10 [ Seconds
Retry Interval: |2 [ Seconds (R 2-1
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

FTD seguro - Configuragdes avangadas de VPN

Roteamento baseado em politica de FTD

No roteamento tradicional, os pacotes sdo roteados com base no endereco IP destino. Alterar o
roteamento de trafego especifico em um sistema de roteamento baseado em destino € dificil. O
Roteamento Baseado em Politicas (PBR) estende e complementa os mecanismos fornecidos
pelos protocolos de roteamento, dando a vocé mais controle sobre o roteamento.

O PBR permite que vocé defina a precedéncia do IP. Também permite especificar um caminho
para determinado trafego, como o trafego prioritario sobre um link de alto custo. Com o PBR, vocé
pode definir o roteamento com base em critérios diferentes da rede de destino, como porta de
origem, endereco de destino, porta de destino, protocolo, aplicativos ou uma combinagao desses
objetos. Para obter mais informacgdes, consulte Roteamento Baseado em Politica

1. Configurar Lista de Acesso

* Navegue até Objetos > Lista de acesso > Estendido
» Clique em Adicionar Lista de Acesso Estendida


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

iale  Firewall Management Center

€ISE0  Ohjects

EXtendEd | - )
An i BCCEES CONLO ACL), sarvice will &

* AAA Sarver
Monitor ~  AccessList
Extended
T Inslghts & Reports 3
ervice Acce:
2 EventskLegs » Standard Mame Value Override
¥ Address Pools
Manag Application Filters
1) Policies » A3 Path
[ 50 o | S
Cipher Suite List
am Devices » ity List

FTD seguro - Lista de acesso estendida

* Fornecer o Nome da Lista de Acesso
 Definir a agao
» Permisséao. - O trafego definido sera enviado para o tunel IPsec
» Bloquear - o trafego sera ignorado do tunel IPsec
» Aregra sera correspondida com base no numero de sequéncia (do menor para o
maior)
Clique em Adicionar
* Clique em Salvar

Add Extended Access List Entry @
Action:

l Allow v ]

Logging:

[ Default v J

Log Level:

Log Interval:

Sec.

Network Port B Application D Users B Security Group Tag

Available Networks C = Source Metworks (1) Destination Networks (0)
Q. 10.10.0. ® ] obj10.10.10.0 o any
0bj10.10.10.0

Add to Destination

FTD seguro - Lista de acesso estendida



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B AMow  obj 1010100

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

FTD seguro - Lista de acesso estendida

2. Configurar o Roteamento Baseado em Politicas

* Navegue até Devices > Device Management > FTD > Routing

irewall Management Cente ' QD @
1. Firewall Management Center Q, Search P00 @

sdmin

FTD m

ure Firewall Theeat Defense for ViMware

sl
€1sco v Secure Flrowall Routing

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

2 Events &logs

Manage Virtual Routers wre the basic dotails of this virtual router

Glabal —
Manago | VRF Mame:
1] Policies ¥ Wirtual Router Properties
Description
ECMP
%5 Objects
BFD
’ os o
OSPFV3 ) Seadeh
Secure Connections
" EIGRP Available Interfaces Salected Interfsces
%  Integrations » RiF
Policy Based Routing
v BGP
A, Troubleshooting » .
IPvE

= Addeninlatratian

FTD seguro - Roteamento baseado em politicas

» Clique em Adicionar
» Selecione Ingress Interface - Ingress interface para a sub-rede definida na Lista de Acesso



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

FTD seguro - Roteamento baseado em politicas

* Definir Critérios de Correspondéncia e Interface de Saida

» Clique em Adicionar

» Selecione a ACL Match

» Selecione Enviar para como endereco IP

» Adicione o endereco IP do proximo salto. - Os enderecos IP da interface VTls sdo. 169
254 2 130 e. 169.254.2.5/30. Assim, os enderecos IP do préximo salto para VTl -1 e
VTI-2 seriam 169.254.2.2 e. 169.254.2.6, respectivamente

* Clique em Salvar



Add Forwarding Actions ®

Match ACL: * [PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: [ For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

FTD seguro - Roteamento baseado em politicas

FTD You have unsaved changes

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

EGMP insida f Lraffic matches tha Access List send through & O
BFD PER 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~ BGP

FTD seguro - Roteamento baseado em politicas

Configurar o BGP no FTD

1. Habilitar BGP



* Navegue até Devices > Device Management > FTD > Routing > General Settings > BGP
+ Ative o BGP e adicione o numero AS ( numero AS local do FTD)
* Clique em Salvar

.::|I....|c.’. Firewall Mz -nt_L_.entgr Q1 Search Deploy o -O[:‘ ® e

Monitor

Davice Imterfaces Inline Sats Routing DHCP VTEP

Enable BGP:

T Insights & Reports

& Events &Logs

Manage Virtual Routers AS Humiber®
Fr— Global | BE01H ]
Policios » Virtual Routes Properties Cverride BGP general settings router-id address:
ECMP Reuter I
i p
Object tomatic N
jects - Automatic
%, Devices » OSPF P Addngss®
OSPFv3
i v »
&  Secure Connections J—
s General ? MNeighbor Timers

3 integrations

FTD seguro - Roteamento BGP

* Navegue até BGP > IPv4

2. Adicionar Vizinho de BGP- Os peers de BGP de Acesso Seguro sao 169.254.0.5 e.
169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

FTD seguro - Roteamento BGP




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global v

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties

ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.254.0.5 64512 Enabled on
93PRv3 169.254.0.9 64512 Enabled &0
EIGRP

RIF

Policy Based Routing
w BGP

1Pvd

FTD seguro - Roteamento BGP

3. Adicione as redes - Redes que precisam ser anunciadas para acesso seguro

* Clique em OK.

Add Networks

Network*
[ ob) 1010100

FTD seguro - Roteamento BGP

+ Salvar e implantar as alteragoes

Verificar o status do tunel



No acesso seguro

' Secure Access * @ 0 9 Jaikishan Yadav

&« Notwork Tunnel Groups
FTD-BGP

# Edit Configuration
Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,

.
Home
Summary Seelogs
@ & Comnected
Experience
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0
Device Type FTD Device BOP AS &500
& Last Status Update  Jun O, 2026 253 AM Pear [Secure Access) RGP AS BasK2
Connect BGP Peer [Secure Access) IP Addresses 169254 0.0, 166.254.0.8, 2a04-edcd:bic 723 bET0000/120
Multinop BOP Addresses -
= Muttihop TTL - View advanced settings
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub Seelogs
Secure 0 HubUp © HubUp
] 1 1
- Active Tunnels S Active Tunrels S
Mosizor
Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng
Q Data Center sse-usw-2-1-1 Data Center sse-usw-2-1-0
e 1P Address A4.228138150 28035004 113: 206: 1901 1P Addross $2.35.201.58 2603:5004°13:20:::18011

FTD seguro - Status do tunel IPsec

No CVP

alalie  Firewall Ma

cisco

Last Updated: 11:56 PM m HAT Exemptions m
Refresh
L

Mandor
! Insights & Reports »
Topology Hame VPH Type Metwark Topolagy Tunnel Status Distribution IKEW1  IKEv2
& Events &Logs 3 - —
w  SecurgAccess-VPN Route Based (VTI) Point-to-Point 2- Tunnets W
Manage Hode A Hade B
1] Palicies y
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranet 48226136150 (44,228 FTD ocutside (192168112} VT (169.254.2.1)
& Devices Extranet FTD outside (192.168112) VT2 (169.254.2.5)
[ F Secure Connections
A intogrations ¥ Vigwing 1-2 of 2

FMC Seguro - Status do Tunel IPsec

Configurar a VPN IPsec baseada em rota estatica no Adaptive Security Appliance
(ASA) com PBR

Configuracao de VPN no acesso seguro

1. Faga login no painel de acesso seguro Acesso seguro
2. Navegue para Connect > Network Connections > Network Tunnel Groups e clique em +Add



https://login.sse.cisco.com/

para configurar o Network Tunnel Group

¥ @ QA ssEdshen e

Network Connections | @ Poute Summartzation

Mannge thi connections that sllaw uier WMz 12 Pobeh pifvele TSOUTSE ON youf Retwork, For infarmation abeut thets cptiond, bas Halp [

Groups : ur P | Maoraki Sites FTDs

Hetwork Tunnel Groups 5.

Disconnected O Warning 4, Connected &

Network Tunnel Groups

= A natwork tunnel group provices:a framework for establishing tunnel redundancy and high
e avdiibility. Gonnect tunnels 10 the huts within a netwerk funnel grous o securely control
usar SCoess to the Antermedt and private resources, Help CF

Acesso seguro - Grupos de tunel de rede

3. Configurar Grupo de Tuneis de Rede - Definigdes Gerais

» Configure o nome do grupo de tuneis, a regiao e o tipo de dispositivo
* Cliqgue em Next

— & Metwork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
Home the internet and private resources. Select one of your arganization’s available network
devices to establish this network tunnel group connection. Help 7

Experience
Insights
General Settings
@ General Settings 9
-~ Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
Cannect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
Resources 3 Routing ASA-NAT |
' Region
4  Data for Tunnel Setup . 3
- US (Pacific Northwest) o |
Secuwre LN
Device Type
a .
Manitar L ASA - |

Q
< Cancel m
Investigate

Acesso seguro - Configuragdes gerais dos grupos de tuneis de rede

4. Configure Tunnel ID e Passphrase.

» Configure a ID do tunel e a senha.
» Clique em Avancgar



Home

L]
Experience
Inskghts

Resources

Secure

Moninor

Q

Imvestigate

do

Addmin

4 Netwaork Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help

@ General Settings

@ Tunnel 1D and Passphrase |

3  Routing

4 Data for Tunnel Setup

Acesso seguro - Grupos de tunel de rede

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format
(®) Email

Tunnel ID

IP Address

[ asahomevpn

Passphrase

] @< org=<hubs sse.cisco.com

Show ]

The h

musst be bet 16 and 64 ch

number, and cannot include any special characters.

Confirm Passphrase

5 long, It must include at least one upper case letter, one lower case letter, one

T —

=)

Cancel

5. Habilitar a Conversao de Enderego de Rede (NAT)

+ Metwork Tunnal Groups

Add a Metwork Tunnel Group

@
Experience
Insighes

H Atk

@ Ganeral Sottings

@ Tunnel I and Passphrase

(%) routing

4 Data for Tunnel Setup

o, Halp

Add a netwark tunnel group 1o Secure Access and enable secure network connections 1o
the isternél and private resources. Select ane of your ceganization's svallable network
dinicid

Routing options and network overlaps.
Configure routing options far this tunnel groug.

I & Metwork Address Translation (AT}

Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.

Souree Mappings

Site - Secure Accoess

Source MAT

Destination MAT Mappings

Add & dastination mapping to snabls this ruls

Al source IP addresses transiste 1o Secure Access - Site O
range: Source NAT
Translate 1 Sbcuns Acciis NAT
aubnet
Direction (3 Original CIDR Trarslatod CEDR

Caonfigure full bi-directional granular control over destination IF address translation.

Internet Protocol Version Setting for Routing

Enable IPw8 Reuting in additisn te IPvg

Camcel

Acesso seguro - Configuragdes de NAT de grupos de tuneis de rede

6. Adicionar mapeamento NAT de destino

+ Add Mappings

Fluxo 1 - Roteador 1 para Roteador 2 (local para acesso seguro)



Fluxo 2 - Roteador 2 para Roteador 1 (Acesso seguro ao local)

+ Metwork Tunnel Groups

Add a Network Tunnel Group

Aridl @ mwiwerk tunnal group i Secure Access and ensble secue natweork conmestions 1o
Hona 10 IFADITN DA BIVENG ESSUTERs. SHIET ana of yeur sganization's ivalabie natweek
devicas 10 astabiizh this metwori tunnel group connoction. Help o

'L’:' Genaral Satiings Reuting options and netwerk overlaps

* Cenfigure fouting splians for this wnnel groep.
Conmect o)
L) Tunnel I snd Fasaphense Netwrk Address Translstion (MAT)
= Select to add NAT mapping configurations that resclve cverlapping subnet IP address ranges, including netwarks with conflicting IP address spaces
Resoues Raistin
o d Sowrce Mappings
| 4 Data fer Tunnel Setup Site & Secure Access AN i 1P 30T TN AL 1 Secure Access 5 Site
Bacare N
; Saurce NAT ange: Soaurcs NAT o
Adid a destination mapping o enable this e
a
Meandor Acsers NA
Q
. Destination MAT Mappings
Hame Direction Griginal CIDR Translated CIDR
= ASA-To-FTD » Site - Secure Access W02 [ THEIBAINI0RI2 | x
Admin S -
Rows par page | 30 ~ | [ﬂ ]
Weceticmi
+ Addd Mappings
Internet Protecol Version Setting for Routing
Retum b
o Enable IPVE Rouwting in addition to Bvd

Acesso seguro - Configuragdes de NAT de grupos de tuneis de rede

Caution: Quando o NAT esta habilitado, o BGP nao é possivel . Além disso, configure
também a VPN estatica nos dispositivos da borda do cliente

Je

Tip: Lembre-se sempre de fazer ping em um IP convertido .

O IP traduzido vai para o CIDR traduzido e o IP real vai para o CIDR original.



Netwaork Tunnel Groups
Add a Network Tunnel Group

Add 3 network funnel group 1o Secure Access and enable secure netwerk connections to
e internet and private resourees. Seleet one of your organization's available network
dwwicas b0 establich this network tunnal group cannection. Help cf

{;:I Dansial Swiiigs Routing options and network overlaps

Configure routing options for this tunnel group.

=
() Tunnel 10 and Passphrase Netwark Address Transiation (NAT)

Select to add NAT mapping CGEfIgLI{a‘.IC"IS that resolve overlapping subnet IP address ranges, including networks with co I\fllCllI\g IP address spaces.
) "
[~ ) Routin,
e i Saunce Mappings

4 | Data for Tunnel Setup Site & Secure Access All sowrce P aodresses ranslate 1o Secure Access » Site All source IP addresses iranslate to

Sounca NAT range: Source NAT range:

o) Transkate to Secure Access NAT

subnet

Dostination NAT Mappings

Mame Direction Oviginal CIDR Transiated CIDR
ASA-To-FTD She = Secure Access 10.10.10.102/32 192.168.10.102/32
FTD-To-A5A Socure Access - Sie 10.10.10,101/32 172.16.10.101/32 s

Rows per page | 30 [ 1 J
+ Add Mappings

Internet Protocol Version Setting for Routing

—

Acesso seguro - Configuragdes de NAT de grupos de tuneis de rede

Clique em Save

Je

Tip: Para o trafego que vai do 'Site A' para o 'Site B', do ponto de vista CNHE-1 a direcao
€ 'Site-> SecureAccess'

Para o trafego que vai do 'site B' para o 'site A', do ponto de vista CNHE-1 a diregéo é
'SecureAccess -> Site'

Configuragao de VPN no ASA

1. Faga login no CLI do ASA, entre no modo de ativagao e verifique a conectividade IP basica
para a Internet

ASA#sh ip

Enderecos IP do sistema:

Nome da interface Endereco IP Mascara de sub-rede Método
GigabitEthernet0/0 fora de 192.168.1.40 255.255.255.0 manual
Manual de GigabitEthernet0/1 dentro de 10.10.10.1 255.255.255.0

Enderecos IP atuais:
Nome da interface Endereco IP Mascara de sub-rede Método
GigabitEthernet0/0 fora de 192.168.1.40 255.255.255.0 manual



Manual de GigabitEthernet0/1 dentro de 10.10.10.1 255.255.255.0

ASA#ping 8.8.8.8

Digite a sequéncia de escape para cancelar.

Enviando Echos ICMP de 5.100 bytes para 8.8.8.8, o tempo limite € de 2 segundos:
A taxa de sucesso € de 100% (5/5), round-trip min/avg/max = 20/28/30 ms

N° ASA

2. Configure a politica IKEv2 e habilite o IKEV2 na interface externa

crypto ikev2 policy 10
encryption aes-gcm-256
integridade nulo

grupo 19

segundos de vida util 86400
crypto ikev2 enable outside

3. Configurar proposta de IPSec

crypto ipsec ikev2 ipsec-proposal Ipsec-Proposal-primary
protocol esp encryption aes-gcm-256

4. Configurar o perfil IPsec

crypto ipsec profile csa-profile-primary
set ikev2 ipsec-proposal Ipsec-Proposal-primary
set ikev2 local-identity email-id <primary tunnel-id>

5. Configure a Diretiva de Grupo e habilite o protocolo IKEv2 no atributo.

group-policy csa-policy-primary internal
group-policy csa-policy-primary attributes
VPN-tunnel-protocol ikev2

6. Configure o grupo de tuneis.

tunnel-group 44.228.138.150 type ipsec-I2|
tunnel-group 44.228.138.150 general-attributes
default-group-policy csa-policy-primary



tunnel-group 44.228.138.150 ipsec-attributes
ikev2 remote-authentication pre-shared-key <pre-shared-key>
ikev2 local-authentication pre-shared-key <pre-shared-key>

7. Configurar a Interface de Tunel Virtual (VTI)

* Nomese vocé pode escolher

* O endereco IP atribuido ao VTInao deve sobrepor-se a qualquer outra interface no ASA
» A origem do tunel deve ser a interface externa do firewall

O destino do tunel deve ser o endereco IP do data center

interface Tunnel1

nameif VTI-1

ip address 169.254.2.1 255.255.255.252

tunnel source interface outside

tunnel destination 44.228.138.150

tunnel mode ipsec ipv4

tunnel protection ipsec profile csa-profile-primary

8. Configure o roteamento de forma que o trafego para o endereco IP ou sub-rede mapeada seja
roteado dentro da interface VTI. O proximo salto precisa ser feito pelo IP dentro do intervalo de
VTL

route VTI-1 0.0.0.0 0.0.0.0 169.254.2.2 5. (para trafego baseado em Internet, pool RAVPN ou
CGNAT)

or

route VTI-1 172.16.10.101 255.255.255.255 169.254.2.2 5

Roteamento baseado em politicas

1. Lista de acesso

access-list PBR extended permit ip 10.10.10.0 255.255.255.0 any

2. Mapa de rotas

route-map RM-CSA permit 10
match ip address PBR



set ip next-hop 169 254 2 2 169 254 2 6
3. Aplicar o mapa de rotas na interface de entrada

interface GigabitEthernet0/1

nameif inside

nivel de seguranca 100

endereco ip 10.10.10.1 255.255.255.0
policy-route route-map RM-CSA

Verificar

Teadfic initiated from Router2 to Router 1

Traffic Initiated from Router 1o Rouber 2

i T —— .
: A Scure Aerens ) 2.
Y S — k
. : Site -8
: o R Togion B :
10.10.10.024 N o
. B e T W Ne— &S H———
- Int 2} 4
: CHHE - & it cHHE-B
e e e ———————————————————————— L - 3_?
Ricutier -1 -
Router -2
10,90, 10,101
- 10.10,10,102

AeallP - 10L010.001
Mapped 1P 172.16.10.101 s

SrciP - 10.10.10.101 - Sre P - 100.96.0.0118 Sec P« 100.36.0.016 . Srolf - 100.96.0.016

1P - 101818152

Mapeed P 192 168.10.102

Destination IP. 192.168.10.102 Deatination IP. 132.168.10.102 Destination IP. 192.168,10.102 Destination IP, 10.10.10,102
Sre|P - 100.103.255.024 : Src (P - 10.00.10.102 '

Sre P - 10.10110.102 SrelP - 1010.10.102
Destination IP. 10.10.10.901 Dbttt MET SR IRROIENT Dustination IP, 172.16,10.101 Destination IP, 172.16.10.101

Interface do roteador e status de acessibilidade do GW

Routerl#show ip interface brief

Interface IP-Address ? Method Status
GigabitEthermnetl 192.168.1. 181 YES NURAM down

GigabitEthernet2 18.168.18. 181 YES NURAM up

GigabitEthernet3 unassigned » NURAM administratively down

GigabitEthernet9 unassigned YES unset administratively down
Routerl#ping 168.18.108.1

Type escape sequence to abort.

Sending 5, 188-byte ICHMP Echos to 18.18.18.1, timeout is 2 seconds:

is 188 percent (5/5), round-trip min/avgs/max = 17172 ms

Teste 1- Roteador2 —> Roteador1. - Teste de ping

Protocol
dowmn

up

down
dowun



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

Captura de pacotes no FTD (FW remoto)

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

Ensaio 2. - Roteador 2 —> Teste de ping do roteador 1

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn

RouterZ#ping 18.168.18.1
Type escape sequence to abort.
Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

Captura de pacote FTD (FW local)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

Captura de pacote ASA (FW remoto)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



