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Introducao

Este documento descreve como habilitar o compartilhamento de contexto entre o Cisco Secure
Access e o Cisco Identity Services Engine

Requisitos

A Cisco recomenda que vocé conheca estes topicos:

» Cisco Secure Access—Uma solucéo de borda de servigo de seguranga (SSE - Security
Service Edge) baseada em nuvem que fornece acesso de rede de confianca zero para
permitir que os usuarios se conectem facilmente a Internet e a aplicativos privados de
qualquer dispositivo.

+ Cisco Identity Service Engine (ISE) Versao 3.4 Patch 5.

» Cisco Security Cloud Control—Uma solugao de gerenciamento unificado para seus produtos
e identidade Security Cloud. O Security Cloud Control esta incluido no Secure Access.

Background

Essa integracao permite a criacdo automatizada de tuneis confiaveis de filiais Catalyst SD-WAN
para o Cisco Secure Access, facilitando a troca transparente de ID/nome de VPN e contexto SGT.

O Cisco Identity Services Engine (ISE) continua sendo a autoridade central para configuragéo e
gerenciamento de SGT. Todas as atualiza¢des executadas no ISE s&o sincronizadas
automaticamente com o Cisco Secure Access. Se um SGT for excluido, as regras existentes que
fazem referéncia a ele permanecerao ativas para garantir que a correspondéncia de trafego
continue como esperado.

No momento, estamos oferecendo disponibilidade limitada para mapeamentos de SGT, que



estende o suporte para incluir objetos de destino de SGT em suas regras de segurancga. Além
disso, o suporte para a construcao de tuneis SASE que transportam SGT da Meraki e Cisco
Secure Firewall sera disponibilizado em breve

Caso de uso:

Politica baseada em espaco de nome SGT:

Como administrador de segurancga, o Kit deseja aplicar a microssegmentac¢ao contigua usando
SGT do ISE local para o trafego SSE privado e vinculado a Internet.Capacidade de importar SGT
para aplicar politicas.

Security

Cloud

Secure Access

Componentes Utilizados

As informacdes neste documento sao baseadas em:

+ Identity Service Engine (ISE) versao 3.4 Patch 5
* Acesso seguro
* Nuvem de segurancga da Cisco

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.



Visao geral da configuragao de compartilhamento de contexto

» Conectar o ISE a nuvem de seguranca da Cisco

* Conecte o Cisco Secure Access ao ISE

Configurar

Este guia divide a configuragao geral nas seguintes etapas principais:

1. Conecte o Cisco ISE ao Cisco Security Cloud
2. Conecte o acesso seguro da Cisco ao Cisco ISE
3. Tags de grupos de segurancga no Cisco Secure Access

Antes de Comecar

 Verifique se vocé instalou e ativou a licenga Advantage na implantagcéo do Cisco ISE.

» O agente do DNA Cloud cria uma conexado HTTPS de saida com o Cisco DNA Cloud.
Portanto, vocé deve definir as configuragdes de proxy do Cisco ISE se a rede usar um proxy
para acessar a Internet. Para definir as configuragdes de proxy no Cisco ISE, navegue até
Administration > System > Settings > Proxy

» Verifique se a porta 443 esta aberta para conexao de saida do Cisco ISE para o portal Cisco
pxGrid Cloud. Se as configuragdes de firewall ou proxy estiverem definidas, verifique se
estes URLs nao estao bloqueados:

https://dna.cisco.com

https://security.cisco.com/

Etapa 1: Habilitar a nuvem Pxgrid no ISE

1 Navegue até a GUI do ISE.

2 Cliqgue em Administration - Deployment (Administragao - Implantagao).
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/4, pxGrid Cloud can be enabled only after registering your Cisco ISE to your
Cisco DNA Portal account.

ISE deployment name

ise-test

Description (optional)

4

Select a region where you want to register your device. Application should also be
available in the same region.

Region

us-west-2 ~

Check the checkboxes below to register this ISE if you concur with the statements.
| have read and acknowledge the Cisco Privacy Statement.

| agree that offers are governed by Cisco EULA and | am an authorized agent of my
company. Cisco's End User License Agreement.

Register

4 Vocé vera uma janela pop-up com o codigo de ativagao preenchido automaticamente.Clique em

Avancar,
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6 Clique no link Catalogo de integragéo na Etapa 5.
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App configuration

Application status
& Inactive

Instance 0]

() Existing instances (8 New instance
Data scope

Select at least 1 data scope for this application to consume.

Adaptive Network Control (ANC) Configuration
Provides ANC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Mobile Device Management (MDM)
Provides endpoint details including model, manufacturer, type, compliance, and MAC
address.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

RADIUS Authentication Failures
Provides RADIUS protocol failure details such as failure reason, username, NAS NAD
details, authentication details, framed IP address attributes, MAC address, and
calling station ID.

Session Directory
Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint
profile device, Security Group Tag (SGT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, SGT. and SGT bindina information.

Copie a senha ocasional como ela sera usada no Cisco Secure Access.



One-time Password
Generated

Log into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account 7

One-time password

L [O L
4

OK

Etapa 2: Integrar o Cisco Secure Access ao ISE

1. Faga login em security.cisco.com.
2. Selecione o Cisco Secure Access ORG
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4 Clique em Adicionar modulo de integragéo
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6 Clique em Connect

— Integrations » ISE integration

Identity Service Engine (ISE)

&> Organization
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>
amarara .
Qverview
ame dentity Service Engine enables endpoint access control and network device administration for enterprises.
How to setup integration Integration advantages Compatible products
¥ Al Defense Identity Service Engine
= (1SE) Configure the ISE device
[ Secure Access
Activate pxGrid Cloud
H This step requires credentials for ldentity Service Engine (I5E) and the DNA Portal.
as a commaon policy angine,
m Favorites > Log in to Identity Service Engine (ISE) > Administration > peGrid Services = Cllent Management = pxGrid Cloud
Connection, and click “Cennect”. To complete the connection an OTP is required. You need to register (SE as a new
@, Identity Intelligence b product in the DNA Portal to obtain an OTF.
l O platiorm Management > 1.1 Obtain the OTP:

a. Register ISE as a new product by logging into DNA Portal > Left-top menu > Products and Applications > and
click the "Preduct” buttan at the top of the page. In the Product registration drawer add a unique name for your
ISE device, select "ISE™ under type and click the "Reqgister” button.

b. An OTP token will be generated. Copy it and go back to the ISE dashboard, then paste the OTP to establish the
CoORNECtion

1.2 Enable pxGrid Cloud services to allow proper data flow:

@ Navigate 1o Client Management = paGrid Policy, and select the following pxGrid Services: Echo Service,
TrustSec SKP, MOM, TrustSec Configuration, TrustSee, Profile Configuration, ANC Configuration, Radius
Failure, User Defined netwerk, and Session Directory.

b. Go to Administration > Settings > Deployment and click on the configured ISE device. Ensure that pxGrid toggle
and the "Enable pxGrid Cloud™ checkbox are enabled.

Configure the ISE - Security Cloud Control Connector
a Activate Security Cloud in the DNA Portal

a. Log in 1o the DNA Partal and under "My applications® select "Cisco Security Cloud®, Click the "Add” button, then
click the link "Create a new ong” 10 generate an OTP,
b. Save the OTP to use it in the Step 3.




7. Insira o nome do médulo de integragédo e o OTP do Cisco ISE e clique em Salvar

“aree’ Security Cloud Control T 4@ vo @ £, amit Arora
Integrations > ISE imtegration > Add new integration
Add New Integration
PO —
Organization -
e — Integration details How to setup integration O
o Configur T n conmpcion, This Mlows Socurity Cloud Contrel to consuma 15E data, Help o

Home

) n 152 complete the instructions to clitain the corfiguration details

5 Al Defenise
Integration module name * O
Secure Access

a

csarise

Authorization token (OTRF) * @

m Favorites R R R A R R R R R R Show

Identity Intelligence

Platform Management Caresl
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ativacao).

0@ o @

Integrations
- "
e i it Ay R LA
ETaroe ad
My Inte-grations '
A ’
Module mpme Inbpge b Croated St
© b [ TEEEUr—
L]

O gt W

9 Faca login no ISE e navegue até Administragéo - Implantagc&o. Clique no né com pxgrid
personna - clique em Nuvem de integragdo em Conex&o Pxgrid.

Em Configuragéo do aplicativo - selecione a instancia do ISE criada no Security Cloud Control e



clique em Ativar
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B3 Adaptive Network Control [ANC) Configuration
Provides ANC conliguration details such as policy name, action type, status, and

MAC address.

10 Application Status agora esta conectado.



App configuration

Application status
& Connected

Instance (@
cea-ige

Data scope

Select at least 1 data scope for this application to consume,

Adaptive Network Control (ANC) Conflguration
Provides ANC configuration detalls such az palicy name, action type, status, and
MAC address,

Echo Service
Frovides a way for the app o check the health of the integration.

Mobile Device Management (MDM)

Provides endpoint details including model, manufacturer, type, compliance, and MAC

address.

Profiler Configuration
Provides |SE profiling policy device details such as 1D and name,

RADIUS Authentication Faillures

Provides RADIUS protocol fallure details such as failure reason, username, NAS NAD

detalls, authentication detalls, framed IP address attributes, MAC address, and
calling station 10.

Session Directory

Provides details on session and user group objects which include authenticated user
context, wired and wireless connection type information, posture status, endpoint

profila device, Security Group Tag [SGT), and usernama.

TrusiSec
Cowers TrustSec, TrustSec Configuration, and TrusiSec SXP tepics which include
SGACL, SGT, and SGT binding information.

User Defined Networks (UDN)
Allows a user to define their network.
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Verificar Marca do Grupo de Seguranga:

Faca login no Cisco Secure Access. Navegue até Recursos - Tags de grupos de seguranga.
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bl Secure Access

— Security Group Tags
Security Group Tags [SGT) specify the privileges of a traffic source within a trusted network. When you
o~ enable an ldentity Services Engine integration, SGTs become available for use in access rules. Help 7
Homg
“ test]| D 39 total
@
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Connect

Informagdes necessarias para o Cisco TAC

ISE:
Como coletar o pacote de suporte do ISE com os seguintes componentes definidos para o nivel
de depuragao no n6 do ISE com Pxgrid Personna :

pxgrid

Infraestrutura

ERS

componente hermes no nivel de depuragao.

SCC:

ID da empresa: no URL de security.cisco.com

'@ a2 security.cisco.com/fintegrations/main/my-integrations?enterprise | d= /"""



https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/214153-collect-support-bundle-on-cisco-identity.html

ID de integracéo.
Iniciar captura HAR

Faca login em Security.cisco.com
Navegue até Gerenciamento de plataforma - Integragées de plataforma

Procure integragées?chamada de api de pagina e, na guia de resposta, vocé encontrara uma ID
de integracao.
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https://www.cisco.com/c/pt_br/support/docs/security/umbrella/224759-generate-a-har-file-to-capture-browser.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



