Configurar o ZTNA universal para acesso a
recursos privados em acesso seguro
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Troubleshooting

Comandos uteis:

Introducao

Neste documento, abordaremos a configuragao para acesso de recurso privado via Universal
ZTNA com diferentes caminhos de trafego.

Pré-requisitos

A configuracao a seguir deve ser concluida antes da configuragao ZTNA universal

* Provedor de identidade no Cisco Secure Access
» Redqistrar dispositivos no acesso de confianca zero usando certificados
» Configurar tuneis com o Cisco Secure Firewall



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://www.cisco.com/c/pt_br/support/docs/security/secure-access/225387-configure-secure-access-ztna-auto.html
https://securitydocs.cisco.com/docs/csa/olh/120415.dita

Rede Virtual Privada de Acesso Remoto

Conector de recursos no acesso seguro

Integracéo do FTD no Security Cloud Control

» O sinalizador de recurso ZTNA hibrido deve ser habilitado para o respectivo Locatario de
Acesso Seguro , entre em contato com o Cisco TAC para habilitar o sinalizador

Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Configuragédo de VPN IPsec no Cisco Secure Access e Firewall Threat Defense
* |dP (Provedor de Identidade) - Provisionamento de Usuario do Ative Diretory

» Configuracdo de VPN remota no Cisco Secure Access

» Implantacao do conector de recursos no Cisco Secure Access

* Inscricao baseada em certificado ZTA

* Certificado - OpenSSL , geracado de CSR , modelos de certificado etc.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco Secure Firewall Threat Defense (Verséo 7.7.10)

» Cisco Secure Firepower Management Center (Versao 7.7.10)
» Cisco Secure Client (ZTA versao 5.1.10.1720)

* Windows 11

* Windows 2019 Server - Autoridade de Certificagao

+ Conector de recursos no ESXi

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informagdes de Apoio

Sobre a Universal ZTNA

O acesso universal a rede de confianga zero (ZTNA) permite que os administradores permitam
especificamente 0 acesso aos recursos da rede interna de acordo com a identidade do usuario


https://securitydocs.cisco.com/docs/csa/olh/121277.dita
https://securitydocs.cisco.com/docs/csa/olh/120696.dita
https://www.cisco.com/c/pt_br/support/docs/security/secure-access/225406-configure-secure-access-for-universal.html

(incluindo confianga e postura do usuario) e sem conceder acesso a toda a rede, como com o RA-
VPN. O ZTNA permite que os administradores protejam os recursos e aplicativos internos para
usuarios remotos e locais.

Como a ZTNA né&o presume que o acesso concedido a um aplicativo autoriza implicitamente o
acesso a outros aplicativos, a superficie de ataque da rede é reduzida.

O Secure Access avalia a politica de acesso. Todas as politicas de controle de acesso
implantadas nos dispositivos do Secure Firewall Management Center sao ignoradas.

O proxy de trafego, bem como a aplicagao de politicas de IPS, arquivos e malware, € executado
no Firepower Threat Defense (FTD).
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Deteccao de rede

Determine a aplicagao na nuvem ou local
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1- O cliente interroga a interface local para a configuragao da rede

2- O cliente procura o beacon TLS

3- Se a condigao corresponder - Aplicagao Local

4- Se a condi¢ao nao corresponder - Aplicagdo da nuvem

Quando configuramos o recurso com "Aplicacdo na nuvem ou local" e associamos a regra TND
ao FTD , o que ele realmente faz € que o conjunto de regras de interceptagcdo que € enviado ao
cliente incluira a avaliagado da regra TND. Assim, o cliente sera instruido pela nuvem a avaliar a
regra TND. Quando enviamos a conexao, colocamos o resultado dessa TND - avaliagdo de
impressao digital de rede no cabegalho HTTP para que, que dira ao proxy se estamos no local ou
em uma rede nao confiavel e, em seguida, o proxy usa essas informagdes e redireciona o trafego
de acordo. Caso a impressao digital corresponda , Zproxy instrui o cliente a redirecionar o trafego
para FTD e, se a impressao digital ndo corresponder, redireciona o trafego para a nuvem.
Consulte Configurar Acesso a Rede de Confianca Zero com Deteccédo de Rede Confiavel

Tipos para Imposicao

» Caminho de Imposicao Local: Aplicacao de firewall


https://www.cisco.com/c/pt_br/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
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. O usuario solicita o aplicativo, o cliente captura e resolve a solicitacdo para o IP efémero
(intervalo de localhost)

. O trafego de controle de autenticagao € enviado para a Secure Access Cloud para avaliagéo
de politica

. A nuvem retorna redirecionamento para o FTD para aplicagdo do plano de dados (se a
politica permitir)

. Trafego direcionado para o headend configurado do firewall (interface)

. A politica definida na nuvem é aplicada (IPS, malware, descriptografia) usando o plano de
dados do proxy local

. Evento registrado e duplicado enviado para a nuvem para relatérios consistentes

. O firewall faz a resolugdo DNS na rede local para rotear o trafego de recursos (se permitido)

. O firewall cria a conexao com o recurso (nova conexao criada para o recurso) a medida que
o firewall se comporta como um proxy TCP

Caminho de aplicagao da nuvem: FORA da rede
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1. O usuario solicita o aplicativo, o cliente captura e resolve a solicitagao para o IP efémero
(intervalo de localhost)

2. O trafego é transportado para o proxy de confianga zero no acesso seguro

3. A conexao TCP é submetida a proxy e criada para o conector de recurso mapeado, a
politica é aplicada no trafego

4. O gateway estabelece a conexdao com o conector de recursos

5. O conector de recursos resolve o IP do recurso

6. O DNS local responde com o IP do recurso

7. O conector de recurso estabelece a conexao com o recurso

Casos de uso

Caso 1: ZTNA consistente e otimizada para usuarios no local
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* O Secure Access e o Firewall sdo configurados para proteger o aplicativo.

» Se o usuario for remoto, ele ira para Acesso seguro para avaliagéo e inspe¢ao de politicas.

» Se o usuario for Interno/Local, ele ira para o firewall para inspegao de trafego privado.

» O usuario local ainda pode acessar o Secure para obter autenticagao e avaliagao, apenas o
trafego do caminho de dados vai para o Firewall e € inspecionado de acordo com a
configuracao da politica.

» O usuario interno que acessa o aplicativo por meio do firewall tem uma vantagem de
desempenho, pois evita que o trafego va para a nuvem e, em seguida, faga o backhaul para
o data center

Caso 2: Inspecao Privada para Aplicacdes Sensiveis
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Site Enforcement

» Determinados aplicativos criticos podem ser configurados para sempre serem acessados
através do firewall.

» O trafego de dados do aplicativo nao precisa ir para a nuvem. Por exemplo, pode haver um
aplicativo de dados confidenciais, como o codigo-fonte, que o cliente ndo quer ir para a
nuvem.

* Nesses cenarios, o trafego do usuario remoto e no local sempre passa pelo firewall e é
inspecionado. No entanto, novamente, nesse cenario, a avaliagao de autenticacao e politica
estd sempre acontecendo na nuvem, apenas o trafego da parte de dados passa pelo
firewall.

Componentes da arquitetura
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O Security Cloud Control (SCC) € o principal gerenciador da solu¢gao da ZTNA. AZTNA é o
primeiro recurso a ser construido sobre o SCC.

No SCC, temos dois microaplicativos Secure Access e Firewall. Depois que o, SCC for
provisionado e os sinalizadores de recursos necessarios forem habilitados, poderemos ver esses
microaplicativos no lado esquerdo do painel SCC.

Cliente seguro: No Secure Client, precisaremos habilitar o ZTNA (Zero Trust Access Module,
modulo de acesso zero confiavel) para que possamos acessar os aplicativos.

Firewall Threat Defense: FTD protegendo esses aplicativos. O FTD executa um proxy ZT que
também é conhecido como H20 (o0 mesmo que o proxy € executado na Secure Access Cloud)

Agora, quando um usuario (por exemplo, KIT) configurar um recurso privado e uma politica no
microaplicativo Secure Access, essa configuragao sera enviada para o microaplicativo Firewall no
SCC. O aplicativo de firewall compreende os internos do FTD , a configuragéo do FTD, como
implantar e gerenciar a configuragdo no FTD. Portanto, o aplicativo de firewall valida essa
configuragcédo e chama as APIs do FMC para enviar a configuragao para o FMC e, em seguida,
implanta-la no FTD. O FTD pode ter uma op¢ao de implantacido automatica habilitada para que os
administradores (por exemplo, Nick) n&o precisem fazer a implantagao manual.



1. Quando um usuario (por exemplo, Lee) tenta acessar um aplicativo, o cliente seguro se
conecta ao Secure Access usando o canal mTLS. O Secure Access autentica o usuario usando o
certificado do dispositivo cliente. Em seguida, ele avalia a autorizag&o, a postura e outras politicas
configuradas para esse usuario e para esse aplicativo.

2. Acesso Seguro: se ele finalmente descobrir que o aplicativo esta sendo protegido pelo Firewall,
ele gerara um token de autenticagao , que informara ao firewall que ele ja esta autenticado e
autorizado. O token de autenticagao esta criptografado, assinado pelo Secure Access

3. O Secure Access redireciona o cliente Secure para o FTD junto com o token de autenticacao.

4. O Cliente Seguro estabelece outra conexao com o FTD , € uma conexdao HTTP2 no canal
mTLS. Ele envia uma solicitagdo CONNECT para o aplicativo que esta sendo acessado junto com
o Token.

5. O FTD agora valida o Token. Se o Token for validado com éxito, o usuario podera acessar
esse aplicativo. Em seguida, o FTD envia a confirmacgao de volta ao Cliente seguro

Fluxo de pacote

Fluxo de pacote detalhado ZTNA universal
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1. O usuario tenta acessar um aplicativo através de um navegador da Web ou de um aplicativo



nativo.

2. O Cliente Seguro intercepta a conexao e a identifica como um usuario tentando acessar um
Recurso Privado.

3. O Cliente Seguro estabelece uma conexdo mTLS com o Acesso Seguro, solicitando acesso ao
aplicativo.O Acesso Seguro verifica a conformidade das politicas ZTNA Universal e dos perfis de
postura.Se tudo estiver bem, o Acesso Seguro gera um Token de Acesso que contém
informacgdes essenciais, como detalhes do usuario, detalhes do aplicativo e politica de
IPS/Arquivo.

4. O Token de Acesso é criptografado e assinado pelo Acesso Seguro. Em seguida, o Acesso
Seguro redireciona o Cliente Seguro junto com o token para o FTD.

5. Quando o pacote alcanga o caminho de dados Lina, o verificador SNI intercepta a conexao e
verifica se 0 nome do servidor (extensdo SNI) no Hello do cliente corresponde ao FQDN do proxy
configurado no dispositivo. Se o SNI coincidir, a conex&o sera direcionada ao ZProxy. Se o SNI
nao coincidir, a conexao é direcionada para outros recursos que podem coexistir com a Universal
ZTNA.

Por exemplo: VPN, Portal cativo ou ZTNA sem cliente. O ZProxy, que oferece suporte ao
protocolo MASQUE sobre HTTP/2, sera executado no FTD como um Processo Nao Lina em
nucleos dedicados. A comunicagao entre Lina e ZProxy utiliza a Interface Tap NLP para
manipular o trafego de dados. O IP de destino da conexao € convertido para o IP da interface
TAP pelo verificador SNI.

6. Quando o ZProxy recebe a conexao de tunel mTLS do Secure Client, ele verifica o certificado
do dispositivo do cliente enviado pelo Secure Client. Ele também verifica o Token de Acesso
enviado com o APP Connect. Ha um canal Zero MQ entre Lina e ZProxy. Ele é usado
principalmente para trocar mensagens de controle. O ZProxy usa esse canal para resolugao
FQDN de recursos Privados ao se comunicar com Lina.

O canal Zero MQ também ¢ usado para propagar informacoes presentes no token de acesso
para Lina. (Exemplo: ID da regra, ID da politica, etc.) Lina recebe as informacdes do token de
acesso e as armazena em um banco de dados de metadados.

7. Quando as mensagens de controle forem trocadas, o ZProxy iniciara uma nova conexdo com o
recurso privado. Pode ser TCP ou UDP. Lina entdo executa uma pesquisa de banco de dados de
metadados para esta conexao de aplicativo. Se os metadados nao forem encontrados, o
Connection sera descartado

8. Como a conexao do aplicativo é originaria do ZProxy, ela tera um IP Interno



(exemplo:169.251.1.2) como IP de Origem. Isso sera traduzido para o IP da interface de saida do
FTD, antes de envia-lo. Em seguida, Lina marca os fluxos de Confianga Zero Universal para
inspecao do Snort somente se uma politica de Arquivo ou IPS estiver presente no token de
acesso.A ID da Regra obtida do token de acesso € passada para o Snort nos metadados da
conexao.

9. As regras universais de confianga zero e os correspondentes mapeamentos de politicas de
ficheiro e de SPI sao transmitidos ao DTF através do CVP. O plug-in Confianga Zero no Snort
carregara essas regras durante a inicializagao.Lina marcara os fluxos de fluxo Confianga Zero
Universal para inspecédo do Snort somente se uma politica de Arquivo ou IPS for mencionada no
token de acesso obtido do Acesso Seguro para acessar esse Recurso Privado.

A ID de regra obtida do token de acesso é passada para o Snort via Conn Meta. Para todos os
fluxos de fluxo de Confianga Zero Universal, o plug-in Confianga Zero no Snort executara uma
pesquisa de regra para a ID de regra obtida da Conn Meta. Se uma correspondéncia de regra for
encontrada, o fluxo sera permitido e as politicas de IPS e Arquivo especificas para essa regra
serao aplicadas ao fluxo. Se nenhuma correspondéncia de regra for encontrada, o plug-in
Confianga Zero no Snort bloqueara o fluxo.

Configurar
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Casos de teste

Caso de teste 1: Usuario remoto - Aplicagao da nuvem

Neste caso de teste, acessaremos um recurso privado pelo Network Tunnel Group por meio da
aplicagdo da nuvem. Nesse caso, os dados de avaliagao de politica e de aplicagdo seréo
interceptados pelo acesso seguro através do modulo ZTA . Este € um fluxo tradicional onde a
aplicacao privada pode ser acessada do cliente registrado ZTA através do Network Tunnel Group
ou do Resource Connector

Private/Cloud Apps
_— T IPSec VPN T
Secure Access N e
j\“:\: —_—n =
ZTA Client /PP Data CNHE DC Firewall AD.csa.local
Remote Users 10.10.10.20
jay@csa.local

Etapa 1 - Definir um recurso privado no acesso seguro

Configurar um recurso privado para ser acessivel por meio do dispositivo registrado ZTA (Zero
Trust Access) com aplicagdo de nuvem

1. Navegue até Recursos > Destinos > Recursos particulares > Clique em +Adicionar

il Security Cloud Control o CUT + T 1o search 9 2 Jaikishan Yodav 333

Resources

[ —— ks, or subnets that your organization controls scoess to. You must configure a private resource if you plan 1o allow end users 1o connect to the resource using 2ero-trust
il et Sources and destinations
Fse-jaiy
Internal Metworks
rce Groups

+ Platform menu Network Devices
Secure ACcess Reg
Roaming Devices
= Last 24 Hours
Home fvice Aceount Exception

Group Tags ) S Privils RESoUnces

SDWAN Service VPN 1D

,  Experience Insights

& Connect >
Network and Service Objects . Private Resource Group Connection Method Connector Groups Accessed by Rules Total Requests
I secure > Destinat Cllent-based ZTA 0 2 0
Inter : Resounce
A Monitor 3
Private Resaurce v pr—— i N 5 .
o Admin 3
Settings
ARG Servers Chunit-based ZTA - o z 0
ARA S

DNE Servers



Acesso seguro - Configuracao de recursos privados

2. Para Nome do Recurso Particular, informe um nome significativo para o recurso. Para
Descricao, recomendamos que vocé fornecga informagdes como a finalidade do recurso ou o
nome do proprietario do recurso.

“ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules.
Help 7

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server

4

Acesso seguro - Configuracao de recursos privados

3. Informe o FQDN do recurso privado que deseja acessar. Também podemos definir o enderego
IP do recurso privado . Para obter mais informagdes, consulte Adicionar um recurso privado

4. Selecione o servidor DNS interno para resolver o problema do dominio

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) © Protocol Port/ Ranges

( sa.csalocal TGP - ROP v | [ any + Protocol & Port
Remove

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, GIDR) © Protocol Port / Ranges

[ 101010.20 J TCP - ROP v [ Any + Protocal & Port
L I J J

Remove + IP Address/FQDN

Use internal DNS server to resolve the domain PrivateDNS (10.10.10.20)

Internal DNS Server

| PrivateDNS (101010.20) v

Acesso seguro - Configuragao de recursos privados

5. Selecionar Métodos de Conexao de Ponto de Extremidade


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices om the retwork, such as printers or idasks, to conmect to this resource i aliowed by access rules

B Zero-trust connections

Allow endp0ints 10 conmect 1o 1Nis resource Trom outside your network withoul requiring a VPN connection. Help o7

@D ceem-tased connoction

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control aver endpoint security requirements (pasture)
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Acesso seguro - Configuragao de recursos privados

6. Clique em Salvar

Etapa 2 - Criar uma regra de acesso privado

Configure um acesso privado no Secure Access para ser acessado por usuarios registrados no
Universal ZTA . Para obter mais informacdes, consulte Regra de acesso privado

1. Navegue até Proteger > Politica de acesso

ecurity Cloud Control ¥ & { DL 2 salicshan vadaw o 333

Secure " [ Rule Defaults and Global Settings

&> Organization

Poli
Cisco-jaiyadaw > il
[ Acossspoicy |

« Platform menu Data Lass Prevention Palicy

Secure Access o ~ e Add Rule ~

Profiles

Endipoint Posture Profies

< Home

n  Experience Insights 3
“ 4 Security Profiles

Access Action Sources Destinations Security Hits Status
& Connoct 3 App Risk Profiles
™= Resources 3 Tow Privats @ Allow Any AD Usars AD-Server & 82 ]
Settings
[0 seone | Thvest Cabogosne _ _
Privale & Allow Any AD Usars ESH -]
a  Monitor H Motification Pages
o Admin 3 Do Not Decrypt Lists 5-Allow Private @ Allow Any AD Users InternalbE i . 3

Coertificates

Acesso seguro - Configuracao da politica de acesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

2. Cliqgue em Adicionar Regra e escolha Acesso Particular.
Na parte superior da regra ha um resumo que descreve os componentes configurados da regra.

Access Policy [ Rule Defaults and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help £

L Search by rule name J [ = Intent ~ ] [ = Objects ] [ = Seitings ~ ] Add Ruls ~

Private Access

2 Rules | Control and secure access to resources and
applications that cannot be accessed by the

general public.
D L]0 Rule name Access Action Sources Destinations Securif

Internet Access
[,
O 1 BlockPage-TEST ol @ Block Any (s @ Control and secure access to public

) destinations from within your network and
O z RAVFPN-Allow Internet @ Allow Any AD Users Any B | from managed devices

Rows per page | 100 ~ ] 1-2of 2 E]

Acesso seguro - Configuragcao da politica de acesso

3. Adicionar um Nome de Regra

Add AD-RDP-Allow

Create a rulé to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help 7

‘3 Rule is enabled Logging is enabled Edit
Summary

Sources @ Destinations

Any Allow Any private destination

Rule name Rule arder

[ AD-RDP-Allow ] [ 1 |

o Specify Access

Specify which users and endpoints can access which rescurces, Help 5

Action

@ Allow @ Block

Allow specified traffic if security requirements Block spacified traffic.
Are mel

Acesso seguro - Configuracao da politica de acesso

4. Selecione a agao da regra e selecione origem e destino



Rule name Rule order

[ Ao-rOP-Atlow ][ ~]

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
Ace et
From Te
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users % @ Private Resources « AD=Server X ®
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5. Configurar Requisitos de Endpoint

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirements, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None b

Private Resources: AD-Server

For Branch connections:
D] Endpoint device posture is not evaluated for endpoints connecting to thesa rasources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help .3

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel
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6. Configurar seguranca



(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Configure sacurity requirements that must be met before traffic is allowed. Help [

Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access | File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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7. Clique em Salvar

Access Policy

Internat seeoss rules SPEly T tradfic 1o pubbe IRtErmat $ites 1rom Gevicas tht Bfe o YOUF RATwEK 6f that yeur
crganization mansges. Private sccess muiss apply Lo users and devices scossting spplications and other rescurces on

your Intamsl network. Securs Azcess applas the first ruls in the st that matchas traffic. Help (3

(I visabled

Bisbe Defsults and Global Sattings

O #(  Fulename Access Action Sources Destinations Security Hits Status
0 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver & -] ‘
0 2 BlockPage-TEST Intemer @ Bieck Any Derrative A -]
0 3 RANPN-Allow Intsmet @ Ailow Any AD Users Ay T 492 -]
—_—
Rows par page | 100 w | 1303 € [3 >
Default Access Rules @
Rude name Action Sources Destinations Security Pasture
For all private access @ ok Amy Ary private destination
For all inlernet access & niow Ay Ay Internet destination
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Etapa - 3 Adicionar recurso privado ao perfil ZTA

Se estiver usando um perfil ZTA personalizado, vocé precisara adicionar o respectivo recurso

privado ao perfil ZTA

1. Navegue até Connect > End User Connectivity > Zero Trust Access e clique em +ZTA Profile



End User Connectivity

End user cannectivity lets you define how yeur cganization's traffic is stesred from
endpoints to Secure Access or 1o the intemet. m (L

I_.&.clleoswunwul] [Hmmm v

=
S Zero Trust Access Virtual Private Network Internet Security
s
- Enroliment methods
ingights Balore USers can Booess resoUrces using client-baced Zere Trust Access, their endpoint devices must be enrolled,
Manage enrcliment methods for your crganization hare. Help 7
.‘ Windows and macO! i ol uging:  $50
Canneet
Android and 605 deviees eneil using S50 Authentication cnly,
=
Resources
Zero Trust Access Profiles
u . . .
- Manage Zeio Trust Access (ZTA) profiles, which allow you to add users and groups 1o unique tallic steerng configurat Por Ta . Help 3
acirn
= # Hame Securs Private Azcess Securs intarnet Access Users & Groups Last Used
=,
Moaitor
Q
Fwestigate
E )
Azmin
icentiows
= © End User Connesctivity
Create profile
& For Zero Trust add ta which a se1 of users and groups can be steered, Help £
Haoma
ZTA profile name Priority Traffic Steering Limits ©
gl -
b [ masrotie J [ cument pame | 08 Sk Androld 10k macOSWindows 100k
Expirience
Insights
L3
- See vate Acces
o Secure Private Access re Pri %
Cannuct 0 Destinations Add the private destinatlons and private resources to which a set of users and groups can be stearad, Help [
= 2 Securs Imernel Ascess Traffic Steering  Options
Resources
3  Users and Groups
L 1] + Dustinations ~
Secure
Private Resource
Destinations & Private Resources Destinations  Modified
o Add private 1hat are config
- © “zpc.sseciscotest 1 Feb 22, 2023 for chient-based Zero Trust Access.
Add Destination
<! il that are not condigs
L as [private resources that user traffic can
access during Zero Trust Access,
L
Admisy
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Add private resources
Salect private resources that sre CoﬂllﬂdM for clhamt-based Zare Trust ASCeds. You can 5049 up 16 100 private rescurces &t & time.
[Private Resource

er-wx e ~

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[ Router2 (101070302, router2.esaocal)
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3. Adicionar usuarios e grupos

= “ End User Cannsctivity
Create profile
= For Zero Trust Accoss add the destinations 1o which a et of users and groups can be steered. Help I8
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e [ zmrome | [ cumentprome I05 Sk Android 10k macOSWindows 100k
Exparienca
Insights
L sers and Groups
@ Secure Private Access N
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accass
< @ Users ©  Groups @
Resoirces —_—
° Users and Groups:
o
Secure
Hame Email Type Users
n
ia
Migritor
Q
wvestigate
o Nousers
Adimin
4+ Users and Groups
.
I =



ZTA profile name Priority Traffic Steering Limits ©
ZTAPrafile

1. Current prafile

05 Sk Android 10k macOS/Windows 100k

Users and Groups
@ Socure Private Access ¥
2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
@ Secure Internet Access

Users 1 Groups @
o Users and Groups
=+ Users and Groups
MHame Email Type Users
lay lay@csa.local) Jay@gmall.com A User

Rows per page

o) E2
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S

Note: Pode levar de 15 a 20 minutos para enviar e sincronizar a configuracao para o
cliente para o recurso privado atribuido

Etapa - 4 Verificar o acesso ao recurso privado
1. Acessar o Recurso Privado

Acessar a PR usando o FQDN



%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

Ready to connect. '

These credentials will be used to connect to ad.csa.local. | Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay

Ij Remember me
i Umbrella:

Umbrella is inactive,

. Service Unavailable.
Maore choices

OK Cancel
o @ e

Acesso seguro - Teste de PR

Acessar o PR usando o endereco IP



¥} Remote Desktop Connection = 4

Remote Desktop
Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Ready to connect.

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l
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2. Verificar com os eventos de Pesquisa de Atividade

Activity Search =) = 8 LasT 24 HOURS ™
Schadule Export CSV

Q, Search by domain, identity, or URL Advanced CLEAR Saved Searches - & Customize Columns ZTA Client-based ~
IPADDRESS  10.10.10.20 X RESPONSE  Allowed X Restore to default layout =

& Search filters 3 Tatal ) Viewing activity from Jan 11, 2026 4:4% AM 1o Jon 12, 2026 4:49 AM Page: 1 =  Results per page: 50 = 1-30f3
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
M © Aliowed
o & Bl AhAdaced L jay(jay@csatocal) L jay ay@csalocal) adcsalocal 101010.20:3383 3389 ® Alowed  AD-Server

oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server

Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server
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Activity Search

Q, Search by domain, identity, or URL Advanced =

CLEAR

®

Schedule  Export CSW

W LasT 24 HoOURS 7

Saved Searches » @@ Customize Columns ZTA Client-based ~

P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
Q Search fiers 3 Total () Viewing activity from Jan 11, 2026 4:53 AM to Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Salect All
A jay (jay@csalocal)
@ Mlowed £ Advanced Request Source Action Destination Dastination IP Destination >
[ @ Blocked Wi
ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  ad.esalocal  101010.20:3389 3389 . Rule Name
AD-RDP-Allow
Identity Type Sakéct All ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  adesalocal  101000.20:3389 3389
RessurcafApplieation
[ & AD Users 4 jay jay@csalocal) @ Allwid adcsalocal  101010.20:3388 3389 AD=Server
O] s AD Groups )
0 3 AD Devices Zero Trust Access Profile
O] O SAML Users Default ZTA Profile
Trusted Network
No Match
Enforced By Select All
Enforcement Point
| Secure Actess Cloud Secure Access Cloud
O FD
Destination
] Umbrella Cloud ad.csalocal
Dastination IP
1010.10.20
Page: 1 ~  Results per page: 50 « 1-30f3
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=
+
Activity Search (O I —

Q, Search by domain, identity, or URL Advanced * CLEAR

FILTERS

IPADDRESS  10.10.10.20 X
Q, Search fitters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM

Response Select All Roquest Source Action Dostination
) @ Allowed © Advanced
- 27 cLiENT-2aseDJE © Alowed 10101020

@ Blocked Jay (jay @csalocal)

EEEETED L jaylay@esalocal) @ Alswed  1010,10.20

Wentity Type sewcrn  (IRICTE A jaylay@esaocal) @ Alowed  ad.esalocal

4 Ab\ses EEEEIETD L jaylay@esatocal) @ Alowed 10101020

T e AP Frrusne
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Schedule  Export C5V

Saved Searches ~ BB Customize Columns ZTA Client-based ~

Restore to default layaut ~

Page: 1 ~ FResultsperpage: 50 = 1-90f9
Bestination I Bestination Port  Resour Zors Trust o5 3
10010,20:3289 3386 AD-Sorver Default ZTA Profile AD-ROP-Allow L win
109010.20:3289 3366 AD-Sarver Default ZTA Profile AD-ROP-Allow L win
10I010.20:3369 3366 AD-Sarver Cfault ZTA Profile AD-ROP-Allew L+ win
109010.20:3360 3369 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win



Activity Search @ @

= B LasT 24 HOURS ™
Schedule Export S8V

FILTERS Q, Search by domain, Identity, or URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based -
1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 9Tetal () Viewing acthity om Jden 11, 2026 5:51 AM o Jan 12, 2026 5:51AM  Pager 1~ Resultsperpage: S0 - 1 -9of@ Event Details *
Response [ 1 Soun Act Dost . Destination [P S = N Action
Select Al i) oL 4 h 4 & Mlowed
© Allowed © agvanced
- 4 jay (ay@esalocall @ Alowed 10107020  0I000.20:3389 3289 AD-Sarver Block Reason
@ Blocked
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver s ZTA Client-based
4 AD Users EXEEETER L oy lay@csalocall @ Alowed 10101020 101000.20:3389 3388 AD-Sarver Time
@ AD Groups Jdan 12, 2026 5:51 AM
AD Dowicas L joy lay@esalocall @ Mowed  adecsalocal  101010.20:3389 3388 AD-Sarver
© SAML Users ZTA ELIENT-BASED L jay ljay@osalocal) @ Alowed  adcsalocal  101010.20:3389 3388 AD-Server ~.- MAecess details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server dentity
Enforced By Select Al L jay (jay@csalocal)
L jay (ay@csaiocal) @ Allowed  ad.csalocal  I01010.20:3389 3389 AD-Sarver
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name

Umbreda Cloud
AD-RDP-Allow

Rosource/ Application
AD-Server

Zore Trust Accass Profile
Default ZTA Profile
Trusted Network

No Match

Enforcement Point
Secure Access Cloud
Destination

104010.20

Destination IP
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3. Verificar os eventos de ligacdo do FMC

Events  Troubleshooting

Q * Destination Port [ ICMP Code 3380

e
% , L 7 events
Time Event Type Action Reasan Sourco IP Destination IP ;?:"::}::” ::[':n:;:: Wl Application Access Control Rule ]

3> 2026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.300.20 17674 | tep 3389/ top &

3 2026-01-1200:5%20 % Cannaction Fastpath 100112.20.48 103010.20 47020 /tp 3389 tep '

3 2026-01-12 00:81:18 % Connaction Fastpath 100.112.20.48 10.10.10.20 &IM2 [ top 2386 | top *

> 2076-011200:48:24 5 Connection Fastpath 10012.20.48 1030710.20 50756 tcp 3388 1ep ¢

> 2026-01-1200:4234 5 Connection Fastpath 1001127218 101010.20 G0sa8 /tcp 3389 1cp '

»  H0ZE6-01-12 001520 4 Connaction Fastpath 100127216 10.000.20 40660 | tcp 3389/ tcp *

> 2026-01-12000Z45 5 Connection Fastpath 100127216 103010.20 44262 /1cp 338 icp !

Eventos de conexao do FMC

Caso de teste 2 - Usuario remoto - Aplicagao local

O acesso a um recurso privado por meio da aplicagao local , nesse tipo de avaliagao de politica
de aplicagao, acontece no acesso seguro, mas os dados do aplicativo permanecem locais para o
FTD. Por exemplo , um cliente ou usuario registrado ZTA conectado a rede doméstica e tentando
acessar um recurso privado que esta por tras da interface interna do FTD .



Secure Access

IPsec
Private/Cloud Apps
ZTA Client Inside
Remote User App Dat 10.10.10.1 _|
jay@csa.local a
router1.csa.local
10.10.10.101

ZTA universal - Topologia de caso de teste

Etapa 1 - Definir um recurso privado no acesso seguro

Configurar um recurso privado para ser acessivel por meio do dispositivo registrado ZTA (Zero
Trust Access) com aplicagdo de nuvem

1. Navegue até Recursos > Destinos > Recursos particulares > Clique em +Adicionar

"this Security Cloud Control ) ! Pk A @ 0 2 Jsaikishan Yadav 333

= Resources

&> Orgssization ks, or subnets that your organization conirols access to. You must configure a private resource if you plan 1o allow end users 10 connect to the resource using ero-trust
= Sources and destinations
Cisoa-jaiyadav
Internal Matworks.
rce Groups
+ Platfarm menu Network Devicas

Secure Access Registered MHetworks

Roaming Devices

Last 24 Hours

Y
Haoma Sarvice Account Exception

& Experience Insights » Secwity Group Tags | L ~ | 5 Private Résources + Add

e t SDWAN Service VPN IDs
- onnec

Network and Service Objects 4 Private Resource Group ConnectionMethad  Connector Groups  Accessed by Rules Total Requests

Destinations ) Cleni-based ZTA - o 2 1]

I secure
imernet and Saas Resources

4 Monitor » .
Private Resource A CHoni-based ZTA 1 0 2 0

o Admin >
Settings
AR Servers Chant-basad ZTA - L] 2 0
= Cauadtas DHE Servers

Acesso seguro - Configuragcao de recursos privados



2. Para Nome do Recurso Particular, informe um nome significativo para o recurso. Para
Descri¢cao, recomendamos que vocé fornecga informag¢des como a finalidade do recurso ou o
nome do proprietario do recurso.

4 Private Resources
Add a Private Resource
cas are applications, networks, of subnets that your organization controls access to. You must configure pevate resowrces in order to choose them as destinations when creating access rules. Halp &

General

Private Resource Hame

Rauter!

Description {optional

Router PR for UZTHA testing

3. Informe o FQDN do recurso privado que deseja acessar. Também podemos definir o endereco
IP do recurso privado . Para obter mais informagdes, consulte Adicionar um recurso privado

4. Selecione o servidor DNS interno para resolver o problema do dominio

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermnally reachable address (FODN, Wildeard FODN, IPvd, IPvE, CIDR] © Protocal Part | Ranges

fouter, esabocal ey TCP 22 + Protocol & Port
Remave
Internally reachable address (FODN, Wildcard FODN, [Ped, 1BvE, CIDR) Protocol Port [ Ranges

10301001 Any TCR 22 + Protocol & Paort
Remave + 1P Address/FQDN

Usa internsl DNS sorver to resolve the demain PrivateDINS (10.10.00.20)

Internal DMS Server

PrivateDNS (100010.20)

5. Selecionar Métodos de Conexao de Ponto de Extremidade

6. Selecionar FTD como pontos de imposicao locais


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, sccess rules will dedarming which wsers and devices can access the nesournce.

Branch Connections

@) Client-based connection
VeTions Trom encpoints that Rave tha Secure CHent instobed, Enabln 1his cption Tor maximum conticl cver andpeint S0CUrity roguiromants (Hostur

Enforcemeant points

Clemud-anly .

i Enforcemant point for Remote User
Eloud or Local (Universal Zena Trust Remaote user Local Firawall Private Rescurce
Accass)

P

Local-only vin Inbaenat
L o -

Local enforcement points

Enforcamant point for Local user

¥ in @ trusted Local Firgwall Private Resource

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

Cancel Save snd Test m

S

Note: Dependendo do tipo de inscricao que vocé selecionar , essa alteragao associara
automaticamente a PR ao FTD e acionara uma implantacao de politica

7. Clique em Salvar
Etapa 2 - Criar uma regra de acesso privado

Configure um acesso privado no Secure Access para ser acessado por usuarios registrados no
Universal ZTA . Para obter mais informacodes, consulte Regra de acesso privado

1. Navegue até Proteger > Politica de acesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav

Platform menu

Secure Ac

Home
& Experience Insights
& Connact
= Resources
% Monitor

fo Admin

Data Loss Prevention Palicy

Profiles

Endpaint Pasture Profdes

IPS Profiles

Security Profiles

App Rigk Profiles.

Santings

Threat Categonies

Naotification Pages

Do Not Decrypt Lists

Cedtificates

[ Rule Defaults and Glabal Settings

Add Rule ~

Action Sources Destinations Security Hits Status
low & Allow Ay AD Users AD-Server i B2 ]

@ Allow Any AD Usars s L]
5-Allow @ Allow Any AD Users IntemalbNs -]

Acesso seguro - Configuragao de recursos privados

2. Cliqgue em Adicionar Regra e escolha Acesso Particular.
Na parte superior da regra ha um resumo que descreve os componentes configurados da regra.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwaork or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help

r

I

e ,] |' = Objects

[ Rule Dafaults and Global Settings ]

Add Rul

Private Access
3 Rules Control and secure access to resources and
applications that cannot be accessed by the
general public.
_] [ 1] Rule name Acecess Action Sources Destinations Security
— Internet Access
| -RDP- ) - &
LJ 1 AD-RDP-Allow Private (=) Allow Any AD Usors AD=Server 1) Control and secure access 1o public
= _ destinations from within your network and
a 2 BlockPage-TEST Intemet @ Block Any Gonorativa A... & from managed devices
_J 3 RAVPN-Allow Intormet @ alow Any AD Users Any 4.2k [ -]
Rows per page | 100 ~ 1-3of3 @

Acesso seguro - Configuracao da politica de acesso

3. Adicionar um Nome de Regra



Add Router1-SSH

Create a rub 1o control and secure access to specified private applications and other
destinations on your network. For an d guide to completing prerequisites and

configuing a rule, see Help (7

@D Rule is enabled Logging is enabled Edit

Summary -~

Destinations

Sources @

KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

((Rowor-ss IE )

o Specify Access

Specity which users and endpoints can access which resources. Help O

Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

Acesso seguro - Configuracao da politica de acesso

4. Selecione a agao da regra e selecione origem e destino

Rule name {0 Rule order

[noumn-ssn-c (R - J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,

From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &
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5. Configurar Requisitos de Endpoint



Endpeint Requirements

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel

Acesso seguro - Configuragao da politica de acesso

6. Configurar seguranca

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security
Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Acesso seguro - Configuragao da politica de acesso

7. Clique em Salvar

(I Dpisabled

Save




Access Policy

S —
FRube Defaults and Global Settings

public internet sites from d

d di

o use

your Intenal natwe o first rule In the s

() [ 2o Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
1 Boiter] -S5H Brivaty @ Allgw Any AD Usérs Houter] @ - -] |
2 AD-RDP-Allow Privata @ Anow Any AD Usors A-Server @ : -]
3 BlockPage-TEST et @ Bleck Any Gemerative A.. @ 88k [ ]
& RAVPH-Allow et & Angw Any AD Users Ay il s a
Raws per page | 100 1-dcfd < E] »
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Etapa 3 - Verificar a associagcao de PR no FTD

1. Navegue até Conectar > Conexdes de Rede > FTDs

aikishan Yadav

Connect

o> Crgamization e X affic to reach private resources on your network. For information about these options, see Help o
ssentialy

Cisco-jaiyadav 3
7)o e

ERCon e WUsers, Groups, and Endpaint
Secure Access Devices

End User Connectivity

o 1
Forwander
2 Home DNS Forwanders T ——
& Experience Insights
& Connect
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o

o Moniter » . tat w 2 Tunnel Groups m

Acesso seguro - Verificagdo de PR

2. Cliqgue em FTD > Exibir recursos associados a este FTD



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your Fay ".l
matwork, For 8 companson of natwork connactivity optians, ses H.b(: FI lomn‘
Connector Groups Network Tunnel Groups FTDs Duvice FODN P p—— ]
Auto deployment Tes
Vsymend L UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC

FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere e o T () e
Davice FGON: £t local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

Acesso seguro - Verificagdo de PR

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

Acesso seguro - Verificacdo de PR



3. Clique em Close

4. Verifique se o status, o Recurso Associado e a Configuragdo devem estar no estado

Sincronizado

Network Connections

see Help o

Connector Groups  Network Tunnel Groups  FTDs

1 Synced a

FTDs configured for Universal Zero Trust Access

FTD Name Vershon FMC UZTA Configuration status

FRMC_FTD vID00 FMC | © Symeed |
Device FQDM L 1

Trusted network: LA

5. Verifique se a configuragao foi enviada por push para o FTD
Faca login no FTD cli e navegue até o modo LINA

# show running-config object application

FMC_FTD

Firewall Datails

Device FODN
Ao deploymant

UZTA Configuration status

“  Assigned Trusted Network

Trusted network

Hetworks

LAN

ki i

Edit assignment | 4 Trusted network (5
Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Syneed 1

Wiew resources assockated to this FTD

Associate Resources

Y DNS Sarvers



Etapa - 4 Adicionar recurso privado ao perfil ZTA

1. Navegue até Connect > End User Connectivity > Zero Trust Access e clique em 3 pontos para
editar o perfil ZTA

Experionce
Irvsighss

Imvstigate

End User Connectivity

End user connectivity lets you define how your arganization's traffic is steened from
endpoints to Secure Access of to the intemet. Help

Zero Trust Access  Virtual Private Network Internet Security

Enroliment methods
Before users can acoess resources using client-based Zero Trust Access, their endpoint devices must be enrolied.
Manage enroliment methods for your organization hene. Help 3

Windows and macO% devices enroll using: S50 Authentication | Cesfiflcabes

Jndeold and I0S devicen enncll using S50 Authentication only,

Zero Trust Access Profiles

Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help '

[ & Gisco Secure mn:] [ Manage servers ~

& Manage Trusted Matworks + ZTA Profile

N Hame Secure Private Access Securs Intemet Access Users & Groups Last Used
Use ZTA for all destinations
2 Dastinaticns 5 1 Usars
1 AProfi 0 Exceptio Jan 25, 2028
XAt Trusted Netwarics Disabled .[m[:: Nk bk 0 Groups "

Acesso seguro - perfil ZTA

2. Adicionar o Recurso Particular

a
Experience
Insights

P

Connect

=

Resources

Seeiure

Manitor

Q

nvestigate

dp

Asimis,

& End User Connactivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a se1 of users and groups can be steored. Help I

2ZTA profile name Priarity

Traffic Steering Limits ©

2TAProfile | | 1 cument prafite

0% Sk Android 10k macOSiWindows 100k

Secure Private Access
o Secure Private AcCass
O Destinaions

2 Secure Internel Access Traffic Steering  Options

3 Users and Groups

Destinations & Private Resources

Ad the private destinations and private resources to which a set of users and groups can be stearnd, Help 5

Destinations  Modified

+ Destinations ~

Private Ressures

Al private rescurces 1hat are confliguied

@ “zpc.ssecisconest

Acesso seguro - perfil ZTA

1

Feb 22, 2023

for chient-based Zero Trust Access.

Add Destination

Add destinations that re not configured
BF private fresources that user traffic can
access during Zero Trust Access.




Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-InsideNetwork (10.10.10.0/24, tackab.com)
LAB Management (182 168,10/24)

DNS-MgmE (1621681.20)

IntemnalDNS (101001020, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.0,1010, routerl taclab. local)

Routar? (1010100102, reuter eea loeal)

Acesso seguro - perfil ZTA

3. Adicionar usuarios e grupos

“ End User Cannsctivity

Create profile
= For Zero Trust Accoss add the o which a set of users and groups can be stecred. Help 3
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e l ETAprafie ] [ 1. Gurment profie i0S Sk Android 10k  macOS/Windows 100k
Expatience
Insights
"
@ Users and Groups
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accuss
= @ Users ©  Groups O
Resou et —

©) users and Groups |

0 e ] T

Hame Email Type Users

Acesso seguro - perfil ZTA



ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

Etapa 5 - Verificar o acesso ao recurso privado

1. Verifique se o usuario remoto pode resolver o FQDN do FTD

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




2. Verificar se o FTD pode acessar o recurso privado usando o FQDN

3. Testar a conexdo SSH com o recurso privado

Acessar a PR usando o FQDN

=®

Category:
-+ Session Basic options for your PUTTY session
T L.ogtlging Specify the destination you want to connect to
= Termina
Keyboard Hast Name (or IP address) Port
Bell router1 .csa local 2
Features Connection type:
- Window O5SH  OSeral (OOther  Telnet v
Appearance
Behaviour Load, save or delete a stored session
Translation Saved Sessions
+- Selection
Colours
=I- Connection Default Settings Voad
Data
Praxy Save
S5H
3 ) Delete
Serial
Telnet
Rlogin
SUPDUP Close windaow on exit:
(O Mways (O Never ) Only on clean exit
Ahout Heln (nen Cancel

@ Cisco Secure Client -

AnyConnect VPN:
Ready to connect.

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

anlnenlus
cisto




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

+ HO) = |

Acessar o PR usando o enderecgo IP

ER PuTTY Configuration ? X
Category:
- Session Basic options for your PuTTY session % AnyConnect VPN
T L.ogtlging Specify the destination you want to connect to Ready to connect.
—|- Termina )
Hast Name (or IP address) Port
Keyboard - 5 - Auto Select Nearest Location ik Connect
Bell 10.10.10.107 22
Features Connection type:
- Vindow O5sSH  OSeial (OOther: Telnet ~
r-ppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session N
Tiarskalion Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
= Cannection Default Settings Load
Data
Proxy Save
7 S5H Umbrella:
Serial Delste Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C_Iose window on exit:
() AMways (O MNever ) Only on clean exit
B it Halm | Ninen I Canrs




&P 10.10.10.101 - PuTTY

AnyConnect VPN:

Ready to cons

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.

4. Verificar logs de Pesquisa de Atividade de Acesso Seguro

Activity Search W LasT 24 HoURS =

Reap
= . < L jay < < L] [: ZWA Py & +

pesalocall L jay routerl.ceaocal L L 1 Ctautt TTA Prafils Reuter]-55H

i li=dord Event Details X

ZTA CLENT-RASED L jay (Jay@osatocal) 1
ZTA CLENT-IASED L jay (ay@esatocall L jay (ay@esaiocal]  routerlesalocal 0000010122 2 Al Fout Dafauilt ITA Profile Router!-S5H

ITA CLENT-IASED 4 jay
TTA CLENT-BASED i

L jay (ay@esaiocal)  rowtericsaiocal  10M0H0301:3E albaw Fout Datauit ZTA Profile Routeri-55H

ayircsatocal] L jay ay@esatocal]  rowterlosa.loca 2 2 Al Riout Default ZTA Prefile FRouteri-55H

It 2TA Profile Routerl-S5H

ay@csatocal] L jay (ay@csalocal]  rowberlcsalocs Allerwy Rt Dt
Jan 10, 2026 5:55 PM

Access details

L jay (jay@csa.local)

winl

Router-SSH

Router]

U ZTA Profile

Mo Match

FTD> FME_FTD

routerl.csaloca




Acesso seguro - Pesquisa de atividades

Activity Search

Enforcsd By
Socurn Aconss Cloud
1o
Umtpta Coud

101000101 X

7 Total

EEIETT L ey tmgesaiecn
L oy apesasocan

1

CEEITEIITR L ey Gargcea local

TTACLRWT-RASED i
TTA CLEWT-RASED i

O Viewing st

BASPONEE Al W

iy boem Jary . 0T 00

oy opfesa focal)

4

i

4
oy Gapgssalocal L
i
oy GarBesaiocal L
i

o Gay@ecaa lacall

cLoas

Iy Gupesaiocely
Iy (e mosa e
1oy e oss boca
13y DayGesaosan
ay (ay@osalocen)
Iy (posatocs

1oy Gy oas booal)

BOI0I0401

BRI

Testert cra bl

LE-TLER)

BOIDI0IT

rosteriosaloral

BOI0N0IT

Acesso seguro - Pesquisa de atividades

7Tatal )

Bequest

ZTA CLIENT-BASED
ZTACLIENT-BASED

ZTA CLENT-RASED

Whewing sctiity nom

Sourca

L joy (aygpoeaocal)
o ljay@era local)
o liay@eralocal)
oy ey @esntocal
Jay (jaygposa tocal)

oy liay@eeatocal)

F ok kE Kk Bk

o lay@peratocal)

2026 600 P 10 Jun 10, 2026 £.09 P

[T
by (ay@esatocal)
oy ay@cabocal)

oy ay@csalocal)

fay ay@esabocal)

i

i

i

L jay Gay@esstocal)
i

L jay Gay@esatocal)
4

oy lay@esa bocal)

Dautination

104018367

103010301

rauterl.cealocal

109810401

104010001

routerl.cealocal

1001081

Dastination P

LALRLE G -

ooz 22

10100900:22 i

01000022 22

11010900

LRLRICRHE -

LALRIR [ E -

Acesso seguro - Pesquisa de atividades

5. Verificar os eventos de conexao do FMC

Dastination Port

Schecue

W LasT 2 mouRs ™
ENpart G5

Saved Searches = B Customize Columns ZTA Cllent-based ~

Restore 1o default layout = | Save Search ~

Page: 1 v Ml perpage: 507 1-7el7
[P . s m— ")
2 Aiwed Detain ITA Profile Bouterl-B8H L win 10028100 7482 us ISR
2 Mo Ditausn ZTA Prafile Router-88H L+ wn 100260007462 us 7B3RI50NT o
2 Aswed  Rovter] Dty ITA Prafile Rautert-S5H win 100202007462 us 783015029
i Al Router] Brefauls TTA Prafile Router]-55H L win 100 26700 76T s TOIRISANE -
2 s 1 Ditaiin ITA Profile Bouter-BEH b win 10026100 74T us TINNSANT o
2 A Roter] Ditaun ITA Profile Routerl-SEH L win 100262007462 us TINNSANE o
2 Miowed  Router] Ditaum ITA Profls Rautert-S5H win 100262007462 ug IS
2 - 5 80 - -Tol
Page: 1 Resuls por page: 50 1-7oi7 Event Details =
Action
Dostination Country  Intemal P Extarnal P Actian Catsgories 3
Miowed
Aowed Black Reason
Aowed
Cor o Metho-
Algwed . ZTA Cliant-tased
At Timse
Jan 10, 2026 556 PM
Alowed
Aowed Access detalls
Aloied Idantity

4 jay (jey@csatocal)

Winl
& Hame

Fouteri-S5H
Aesourca/Application
Router]
z {0 Profile
Dofault ZTA Profile
Tru

Mo Mateh

101030101

nation IF

Dos

1003000

Monitor
EF insbghhs & Reparts

| T Events blom

hasage
T Pobcks
e objects

Bavices

& Sscurs Conmsctiony

S imegraions

Evants

Troutssehosting

[CL % Dastination P wiesessn = 4

esh

W s L fevents # Go Live
- P— et — - - o oo "

» . Connection B Asow Dero Trust Flow 183 2581194 121050101 AT rep 22 (s8m) f 1ep

B 20080810 YRSENE & Connection B Alow Tero Trust Flow. 189 2541180 12080 TPEN b 22 (esh) ) top

» 2006 0125528 % Connection B Asow Dero Trust Flow. 163 2541186 M B0426 / 1op

» B 0 1254-48 % Comnection B Asow Taro Trust Flow 1652581198 12080 0400 )

¥ 2076-0910 1250c25 4 Comnection O Asow Dero Trust Flow 1692541194 12000 TH [




Caso de teste 3 - Usuario local - Aplicagao local

Acessar um recurso privado por meio da aplicagao local como um usuario local, nesse tipo de
avaliacao de politica de aplicagao acontece no acesso seguro, mas os dados do aplicativo
permanecem locais para o FTD. Por exemplo , um cliente ou usuario registrado ZTA conectado a
rede doméstica e tentando acessar um recurso privado que esta por tras da interface interna do
FTD . Se o recurso privado estiver por tras do DMZ ou de qualquer outra interface do FTD,
teriamos que criar uma regra de acesso no FTD para permitir o trafego entre o IP do cliente ou a
rede e o recurso privado.

Secure Access

IPsec
Private/Cloud Apps
ZTA Client ~ Joi0y,, Insid
10.10.10.30 ~ o100y g
Local User App Datq — IXI
jay@csa.local

router2.csa.local
10.10.10.102

Etapa 1 - Definir um recurso privado no acesso seguro

Configurar um recurso privado para ser acessivel por meio do dispositivo registrado ZTA (Zero
Trust Access) com aplicagdo de nuvem

1. Navegue até Recursos > Destinos > Recursos particulares > Clique em +Adicionar



il Security Cloud Control A P & A O@ 0 O Jalldshan vaday 353

Resources

Orgenizalion ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust
. : Sources and destinations
Cisco-jalyaday
Internal Metworks
rce Groups
= Platform menu Network Devices

Secy CEs Registered Networks
Roaming Devices st 24 Hours

Homa Service Account Exception

y  Exporiance Insights » Secwity Group Tags v 5 ~ S Private Resources

SDWAN Service VRN IDs

Connect
d .

_ Network and Service Objects *  Private Resource Group Connection Method  Connector Groups  Accessedby  Rules Total Requests

Destinations Cleni-based ZTA ] 2 <

Il secure
Inernet and Saas Resources

@ Monitor 3
Private Resource AR CHent-based ZTA 1 ] 2 o

o Admin
Settings

- - o 2 o
ARR Servers Chunt-baded ZTA

DNS Servers

2. Para Nome do Recurso Particular, informe um nome significativo para o recurso. Para
Descricao, recomendamos que vocé fornecga informagdes como a finalidade do recurso ou o
nome do proprietario do recurso.

 Brivate Rawsarcrs
Add a Private Resource

General

Private Resource Hams

Router?

Descriphion [opiins

Redster2 PR for UZTHA testing

3. Informe o FQDN do recurso privado que deseja acessar. Também podemos definir o enderego
IP do recurso privado . Para obter mais informagdes, consulte Adicionar um recurso privado

4. Selecione o servidor DNS interno para resolver o problema do dominio

Private resource address

Drafine how the private resosrce will connect 1o appications trough Secure ACoes

Inismally reachable sddress (FODN, Widcard FODN, P, IPvE, CIDR Protocel Port [ Ranges
routerd.conlocal Ay TCP v 22 +Protecel & Pont
Remave
Inimmally reachable addross. (FODN, Wikicard FQON, IPvA, 1PV, SI0E) Profoced Port [ Ranges
W00 Any TCR v | [ 22 + Protocel & Port
Remove  + 1P Address/FGON
B Use internal DNS serves 1o sessive the Samain PriwaseOiE: (10,1016 200

ietnrnal DHE Server

PrivaseONS 10:1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

5. Selecionar Métodos de Conexao de Ponto de Extremidade

6. Selecionar FTD como pontos de imposicao locais

Endpoint Connection Methods
Specify the ways user endpoints can reach this resource. Later, access rules will determine which users and devices can access the nesource.

Branch Connections

[ Zors-trust eonnbetions

¢ retwork without requiving & VN connection. Help o
@) Glient-based connection

Enforcement points

Clemd-anly :
Enforcement point for Remote User

Cloud or Local {Universal Zera Trust Remote wser Local Firewall Private Rescurce
Accass)

,—\
)

Local-oniy vin inibéenal
o =
. s3]
cal cemant points

Local Firewall Private Resource

)
.’U )

Intern, on end-user devices. il you want an address to be Ridden, use an exbermal address.

CHang this [EMotily Fchablo BdrssE

Gancel Save and Test m

Note: Dependendo do tipo de inscricdo que vocé selecionar , essa alteragao associara
automaticamente a PR ao FTD e acionara uma implantacao de politica

7. Clique em Salvar
Etapa 2 - Criar uma regra de acesso privado

Configure um acesso privado no Secure Access para ser acessado por usuarios registrados no
Universal ZTA . Para obter mais informacgodes, consulte Regra de acesso privado

1. Navegue até Proteger > Politica de acesso


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&> Organization
Cisco-jaiyada

Platform menu

Secure Access

& Home

& Experience Insights
& Connect

= Resources

a Moniter

o Admin

Secure

Polic;
v

Data Loss Prevention Policy

Profiles

Endpoint Pesture Profiles
IPS Prafiles

Security Profiles

App Risk Profiles

Settings

Threat Categories
Notification Pages
Do Not Decrypt Lists

Cartificates

Rule Defaults and Global Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
Tow Private @ asow Any AD Users AD-Server a2 -]
Privat & Anow Aty AD Users ESXI -]
S-Allow Frivate @ anow Aty AD Users InbemalGtes L]

Acesso seguro - Configuragao da politica de acesso

2. Cliqgue em Adicionar Regra e escolha Acesso Particular.
Na parte superior da regra ha um resumo que descreve os componentes configurados da regra.

Access Policy

Internet access rules apply to traffic to public interet sites from devices that are on your network or that yeur

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

-

w

4 Rules

[ Rule Defauits and Global Settings ]

- [ X0] Rule name Access Action Sources Destinations Security
] 1 Routar1-SSH Private @ Allow Any AD Users Reutor! B

d 2 AD-RDP-Allow Private @ Allow Any AD Users AD-Server L

O 3 BlockPage-TEST intermet @ Block Any Generative s, @

a 4 RAVPN-Allow Inismet @ Allow Any AD Users Ay @5

Acesso seguro - Configuracao da politica de acesso

3. Adicionar um Nome de Regra

Rows per page [ 100 ~

Add Rule ~
Private Access

Control and secure access (o resources and
applications that cannot be accassed by tha
general public.

| Internet Access

Control and secure access 1o public

| destinations from within your netweork and

from managed devices

698 ]
4.2k -]

1-4 o4



Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled Logging is enabled Edit
A Summary
Destinations
Sources
@ Securi ntrols Private Resources
ADUsers « Any AD Users Allow «Routar2 =]
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 ; ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L

Acesso seguro - Configuracao da politica de acesso

4. Selecione a agao da regra e selecione origem e destino

Rule name (D Rule order

[Rou[elZ-SSH-Nlow J [ ! - ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz = &

Acesso seguro - Configuracao da politica de acesso

5. Configurar Requisitos de Endpoint



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

[) Zero-Trust Cliem-based Posture Profile  pue Defauits
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

G—} Zero Trust Access: User lication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

@ Configure Security

Corligine Sacurily FquEemnts that must be met batans 1athic it sswsd. Halp

Acesso seguro - Configuragao da politica de acesso

6. Configurar seguranca

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Acesso seguro - Configuragao da politica de acesso

7. Clique em Salvar

(I Dpisabled

Save




Access Policy

Internet access rules apply to traffic to public internet sites from devie
organization manages., Private access rules apph

Mt @ ON YOUr NElWork of that your
o users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defaults and Global Settings l

Add Rule ~

|: #O Rule name Access Action Sources Destinations Security Hits Status
: I F 1 Router2-S5H-Allow Privats '2' Allow Any AD Usars Routar2 B - [] I
O 2 Router!-55H Private @ Allow Ay AD Users — i) )
O 3 AD-RDP-Allow Privats @ Allow Any AD Usars AD-Sarver @ 40 ]
C 4 BlockPage-TEST internet @ Block Any Generative A & 608 -]
[ 5 RAVPN-Allow internet @ Alow Ay AD Users Amy 4.3k [
Rows per page |300—V| 1-50f 5 EJ

Acesso seguro - Configuragcao da politica de acesso

Etapa 3 - Verificar a associagao de PR no FTD

1. Navegue para conectar > Conexdes de Rede > FTDs

aikishan Yadav «

Connect

&> Onganization
Cisco-jalyaday »

affic to reach private resources on your network. For information about these options, see Help o

18l Groups

Essentials

I

Wsars, Groups, and Endgaint
Secure Access Devices

Platform menu

End User Connectivity

o 1
Forwarder
“~  Homo DNS Forwarders Warning & & 1od @
& Experience Insights
™ Resources » sework for establishing tunmel redendancy and high
& within a network tenned group to securely contro
Il secure » resources. Help 0

- >
&  Monitor w | 2 Tunnel Groups
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2. Clique no FTD > Exibir recursos associados a este FTD



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

Connector Groups  Metwork Tunnel Groups ~ FTDs

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced

Device FQDM: loeal
Trusted network: !

Acesso seguro - Verificacdo de PR

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

FMC_FTD X
Firewall Details ~
Device FQDN frd.csa.local [a]
Auto doplayment <os
UZTA Configuration status -~
@ Synced  Last synced at 12 Jan 2026, ot §:20 AM UTC
Assigned Trusted Network ~
Trusted network
LAN 1DNS Sarvers
[Dedauit trusted network)
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced

I View resources associated to this FTD I

LAN
Q. Search by resource name | | Configuration status ~ | 2 Resources Associate Resources
Resource name Status
Router1 @ Synced
Router2 & Synced
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3. Clique em Close

4. Verifique se o status, o Recurso Associado e a Configuragdo devem estar no estado

Sincronizado

Network Connections

Manage the connections that allow user traffic to reach private resources on your
metwork. For a comparison of network connectivity options, see Help

Connector Groups Network Tunnel Groups FTDs

1Synced -]

FTDs configured for Universal Zero Trust Access

An FTD acts s an on-premise proxy to Secure Access cloud for private access wraffic. Gonfigure FTDs as Secure Access proxies to enable Universal

to improve end-user experience and ensure consistent security contrels for users independent of whare they are connecting from Help

Search by FTD name FMC Narme v Configuration status b4 ] 1FTDs
FTD Name: Version FMC UZTA Configuration status
FMC_FTD wi0.0.0 FMC | @ synesd |

Device FQDMN: £td. csa. local
Trusted network: LAN
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5. Verifique se a configuragao foi enviada por push para o FTD

Faca login no FTD cli e navegue até o modo LINA

# show running-config object application

FMC_FTD

Firewall Details

Device FODN
Aute doplaymant e

UZTA Configuration status

9 Synced  Last synced at 12 Jan 2026, at 6:29 AM UTC

Assigned Trusted Network
Trusted network Metworks
LAN 1 DNS Servers

[Defautt trusted netwerk)
Edit assignment | 4 Trusted network ('

Associated Resources

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

View resources associated to this FTD

Associate Resources



Etapa - 4 Configurar " Gerenciar redes confiaveis ou configuragdes ZTA"

Navegue para Connect > End User Connectivity > Zero Trust Access > ZTA Settings e configure
Trusted Networks

Edit Trusted Networks

Trunsed Heowork Kama

Etapa -5 Adicionar recurso privado ao perfil ZTA

1. Navegue até Connect > End User Connectivity > Zero Trust Access e clique em 3 pontos para
editar o perfil ZTA



I

End User Connectivity (& cisco Securs cient | [(Manag ”

End user ity bats you Yo ization's traffic i steaned from

3 ondpoints 1o Secure Acciss of to the intamat. Help I
Homa Zero Trust Access  Virtual Private Network Internet Security
jl
e Enroliment methods
Exparionis
Irrights Before users can acoess resources using dient-baged Zero Trust Access, their endpoint devices must be enolled.
Manage Enfalifent Mmithods faf your aiganization hee. Halp
s ‘Windows and macOS devices enroll using: | S50 Authentication  Ceriificates
Connset
Andiold and K05 devices aniol uiing 550 Aushentication soly,
=
Ressurces
Zero Trust AccessProffes (S ororeess ) (Y
0
i Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering i hans for b ZTh ions. Help &'
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
wa
Use ZTA for ail destinations
Montor 2 Destinaticns ) 1 Usars.
i 1 ZTAProfile O Exceptions Jan 25, 2028
Trusted Metworks Disabled Trusted Ne Disat 0 Groups
Q & Edit
Irroatigata
O Delete
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2. Adicionar o Recurso Particular

 End User Connectivity
Create profile

® For Zero Trust add to which a set of users and groups can be steared, Help 5

ZTA profile name Priority Traffic Steering Limits ©
s [ ZTAProfile ] [ 1. Cusrent peofile |

08 Sk Android 10k macOSWindows 100k

Insights

o P Secure Private Access

0 Destinations Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F

= 2 Securs Imernel Access Traffic Steering  Options

3 Waers and Groups

Private Ressures

Destinations & Private Resources Destinations  Modified
gy Add peivate that are g
© “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zero Trust Access.

Add Destination

i that are not G
a5 private respurces that user trafflc can
access during Zero Trust Access,

Acesso seguro - perfil ZTA



Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-Insidetgtwark (10.1010.0/24, taclab.com)
) LAB Management (192.165.1.0/24)

O ons-Mgmt (192168.1.20)

O ImemalDNS (1010.10.20, 192.168:1,20)

& AD-Server [1010.10.20, ad.csa Jocad]

@ Router-1 (101010107, routerliaciab lacal)

@ RouterZ (1000002, router? caakocal)
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3. Adicionar usuarios e grupos

= + End User Connecibvity
o Create profile
& For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
Home
ZTA profile name Priarity Traffic Steering Limits ©
N
% | 2TAPrafile ] ["- Currem profile i05 Sk Android 10k macOS/Windows 100k
Experience
Insights
n‘ sers and Groups
@ Socure Private Access N and
ennect 2 Destinaticns #dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile
- Secure Internet Access
= @ Users @ Groups @
Resources _—

e Users and Groups: |

Sacure
Hame Email Type Users
T
Monitor
T
Investigate
E Mo users
s
+ Users and Groups



ZTA profile name Priority Traffic Steering Limits ©

Sl (1 corment protie i05 Sk Android 10k  macOS/Windows 100k

@ Socure Private Access Users and Graups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
Secure Internet Access

o Users and Groups

Users 1 Groups @

MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User - =

Rows per page
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Etapa - 6 Verificar o acesso ao recurso privado

1. Verifique a impressao digital de rede para ZTA TND



@ Cisco Secure Client

asco  Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for all
installed components,

Diagnostics

Acesso seguro - Teste de PR

Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows: 48
Allowed TCP Flows: 597
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched

2. Verifique se o usuario remoto pode resolver o FQDN do FTD




C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verificar se o FTD pode acessar o recurso privado usando o FQDN

4. Testar a conexao SSH com o recurso privado

Acessar a PR usando o FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
+ S5H Umbrella:
Senal Delete Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
: — alialn
Aheu tt Heln [ Onen | Cancel a @ —

@ Cisco Secure Client *

6y &

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

Acessar o PR usando o enderecgo IP




iR

Category
=] Session
Logging
= Terminal
Keyboard
Bell
Features
-}- Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Proxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

L dade

) %

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.102 22
Connection type:

O55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window on exit

() Always () Never © Only on clean exit

(g R ™ el

€ Cisco Secure Client b

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.,

Umbrella:
Umbrella is inactive,
Profile is missing.

& O

@ Cisco Secure Client

AnyConnect VPN:
On a trusted network.

il
ci3co

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.

5. Verificar logs de Pesquisa de Atividade de Acesso Seguro




Activity Search

I | o searcn oy coman, sy, v Aancedw | i Sarvect Searches. =
DoMAN e csalocs K Pesions 1o Gefaun Byout = @]
P BES (D Vieweng sciety b o 22, 038 170 80 b ok 70, 008130 Pog v Rasimigepee 50T 1808
Resganaa PR - S [r—y [— [r— iusion p- e s ™ [
:x  samee [ connrans R AT — R ——— reteriosateed  MQIEMIN 3 Y T IThpvts Bovinrd-ssiAsew Ui win ML036300.7840
T L e e beeal L o ptpans sty nAsLasked  MIIONIN B & Mo Rotert Frapvatis Rovtard-Sgieadem L win MLD20000 T840
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© s Usens L oy lapfens ocsly redwlealesd  MI0IONII 32 @b Bostert ITapeatie Rontrd EEHABew Lt win 0036000 784D
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Activity Search e
[
EEEE o soscn oy coman o oc v Advanced= | eunam Seved Searches = I Customize Columns  ZTA Cliert-based =
RESPONSE  Alowed X Restore to default layout =
Y —— T Tols () g scoey b Fa 17, 2908 3 AN Fab 13, 3906 20040 Page: 1 v Rewmiperpege S0 117l 17 Event Details %
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Activity Search
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6. Verificar os eventos de conexdo do FMC

w1

o

w0

LT

e

ez

e

e

2,500 boc

W

2. 4 b

Event Details x

Feb 23, 2020 338 AM

Access detals

L jay GapBosalocal)

TTMA Ghent

TTAPrafis

o Match

.. | FIO> FMc_FTD

® @ & ® & & O & O 0 O O O O O O O O

Aetian
o s
,,,,,
o~
Pabzi L
o
ot
o
= B
o
& Secure Connection
o
—— B
o
727322658 % Connection T
A Trosessosting
IR % oa
o At TS LE
00122 2z88 o
40121 221732 i Cen oA
Finst i b
121 121552 . Connactis L
B~
BOIIIAEISNA G Comectios oA

Eventos de conexao do FMC

Rasson

Esitinstin B

-------

Caso de teste 4 - Usuario local e remoto - Aplicagao local ou em nuvem com TND

Nesse caso, o tipo de imposi¢cao depende do local do usuario. Se o usuario for Local ou estiver
atras de uma zona FTD confiavel (interna, DMZ, etc.), a imposi¢ao sera Local ( Caso de teste 3).
Da mesma forma, se o usuario for remoto, a aplicagao sera na nuvem ( Teste de Caso 1). A
localizagao do usuario sera decidida com base na impresséao digital de rede ou na configuragao
TND, se a impressao digital de rede corresponder, o local do usuario sera Local e, se nao for uma
correspondéncia, o local do usuario sera considerado Remoto .



Secure Access

IPsec
Private/Cloud Apps
[ | :
ZTA Client Inside
Remote or Local User Ap 10.10.10.1 '

jay@csa.local P Day, X

router3.csa.local
10.10.10.103

ZTA universal - Topologia de caso de teste

Etapa 1 - Definir um recurso privado no acesso seguro

Configurar um recurso privado para ser acessivel por meio do dispositivo registrado ZTA (Zero
Trust Access) com aplicagdo de nuvem

1. Navegue até Recursos > Destinos > Recursos particulares > Clique em +Adicionar

‘dits Security Cloud Control ) 1 P s H D@ 0 £ Jsaikishan Yadav §53

= Resources

> Organizaiion ks, Of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o connect 1o the fesouice using 2ero-trust

% Sources and destinalions

Cisco-jalyaday

Internal Matworks
rca Groups

= Platform menu Heiwork Devices
Sacure Access Registered Networks
Roaming Devices

9 Last 24 Hours

-
Homa Service Account Exception

& Expordoncelnsights > Secuity Group Tags | M v | 5 Private Resources + Add

e t SDWAN Sarvice VPN IDs
- onnec

Network and Service Objects #  Private Resource Group Connection Methad  Connector Groups  Accessed by Rules Total Requests:

Destinations - Cllant-based ZTA . o 2 o

Il Secure
Imernet and Saas Resources

o Monitor » )
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 2
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers

Acesso seguro - Configuracao de recursos privados



2. Para Nome do Recurso Particular, informe um nome significativo para o recurso. Para
Descricao, recomendamos que vocé fornecga informagdes como a finalidade do recurso ou o

nome do proprietario do recurso.

& Private Resources

Add a Private Resource

Private Rescurces are applications, networks, or subnets that your organization contrels access 0. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3

Description [optional]

Router 3 for uZTNA Testing

Acesso seguro - Configuragcao de recursos privados

3. Informe o FQDN do recurso privado que deseja acessar. Também podemos definir o endereco
IP do recurso privado . Para obter mais informacgdes, consulte Adicionar um recurso privado

4. Selecione o servidor DNS para resolver o dominio

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges
router3.csa.local | any TCP | | 22

Remove

Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
1821681103 Any TCP w 22

Remove

Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges

[ 101010108 Any TCP v ][22

Remove + IP Address/FQDN

+ Protocol & Port

+ Protocol & Port

| +Protocol & Port

‘ Use internal DNS server to resolve the domain

LabDNS (Y92.168.1.20, 10.10.10.20
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5. Selecionar Métodos de Conexao de Ponto de Extremidade

6. Selecionar FTD como pontos de imposicao locais


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect to this resource il allowed by access rules.

Zoro-1rust connections

@D client-based cannection

Enforcement paints

Claud-onily
Enforcement point for Remote User
Cloud or Local (Universal Zero Trust Remote user
Access)
wia Internet

Local enforeement points 21

HFMQ_F...X Search by FTD n, f]]

| FMC_FTO (ftd.csalocal] o .

W BT R AT SETCTeT T TEWans. Enforcement point for Local user

User in a trusted

netwaork
Loeal-only

via local network

Cancel

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

Secure Access Cloud

©

Local Firewall

)

o
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Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Private Resource

Frivate Resource

(o) (2

Selecione RC se o recurso privado estiver acessivel por RC , caso contrario, deixe-o em branco
se o recurso privado estiver acessivel por meio do grupo de tunel de rede (tunel IPsec).

Resource Connector Groups

Secune Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars.
Faor more information, see Help (7

Resource Connector Groups (optional) @
RC=ESMI X | o9 My Server Grauf w

Choose a connestor growp in the same data center, branch
office, or securily zane s the resource, ©
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Note: Dependendo do tipo de inscricdo que vocé selecionar , essa alteracio associara

automaticamente a PR ao FTD e acionara uma implantacao de politica

7. Clique em Salvar

Etapa 2 - Criar uma regra de acesso privado



Configure um acesso privado no Secure Access para ser acessado por usuarios registrados no
Universal ZTA . Para obter mais informacdes, consulte Regra de acesso privado

1. Navegue até Proteger > Politica de acesso

ace  Security Cloud Control

53 Jaikishan Yadaw o 333

Secure

Rule Defaults and Global Settings

@ Organization

Poli
Cisco-jaiyadav 3 =
Accass Policy IR

Platform menu

Cuitan Loss Prewention Policy

Secire Access t A te Add Rule ~

Profiles

ndpoint Posture Profil
S Hors Endpoint Pesture Profiles

IPS Profiles @ Customize view
» Experience Insights ) __

Security Profiles

Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Resources » low Private @ Atow Ay AD Users AD=Server o a2 L]
—
Threat Categor
Bhidan caras Privats & Atlow Asry AD Users ESXI 2] - [-]
a Monitor » Notification Pages
o Admin > Do ot Decrypt Lists S-Allow Private @ anow Any AD Users InbermalNS & - [-]

Cartificates
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2. Clique em Adicionar Regra e escolha Acesso Particular.
Na parte superior da regra ha um resumo que descreve os componentes configurados da regra.

Access Policy

[ Rule Defaults and Global Settings ]

e t ypour
rulas apply b applcath d athar resournces on
applies the firay

7 Rules Control and secure access to rescunces and
applications that cannol be accessed by the
genaral public,

Lo Rusle narm: Access Action Sources Destinations Security
- Internet Access
1 AD-RDP-Allow Private =) Allow Ay AD Users AD-Server Control snd $ecue ocess Lo publi:
N destinations from within your netwaork and
H Routerl-S5H Frivate & amow Ay AD Users Bouter-1 from managed devices
] RouterZ-S5H-Allow Private @ Amow Any AD Users Router2 i 20
4 Cursar Infernat @ Aow jay aygesa_ Cursor-test 148 5 587 ]
5 AlBlock Intanat @ ek oy lay@ens Conarative A & 5 e
] Intarnet-Allow Intarnat @ mmew Ay Ay o 1536k -]
7 RAVPH-Allaw Internat @ Amow Any AD Users Amy i dal 781 (]
Raws pes page | 100+ | 1-7of7 1
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3. Adicionar um Nome de Regra


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access 1o specified private applications and cther
destinations on your netwerk. For an end d guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled

# Summary

Sources

Any Allow
Rule name @ Rule order
[ Routors-ssi-asom NE

° Specify Access
Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specified braMic if security requinements are mel. Block specified tralfic.

Acesso seguro - Configuracao da politica de acesso

4. Selecione a agao da regra e selecione origem e destino

Rule name (O Rule order

[ Router3-ssH-Atow ] (8

@ specify Access

Spacify which users and endpoints can access which resounces. Help £

Mction
@ Allow @ Block
Al specified tratfic if Security requinermsints are met, Bk specified tratfic,
From To
Spacify one of mors 1ouces Spepcify e or mare destinations
AD Users «Any AD Users X @ [Private Resounces sRouterd

AND
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5. Configurar Requisitos de Endpoint

Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(D) Zara Trust Aconss: User Authentication Interval  Rule Defaults I bisabled

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel
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6. Configurar seguranca

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security

Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Pravention (IPS)  Rule Defaults (I visabled

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled v

Cancel
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7. Clique em Salvar



Access Policy

Internet access rubes apply te
organization manages. Private a
your internal notwark. Secure Access appl

dovices that ano
vices aceesein
st that matches

ur natwark of that your
ione and olher resources on
ffic. Help O

tha first rula in

[ Rule Defaults and Global Settings

@ Rules
o] Rule name Access Action Sources Destinations Security Hits Status

1 Router3-SSH-Allow Privata @ Allew Any AD Usars Routerd o)) . Y i |
] 2 AD-RDP-Allow Private @ Alow Any AD Users AD-Surver o
O a Router]-SSH Privata @ Mlow Any AD Usars Routar-1 ]
1 4 Router2-SSH-Allow Private = Allow Any AD Usars FRouter? 0 a
5 Curser Iternet = Allow iy Gay@ess... Curscr-tast 587 -]
] 8 Al Block Intemmet @ miock oy Gaygesa.. Generative A.. H (-]
O 7 Intarnat-Allow Intermet & allow Any any 154.8% -]
O ] RAVPH-Allow Entaerset = Allow Any AD Usars Any i 781 -]

Fiows per page 100 ~ 8ol E]
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Etapa 3 - Verificar a associagdo de PR no FTD

1. Navegue para conectar > Conexdes de Rede > FTDs

ishan Yadav -

Connect X

affic to reach private resources on your network, For information about these options, see Help

16l Groups

o> Organization

Essent)
Cisco-jaiyadav » waeriish

R

Users, Groups, and Endpaint
Secure Access Devices

Flatform menu

End User Connectivity

-~ DMS Forwarders

Home Warning fi Conmecied &

& Experfencelnsights 3

Resources » sework for establishing tunmel redendancy and high
3 within a metwork tunnel group to securely control
Il secure » resources. Help o

@ Monitor E | w ] 2 Tunnel Groups
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2. Clique no FTD > Exibir recursos associados a este FTD



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

Acesso seguro - Verificagdo de PR

3. Clique em Close

4. Verifique se o status, o Recurso Associado e a Configuragdo devem estar no estado
Sincronizado



Network Connections FMC_FTD

Firewall Datails

so0 Help
Connector Groups MNetwork Tunnel Groups FTDs Davice FODN

Auto deployment

1 synced L] UZTA Configuration status
€ Synced  Last aynee
FTDs configured for Universal Zero Trust Access
Ar d for 25 10 enable Universal Zero Trust Access 1o impre Asgigned Trusted Network
- Trusted network Networks

LAN 1DNSDomaing 1 DNS Servers
FTD Name Varslon FMc UZTA Configuration status. Assoclat e

FMC_FTD vi0.0.0 FMC | S Syneed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied naiwark

Associated Resources a

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

5. Verifique se a configuragao foi enviada por push para o FTD

Faca login no FTD cli e navegue até o modo LINA

# show running-config object application
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Etapa - 4 Configurar ou verificar " Gerenciar redes confiaveis ou configuragées ZTA"

Navegue para Connect > End User Connectivity > Zero Trust Access > ZTA Settings e configure
Trusted Networks

Trusted Hetworks
Edit Trusted Networks

L 1
Trussed Hetwork Name
AN
- Inapeen
(%) Pryaicat sl
el vt msage =
1
- vs iy exilerion are lesed i OF 3 it
Critasion DS Domains
DG Domaing craigs Foemares Critarion
Criterin D Bervens
3 Dbl Servers ki Bammwa Critarion
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Etapa 5 - Adicionar recurso privado ao perfil ZTA

1. Navegue até Connect > End User Connectivity > Zero Trust Access e clique em 3 pontos para
editar o perfil ZTA

End User Connectivity [ & Glsco Securs cnm] [M.magriurvnrx »
End user connectivity lets you define how your arganization's traffic is steered from
- Bndpeinls 10 Secune ACCEss of to the intemel. Help O
Hama Zero Trust Access  Virtual Private Network  Internet Security
o
oo Enroliment methods
Insights Bot 7orn Trizst Access, their endpoint devices must be ennolied.
.
&
Conemet
=
Zero Trust Access Profiles & Manage Trusted Networks | IETES Laital ]
Manage Zero Trust Access (ZTA) profiles, which allow you 1o add users and groups 1o uniqus traffic steering configurations far client- based ZTA connections. Help O
# Nama Secure Private Access Securs Internat Acoess Users & Groups Last Used
a
Usa ZTA far all dostinations
doritor 1
Manas 1 ZTAPralile 2 Cattharion 0 Euceptions sk Jan 25, 2028

Trusted Netwaorks Disablad 0 Groups

Trusted Metworks Dicabbed
Q & Edit
——

O Delete

Acesso seguro - perfil ZTA



2. Adicionar o Recurso Particular

 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey
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Add private resources
Select privale resouwrces that are configured for client-based Zero Trust Access. You can add up to 100 private resources at a time.

Private Resource
|| Ao-server s ows-Mgmt x Routers G2) @ ~

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)
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3. Adicionar usuarios e grupos



# End User Conneciivity

Create profile

For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help

Home
ZTA profile name Priority Traffie Steering Limits ©

Fl ZTAPrafile J [ L Guemsat profie - i0S Sk Android 10k  macOS/Windows 100k

Experience
Inaights

5
L Sers oL
. Secure Private Access N and Groups
I Destinatiens Add a et of users and groups that will be steered to various destinations added to this ZTA profile

Becure Internet Access
<= @ Users 0  Groups 0

© viers ana croums |

Secure
Name Email Type

Adimin
+ Usors and Groups
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ZTA profile name Priority Traffic Steering Limits ©

| ZTAPrafile ] [1. Current prafile - |05 Sk Androld 10k macOSiWindows 100k

Users and Groups

@ Secure Private Access
Add a set of users and groups that will be steered 1o various destinations added to this ZTA prafile

2 Destinations

@ Secure Internet Access
Users 1 Groups @

e' Users and Groups |

)

[ Q Search
MHame Email Type Users
Jay llay@csa.local) Jay@gmail.com 2 User - =)

Rows per page
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Etapa - 6 Verificar o acesso ao recurso privado

Quando o usuario for Local



1. Verifique a impressao digital de rede para ZTA TND; ela deve corresponder se o usuario é
Local e o Acesso privado seguro deve estar Ativo

@ Cisco Secure Client —

asco  Secure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: A~
Secure Private Access Active
Secure Internet Access Active
| Network Fingerpnints: ~
| LAN Matched
| Collect diagnostic information for al
installed components.
Diagnostics
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2. Verifique se o usuario remoto pode resolver o FQDN do FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Verificar se o FTD pode acessar o recurso privado usando o FQDN

4. Testar a conexao SSH com o recurso privado

Acessar a PR usando o FQDN



@ PuTTY Configuration

Category:

- Session
Logging

= Terminal
Keyboard
Bell
Features

- Window
Appearance
Behaviour
Translation

+- Selection

Colours

—- Connection
Data
Proxy

+- SSH

Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

Acessar o PR usando o enderecgo IP

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN:

On a trusted

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.




ﬁ PuTTY Configuration ? X

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
2 L_ogrlglng Specify the destination you want to connect to On a trusted network.
=)- Terminal
Kevboard Host Name (or IP address) Port
- 10.10.10.103 22 - Connect

Bell o <
Features Connection type:

WAL - = -

mncfc-.« ©5SH (OSeral () Other: Telnet

n
nppea.ra e Zero Trust Access:
Behaviour Load, save or delete a stored session )
Translation [§ Zero Trust Access is active.
Saved Sessions

+- Selection
Colours

Connection Default Settings Load
Data
Prouxy Save

+- SSH Umbrella:

Delete
Senal Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Always _) Never © Only on clean exit

¢ a alualn
Abe s (I T [y SR, g @ cisco

@ Cisco Secure Client [} - x

AnyConnect VPN:

0On a trusted netwark.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

5. Verificar logs de Pesquisa de Atividade de Acesso Seguro



Activity Search H -

Schedule  Export RV

W LasT2anouRs ™

DOMAN  roulnr3.csaloce X

y domain,

Advanced = ELEAR Saved Searches » [ Customize Columns ZTA Cliant-based »

i ATotal (%) Viewing activity fom Feb 3%, HUH £41 AM o Felb 23, 1026 841 AM Page:

Responss ERPRPIY [ e— Sourca

v Dussination Dustination®  Destingion Port  Acton ResowcaiApplication  Tewo Trusd A

ccens Profis

Miowed & Advanced

- EETETTR L jaylay@osaiocal] L jay(ay@esalecal)  rowterd.osalocal 22 Mowed  Fouterd ITAProlile Rswierd-55H-Alow L+ win 10.0.% 78400
Biocken
L jayGay@cralocal] L jay(ay@ceatocal)  rowterd.ceslocal ] TThPrafite Routord: S5H-ABow L PETO0 THAD
Idontity Type Sesect A ZTA CLENT-SASED L ey Gey@csalocsl] L jay (eygesslesal)  reunard.caslocsl 1 Mdwed  Rnuterd ITAPrulite Reutsr3-SSH-ABsw Ls  win 10.0.26200 7840
A AD Usars ETTIETR L by Gaygosalocall Ly lay@esakecall  resterdcrlocal z Asowed  Fouterd ZTAProlil Rewtwrd-S5H-ASow  Le  win 100262007840
s AD Groups
AD Devices
D SAML Users
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Activity Search =

Scheade  Export C5V

W LasT 24 HOLRS

m Q, Seach Advanced = eLEan Saved Searches ~ B Customize Columns ZTA Client-based +
RESPONSE  Alcvwnd X Restore to default layout =
N 36 Tolal () Viewinp ciiry from Feis 27 2028 641 AN 10 Fel 23, 2038 541 AW Page: 1 =  Puesulsperpage: 50=  1-26of 26 Event Details W%
Responss Seectan  Mequet Soures R Ity @ Dastration [ Dastin 3 Alowed
lbock aason
Abowed & asvanced
& A i L jay Gay@esalocal) L juy ay@esalocal) rowierd.csalocal 22 .
Blcsind L]
L jay Gay@csatocal) 4 jay Gay@csalocal) routerd.csatocal 22 Connestion Mathod
ZTA Chant-ased
Identity Typs Sebect A L jay Gay@csaltocal) 4wy tapiesa.local) routerd.cealocal 2
L AD Users AL jay Gay@asatocal) 4 jay Gay@esalocal) rowterd.ceatocal 22 ses Feb 23, 2026 6:40 AM
& AD Groups
y L jay Gay@eantocst) L juy Gey@esn loeal) ELETELTEE] 22
AD Divizon Access details
0 SAML Usors L jay pay@esatoes L juy Gay@canlocal) LLALELEEE ]
o
P —— 4 oy Gor@esnocan 010102 n F——
Enforced By Selact &
L ey Gay@esatoes)) L juy Gep@esalocs) 010102 22 ZTHA Client
Secure Access Cloud
FID L jay Gay@caniocal 4y (ey@canlocal) LI AT-RIRT 22 FRule Nama
Urmiorella Cloud Router3-55H-Allow
L jay Gayiposaiocal] L jay (japicsa.iocal) routercsadocal  10I0I0I0ETE ]
L jay Gay@csatocal) 4 jay Gay@csalocal) moutori.cealocal WA0EEE o
L jay Gay@esaltocal) L jay Gapfpcsatocal) routard.ceatocal o A T S
ZTAProile
Ay GayGesatocal 4 oy tapgesa.local) ot cratocal EH
L jay lay@csalocal) L jay Gapiesalocal] routeri.cealocal -]
Endorcement Point
A juy Gay@esaltocal L juy Gap@esalocal) mouterZ.osaloeal  I01QIDI0EEE 22
= o FTD> FMC_FTD
L ey Gay@esalocal) Ly Gawi@esalocal) LIRTRIET S AINI0ETD 22 Des jon
L jay Gay@esatocal) L jay Gap@esalocal) ALALEELH 1010100222 22 rauterd.csadocal
L jay Gay@esalocal) L juy Gap@esalocal) mouter2osalocal  DI0I0I0ETE 22 i
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6. Verificar os eventos de conexao do FMC

Events  Troubleshooting

- 1 Destination IP 105010103 =+
X B w0 4 gvents
£ insights & Reports y
Source Port | Destination n

-3 »

£ Evernsiloge Time Ktion Reason Source IF Diestination i by Portjican_ el Application Aecess Contrel Rude (]

+ 2026-02-23 0140554 B Alow Zore Trust Flow 160.2541194 109010493 37877 [ 1ep 22 isam) [ 12p

_r 3 B026-01-1F Olsdpudy O Aiow Zare Trust Fiow 160.2541190 105010403 208 [ 1cp 33 buam) [ 1ep

1) Poicies y 3 2026-03-23 0140041 B Alow Zer Trust Flow 168.254 1088 1090101063 57851 icp 22 isshi [ tep

A 3 2006-03-23 014033 % Coneection 0 Asw Zens Trust Flow 160.2541108 109010103 51672  10p 22 sam) [ tep

%% Objecis

Eventos de conexao do FMC



Quando o usuario for Remoto

1. Verifique a impressao digital de rede para ZTA TND; ela ndo deve coincidir se o usuario for
remoto

@ Cisco Secure Client =

' I ' ] ' .
diea’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyConnect VPN TCP Flows:
Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active

Network Fin gerprints: ~
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics

Acesso seguro - Teste de PR

2. Verifique se o usuario remoto pode resolver o FQDN do FTD



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12:
Reply from 192.168.1.12:
Reply from 192.168.1.12:

bytes=32 time=1lms TTL=255
bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=255

Reply from 192.168.1.12:

Ping statistics for 192.168.1.12:

Packets:

Sent = 4, Received = U, Lost

bytes=32 time<lms

TTL=255

@ (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum = 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

3. Testar a conexao SSH com o recurso privado

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12

Acessar a PR usando o FQDN

@ PuTTY Configuration

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel




® Cisco Secure Client — b4

AnyConnect VPN:

On a trusted ne

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

Acessar o PR usando o endereco IP

®

Category:

=] Session
Logaing

=] Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=] Connection
Data
Proocy

+- 55H

Serial
Telnet
Rlogin
SUPDUP

9 Cisco Secure Client — X

Basic options for your PuTTY session AnyConnect VPN
Specify the destination you want to connect to On a trusted network.
Haost Name (or IP address) Paort | | Cormect
1592.168.1.103 2
Connection type:
O5SH  (OSedal (O0ther:  Telnet v

Zero Trust Access:

Load, save or delete a stored session . )
' Zero Trust Access is active.

Sawved Sessions

Default Settings Load

Save
Umbrella:

Delets Umbrella is inactive.

Profile is missing.

Close window on exit:

O Mways (O MNever @ Only on clean exit

- — 1o MO, oy




#P 1921681103 - PuTTY - O X

AnyConnect VPN:

On a trusted WO

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

5. Verificar logs de Pesquisa de Atividade de Acesso Seguro

Activity Search = = .

m . ’ ELRAN

RESPOMSE  ANowe

Il

iebentity Type

T CLINT-BASED

|

“TTA CLIENT -BASED

|

“TTA CLINT -BASED

|

Activity Search u - TP
RPN Mowed X

Evant Datails b4

i
e

§
a

Access detais

"
0

|
s

10180002 2 ; 2 Mo Malch

I




Troubleshooting

Comandos uteis:

> show allocate-core profile

> show asp inspect-dp snort

> sh running-config universal-zero-trust
> show interface ip brief

> debug universal-zero-trust zproxy 7

I e, em seguida, va para o modo de especialista
# tail -f /ngfw/var/log/messages

# show conn all

# show nat detail

# show asp table socket



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



