Configurar acesso seguro para ZTNA universal
com FMC gerenciado no local em SCC
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Introducao

Este documento descreve como configurar o Universal ZTNA com Secure Access e o FTD virtual
gerenciado por um FMC virtual no local.

Pré-requisitos

* O Firewall Management Center (FMC) e o Firewall Threat Defense (FTD) precisam ser
implantados usando a versao de software 7.7.10 ou posterior.

» O Firewall Threat Defense (FTD) deve ser gerenciado pelo Firewall Management Center
(FMC)



O Firewall Threat Defense (FTD) deve ser licenciado com criptografia (a criptografia forte
deve ser habilitada com o recurso de exportagao habilitado), IPS e licengas de ameacgas
necessarias para controles de seguranga

A configuragao basica do Firewall Threat Defense (FTD) deve ser executada no Firewall
Management Center (FMC), como interface, roteamento, etc.

A configuragao DNS precisa ser aplicada no dispositivo do FMC para resolver o FQDN do
aplicativo

A versao do Cisco Secure Client precisa ser 5.1.10 ou superior

O controle da nuvem de seguranca é fornecido aos clientes com os sinalizadores de
recursos Firewall e Secure Access Micro Apps e UZTNA habilitados

Requisitos

Todos os dispositivos Secure Firewall Management Center (FMC), incluindo cdFMC e
Firewall Threat Defense (FTD), devem executar a versao de software 7.7.10 ou posterior.
O Firewall Threat Defense (FTD) deve ser gerenciado pelo Firewall Management Center;
Gerenciador local O Firewall Defense Manager (FDM) nao € suportado

Todos os dispositivos de Firewall Threat Defense (FTD) devem ser configurados para o
modo roteado; ndao ha suporte para o modo transparente.

Nao ha suporte para dispositivos em cluster.

Dispositivos de alta disponibilidade (HA) sao suportados; eles sao exibidos como uma
entidade.

Secure Client versao 5.1.10 ou posterior

Componentes Utilizados

As informacgdes neste documento sao baseadas em

Controle de nuvem de segurancga (SCC)

Secure Firewall Management Center (FMC) versao 7.7.10
Secure Firewall Threat Defense (FTD) virtual -100 versao 7.7.10
Secure Client para Windows versao 5.1.10

Acesso seguro

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de

laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma

configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Diagrama de Rede
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Informacgdes de suporte

Dispositivos suportados

Modelos compativeis com Secure Firewall Threat Defense:

« FPR 1150

FPR 3105, 3110,3120,3130,3140

FPR4115,4125,4145,4112

FPR4215,4225,4245

Firewall Threat Defense (FTD) virtual com no minimo 16 nucleos de CPU

LimitacOes

+ Compartilhamento de objetos

» |Pv6 sem suporte.

+ Somente o VRF global é compativel.

» As politicas ZTNA universais ndo sao aplicadas no trafego de tunel de site a site para um
dispositivo .

* Nao ha suporte para dispositivos em cluster.



» FTDs implantados como contéineres nas séries 4K e 9K do firepower ndo sido suportados

* As sessdes ZTNA universais n&o suportam quadros jumbo

Configurar

Verificar a versao do FMC

Verifique se o Firewall Management Center e o Firewall FTD estdo sendo executados na versao
de software suportada para ZTNA universal (pode ser 7.7.10 ou superior):

» Clique em 2 canto superior direito) e clique em About

About | Tools On-screen Assistance
Firewall Migration Tool Page-level Help
Product Content Application Detectors How-Tos

Secure Firewall on Cisco.com

Documentation on Cisco.com Support & Downloads What's New
Secure Firewall on YouTube Ask Cisco Community Release Highlights
Secure Firewall Essentials TAC Support Cases All New and Deprecated Features

Partner Ecosystem Software Downloads



‘dsce’ SECURE
Firewall Management Center

Version 7.7.10 (build 8)

Model Cisco Secure Firewall Management Center for VMware
Serial Number None

Snort Version 2.9.24 (Build 96)

Snort3 Version 3.3.5.1000 (Build 10)

Rule Pack Version 3115

Module Pack Version 3505

LSP Version Isp-rel-20250430-1826

VDB Version build 400 (2024-11-26 19:30:49)
Rule Update Version 2025-04-30-001-vrt
Geolocation Version 2025-04-19-097

oS Cisco Firepower Extensible Operating System (FX-0S)
82.17.30 (build 3)
Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2025, Cisco and/or its affiliates. All rights reserved.

Copy Close

Secure Firewall Management Center - Versao do software

Verificar Versao do FTD

Navegue até a interface do usuario do FMC:

» Clique embDevices™> Device Management

Home ViewBy: | Group v 2\ Search Device

ang) ®Eror (0) @ Waming (0) Offiine (0) @ Normal (2) Deployment Pending (0) @ Upgrade (0] @5nort3(2)

Coliapse A

Hame Model Version Chassis Licenses Access Control Policy Auto RollBack

Policios. Ungreuped (1)

= FTD-HA
Hih Availabiity

© FTDPrimary, Active) Snart 3 Firewall Theeat Defense for 2710

A tials, P nep
19216811 - Reuted Vhware H Essantiats LIPS (2 more..)

Fn sad Firewall Theeat [
°  Standby) Snort 3 J::::w et Dofonce for 2710 A Essentials, IPS (2 more...) Acp

Secure Firewall Threat Defense - Versao do software



Verificar licencas de FTD

* Clique em setting Icon >Licenses™> Smart Licenses

Configuration
Users

Domains

Product Upgrades

Content Updates

Licenses

Smart Licenses

Health
Monitor
Policy
Events
Exclude

Monitor Alerts

Monitoring
Audit
Syslog

Statistics

Tools
Backup/Restore
Scheduling
Import/Export

Data Purge



Smart Licenses Filter Dovices.. @| | Edit Performance Tier

License Type/Device Name License Status Device Type Domain Group
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Secure Firewall Threat Defense - Smart Licenses

Verifique as configuragcdes da plataforma e o DNS configurado corretamente

Fazendo login no FTD via CLI:

» Execute o comando para verificar se o DNS esta configurado:

show run dns

No CVP:

* Clique embevices> Platform Settings , edite ou crie uma nova politica

sl Firewall Management Center
[CII€8 Doy

Platiorm 5

"
Flatform Settings Devics Type Status
1 davicels)

ail Platform,_Pobcy Trreat Defense "’"""“ SHEN R
Anatysis L1t 0 8l Eargetnd dpvicnd

o
Palicles
Devices

Secure Firewall Threat Defense - Politica de plataforma
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Verifique via FTD cli se vocé pode fazer ping no endereco IP e no FQDN dos recursos privados
(se quiser acessar o PR usando seu FQDN).

Criar um locatario do Security Cloud Control no CDO

S

Note: Se vocé ja tiver um espaco SCC configurado, ndo sera necessario criar um novo
espaco.

Navegue até Security Cloud Control:

» Clique emorganization > Create new organization

‘tits’ Security Cloud Control

Select an

organization
Clsce-jaiynday - United
States
. te ney
. e w organizat

in your organization.

Chco- jaiyaday - United
States

* Clique em create


https://security.cisco.com/

A Create new organization

selection deipmines the Sepioyment for all products and servces

1 Ihis arganization. Read documentation
C""‘-

Controle de nuvem seguro - Criagao de organizagao

Depois que o espaco SCC for criado , reuna as informagdes do espago para habilitar o firewall e o
microaplicativo Secure Access e habilitar a ZTNA.

Verifique se as configuragdes gerais do firewall SCC estdo definidas

Navegue até CDO/SCC:

» Cligue emAdministration™ General Settings
 Verifique se Auto onboard On-Prem FMCs from Cisco Security Cloud @ Opg¢ao esta habilitada.

S

Note: O usuario que esta tentando acessar o Secure Access MicroApp deve tersecure
Accessfungdes de administrador e Security Cloud Control .


https://us.manage.security.cisco.com/

'‘tits’ Security Cloud Control
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Controle de nuvem seguro - Detalhes da empresa

Verificar a integracado da base de gerenciamento de firewall de controle de
segurancga e locatario de acesso seguro
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Depois de concluir a etapa Criar um locatario do Security Cloud Control no CDO e Criar um
locatario do Security Cloud Control no CDO, vocé podera ver os microaplicativos Firewall e
Secure Access no painel do SCC:

%its Security Cloud Control

Security Devices

— _
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Gerar certificado assinado de CA de FTD (Firewall Threat Defense, Defesa contra
Ameacas)

S

Note: Vocé também pode usar certificados FTD autoassinados Certificados FTD (consulte
a secgao Geragao de Certificados CA Internos e Internos AutoAssinados). O certificado
deve estar no formato PKCS12 e deve estar presente no armazenamento do computador
do usuario sob a CA raiz confiavel.

Para gerar um certificado assinado por CA usando FTD no recurso build openssil:

» Navegar para FTD
* Executarexpertcomando

» Gerar CSR e chave usando openssl
- Comando do OpenSSL.:


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-certificates.html

openss1 req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

» Copiar o CSR e obter um certificado assinado pela CA
» Usar certificado e chave assinados por CA FTD e converter certificado no formato PKCS12

- Comando do OpenSSL:

openss1 pkcsl2 -export -out ftdcert.pl2 -in cert.crt -inkey cert.key

» Exporte o certificado usando SCP ou outra ferramenta.

Centro de gerenciamento de firewall local integrado para controle de seguranca na
nuvem

Navegue até o FMC:

» Clique emintegration> Cisco Security Cloud
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Centro de gerenciamento de firewall e integracao SCC

» Escolha a regido da nuvem e clique em Enable Cisco Security Cloud

sl Firewall Management Center
IS0 "

Cisen Sacurity Claisd

&® Cisco Security Cloud Integration
Home
.
Crvorview
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Integragcao do Centro de gerenciamento de firewall ao SCC
Ele abrira uma nova guia do navegador, na nova guia:

» Clique em Continue to Cisco SSO

S

Note: Certifique-se de que vocé esta desconectado do SCC e ndo tem nenhuma outra
guia aberta.
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CISCO

Welcome to the Cisco Security Cloud
Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. It is a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
» Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
+ View events in the cloud
» Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SSO) user account.

If you don't already have a Cisco SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco SSO account, please proceed below to choose or
create a free SCC account to register your FMC.

Let's get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a SCC Tenant

Continue to Cisco SSO

Integragao do Centro de gerenciamento de firewall ao SCC

» Escolha seu locatario SCC e clique em Authorize FMC
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CISCO

Welcome to Security Cloud Control

ﬁ To proceed with the registration of your FMC, please select a
SCC tenant or enterprise to register with the FMC and verify
the code displayed below matches the user code from your
FMC.

@ Select Tenant C' Create Tenant

([searcn Tenants ]

[ cisco-jaiyadav

cisco-ngfw-us-sspt
cisco-vibobrov

default_enterprise

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

8ABA15B5

FMC would like access to your SCC tenant cisco-jaiyadav.
« Users: All internal users in FMC will have read-only access to this
SCC tenant.
» Data: FMC will be able to collect data using SCC APls.

The FMC wilphetegisteraclwith tapant cisco-jaiyadav

Integragao do Centro de gerenciamento de firewall ao SCC

» Clique em save
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Registrar as configuragdes do Universal Zero Trust Network Access (ZTNA) no FTD

Navegue até SCC:

» Clique em Piatform Services > Security Devices > FTD > Device Management > Universal Zero Trust Network Access
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Secure Firewall Threat Defense - Configuracao universal do ZTNA

* Preencha as informacgdes e carregue o certificado FTD gerado na etapa Gerar um
certificado assinado CA FTD (Firewall Threat Defense)
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Secure Firewall Threat Defense - Configuragéo universal do ZTNA
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Secure Firewall Threat Defense - Configuragao universal do ZTNA

)

Note: Quando vocé habilita o ZTNA no FTD HA , ele implementa as alteracdes e
reinicializa as unidades de Firewall Threat Defense (FTD) ao mesmo tempo. Certifique-se
de agendar uma janela de manutengao apropriada.

» Clique em workflow para verificar os logs
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Em Detalhes da transcricdo, vocé pode ver policy Deployment Status € alteragcdes em Fmc.

Transcript Details

FMG > vpn-addr-assign ocal

FHC »» access-group CSM_PWACL_ giobal
FMC >3 Z600-trusst- il
FMC >3 Eston-interface cutside

FMC #= Esten-interface inside

FMC >> prooey-#qdn fid tackt.com

FMC > it
FMC > Fallover

FMC 2 chaar configustion pision
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Secure Firewall Management Center - Status de implantagao da politica



Inscreva o cliente na ZTNA

Configuragao de acesso seguro

S

Note: Vocé pode usar o SSO ou um Certificado com base no registro ZTA. A seguir,
estdo as etapas para o registro ZTA baseado em certificado

Navegue até Secure Access Dashboard:

» Clique em Connect > End User Connectivity > Zero Trust Access
» Cliqgue em Manage

b Secure Access

End User Connectivity & Cisoa Securs client | | Manage servers
temet. Help
Zaro Trust Access Virtual Private Network nternat Sacurity
Enrallment methods
Ferer, Help 03
d Windows and macD5 devices « Vg 550 Amthentication  Certficates
Connect

» Carregar o certificado da autoridade de certificagcao raiz e baixar o arquivo de configuracao
de registro


https://dashboard.sse.cisco.com/

dih Secure Access

< Zero Trust Access

Enroliment methods

Windows and macOS devices

Use 550 Authentication

Enrcliment requires user action,

£
Connect
1. Install n user devices.
2. Give in Zeno Trust ACCRSS.
=
Resourees
Use Certificates
] Envoliment OCCurs without USer aetion,
Securs
1. Upload a CA Certificate If necessary
a At least one uploaded root certificate or cartificate chain must be able to validate identity certificates on endpoint devices during zero truest enrallment and renewal
ANDOr .
CA Certificates
No CA certificates ¢ | & Upload a CA Certificate |
o
Lot 2. Download the enroliment configuration file
a new CA certificate is uploaded,
she
orkfiows

om the Download Cisco Secure chentpage.

m =

Acesso seguro - Inscrigao de certificado ZTA

» Clique em save

Configuragao do Cliente

Copie o arquivo de configuragao de registro para C:\ProgramData\Cisco\Cisco Secure Client\ZTA\enroliment_choices

- X
enrollment_chaices bt + =]
&« T ] J » = Cisco > CiscoSecureClient > ZTA > enrollment_choices Search enrollment_choices Q
® New Tl sert = View (D Details |
~
Mame Date modified Type Size
|
@l Desktop  # I [5] 8295509_ZTA _Enroll_Cert 5/10/2025 11:22 AM JSON File 3KB

o Downloads #

= Documents #

 Criar um certificado de cliente, que deve ter UPN no SAN arquivado
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» ) Intermediate Centification Authorities General Detals  Certification Path
» | Active Directory User Object
3 [ Trusted Publishers ) <Al > *
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Edit Properties... Copy to Fie...
oK
Instalacao do certificado
* |Iniciar/ Reiniciar Cisco Secure Client - Zero Trust Access Agent
. Services (Local)
s
Cisco Secure Client - Zero Trust Mame Description Status
ess .
Access Agent L}k Capability Access Manager Service Provides fac... Running
:
) Eh CaptureService_11al1bf Enables opti...
Start the service H} P . P .
5k CaptureService_86240d Enables opti...
:
&k Cellular Time This service ...

- 1 . \! . - . .
Description: &k Certificate Propagation Copies user... Running
Cisco Secure Client Zero Trust Access - . . .

. &k Cisco Secure Client - AnyConnect VPN Agent Cisco Secur...  Running
Agent Service v ) i .
&k Cisco Secure Client - ThousandEyes Endpoint Agent ThousandE...  Running
\! - . . .
&k Cisco Secure Client - Umbrella Agent Cisco Secur..  Running
\! - . .
&k Cisco Secure Client - Umbrella SWG Agent Cisca Secur...

.5,‘,:}_ Cisco Secure Client - Zero Trust Acd
{:)_;CIient License Service (ClipSVC)
k..‘;};CIiphu:uard User Service_11al11bf
k..‘;};CIiphu:uard User Service_86240d
Q};Cqud Backup and Restore Service_
Q};Cqud Backup and Restore Service_{
i€}, CNG Key Isolation

Start

Q};COM+ Event System All Tasks
Q:?;COM+ System Application Refresh
&k Connected Devices Platform Service

Q};Cu:unnected Devices Platform User 5 Properties
Q};Cu:unnected Devices Platform User 5

i€} Connected User Experiences and Te A

\1 Fetended 4 Standard

Servigcos do Windows

» Verifique o status do médulo ZTA

Cisco Secur...

Prowvides inf...

This user se...
This user se...
Monitors th...
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The CMG ke...
Supports Sy..
Manages th...
This service ...
This user se...
This user se...
The Connec...

Running
Running

Running
Running

Running
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8 Cisco Secure Client

@& Cisco Secure Client

dfnet]n

eiseo Secure Client

m AnyConnect VP
p Ready to connect.
° S - Auto Select Nearest Location IS Connect

General Zero Trust Access

Statistics Advanced Configuration  Message History

Status Overview

'l Zero Trust Access:
Zero [ i Zero Trust Access Enroliments:
&ﬂ MINISEACCRSS ke Rcive: AnyConnect VPN )
o = To unvegister from the Zero Trust Access service, chck the Unenrad button, This will initiate the

process of unregistering your acoount and remaving any assodated configuration from the
Zero Trust Access = service.

Umbrella Unenrol This setting is managed by your administrator.

Collect diagnostic infarmation for al
instaled components.

Diagrostas

Acesso seguro - Status de inscricao de certificado ZTA

Verificar

Use o proximo comando para verificar a configuragao da ZTNA no Firewall Threat Defense (FTD):

show allocate-core profile
show running-config universal-zero-trust

Informacdes Relacionadas

» Suporte técnico e downloads da Cisco
* Central de ajuda do Cisco Secure Access
» Guia de design do Cisco SASE



https://www.cisco.com/c/pt_br/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



