Configurar o tunel da maquina no Cisco Secure
Access
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Introducao

Este documento descreve como configurar o Acesso Seguro como o gateway VPN e aceitar



conexodes do Cliente Seguro através do tunel da maquina VPN.
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Pré-requisitos

* Funcao de administrador total no acesso seguro
* Pool de IPs do Usuario no Cisco Secure Access
* Pelo menos um perfil de VPN de usuario configurado no Cisco Secure Access

Requisitos

Recomenda-se que vocé tenha conhecimento destes topicos:

* OpenSSL
* 509 Certificados




Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Acesso seguro da Cisco

» Cisco Secure Client 5.1.10
* Windows 11

* Windows Server 2019 - CA

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgodes de Apoio

Um tunel de maquina VPN de acesso seguro garante a conectividade com a rede corporativa
sempre que o sistema cliente € ligado, ndo apenas quando uma conexao VPN é estabelecida
pelo usuario final. Vocé pode executar o gerenciamento de patches em endpoints fora do
escritorio, especialmente em dispositivos que raramente sdo conectados pelo usuario, via VPN, a
rede do escritorio. Os scripts de login de SO de endpoint que exigem conectividade de rede
corporativa também se beneficiam desse recurso. Para que esse tunel seja criado sem interagéo
do usuario, € usada a autenticacao baseada em certificado.

O tunel da maquina do Secure Access permite que os administradores conectem o Cisco Secure
Client sem intervengao do usuario antes de o usuario fazer login. O tunel da maquina do Secure
Access ¢é acionado quando o endpoint esta fora do local e desconectado de uma VPN iniciada
pelo usuario. O tunel da maquina VPN de acesso seguro € transparente para o usuario final e se
desconecta automaticamente quando o usuario inicia a VPN.

Trabalhando no tunel da maquina

O servigo do agente do Secure Client VPN ¢ iniciado automaticamente na inicializagao do
sistema. O agente de VPN do Secure Client usa o perfil VPN para detectar se o recurso de tunel
da maquina esta habilitado. Se o recurso de tunel de maquina estiver habilitado, o agente iniciara
o aplicativo cliente de gerenciamento para iniciar uma conexao de tunel de maquina. O aplicativo
cliente de gerenciamento usa a entrada do host do perfil VPN para iniciar a conexao. Em seguida,
o tunel VPN é estabelecido como de costume, com uma exceg¢ao: nenhuma atualizagao de
software é executada durante uma conexao de tunel de maquina, ja que o tunel de maquina deve



ser transparente para o usuario.

O usuario inicia um tunel VPN por meio do Secure Client, que aciona o término do tunel da
maquina. No término do tunel da maquina, o estabelecimento do tunel do usuario continua como
de costume. O usuario desconecta o tunel VPN, que aciona o restabelecimento automatico do
tunel da maquina.
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» Nao ha suporte para interacao do usuario.

» Somente ha suporte para autenticacdo baseada em certificado por meio do Repositorio de
Certificados de Computador (Windows).

+ A verificagao de Certificado de Servidor restrito € imposta.

* Nao ha suporte para um proxy privado.

* Nao ha suporte para um proxy publico (ha suporte para o valor ProxyNative em plataformas
em que as configuragdes de Proxy Nativo ndo sdo recuperadas do navegador).

* Na&o ha suporte para Scripts de Personalizagao de Cliente Seguro

Configurar



Método 1 - Configurar o tunel da maquina com o usuario: machine@sse.com

Etapa 1 - Configuragbes gerais

Defina as configuragdes gerais, incluindo o dominio e os protocolos que o tunel da maquina usa.

1. Navegue até Connect > End User Connectivity > Virtual Private Network.

2. Navegue até VPN Profiles e defina as configuracdes para o tunel da maquina.

a. Clique em Settings e escolha Manage Machine Tunnel na lista suspensa.

End User Connectivity [ cisco Securo ctiont | [ Manage servors |

ternat. Help o
Zero Trust Access Virtual Private Network Internet Security
FQDN Regions and IP Pools
Use the FOON listed here to configure VPN access to Secure ACCEss. Help 4 Halp ¢
Regions mapped 1 Manage
Globak O Copy View Regional FODN's 0 v
VPN Headend: 3 Copy

VPH Profiles
Help

i

Name Disphay name General ication, A iization & Ac ing  Traffic Steering Secure Client Configuration  Profile URL g Manage Machine Tunnet

3. Informe o Dominio Default.

4. O Servidor DNS mapeado através da pagina Gerenciar Regides e Pools IP é definido como o
servidor padrdo. Vocé pode aceitar o servidor DNS padrao, escolher outro servidor DNS na lista
suspensa ou clicar em + Adicionar para adicionar um novo par de servidores DNS. Selecionar
outro servidor DNS ou adicionar um novo servidor DNS substitui esse servidor padrao.

5. Selecione um pool de IP por regido na lista suspensa IP Pools. Os perfis VPN devem ter pelo
menos um pool IP atribuido em cada regido para uma configuragao valida.

6. Selecione o Protocolo de Tunel que este tunel de maquina usa:

« TLS/DTLS
* IPSec (IKEv2)
Pelo menos um protocolo deve ser selecionado.
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7. Se desejar, marque Incluir protocolo para impor o protocolo de desvio do cliente.

1. Se o Client Bypass Protocol estiver habilitado para um protocolo IP e um pool de enderegos
nao estiver configurado para esse protocolo (em outras palavras, nenhum endereco IP para esse
protocolo foi atribuido ao cliente pelo ASA), nenhum trafego IP usando esse protocolo sera
enviado através do tunel VPN. Ele é enviado para fora do tunel.

2. Se o Client Bypass Protocol estiver desativado e um pool de enderegos néo estiver
configurado para esse protocolo, o cliente descartara todo o trafego para esse protocolo IP
quando o tunel VPN for estabelecido.

+ End User Connectiv

Machine tunnel
1he system. Help
General settings

@ General setlings

Default Domain
() it "
) Authentication for Machine

£5a.locs
Certificate

@ Traffic Steering (Spiit Tunnel) DHE Server &

MyDNS (182.168.1.20, 10.10.10.20) . + Add
b View more

@ Cisco Secure Client
Configuration P Pools @

Edit assigned IP pools

Tunnel Protacol
TLS [ DTLS

IPSec (IKEvZ)

Client Bypass Protocol @

Include protocol

3. Clique em Proximo

Etapa 2 - Autenticacao do certificado da maquina

O tunel da maquina é transparente para o usuario final e se desconecta automaticamente quando
0 usuario inicia uma sessao VPN. Para que esse tunel seja criado sem interagado do usuario, a
autenticagao baseada em certificado € usada:

1. Escolha Certificados de CA na lista ou clique em Carregar Certificados de CA.

2. Selecione os campos de autenticacdo baseados em certificado. Para obter mais informacgdes,



consulte: Campos de autenticacdo baseada em certificado.

= End User Conneclivity

Machine tunnel

o the system. Help I
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CA Certificates
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1 Email

Cancel Back m

3. Clique em Proximo

Etapa 3 - Direcionamento de trafego (tunel dividido)

Para Traffic Steering (Split Tunnel), vocé pode configurar um tunel de maquina para manter uma
conexao de tunel completa com o Secure Access ou configura-lo para usar uma conexao de tunel
dividido para direcionar o trafego através da VPN somente se necessario. Para obter mais
informacgdes, consulte Direcao de trafego de tunel de maquina.

1. Selecione o Modo de Tunel.

2. Dependendo da selecdo do Modo de tunel , vocé pode Adicionar excegdes.

3. Selecione DNS Mode.
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4. Clique em Préximo.

Etapa 4 - Configuragao do Cisco Secure Client

Vocé pode modificar um subconjunto de configuragdes do Cisco Secure Client com base nas
necessidades de um tunel de maquina VPN especifico. Para obter mais informacodes, consulte:
Configuracéo de Cliente Seguro.

1. Verifigue a Maximum Transmission Unit, o maior tamanho de pacote que pode ser enviado no
tunel VPN sem fragmentagao.
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2. Configuragdes do Cliente, consulte Configuragdes do Cliente do Tunel da Maquina para obter
mais informacgoes.
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~ | Authentication for Machine Local LAN Accids
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3. Configuragdes de Certificado do Cliente, selecione as op¢des de acordo:

a. Substituicdo do Repositdrio de Certificados do Windows: Permite que um administrador
direcione o Cliente Seguro para utilizar certificados no repositorio de certificados da maquina
Windows (Sistema Local) para autenticagao de certificado de cliente.

b. Selegcdo automatica de certificado: Quando a autenticagao de varios certificados é
configurada no gateway seguro.
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c. Certificado Fixacao: certificado CA usado pelo tunel da maquina como um certificado da
maquina para autenticar dispositivos.

d. Correspondéncia de certificado: Se nenhum critério de correspondéncia de certificado for
especificado, o Cisco Secure Client aplicara as regras de correspondéncia de certificado:

i. Uso da chave: Assinatura_Digital

i) Uso estendido de chave: Autenticagao do Cliente

e. Nome Distinto: Especifica nomes distintos (DNs) para critérios de correspondéncia exata
na escolha de certificados de cliente aceitaveis. Ao adicionar varios Nomes Distintos, cada
certificado é verificado em relacéo a todas as entradas e todas devem ser correspondentes.
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4. Atribua o perfil Machine Tunnel a um perfil de User VPN, clique em Save e ha uma opcao para
selecionar os perfis de User VPN.




Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles

[ ivoungta-tast
[ ouo-samL

[ cenr
) RAVPN-ISE
) samL

5. Cliqgue em Salvar.

6. Verifique se o perfil do Tunel da maquina esta anexado a um perfil de VPN do usuario.

AVPHN profie is provides your with SNt Lo your Retwork through a VPN atiritutes and a machine tunnel Help

@ General sellings * . 92 : i .
Dtk Dormel com] DHE Sedect and configure the network, protocol and posture that this VPN profle will use Help 3
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Display nama
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(&) Trattic Steering (Spi Tunner) Default Domain
Connect 10 Secure Acoess | 10
Excaptions. [
DHS Sorvers @
(%) eisto Secure Chent Conburation
(®) Region Specified
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Cuslom Spacified
DONS Servers updates.
IP Poals @
Edit assignod IP poeis
Prafil Sattings

B nchude maching tunnel for this profile ()
] inchude regional FQON (0

Etapa 5 - Verificar se 0 usuario machine@sse.com esta presente no Cisco Secure
Access
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1. Navegue até Connect > Users,Groups, and Endpoint Devices > Users.

= Users, Groups, and Endpoint Devices @ Configuration managemsent
Provision and manage the authentication of users, greups, and endpoint devices, for access control purpeses. Help £
~
Heme Users 10 Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Ingights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
¥
L ALany time, you can disconnect o unenroll a user's device. Help CF
Connact . “
machine | l W Dirgctory w 1 resuits
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ ZTNA) Associated Rules
' machine machine@sse. com machine@sse.com manual Manual Profile 1] 1] - o
Secure
s

2. Se o usuario machine@sse.com nao estiver presente, importe manualmente. Para obter mais
informagdes, consulte: Importacdo manual de usuarios e grupos

Etapa 6 - Gerar um certificado assinado pela CA para machine@sse.com

1. Gere uma solicitagao de Assinatura de Certificado:

a. Vocé pode usar qualquer software CSR Generator on-line ou uma CLI do openssl.

openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some Tields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

organization Name (eg, company) [Internet Widgits Pty Ltd]:TAC
Organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:[}

2. Copie o CSR e gere um certificado de maquina.
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




a Certificate X

General Details Certification Path

Show: | <All> v
Field Value A
E [ssuer csa-AD-CA, csa, local
| )|valid from Tuesday, July 1, 2025 10:23:...
= Valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@. .,
|-~ | Public key RSA (2048 Bits)
|~ |Public key parameters 0500
Subject Key Identifier f89bc7557ef7a0 1e08a43a3ea...
Jic| 81 itharity Kew Tdantifier KeulN=drfrdaRQe52150a5h5a 7
E = machine@sse.com
CN = machine @sse.com
OU =TAC
O = Cisco
L =RTP
S = North Carolina
C=US
Edit Properties... Copy to File...
OK

3. Converta o certificado da maquina no formato PKCS12 usando a chave e o certificado gerados
nas etapas anteriores (Etapa 1 e Etapa 2), respectivamente:



openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key

root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2 -in machine.crt -inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

Etapa 7 - Importar o certificado da maquina em uma maquina de teste

1. Importe o certificado da maquina PKCS12 no armazenamento local ou da maquina:

] _CU'“U'! Root Issued To - Issued By Expiration Date  Intended Purposes Friendly Name
v @ CoiERE T Rcaompiy 2127.001 127.0.0.1 7/1/2028 Server Authenticati.. duo-endpointhe
Yo p?ri:u:r:itﬁcates ﬁmachine@su.com csa-AD-CA 7/1/2027 Client Authentication <MNone>
- = - :
v [ ] Trusted Root Certification Authorities a Certificate X Vs/2025 Client Authentication <None>
| Certificates
» || Enterprise Trust General Detais Certification Path
» | Intermediate Certification Authorities
» | Trusted Publishers
» [ Untrusted Certificates fi Certificate Information
» & Third-Party Root Certification Authoritid This Mieate is inbended for the ing pu <
» | Trusted People A
» || Client Authentication lssuers » Praves your ilenty bo o remote: computer
5 || Preview Build Roots
5 || Test Roots
» ] eSIM Certification Authorities
» (] OEM eSIM Certification Authorities
» [ Passpoint Trusted Roots
» || Remote Desktop Issued to: machine Bsse.com
5 [ Certificate Enrollment Requests
» [ Smart Card Trusted Roots Issued by: csa-ADCA
» ] Trusted Packaged App Installation Auth
> ] Trusted Devices
» || Windows Live ID Token Issuer Valid from 7/1/2025 to 7/1/2027
» [ WindowsServerUpdateServices ¥ vouhave a private key that corresponds to this certificate.
(o ]

Etapa 8 - Conectar ao tunel da maquina

1. Conecte-se a um Tunel do Usuario, isso acionara o perfil xml da maquina a ser baixado.



® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:
Please enter your username and password.
Username: jay@csa.local ' a

‘ Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

‘ oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort = View (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

. i
PN-ISE - TLS - Auto Select Nearest
pa Location.

RAVPN-ISE - TLS - Auto Select Me Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2. Verificar a Conectividade do Tunel da Maquina:



€9 Cisco Secure Client (release)

TInlr .
delst Secure Client

General Virtual Private Network (VPN)

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

Collect diagnostic information for all
installed components.

Diagnostics

Remote Access Log

L 1R

MACHINE TUNNEL  Machine_Tumnel_Profle

CONNECTION EVENT
1 Events
Connecied

Disconnected
Falled

Warning
L machine [machine@ase com)

MACHINE TUNNEL
B Machine_Tunnel_Profie

O3 TYPES AND VERSIONS
Windows 10.0.26100

SECURE CLIENT VERSIONS
5.1.10.233

Preferences Statistics Route Details Firewall Message History

Connection Information -
State: Disconnected
Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00

N . Noge

Management Connection State: Connected (en .55€, CiSC0.C0m) I

Address Information -
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available

Bytes “

Rese Export Stats
M st 24 HoURS ¥
Event Details %
Date & Time
DevicsMame  ConmectisnEvent  EventDetsls  Publict [R— ven protila Jul1, 2025 758 PM
@ Connected 100050127, n/a Machine_Tunnel_Profile s« :::I\I.::SIQ
Page: 1 ~ Resulsperpage: 50~  1-1of1 User

4 machine {(machine@sse.com)

Método 2 - Configurar o tunel da maquina usando o certificado do ponto final

Nesse caso, para Campo primario a autenticar, escolha o campo do certificado que contém o
nome do dispositivo (hnome do computador). O Secure Access usa o0 nome do dispositivo como o
identificador de tunel da maquina. O formato do nome do computador deve corresponder ao
formato do identificador de dispositivo escolhido



Va para a Etapa 1 até a Etapa 4 para a configuragédo do tunel da maquina.

Etapa 5 - Configurar o conector AD para importar endpoints no Cisco Secure
Access

Para obter mais informacdes, consulte: Integracéo do Ative Diretory no Local.

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and e

Usars 8 Groups and Organizational Units 3 Endpoint Devicas 2
Endpoint Devices
Manage your endpoing device and AD device 5. To add new AD devices, go 1o Configuration management > Integ i ies. Help (7
2 results
Name Device Type Auth Property Directory Associated Rules
ISE.c8alocal AD Davice ise.csadocal #Active Directory Profise 1]
winl.caa bocal - AD Davice Winl.csa.local Active Directary Profile 1]

S—

Etapa 6 - Configurar a autenticagao dos dispositivos de endpoint

1. Navegue até Connect > Users,Groups and Endpoint Devices.

2. Clique em Gerenciamento de configuragao.

Users, Groups, and Endpoint Devices

arvd manage the suthentication of users, groups, and endpoint devices, for sccess control purpases. Halp [
Y
+ Users 10 Groups and Organizational Units 3 Endpoint Devices 4
Users
Wlanage your organizations users and their devices connections and enroliments. To acd users, go to Configuration management > ntegrate directories
L At any time, you can disconnect or unennoll a users device. Help 7
Connec
10 + risults

3. Em Configuragdes, clique em Editar Ative Diretory.
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% User

Configuration Management

t haw you want to o5t users 1o Secure Access. Helpt
Configurations  Advanced Settings
Directories A users, Groups And endpoint devices 1o Secure Access through & supported 1P, Helpt! [,m“l‘“”"mwrmj
r Jay-IDP  Aze
Cores

Manually Added

=
Active Directory & Edit

1

' Components

4. Defina a Propriedade de Autenticagao de Dispositivos de Ponto Final como Nome de Host.

Endpoint Devices Authentication

Select the Authentication Property that will be used to authenticate AD endpoint devices when connected via RA-VPN. Help ¢

Authentication Property

| Hostname o |

You must re=sync AD identities when you update
this Authentication Property.

Cancel Delate m

5. Clique em Salvar e reinicie os servicos do AD Connector nos servidores em que o AD
Connector esta instalado

Etapa 7 - Gerar e Importar Certificado de Endpoint

1. Gere CSR, abra um gerador de CSR ou a ferramenta OpenSSL.
2. Gere um certificado de ponto de extremidade a partir da CA.
3. Converta o arquivo .cert no formato PKCS12.

4. Importe o certificado PKCS12 no repositdrio de certificados do ponto de extremidade.




| Console Root Isswed To - lssued By Expiration Date  Intended Purposes n | Certificate X

v G Cestificabes [Local Computer) 2127001 127004 e Serves Authenticat..
v ‘t'."?m:ﬁ 2, umecisco:sseztna:deviceid:Oace... PROD Intesnal ZTNA Sub CA 1 8/5/2025 Client Authentication | Co=3 Detsls Certificstion Path
w [ Trusted Root Centification Authorities -w'“&u.loul csa-AD-CA T1/2027 Client
7 Centificates [ Certificate Information
3 ] Enterprise Trust
3 [ Intermediate Certification Authorties This i for the (s}
3 [ Trusted Publishers  Proves your identity to a remote computer

» [ Untrusted Certificates
3 (] Third-Party Root Certification Authoritiy
3 [ Trusted Pecple

3 [ Client Authentication Issuers

» [ Preview Build Reots

> (2] Test Roots

3 ] €SIM Certification Authorities

3 ] OEM eSIM Certification Authorities
2

>

2

2

2

]

Issued toes  Winl.csadocal

- Issued by: -AD-CA
| Passpoint Trusted Roots by oo

1 Remote Desktop
7 Certificate Enrollment Requests Valid from 7/1/2025 e 7/1/2027
] Smart Card Trusted Reots T You have 2 private key that comesponsds to this certificate.
_| Trusted Packaged App Installation Auth
| Trusted Devices
» [5] Windows Live ID Token Issuer Issuer Statement
> (2] WindowsServerUpdateSenvices

il FOI‘IiUll‘RUUl Issued To . Issued By Expiration Date  Intended Purposes s Certificate X
~ G Centificates Qocal Computer) 212700, 127004 2028 Strvir Authinticati.

v @ 'E'“‘"" Py deviceid:0ace... PROD Internal ZTNA Sub CA 1 8/5/2025 Clisnt Authentication | Otneral Detas  Cerbficaton Path

v 1 Trusted Root Certification Authorities B winl.csadocal cs-AD-CA 20T Client Authentication show: (<> Py

7 Certificates

» ] Enterprise Trust Field Vs

» [ Intermediate Certification Authorities [ tssuer csa-AD-CA, csa, local

> 7 Trusted Publishers || vaid from Tuesday, My 1, 2025 7:26:2..,

» ] Untrusted Certificates

» ] Third-Party Root Centification Authoriti
» [ Trusted People

3 ] Chient Authentication lssuers

» ] Preview Build Roots :
» [ TestRoots Fiv] Bty K Triantifiar ¥ian TN medcfr 46850 G 1989558
> [ €SIM Certification Autherities T
3 ] OEM eSIM Certification Authorities = WinL.csa.local
> [ Passpoint Trusted Roots -YIE«:
- -
» ] Remote Desktop = RTP
» [ Certificate Enollment Requests = North Carving
3 ] Senart Card Trusted Roots =Us
> [ Trusted Packaged App Installation Auth
3 1 Trusted Devices
» ] Windows Live ID Token Issuer Edit Properties. .. Copy o Fle...
» ] WindowsServerUpdateServices

Etapa 8 - Conectar ao tunel da maquina

1. Conecte-se a um Tunel do Usuario, ele acionara o download do perfil xml do tunel da maquina.

@ Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:

Please enter your username and password.
Username: jay@csa.local Y pa

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

OK Cancel




G J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q

TL Sort = View wae ([ Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

M
no Location.

RAVPN-ISE - TLS - Auto Select Me Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva

N

. Verificar a Conectividade do Tunel da Maquina:

€9 Cisco Secure Client (release) — X

atfean] e .
asco Secure Client

General Virtual Private Network (VPN)
g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information I
State: Disconnected
Zero Trust Access Tunnel Mode (IPv4): Not Available
Tunnel Mode (IPve): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
- " !
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information “
Client (IPv4): Not Available
Client (IPve): Mot Available
Server: Not Available
B ~
Collect diagnostic information for all P )r.tes .
installed components.
Diagnostics Reset Export Stats




Remote Access Log

s

MACHINE TUNNEL

CONMNECTION EVENT

Connecied
Disconnectied
Falled
Warning

MACHINE TUNNEL

Machine_Tunnel_Profile

OS5 TYPES AND VERSIONS
‘Windows 10.0.26100

SECURE CLIENT VERSIONS

5.1.10.233

Machine_Tunnel_Profie X

10 Events
t N Pro
L w @ Di:
A W e C
L w ©® Dis
L v ® Co
A w ] @ Di ] 10
L w @c
L w @ Di |
A w & 0.

Event Details

Jul 1, 2025 818 PM
US-Wirst-2

Wwinlssalocal

winl.csa local

@ Connected

Método 3 - Configurar o tunel da maquina usando o certificado do usuario

Nesse caso, para Campo principal a ser autenticado, escolha o campo de certificado que contém
o email do usuario ou UPN. O Secure Access usa o e-mail ou UPN como o identificador de tunel
da maquina. O formato do email ou UPN deve corresponder ao formato do identificador de

dispositivo escolhido

Siga as etapas de 1 a 4 para a configuragao do tunel da maquina.

Etapa 5 - Configurar o conector AD para importar usuarios no Cisco Secure

Access

Para obter mais informacdes, consulte: Integracéo do Ative Diretory no Local.

Users, Groups, and Endpoint Devices

Prevision and manage the authentication of users, groups, and endpeoint devices, for access contral purposes. Help 7

Users & Groups and Organizational Units 3 Endpoint Devices 2

Users

Manage your organization’s users and their devices connections and enrcliments. To add users, go to Configuration management > Integrate directories

At any time, you can disconnect or unenroll a user's device. Help [7

| [nmive Directory(®) J l tory 1 results
MName User Principal Name (UPN) Auth Property Source Directory Connected(VPN) ©
jay jayi@csa.local jay@csalocal onprem Active Directory Profile 1]



https://docs.sse.cisco.com/sse-user-guide/docs/manage-active-directory-integration

Etapa 6 - Configurar a autenticacdo de usuarios

1. Navegue até Connect > Users, Groups and Endpoint Devices.

2. Cliqgue em Gerenciamento de configuracao.

Users, Groups, and Endpoint Devices

ardl Maanage thi aul tica of use groups, and endpoint devices, for acCess control purposes. Help 5
.
1 Users 10 Groups and Organizational Units 3 Endpoint Devices 4
Users
WS yOUF BIGANZAIONS ulens and ther dévices EoNEEions and enalments. To s0d users, §b 1o Configuration management > Inlegrate dirsctonies
- A any time, you san disconnect of unennoll 3 user's device. Help £7
Connect
10 + results
-

3. Em Configuragdes, clique em Editar Ative Diretory.

% Users and Groups

Configuration Management

1 how you want 10 € o0t Lusers 1o Secure Access. Helpt
Configurations  Advanced Settings
Directories Add users, groups and endpoint devices 1o Secure Access through  supported 1P, Helpth [,m“l‘“”"mmmj
r Jay-IDP  Aze
Conmect
Manually Added
=
Active Directory & Edit
1
B Components

4. Defina Propriedade de Autenticacdo de Usuarios como Email.

Users Authentication

Select the Authentication Property that will be used to authenticate AD Users
Authentication Property
Email W

5. Clique em Salvar e reinicie os Servigos do Conector AD nos servidores em que estao
instalados.

Etapa 7 - Gerar e Importar Certificado de Endpoint



1. Gere 0 CSR, abra um gerador de CSR ou uma ferramenta OpenSSL.

2. Gere um certificado de ponto de extremidade a partir da CA.

3. Converta o arquivo .cert no formato PKCS12.

4. Importe o certificado PKCS12 no repositorio de certificados do ponto de extremidade.

d ﬂuniulr. Root Issued To Issued By Expiration Date  Intended Purposes & | Certificate ®
v G Centificates {Local Computer) 27000 127.001 /2028 Server Authenticati...
v B Pt.“::::ﬁmu ?iﬂr@?mucal . csa-AD-CA m,rm:-r aiﬂ -ﬂmhent:-mion General Detals Cerbification Path
v [ Trusted Root Certification Authorities Lelumiciscossertnadeviceidlace... PROD Internal ZTHA Sub CA1 8/3/2025 Client Authentication
_ Certificates §) Certificate Information
» 2] Enterprise Trust
3 ] Intermediate Centification Authorities This s for the g purpose{s):
3 [ Trusted Publishers = Proves your identity to a remobe computer
3 . Untrusted Certrficates
» ] Third-Party Root Certification Authoritis
5 ] Trusted Pecple
» ] Client Authentication lssuers
3 ) Preview Build Roots
» 2] Test Roots Issuedta: jay@csadocal
3 ) e5SIM Certification Authorities
3 | OEM eSIM Certification Authorities
3 ] Passpoint Trusted Reots Issued by: csa-AD-CA
» ) Remate Desktop
» . Certificate Enrcllment Requests Valid from 7/1/2025 to 7/1j 2027
> [ Smart Cord Trusted Roots T You have a private key that corresponds to this certificate.
3 ) Trusted Packaged App Installstion Auth
» 2] Trusted Devices
3 ) Windows Live ID Token lssuer
» ] WindowsServerUpdateServices
)
| Conscle Root Issued To Issued By Expiration Date  Intended Purposes & | Certificate o
v C.ertil'rcate-s (Local Computer) :g.] 127.0.0.1 127.00.1 TH2028 Server Authenticati...
v [E Personal B jay@csalocal e53-AD-CA 72027 Client Authantication  General Detals Certificaton Path
v@ rl;l::;'f:‘::?’l"dl:"loﬂ Authodities 22 umiciscoissemtnadeviceidOace... PROD Intemal ZTNA Sub CA 1 B/5/2025 Client Authentication < =
] Certificates
3 (2] Enterprise Trust Fiedd Vake
» ] Intermediate Certification Authorities T rssuer csa-AD-CA, csa, local
» 21 Trusted Publishers !
» [ Untrusted Certificates =
» [ Third-Party Root Certification Authoritis S < t
» [ Trusted People __Pubske key RSA (2048 Bits)
3 [ Client Authentication lssuers _ |Puble key parameters 0500
1 Preview Build Roots L1 |subsect Key Identifier 8433217 10798c441ad090885. .

| Test Roots

1 e5IM Centification Authorities

1 OEM eSIM Certification Authorities
1 Passpoint Trusted Roots

| Remote Desktop

1 Centificate Enrcliment Requests

1 Smart Card Trusted Roots

3 1 Trusted Packaged App Installation Auth
3 [ Trusted Devices

» [ Windows Live 1D Taken lssuer

3 ] WindewsServerUpdateSenices

LI B ity Wy Telambifinr iy el e Sa R0 £ 1 SO0 50

= jayiicsa.local
= jayi@csa.local
=T
= Cisco
=RTP
S = Morth Carolina
=S

Edit Propertes. .. Copy to Fie...

Etapa 8 - Conectar ao tunel da maquina

1. Conecte-se a um Tunel do Usuario, ele acionara o download do perfil xml do tunel da maquina.



® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | @ Cisco Secure Client

Please enter your username and password. AnyConnect VPN:
Please enter your username and password.
Username: jay@csa.local ' a

‘ Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

‘ oK — m Zero Trust Access:

G [J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q
T Sort = View (T Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Micresoft Edge H... 4KB
9 Cisco Secure Client - X

. i
PN-ISE - TLS - Auto Select Nearest
pa Location.

RAVPN-ISE - TLS - Auto Select Me Disconnect

00:01:15 (3 Hours 58 Minutes Remaining) Pva4

2. Verificar a Conectividade do Tunel da Maquina:



€9 Cisco Secure Client (release)

TN
CISCO

General

Secure Client

Virtual Private Network (VPN)

g : Preferences Statistics Route Details Firewall Message History
Status Overview
AnyConnect VPN Connection Information »
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPv6): Mot Available
Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
N .
Management Connection State: Connected (en .55€, CiSC0.C0m) I
Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
Bytes -
Collect diagnostic information for al p Yt _
installed components.
Diagnostics Reset Export Stats
Remote Access Log
MACHINE TUNNEL Machine_Tunnel_Profile
CONNECTION EVENT -
Select All 18 Events Event Details
| Connecied
Disconnecied Date & Time
Ealled User Dewicn Hame Connection Event  Event Detalls Public IP Intemnal IP VPN Profile > Jul 1, 2025 8:34 PM
| Warning - ) . . . B . ) Region
jay lay@csalocal) ® Connected 101050033, nfa Machine_Tunng =+ iR
MACHINE TUNNEL jay (jay@csalocal) @ Dizconnected  User Requasted 10:10.50031, n/a Machine_Tunne -+ User

Machine_Tunnel_Profile

OS TYPES AND VERSIONS
| Windows 10.0.26100

SECURE CLIENT VERSIONS
] 5.1.10.233

jay ljay@csatocal)

lay (lay@csadlecal)

Y ljay@csalocal)

jy (pyiBesalocal)

F
F3
F s
F S
L jay (jay@csatocal)
i
F A
F

[y ljay@csalecal)

& Connected
@ Disconnected
@ Disconnected
@ Connected
@ Disconnected

@ Connected

User Requested

User Requested

User Reguested

100.50031, nfa

10050028, nfa

10:10.5029, nfa

107050028, nfa

10.10.50.20, nfa

10105020, nfa

Machine_Tunne =«

Machine_Tunne -+

Maching_Tunne =<«

Machine_Tunne =+

Machine_Tunne ==«

Machine_Tunne -+

L jay (jay@cen loeal)
Ruie Identity
Device Name

Connection Event

® Connected
Event Details

Last Connected

Troubleshooting

Extraia o pacote DART, abra os logs do AnyConnectVPN e analise as mensagens de erro:

DARTBundle_0603_1656.zip\Cisco Secure Client\AnyConnect VPN\Logs



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



