Remover Usuarios do Painel de Acesso Seguro
Provisionado Usando o Microsoft Azure
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Introducao

Este documento descreve como remover usuarios do painel do Secure Access fornecido pelo
Microsoft Azure.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

* Acesso seguro
* Microsoft Azure
* Provisionamento de usuario usando Aplicativos Empresariais no Azure

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

* Acesso seguro
* Microsoft Azure

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.



Configurar

1. Identificar os usuarios que precisam ser removidos

Identifique o usuario que precisa ser removido do painel.

» Navegue para a |U do Secure Access
* Connect > Users and Groups
* Neste exemplo, vocé vera como remover user2
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2. Remova os usuarios desejados

Navegar para o portal do Azure

* Enterprise Applications

» Selecione seu provisionamento Enterprise Application

* Usersand Groups, €m seguida, escolha os usuarios que deseja excluir
» Clique em Remove


https://login.sse.cisco.com/
https://portal.azure.com/

Microsoft Azure L Search resources, services, and docs (G+/)

Home » user sync-User Prov-Cisco Secure Access

Ja user sync-User Prov-Cisco Secure Access | Users and groups

Enterprise Application
ki -+ Add user/group & Edit assignment £ Update ¢

o The application will appear for assigned users within My Apps. Set 'visible to users?' te no in properties to prevent this. —>

tials == Columns }'?,_-‘ Got feedback?

= Overview
Deployment Plan

#. Diagnose and solve problems
Assign users and groups to app-roles for your application here, To create new app-roles for this application, use the application registration

Manage
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4. Roles and administrators D @ userl User User

& Users and groups @ user2 User User

2 Single sign-on

2 Provisioning

C  Self-service

3. Parar e Iniciar Provisionamento

Apds remover os usuarios desejados, navegue até provisioning.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > user sync-User Prov-Cisco Secure Access

Ja user sync-User Prov-Cisco Secure Access | Users and groups

Enterprise Application

% + Add user/group f Edit assignment :'.Lj Remove J-:;' Update cradentials == Columns /é? Got feedback?

i overview

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. =
m] Deployment Plan

#. Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registratior

Manage

m . | £ First 200 shown, to search all users & gro..,

'I' Properties

&8 Owners Display Name Object Type Role assigned
&. Roles and administrators ] @ user1 User User

&2 Users and groups

3 Single sign-on

©  Self-service

» Cliqgue em stop Provisioning



% D Stop provisioning '? Restart provisioning {)’ Edit provisioning 9,;- Provision an demand

& Overview
:o_—, Provision on demand . e
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~ Wiew technical information
&8 Users and groups
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E3 Expression builder 1

Monitor o
View provisioning logs

M Provisioning logs
B Audit logs

) Manage provisioning
"y Insights pdate credenti
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Provision on demand
New support request

* Em seguida, clique em start Provisioning

|?}‘ Start provisioning "\ Restart provisioning f Edit provisioning "; Provision on demand \-\ Refresh &7 Got feedback?
© Overview
B, Provision on demand —
= Current cycle status Statistics to date
Manage Incremental cycle stopped

neremen cle s L .

W PP w  View provisioning details

B Provisioning 0% complete

. ~  View technical information
&8 Users and groups
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Menitor

s Provisioning logs

Agora verify que 0s usuarios desejados foram removidos do painel de controle do Secure Access.

Verificar

Como vocé pode veruser2, 0 foi removido do painel do Secure Access conforme desejado.

‘ees  Secure Access

Users and User Groups

-~ Manage your organization's users and user groups. To add new users and user groups, provision them through a supported identity provider,
Connect 5
* Once added, users and user groups can then be added 10 an access rule. HeIpU

e
Users Groups

Users
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Manage your organization's users and their devices connections and enrollmants. To add naw users, click Provision Users. At anytime, you

can disconnect or unenroll 3 user's device. Helpl
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Verificar a partir dos logs no Portal do Azure

Navegue até o Portal do Azure.

* Enterprise Applications

» Selecione seu provisionamento Enterprise Application
® Usersand Groups

» Cligue em View Provisioning logs

< O Stop provisioning C' Restart provisioning & Edit provisioning

@ Overview
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v View technical information
&8 Users and groups

Users

E3 Expression builder 1
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s Provisionina loas

* O registro indica Action asbisablewithstatus Successas, 0 que confirma a remog¢ao do
provisionamento do usuario no sistema de destino do Secure Access
Provisioning Logs

4 Download + (i) Learn more :\_, Refresh == Columns 7 Got feedback?

£ Identity Mame or ID

Date : Last 24 hours Shaw dates as: : Local Status : All Action : All Application contains 6e611dfd-43ed-43b8-bd7e-3Tebe1fbf809 X 7 Add filters
Date L den... Action Source System Target System Status
Display MNa
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https://portal.azure.com/

Provisioning log details

Steps  Troubleshooting & Recommendations Modified Properties summary

1. Import urrcietfparams scim:schemas:extensionenterprise:2 0:User from Azure Active Directory 0

2. Match urniietf:params:scim:schemas:extensionzenterprise:2.0:User between Azure Active Directory and CiscolUmbrella O

3. Determine if urnzietf:params:scim:schemas:extension:enterprise:2.0:User is in scope 0

4. Provision urriietf:params:scim:schemas:extension:enterprise:2.0:User in Ciscolmbrella o

EntryExportUpdateSoftDelete

Result Success
| Description User "'user @R onmicrosoft.com’ was updated in CiscolUmbrella
Reportableldentifier user? @ i on microsoft.com

Informacgdes Relacionadas

e Guia do usuario do Secure Access
» Suporte técnico e downloads da Cisco
» Provisionar Usuarios e Grupos do Azure



https://docs.sse.cisco.com/
https://www.cisco.com/c/pt_br/support/index.html
https://docs.sse.cisco.com/sse-user-guide/docs/provision-users-and-groups-from-azure

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



