Configure o ZBFW usando a correspondéncia de
padrao de ACL FQDN na série C8300
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Referéncia

Introducao

Este documento descreve o procedimento para configurar o ZBFW com a correspondéncia do
padrédo FQDN ACL no modo autbnomo na plataforma C8300.

Pré-requisitos

Requisitos

A Cisco recomenda ter conhecimento deste topico:



 Firewall de politica baseado em zona (ZBFW)
+ Roteamento e encaminhamento virtual (VRF)
* Traducao de Endereco de Rede (NAT)

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:
+ C8300-2N2S-6T 17.12.02

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

O Zone-Based Policy Firewall (ZBFW) € um método avancado de configuragao de firewall nos
dispositivos Cisco IOS® e Cisco I0S XE que permite a criagdo de zonas de seguranga dentro da
rede.

O ZBFW permite que os administradores agrupem interfaces em zonas e apliquem politicas de
firewall ao trafego que se move entre essas zonas.

As ACLs FQDN (Fully Qualified Domain Name Access Control Lists), usadas com um ZBFW nos
roteadores Cisco, permitem que os administradores criem regras de firewall que correspondam ao
trafego com base nos nomes de dominio, em vez de apenas enderegos IP.

Este recurso € particularmente util ao lidar com servicos hospedados em plataformas como AWS
ou Azure, onde o endereco IP associado a um servigo pode mudar com frequéncia.

Ele simplifica o gerenciamento das politicas de controle de acesso e melhora a flexibilidade das
configuragcbes de segurancga na rede.

Configurar

Diagrama de Rede

Este documento apresenta a configuracéo e a verificagao para ZBFW com base neste
diagrama. Este € um ambiente simulado usando o BlackJumboDog como um servidor DNS.
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Essa é a configuragéo para permitir a comunicag¢ao do cliente com o servidor Web.

Etapa 1. (Opcional) Configurar o VRF

O recurso VRF (Virtual Routing and Forwarding, roteamento e encaminhamento virtual) permite
criar e gerenciar varias tabelas de roteamento independentes em um unico roteador. Neste
exemplo, criamos um VRF chamado WebVRF e executamos o roteamento para comunicagoes

relacionadas.

vrf definition WebVRF

rd 65010:10

|

address-family ipv4
route-target export
route-target import
exit-address-family
|

address-family ipv6
route-target export
route-target import
exit-address-family

ip route vrf WebVRF
ip route vrf WebVRF
ip route vrf WebVRF

65010:10
65010:10

65010:10
65010:10

8.8.8.8 255.255.255.255 GigabitEthernet0/0/3 192.168.99.10
192.168.10.0 255.255.255.0 Port-channel1.2001 192.168.1.253

192.168.20.0 255.255.255.0 GigabitEthernet0/0/3 192.168.99.10



Etapa 2. Configurar a interface

Configure informacgdes basicas, como membro de zona, VRF, NAT e enderecos IP para as
interfaces interna e externa.

interface GigabitEthernet0/0/1
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface GigabitEthernet0/0/2
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface Port-channell
no ip address
no negotiation auto

interface Port-channell.2001
encapsulation dotlQ 2001

vrf forwarding WebVRF

ip address 192.168.1.1 255.255.255.0
ip broadcast-address 192.168.1.255
no ip redirects

no ip proxy-arp

ip nat inside

zone-member security zone_client

interface GigabitEthernet0/0/3

vrf forwarding WebVRF

ip address 192.168.99.1 255.255.255.0
ip nat outside

zone-member security zone_internet
speed 1000

no negotiation auto

Etapa 3. (Opcional) Configurar o NAT

Configure o NAT para interfaces internas e externas. Neste exemplo, o endereco IP origem do
cliente (192.168.10.1) é convertido em 192.168.99.100.

ip access-Tist standard nat_source
10 permit 192.168.10.0 0.0.0.255

ip nat pool natpool 192.168.99.100 192.168.99.100 prefix-length 24
ip nat inside source list nat_source pool natpool vrf WebVRF overload



Etapa 4. Configurar ACL FQDN

Configure a ACL FQDN para corresponder ao trafego de destino. Neste exemplo, use o curinga "™
na correspondéncia de padrao do grupo de objetos FQDN para corresponder ao FQDN de
destino.

object-group network src_net
192.168.10.0 255.255.255.0

object-group fqdn dst_test_fqdn
pattern .*\.test\.com

object-group network dst_dns
host 8.8.8.8

ip access-list extended Client-WebServer

1 permit ip object-group src_net object-group dst_dns
5 permit ip object-group src_net fgdn-group dst_test_fqdn

Etapa 5. Configurar ZBFW

Configure zone, class-map, policy-map para ZBFW. Neste exemplo, usando o mapa de
parametros, logs sdo gerados quando o trafego é permitido pelo ZBFW.

zone security zone_client
zone security zone_internet

parameter-map type inspect inspect_log
audit-trail on

class-map type inspect match-any Client-WebServer-Class
match access-group name Client-WebServer

policy-map type inspect Client-WebServer-Policy
class type inspect Client-WebServer-Class
inspect inspect_log

class class-default

drop Tlog

zone-pair security Client-WebServer-Pair source zone_client destination zone_internet
service-policy type inspect Client-WebServer-Policy

Verificar

Etapa 1. Iniciar conexao HTTP do cliente

Verifique se a comunicagao HTTP do cliente com o servidor WEB foi bem-sucedida.
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Etapa 2. Confirmar cache de IP
Execute show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all o comando para confirmar se o cache IP parao

FQDN de destino é gerado em C8300-2N2S-6T.

<tfroot>
02A7382#

show pl atform hardware qf p active feature dns-snoop-agent datapath ip-cache all

IP Address Client(s) Expire RegexId Dirty VRF ID Match

192.168.20.1 Ox1 117 Oxdbccd400 0x00 Ox0 .*\.test\.com

Etapa 3. Confirmar log ZBFW

Confirme se o endereco P (192.168.20.1) corresponde ao FQDN (.*\.test\.com) e verifique se a comunicagdo HTTP na etapa 1 € permitida pelo
ZBFW.

*Mar 7 11:08:23.018: %I OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:003 TS:00000551336606461468 %FW-6-SESS AUDIT_TRAIL_START

*Mar 7 11:08:24.566: %l OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:002 TS:00000551338150591101 %FW-6-SESS AUDIT_TRAIL: (target:

Etapa 4. Confirmar captura de pacote

Confirme se aresolugdo DNS parao FQDN de destino e a conexdo HTTP entre o Cliente e o servidor WEB foram bem-sucedidas.

Captura de pacotes no interior:

M. Time Menthentien Seuree ket Destieation B.pert Tkt Lk Protscol Lisgth TCRSeq et sbquincs TERA Sk
15 2024-03-87 11:50:36.775945  @x0511 (1297) 192.168.10.1 64078 B.8.8.8 53 127 s 7% Standard query @xa5es A abe.test.com
18 2024-93-87 11:50:36. 78209 ued36 (ST739E) 8.68.8.8 53 192.168.18.1 G878 126 DS 92 Standard query response @xa5@5 A abc,.test.com A 192.168.20.1

Pacotes DNSno interior



o, Time Mdennficaton Souree S.Pert Desmnation Dfore Timato lve Protocol Lesgth TOR.Seq N sequence TOPACk Info

22(2024-83-07 11:50:36.798954 | 8x4575 {17781} 192.168.16.1 51715 192.168.20.1 8 127 1CP 8
23 2024-093-07 11:50:36,798054  @xd2fb (37627) 192.168.28.1 B 192.168.18.1 51715 126 TCP mn
24 2024-03-07 11:50;36,798954  0x4576 (17782) 192.168.10.1 51715 192.168.20.1 B 127 TCP 58
26 7024-93-87 11:50:36 883044  @xd577 (17783) 192.168.18.1 51715 192.168.28.1 B 127 WTTP 49z
2T Jo24-83-07 11:50: 36606549 @xi2fc (37628) 192.168.20.1 B0 192.168.10.1 51715 126 HITR 979

PacotesHTTP no interior

Captura de pacote no lado (192.168.10.1 € NAT para 192.168.19.100) :

(] < 8 51715 + B8 [SYN] Seqed WineG4248 Lens8 MSS-1460 WS=256 SACK PERM
@ 1 180 + 51715 [SYN, ACK] Seq=0 Ack=1 Win=55535 Len=0 MSS=1450 WS=25¢
1 1 151715 + 89 [MK] Seqesl Acks1 Win=2102272 Lens=@

1 435 1 GET / WTTR/1.1

1 912 435 HTTRS1.1 208 0K (text/himl)

e Time Idprnfication Seurce St Desenason D Pest Tenatolve Protocl Langh TORSeq Mt sequente TCRAG e

3 2024-93-87 11:50:36.773945 @x@511 (1397) 192.168.99._ 180 64878 B.B.8.B 53 136 DHS
6 2024-03-07 11:50:36. 782949  fue36 (ST3I98) $.8.8.8 53 192, 168. 9%, 109 G4878 127 DNS

Pacotes DNS no Exterior

Standard guery Bxa585 A abc.test.com
Standard query response BxaS@S A abc.test.com A 192.168.20.1

Ko, Time Mertfication Source 5.Port Destination DPort Time to Lve  Frofoced Length  TCP.Seq Hed sequence TCRAD Info
10 2024-03-87 11:50:36.798951 @xd575 (17781)  192.166.99.100 51715 192.168.20.1 50 126 TCP 66 ] 1 851715 + 80 [SYN] Seq=0 Win=64248 Len=0 M35=1460 WS=256 SACK
11 2024-03-867 11:50:36.798954 @x@3fb (37627)  192.168.20.1 20 192.168.99.100 51715 127 TCP 66 ] 1 188 » 51715 [SYN, ACK] Seqe® Ackel Wins§5535 Lens® MSSel460
12 2024-03-67 11:50:36.798054 ©x4576 (17782)  102.168.00.100 51715 192.168.29.1 80 126 TCP 54 1 1 151715 + 88 [ACK] Seq=1 Ack=1 Win=2102272 Len=0
14 2024-03-97 11:50;36,803044  Oud577 (17783) 192,168, 55,100 51715 192.168.29.1 ) 126 HTTP 488 i 435 1 GET / HTTR/1.1
15 2024-03-87 11:59:36.586949 @x92fc (37628)  192.168.20.1 50 192.168.99.108 51715 127 HTTP 975 1 922 435 MTTP/1.1 200 OK (text/html)

Pacotes HTTP no Exterior

Troubleshooting

Para solucionar problemas de comuni cagdo relacionados a0 ZBFW usando a correspondéncia de padréo FQDN ACL, vocé pode coletar oslogs

durante o problema e fornecé-los ao Cisco TAC. Observe que os registros para a solucdo de problemas dependem da natureza do problema.

Exemplo de logs a serem col etados:

1111 before reproduction
I Confirm the IP cache
show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

11 Enable packet-trace

debug platform packet-trace packet 8192 fia-trace

debug platform packet-trace copy packet both

debug platform condition ipv4 access-list Client-WebServer both

debug platform condition feature fw dataplane submode all level verbose

1l Enable debug-level system logs and ZBFW debug logs
debug platform packet-trace drop

debug acl ccaevent

debug acl ccaerror

debug ip domain detail

I Start to debug

debug platform condition start

11 Enable packet capture on the target interface (both sides) and start the capture
monitor capture CAPIN interface Port-channel 1.2001 both

monitor capture CAPIN match ipv4 any any

monitor capture CAPIN buffer size 32

monitor capture CAPIN start

monitor capture CAPOUT interface g0/0/3 both
monitor capture CAPOUT match ipv4 any any
monitor capture CAPOUT buffer size 32
monitor capture CAPOUT start



11 (Optional) Clear the DNS cache on the client
ipconfig/flushdns
ipconfig /displaydns

11 Run the show command before reproduction

show platform hardware gfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware qfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

1111 Reproduce the issue - start

11 During the reproductionof the issue, run show commands at every 10 seconds

11 Skip show ip dns-snoop all command if it is not supported on the specific router
show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

111 After reproduction

11 Stop the debugging logs and packet capture
debug platform condition stop

monitor capture CAPIN stop

monitor capture CAPOUT stop

! Run the show commands

show platform hardware qgfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware gfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

show platform packet-trace packet all decode
show running-config

Perguntas mais freqlientes

P: Como o valor de tempo limite do cache | P é determinado no roteador ?

R: O vaor de tempo limite do cache | P é determinado pelo valor TTL (Time-To-Live, tempo de vida restante) do pacote DNS retornado do
servidor DNS. Neste exemplo, ele é de 120 segundos. Quando o cache I P atinge o tempo limite, €le é automati camente removido do roteador.

Este é o detalhe da captura de pacotes.



vl Domain MName System (response)
Transaction ID: @xab@b
> Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
v Answers
v abc.test.com: type A, class IN, addr 192.168.20.1
Name: abc.test.com
Type: A (Host Address) (1)

Address: 192.168.20.1

Detalhes do pacote de resolucéo DNS

P: E aceitavel quando o servidor DNS retorna o registro CNAME em vez do registro A?

R: Sim, ndo é um problema. A resolucdo DNS e a comunicagdo HTTP sdo prosseguidas sem problemas quando o registro CNAME é retornado
pelo servidor DNS. Este é o detalhe da captura de pacotes.

o, Time Kentfication Source S.Port Destination Pt TimetoLwe Frotocol Length TCP.Seq Wed sequence TCRAK Info
358 F024-83-07 12:89:55.625959 Owbbcs (3013) 192.168.10.1 63777 8.8.8.8 53 127 DS 76 Standard query 8xGbd® A abc.test.com
352 PO24-83-07 12:80:55.620057  owedfe (SE6IZ) B.B.B.8 53 192.168.19.1 63777 126 DHS 114 Standard query response BwbbdB A abc.test.com CHAME def_ test.

Pacotes DNSno interior



vIDDmain Mame System (response) I
Transaction ID: @x6bad

> Flags: 9x8580 Standard query response, No error

Questions: 1

Answer RRs: 2
Authority RRs: ©

Additional RRs:

> Queries
v Answers

0

abc.test.com: type CHNAME, class IN, cname def.test.com

MName:

abc.test.com

Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 6
CNAME : def.test.com

videf.test.com: t
Name :

Address:

Detalhes do pacote de resolucéo DNS

ha. Tima
356 2024-03-97 12:09:55, 644955
357 M2A-83-97 12:09:55, 644955
358 2024-83-97 12:09:55, 644955
359 MW24-03-07 12:09:55, 645962
362 2924-83-97 12:09:55. 646954

dentificaon

BxA589 (17891)
Ox3349 (37705)
Bwd5Ba (17802)
BxaSEh (17803)
Bx934a (3ITT06)

Pacotes HTTP no interior

def.test.com

Type: A (Host Address) (1)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 4

Source.

152,168.10.1
192.168.20.1
192.168.18.1
152.168.16.1
152.168.20.1

192.168.28.1

SPort  Desination
51801 192.168.20.
&0 192.168.10.
31801 192.168.20.
51801 192,168,209,
BB 192.168.18.

1
i
1
1
1

addr 192.168.20.1

D_Part

80
51801
B2
&0
31881

Timetolwe  Protoool  Length TERS Nest: TOPS Iefo

127 TCP 70
126 TP 78
127 TCP 58
127 HTTP a9
126 HTTP 979

8 1 251801 « 80 [SYN] Seq=0 Win=64240 Len=0 M55=1460 W=
a 1 180 » 518081 [5YN, ALK] Seqe® Ackel Win=65535 Len=B M
1 1 151881 + 898 [ACK] Seq=1 Ack=1 Win=2182272 Len=@

1 435 1 GET # HTTR/1.1

1 922 435 HTTP/1.1 200 OK (text/html)

P: Qual é o comando para transferir capturas de pacotes coletadas em um roteador C8300 para um servidor FTP?

R: Use os comandos monitor capture <capture name> export bootflash:<capture name>.pcap e copy bootflash:<capture name>.pcap

ftp://<user>:<password>@<FTP IP Address> paratransferir capturas de pacotes para um servidor FTP. Este € um exemplo paratransferir

CAPIN paraum servidor FTP.

<#froot>

nmoni tor capture CAPI N export bootfl ash: CAPI N. pcap

copy bootflash: CAPI N. pcap ftp://<user>: <passwor d>@FTP | P Address>



Referéncia

Entender o design do firewall de politica baseado em zona


https://www.cisco.com/c/pt_br/support/docs/security/ios-firewall/98628-zone-design-guide.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



