Redefinir e recuperar a senha do ISE 3.3
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Introducao

Este documento descreve os métodos CLI e GUI para redefinicio e recuperacido de senha do
Identity Services Engine (ISE) com base no tipo de dispositivo.

Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes tépicos:

» Conhecimentos basicos do ISE.
» Conhecimentos basicos do Cisco Integrated Management Controller.

Componentes Utilizados

* Maquina virtual do ISE (VMware versao 13 para ESXi 6.5 (e posterior))
* Dispositivo fisico ISE 3715

As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracéo (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Procedimento de redefinicao de senha



No Cisco ISE, as senhas da GUI Web e da CLI podem ser diferentes. Conclua estas etapas para
alterar a senha:

Redefinicao de senha da GUI

Vocé pode alterar a senha da GUI via GUI da Web ou via CLI.

Usando o método da GUI da Web

1 - 4. Navegue até Administragao > Acesso de Admin > Administradores > Usuarios de Admin.
5. Selecione o usuario.

6. Clique em Editar.
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8.Insira a senha atual e a nova senha.
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Usando o método CLI
Na CLI, execute o comando #application reset-passwd ise <username>

Isso solicitara que vocé insira a nova senha.

:isé331/admin#application reset—passwd ise admin
Enter new password:

Quando a nova senha é inserida e confirmada, a senha é redefinida com éxito.

ise331/admin#application reset—passwd ise admin
Enter new password:
Confirm new password:

Password reset successfully.

Redefinicao de senha CLI



Note: Vocé nao pode alterar a senha CLI do ISE na sua GUI. Vocé pode fazé-lo através
do comando CLI se tiver acesso a CLI. Se vocé nao tiver acesso a CLI, devera executar o
processo de recuperagao de senha.

Na CLI, execute o comando #password . Vocé sera solicitado a inserir a senha atual.

1se331/admin#password
Fnter old password: [§

Depois de digitar corretamente a senha atual, digite a nova senha para redefini-la.

Procedimento de recuperacao de senha



Para executar a recuperac¢ao de senha, baixe o arquivo ISO do portal do software.

Este documento é demonstrado na versao 3.3 do ISE usando Cisco-ISE-
3.3.0.430.SPA.x86_64.iso .

Recuperacao de senha para dispositivo fisico SNS

Ha dois métodos para recuperar a senha em dispositivos fisicos SNS:

* Recuperacédo de senha através do uso do Cisco Integrated Management Controller (CIMC)
» Recuperacgao de senha através do uso de um USB inicializavel

Recuperacao de senha através do uso do CIMC

Para executar a recuperacao de senha, vocé precisa de acesso ao CIMC.

Se vocé ndo tiver o CIMC, consulte Setting Up the System With the Cisco IMC Configuration
Utility para saber mais sobre as etapas de configuracdo do CIMC.

Vocé pode usar a conexao CIMC para gerenciar dispositivos Cisco SNS-36XX, SNS-37XX.

O utilitario KVM através da conexao CIMC pode ser usado para executar todas as operacoes,
incluindo a configuragcédo do BIOS no dispositivo Cisco SNS-36XX ou Cisco SNS-37XX.

Etapa 1. Abra qualquer navegador e procure o endereco IP do CIMC e fornecga os detalhes de
nome de usuario e senha para fazer login no portal do CIMC.

< C © Notsecure | hpsy//10.127.197.246/login.htm Cisco IMC Login Page m = % R - D
o 10.127.197.246
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cisco

C220-WZP27110UYA
Cisco Integrated Management Controller

Etapa 2. CliqueLaunch KVM Console.


https://software.cisco.com/download/home/283801620/type/283802505/release/3.3.0
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Etapa 3. Clique na virtual Mediaguia e selecione vKVM-Mapped vDVD.

KVM Console SNS-3715K9 WZP27110UYA 22 & admin 0,
Console
File
View
Macros
Tools

Power

Virtual Media 3 Create Image

'

VKVM-Mapped vHDD

Etapa 4. Selecione o arquivo ISO e cliqgue em Mapear unidade.



Map Virtual Media - CD/DVD

Etapa 5. Escolha Macros > Static Macros >Ctrl-Alt-Del inicializar o dispositivo Cisco SNS-36XX ou Cisco
SNS-37XX usando a imagem ISO.

il yKVM KVMConsole  SNS3715K3  WZP27110UYA
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= chat Alt + -
Alt + Shift + Escape

Alt + Print Screen

Etapa 6. Pressione F6 para exibir o menu de inicializagdo. Entrar no menu de inicializagao
aparece na parte inferior da tela.
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Etapa 8. Selecione System Utilities (Utilitarios do sistema) (Teclado/Monitor) ou System Utilities
(Utilitarios do sistema) (Console serial) se vocé acessar por meio de uma conexao de porta de




console serial local):

el yevM KVMConsole  SNS-3715K9  WZPZ7110U¥A
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Etapa 11. Em System Ultilities, selecione Recover Administrator Password Opg¢ao 1.

WM Corsale  BNSITIENE WZPZTIIOUYA




Availlable System Utilities:

[l1] Recover AdMministrator Password

[Z] Uirtual Machine Resource Check
[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to Eluit:

KM Comole SNSITISHT WIP2TTI0UMA

Digite a opcao 1 e clique em Enter

Etapa 9. Selecione o nome de usuario necessario na lista e pressione Enter para redefinir a
senha. O console exibira:



Admin Password Recowvery

This utility will reset the password for the specified ADE-0S administrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu

AdmMin Usernames

I [1] admin l

Enter choice [1] or q to Quit :

Etapa 10. Digite a nova senha e digite y para salvar as alteracoes.
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Boot Dence
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Chat




VM Cansole SNSITIERD WIPTTTIOUNA

Tate VEVM

A redefinicao de senha foi concluida.

This utility will
At most the
saving chant

Admin Usernames

[1] admin

choice [1]1 or q to Quit
word :
fy password:

Save cC

145.

administrator.
Without

for the specified ADE-0S
Wwill be listed. To abort
return to utilities mMenu

Wword
trators
Quit and

ordered data mode. Opts:

Etapa 11. Para acessar a CLI, selecione Quit and reload, digite option q.



Availlable System Utilities:

l1] Recover AdmMministrator Password
[Z] Virtual Machine Resource Check

[3] Perform Sustem Erase
Uuit and reload

Enter option [1 - 3] q to []ui’r:

Recuperacao de senha através do uso de um USB inicializavel

Antes de Comecar: Crie uma unidade USB bootable. Consulte Criacdo de um dispositivo USB
inicializavel para instalar o Cisco ISE.

Etapa 1. Conecte a unidade USB inicializavel que tem a imagem ISO do Cisco Secure ISE na
porta USB.

Etapa 2. Ligue o dispositivo Cisco SNS-36XX ou o0 Cisco SNS-37XX.

Etapa 3. Pressione F6 para entrar no menu do BIOS.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/install_guide/b_ise_installationGuide33/b_ise_InstallationGuide33_chapter_4.html
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Etapa 5. Selecione System Ultilities (Teclado/Monitor) ou System Ultilities (Utilitarios do Sistema)
(Console Serial) se vocé acessar o por meio de uma conexao de porta de console serial local:
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Etapa 6. Em Utilitarios do Sistema, escolha Recuperar Senha do Administrador Opc¢ao 1.

WV Comsele  ENSITIENS WIPZTTIIOUVA




KM Comole SNSITISHT WIP2TTI0UNA

Availlable System Utilities:

[1] Recover Administrator Password

[Z] Virtual Machine Resource Check
[3] Perform System Erase
[q] Quit and reload

Enter option [1 - 31 q to Quit:

Selecione a opcgao 1 (Recuperar senha do administrador) .

Etapa 7. Selecione o nome de usuario necessario na lista e pressione Enter para redefinir a
senha.

O console exibira:



Admin Password Recowvery

This utility will reset the password for the specified ADE-0S administrator
At most the first five administrators will be listed. To abort without
saving changes, enter [g] to Quit and return to utilities mMenu

AdmMin Usernames

I [1] admin l

Enter choice [1] or q to Quit :

Etapa 8. Digite a nova senha e digite 'y' para salvar as alteragoes.
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VM Cansole SNSITIERD WIPTTTIOUNA

Tate VEVM

A redefinicao de senha foi concluida.

This utility will
At most the
saving chant

Admin Usernames

[1] admin

choice [1]1 or q to Quit
word :
fy password:

Save cC
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administrator.
Without

for the specified ADE-0S
Wwill be listed. To abort
return to utilities mMenu

Wword
trators
Quit and

ordered data mode. Opts:

Etapa 9. Para acessar a CLI, selecione quit e reload, digite option q.



Available System Utilities:

[1] Recover Administrator Password
[Z] Virtual Machine Resource Check

[3] Perform System Erase
[q] Quit and reload
Enter option [1 - 3] q to Duit:[:::]

Recuperacao de senha da maquina virtual do ISE

Aqui, o VMWare é o ambiente usado, vocé pode ter acesso ao Vsphere para executar estas
etapas:

Etapa 1. Carregue o arquivo ISO no armazenamento de dados da maquina virtual.

Etapa 2. Desligue a maquina virtual do ISE.

A Actions - 58202533
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Etapa 3. Selecione a VM na lista e clique em Actions >Edit Settings.
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Edit Settings = ise2025-3-3

Virtual Hardware VM Options

> CPU
» Memory
> Hard disk 1

5> SCSI controller O

s Network adapter 1

5 CD/DVD drive 1

> Video card
VMCI device

> Other

300 GB v

LSI Logic Parallel
BGL14-GEN-VLAN-97 ~

Datastore I1SO File v

Specify custom settings v

Additicnal Hardware

Connected

Etapa 4. Emvirtual Hardware> CD/DVD, check for ISE 3.3 1SO file " Cisco-I SE-3.3.0.430.SPA x86_64.is0" and click OK..



Select File
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CEPNM-APL-FED-6.0.0.0-113-1-K9.is0 Mame: Cisco-
ISE-3.3.0.430.5PA.x86_64.iso
Size:12.57 GB

& Check_Point_R81.10.is0 Modified:09/15/2024, 1:35.09 PM
&= BGL14-GEN-TMPL-01 _ Encrypted: No

L@

E
& BGL14-GEN-TMPL-02 Check_Point_R81.20_T631_ScalablePlatform.
S BGL14-GEN-165 [& cipc old image.iso

S0 [f;geere

& SERIAL [® Cisco-ISE-3.3.0.430.5PA.x86_64.i50 o
i
B BGL14-GEN-169 [& Cisco-ISE-

= BGL14-GEN-170 PIC-3.4.0.608a.5PA.x86_64.is0

[ Check_Point_R80.10_T479_Gaia.iso

B BGL14-GEN-171 [& cisco-webex-meetings-
@ BGL14-GEN-172 server-3.0.1.3119.C.iso

(]

= BGL14-GEN-173 (&
@ BGL14-GEN-174 Cisco_Firepower_Mgmt_Center-6.4.0-113-

Restore.iso

b
b
>
>
>
>
b4
b

B BGL14-GEN-175

]
"

File Type: [ ISO Image (".iso) v

Etapa 5. Nas configuragdes de CD/DVD, habiliteconnect At PowerOn and click OK.



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

ADD NEW DEVICE ¥

> CPU L @
> Memory v GB v
> Hard disk 1 300 GB v
5> SCSI controller O LSl Logic Parallel
> Network adapter 1 BGL14-GEN-VLAN-97 v Connected
~ CD/DVD drive 1* Datastore ISO File v ¥ Connected
Status E*Cormect At Power On
CD/DVD Media [ISO] Cisco-ISE-3.3.0.430.SPA.: | BROWSE...
Device Mode Emulate CD-ROM v
Virtual Device Node IDEQ v IDE(O:0) CD/DVD drive 1 v
> Video card Specify custom settings v
VMCI device
> Other Additional Hardware

Etapa 6. EmvM Options> Boot options,Force BIOS Setuphabilitar e clique emok.



Edit Settings = ise2025-3-3 %

Virtual Hardware VM Options

> General Options VM Name: ise2025-3-3

VMware Remote Console Options
>

Lock the guest operating system when the last remote user disconnects
> Encryption Expand for encryption settings
> Power management Expand for power management settings
> VMware Tools Expand for VMware Tools settings
!E&Boot Options Expand for boot options
» Advanced Expand for advanced settings
> Fibre Channel NPIV Expand for Fibre Channel NPIV settings




Edit Settings = ise2025-3-3

Virtual Hardware VM Options

> General Options

VMware Remote Console Options

» Encryption
> Power management

> VMware Tools

VM MName: ise2025-3-3

k the guest operating system when the last r

Expand for encryption settings

Expand for power management settings

Expand for VMware Tools settings

v Boot Options

Firmware

Boot Delay

Force BIOS setup

Failed Boot Recovery

» Advanced

> Fibre Channel NPIV

BIOS (recommended) v

When powering on or resetting, delay boot order by
0 i milliseconds
[;I During the next boot, force entry into the BIOS setup screen

[ 1f the VM fails to find boot device, automatically retry after
10 seconds

Expand for advanced settings

Expand for Fibre Channel NPIV settings

Etapa 7. Ligar a VM do ISE e monitorar o console da VM para o prompt do BIOS.



& ise2025-3-3 2 @ : ACTIONS

Summary Monitor Configure Permissions Datastores Networks Snapshots

Power Status @_J Powered On
Guest OS A Red Hat Enterprise Linux 8 (64-bit)
VMware Tools Running, version:12325 (Guest Managed) @
DNS Name (1) ise330
IP Addresses (7) 10.127.197.174

_ 169.254.2 1

| LAUNCH REMOTE CONSOLE l @ AND 5 MORE

LAUNCH WEB CONSOLE Encryption Not encrypted

is02025-3-3 Enforce US Keyboard Layoul Send Crl+Alt+Delete

Hain Advanced

Iten Specific Help

CD-ROM Drive
Removable Devices Keys used to view or
Network boot from Intel E1000 configure devices:
<Enter> expands or
collapses devices with
a+or -

<Cirl+Enter> expands
all

<+> and <-> moves the
device up or doun.

<n> May move removable
device between Hard
Disk or Removable Disk
<d> Remove a device
that is not installed.

Help Select Iten Change Values Setup Defaults
Exit Select Menu Select » Sub-Menu Save and Exit

Etapa 8. Altere a ordem de inicializagao de cb-RoM Drive € coloque-a na primeira posigao.



PhoenixBI0S Setup Utilit

Hain Advanced security

Item Specific Help

+Removable Devices
+Hard Drive Keys used to view or
Network boot from Intel E1000 conf igure devices:
{Enter> expands or
collapses devices with
a+aor -

{Ctrl+Enter> expands
all

<+» and <-> moves the
device up or down.

<n> Hay move removable
device between Hard
Disk or Removable Disk
{d> Remove a device
that is not installed.

Change Ualues Setup Defaults
Select » Sub-MHenu Save and Exit

Etapa 9. Cliqueenterem. Ele solicita uma lista de opcdes de inicializacido disponiveis,system Utilities
(Keyboard/Monitor)Selectoption 3.

Enforce US Keyboard Layout §| View Fullscreen § Send Ciel+AltsDele

Helcome to the Cisco Idemtity Services Engine Installer
Cisco ISE Version: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (RKeyboard-Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Reyboard/Monitor)

[4] System Utilities (Serial Console)

[5] Hard Disk

Enter boot option and press <Enter>.

boot:




ise2025-3-3 Enforce US Keyboard Layout

Helcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 3.3.8.438

Automatic installation starts in 158 seconds.
Available boot options:

[1] Cisco ISE Installation (Keyboard-/Monitor)
[2] Cisco ISE Installation (Serkial Console)
[[3] System Utilities (Reyboard/Monitor) |

[4] System Utilities (Serial Console)

[5]1 Hard Disk

Enter boot option and press <Enter>.

boot: 3_

Etapa 10. On system Utilities, chose the availableRecuperar a senha do administrador. A opg¢ao 1 fornece
a lista de contas de administrador configuradas no dispositivo do ISE.

ise2025-3-3

Available System Utilities:

[1] Recover Administrator Password
[2] Uirtual Machine Resource Check
[3] Perform System Erase

[gq] Quit and reload

Enter option [1 - 31 q to Quit:

Etapa 11. Digite a Opcéao 1 para alterar a senha do usuario admin e digite a nova senha. Digite y
para salvar a nova senha.




Is02025-3-3 Enforce US Keyboard Layout | View Fullscreen J Send Gt

Admin Password Recovery

This utility will reset the password for the specified ADE-0S administrator.
At most the first five administrators will be sted. To abort without
saving changes, enter [gl] to Quit and return to utilities mMenu

AdmMin Usernames
[1] admin

Enter choice [1] or q to Quit

This utility will reset the password for the specified ADE-0S administrator.
At st the first five admini ators will be listed. To abort without
saving changes, enter [gl] to Quit and return to utilities menu

AdmMin Usernames
[1] admin

Enter choice [1] or q to Quit

145.275917]1 EXT4-fs

[
[ 2736881 E
[
(null)

<{Enter> to contin

Recuperacao de Senha concluida

Etapa 12. Digite q para sair da system Utilities pagina.



ise2025-3-3

Available System Utilities:

[1] Recover AdmMministrator Password
[2] Virtual Machine Resource Check
[3] Perform System Erase

[g] Quit and reload
Enter option [1 - 31 q to ﬂuif:[:::]

Etapa 12. Alterar as configuragcoes de CD/DVD para antes e desabilitar a conexao ao Ligar

Edit Settings = ise2025-3-3 X

Virtual Hardware VM Options

ADD MEW DEVICE v~

> CPU 2 v @

> Memory w GB o

» Hard disk 1 300 GB v

» SCSl controller O LSl Logic Parallel

» Network adapter 1 BGL14-GEN-VLAN-97 Connected

v CD/DVD drive 1* v B Connected
Status
CD/DVD Media To connect, power on the VM and select the media from the VM

Hardware panel on Summary tab

Device Mode Emulate CD-ROM v

Virtual Device Node DEO v DE(0:0) CD/DVD drive 1 v
> Video card Specify custom settings v

VMCI device
> Other Additional Hardware

Q&



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



