Configurar o AnyConnect Flexvpn com
autenticacao EAP e DUO
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Introducao

Este documento descreve como configurar a autenticagao externa de dois fatores para a conexao
IPSec do AnyConnect a um roteador Cisco IOS® XE.

Contribuicdo de Sadhana K S e Rishabh Aggarwal Engenheiros do Cisco TAC.
Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:

» Experiéncia com configuragdo de VPN RA em um roteador
» Administragado do Identity Services Engine (ISE)

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco Catalyst 8000V (C8000V) executando a versao 17.10.01a
» Cisco AnyConnect Secure Mobility Client versao 4.10.04071



Cisco ISE executando a versao 3.1.0

» Servidor proxy de autenticagdo Duo (Windows 10 ou qualquer PC com Linux)
» Conta da Web do Duo

PC cliente com AnyConnect instalado

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Fluxo de autenticacao

O usuario do AnyConnect autentica com um nome de usuario e senha no servidor ISE. O servidor
Proxy de Autenticacdo Duo também envia uma autenticagéo adicional na forma de notificagdo por
push ao dispositivo mével do usuario.
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Diagrama de fluxo de autenticagéo
Processo de comunicacao

1. O usuario inicia uma conexao RAVPN com o C8000V e fornece um nome de usuario e uma
senha para a Autenticagao primaria.

2. O C8000V envia uma solicitagdo de autenticacdo ao Proxy de Autenticagdo Duo.

3. O Duo Authentication Proxy envia entao a solicitagao principal ao servidor Ative Diretory ou



RADIUS.

4. A resposta de autenticagcado é enviada de volta ao Proxy de autenticagao.

5. Assim que a autenticagao primaria for bem-sucedida, o proxy de autenticagdo Duo solicitara
a autenticagao secundaria através do servidor Duo.

6. O servigco Duo autentica entdo o usuario, dependendo do método de autenticagao
secundario (push, chamada telefonica, senha).

7. O proxy de autenticagao Duo recebe a resposta de autenticacao.

. A resposta é enviada para o C8000V.

9. Se obtiver éxito, a conexao do AnyConnect sera estabelecida.

oo

Configurar
Para concluir a configuragao, leve em consideracao estas segoes.

Etapas de configuracdo no C8000V (VPN Headend)

1. Configure o servidor RADIUS. O endereco IP do servidor RADIUS deve ser o IP do Proxy de
Autenticacao Duo.

radius server rad_server

address ipv4 10.197.243.97 auth-port 1812 acct-port 1813
timeout 120

key cisco

2. Configure o servidor RADIUS como aaa autenticagao e autorizagdo como local.

aaa new-model

aaa group server radius FlexVPN_auth_server

server name rad_server

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network FlexVPN_authz Tocal

3. Crie um Ponto Confiavel para instalar o certificado de identidade, se ainda nao estiver presente
para autenticacao local. Vocé pode consultar Inscricdo de certificado para uma PKI para obter
mais detalhes sobre a criagao do certificado.

crypto pki trustpoint TP_AnyConnect

enrolTment url http://x.x.x.x:80/certsrv/mscep/mscep.dl]
usage ike

serial-number none


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

fgdn flexvpn-C8000V.cisco.com

ip-address none

subject-name cn=flexvpn-C8000V.cisco.com
revocation-check none

rsakeypair AnyConnect

4. (Opcional) Configure uma lista de acesso padrao a ser usada para o tunel dividido. Essa lista
de acesso consiste nas redes de destino que podem ser acessadas através do tunel VPN. Por
padrao, todo o trafego passa pelo tunel VPN se o tunel dividido n&o estiver configurado.

ip access-Tlist standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

5. Crie um pool de enderecos IPv4.

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

O pool de enderecos IP criado atribui um enderecgo IPv4 ao cliente AnyConnect durante uma
conexao bem-sucedida do AnyConnect.

6. Configure uma politica de autorizagao.

crypto ikev2 authorization policy ikev2-authz-policy
pool SSLVPN_POOL

dns 10.106.60.12

route set access-1list split-tunnel-acl

O pool IP, o DNS, a lista de tuneis divididos e assim por diante sdo especificados na politica de
autorizagao.

S

Note: Se a politica de autorizagao IKEv2 personalizada n&o estiver configurada, a politica
de autorizacdo padrao chamada 'padrao’ sera usada para autorizagao. Os atributos
especificados na politica de autorizacdo IKEv2 também podem ser enviados por meio do
servidor RADIUS.

7. Configure uma proposta e politica de IKEv2.



crypto ikev2 proposal FlexVPN_IKEv2_Proposal
encryption aes-cbc-128

integrity sha384

group 19

crypto ikev2 policy FlexVPN_IKEv2_PoTlicy

match fvrf any
proposal FlexVPN_IKEv2_Proposal

8. Carregue o perfil do cliente AnyConnect para o flash de inicializagdo do roteador e defina o
perfil conforme indicado:

crypto vpn anyconnect profile Client_Profile bootflash:/Client_Profile.xml

9. Desabilite o servidor seguro HTTP.

no ip http secure-server

10. Configure a politica SSL e especifique o IP WAN do roteador como o endereco local para
fazer download do perfil.

crypto ssl policy ssl-server
pki trustpoint TP_AnyConnect sign
ip address Tocal

port 443

11. Configure um Modelo virtual a partir do qual o int de acesso virtualAs interfaces sao clonadas

interface Virtual-Template20 type tunnel
ip unnumbered GigabitEthernetl



O comando n&o numerado obtém o endereco IP da interface configurada (GigabitEthernet1).

13. Configure um perfil IKEv2 que contenha todas as conexdesad riz Informagao promenorizada.

crypto ikev2 profile Flexvpn_ikev2_Profile
match identity remote any

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint TP_AnyConnect

dpd 60 2 on-demand

aaa authentication eap FlexVPN_auth

aaa authorization group eap list FlexVPN_authz ikev2-authz-policy
aaa authorization user eap cached
virtual-template 20 mode auto

anyconnect profile Client_Profile

Eles sdo usados no perfil IKEv2:

* matchidentity remoteany - Se refere a identidade do cliente. Aqui 'any' é configurado para que
qualquer cliente com as credenciais corretas possa se conectar

* authentication remote - Menciona que o protocolo EAP deve ser usado para autenticagao do cliente

* authentication local - Menciona que os certificados devem ser usados para autenticacao local

* aaaauthentication esp - Durante a autenticacdo EAP, o servidor FlexvPN_auth RADIUS é usado

* azaauthorization group eap list - Durante a autorizacao, a lista de redes FlexvPN_authz€ usado com a
politica de autorizagao ikev2-authz-policy

* azaauthorization user eap cached- Habilita a autorizagao implicita do usuario

* virtual-template 20 modeauto - Define o modelo virtual a ser clonado

* anyconnect profile Client_Profile - O perfil de cliente definido na Etapa 8. € aplicado aqui a este perfil
IKEv2

14. Configure um conjunto de transformacgao e um perfil IPSec.

crypto ipsec transform-set TS esp-gcm 256
mode tunnel

crypto ipsec profile Flexvpn_IPsec_Profile
set transform-set TS
set ikev2-profile Flexvpn_ikev2_Profile

15. Adicione o perfil IPSec ao molde Virtual.

interface Virtual-Template20 type tunnel
tunnel mode ipsec ipv4
tunnel protection ipsec profile Flexvpn_IPsec_Profile



Trecho do Perfil do Cliente (Perfil XML)

Antes do Cisco I0S XE 16.9.1, os downloads automaticos de perfil do headend nao estavam
disponiveis. Apos 16.9.1, é possivel fazer o download do perfil do headend.

<#root>

false

true

false



A1l

A1l

false

Native

false



30

false

true

false

false



true

IPv4,IPv6

true

ReconnectAfterResume



false

true

Automatic

SingleLocalLogon

SingleLocalLogon



AllowRemoteUsers

LocalUsersOnly

false

Automatic



false

false

20



false

false

true

<ServerList>

<HostEntry>
<HostName>F1exVPN</HostName>
<HostAddress>

fl exvpn-csr.ci sco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP

VD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>



</ServerList>

Etapas de Configuragdo no Proxy de Autenticagao DUO

S

Note: Duo Authentication Proxy oferece suporte a MS-CHAPv2 somente com
autenticacao RADIUS.

Etapa 1. Baixar e instalar o servidor proxy de autenticagao Duo.

Faca login na maquina Windows e instale o servidor Proxy de Autenticacao Duo.

E recomendavel usar um sistema com pelo menos 1 CPU, 200 MB de espaco em disco e 4 GB
de RAM.

Etapa 2. Navegue até c:\Program Files\Duo Security Authentication Proxy\conf\€@ abra authproxy.cfg para configurar o
proxy de autenticagao com os detalhes apropriados.

[radius_client]
host=10.197.243.116
secret=cisco

S

Note: Aqui '10.197.243.116' é o endereco IP do servidor ISE e 'cisco' € a senha
configurada para validar a autenticagao primaria.

Depois de fazer essas alteragdes, salve o arquivo.

Etapa 3. Abra o console de Servigcos do Windows (servicesmsc). E reinicie Duo Security Authentication Proxy
Service.


https://dl.duosecurity.com/duoauthproxy-latest.exe%20

i, Services _ - %
File Action View Help
| FEc Hm »eonw

o senices(ocal) [T Senicesfoea) e
Duo Security Authentication Proxy ~ Name - Description Status Startup Type  *
Service -Ql, Device Install Service Enables a c... Manual (Trig...

Stop the service ;‘.:&Dev!ce Management Enroll... Performs D... Manual
Restart the senvice -J, Device Setup Manager Enables the ... Start
&k DevicesFlow_2b26af07 Device Disc... E
L‘;&Devﬂuery Background Disc.. Enables app... RO
{€J, DHCP Client Registers an... Pause
-S}, Diagnostic Policy Service The Diagne... Resume
i), Diagnostic Service Host The Diagno... Restart
E‘;&Diagnostic System Host The Diagno... All Tasks >
&, Distributed Link Tracking Cl... Maintains ... o
-S,& Distributed Transaction Coo... Coordinates... Refresh
'»Ql, dmwappushsvc WAP Push ... )
15), DNS Client The DNS Cli... Properties
&k Downloaded Maps Manager  Windows se... Help
* 2 Duo Security Authenticatio...
;".‘;l,Embedded Mode The Embed... Manual (Trig...
9
& Encrypting File System (EFS) ~ Provides th... Manual (Trig...
rypting yst 9
() Enterprise App Managemen... Enables ent... Manual
& Enterprise App 9
1) Evbancihla Aithantizatinn D Tha Evtanei A CTIvVAte ViR B
< _ Tk >
Extended /\Standard /

Servigo de Proxy de Autenticagéo de Seguranga Duo

Etapas de configuracédo no ISE

Etapa 1. Navegue até Administration > Network Devicese cliqueAddpara configurar o dispositivo de rede.

S

Note: Substituir xxxx pelo enderego IP do servidor Proxy de Autenticagao Duo.

Wiy ldentity Services Engine Herma ¢ CordextViskilty  » Operaions  » Palicy + Work Centors

» System & Identity Management = Network Resources  » Davice Portal Management  puGnd Services  » Fead Senice  » Threat Centric NAC

= Network Devices  Network Device Groups  Network Device Profles  External RADIUS Servers  RADIUS Server Sequences  NAC Manapers  Extemal MDM » Location Senvices
o Network Devices List > Sadhnas_Bue_Proxy

Network Devices
Defaut Devics Name [Sadbora_Dun frocy ]
Descripton [ ]
Device Security Settings .
[Pagaress  +| *IP: [oex N
* Device Profle &% Clsco| » &
Mossme ]
el —
* Network Devics Gioup
LocaSion [ayl Locations © || SetToDefas |

PEC o O] (seionema )

Device Type [miDevice Types (0 | | SetToDefaukt |




ISE - Dispositivos de rede

Etapa 2. Configure 0 shared Secrecconforme mencionado na authproxy.cfgem secret:

~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

* Shared Secret [oeae | [ Show |

Use Second Shared Secret [] i

CoA Port | 1700 | [ Set To Default |

RADIUS DTLS Settings i
DTLS Required []
Shared Secret | radius/diis i

CoA Port | 2083 | [ set To Default |

Issuer CA of ISE Certificates for CoA | Select if required (optional) ¥

DNS Name | |

General Settings

Enable KeyWrap [ ] i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format (= ASCIl | HEXADECIMAL
ISE - Segredo compartilhado

Etapa 3. Navegue até Administration > Identities > Users. Escolha Addna ordem para configurar o usuario de
identidade para a autenticagao primaria do AnyConnect:

“thith: Identity Services Engine Home » Conbaxt Visibility » Operations + Work Centers
» System - ldentity Management  » Mebwork Resources  » Device Porial Managemeni  pxGrid Services  » Feed Service  » Threat Ceniric NAC

~lidentibes Groups  Extemal Identty Sources  Idenlty Source Sequences  » Settings
—

o
N A s>
Users etwork Accnss Users List > sadie
* Network Access User
Latest Manual Network Scan Resuts
*Name [ sads

Staws [ Enabled ~
Email |
v Passwords

Password Typé Internal Users -

Password R-Enter Password

-Log|nm| ........ | | ..... v 1 [ Generate Password
|

| Generate Password

ISE - Usuarios

Etapas de Configuracao no Portal de Administracdo do DUO

Etapa 1. Efetue login na sua conta Duo.

Navegue atéApplications > Protect an Application. Clique Protect N0 aplicativo que deseja usar. (RADIUS



neste caso)

Dashboard

Dashboard ¥ Applicatioes > Protect an Applcation
Palicies . .

e Protect an Application
Applications
radius|

Protect an Application
Users

Application Protection Type
Groups
2FA Devices o -\.’-Iu. Clsco ISE RADIUS 2FA Documentation [ Protect
Administrators
Reports

Uil clsco RADIUS VPN 2FA Documentation 5 Pratect
Settings
Billing

.-E. FS BIG-IP APM RADIUS 2FA Documentation [ Protect

Need Help?
Vegrade your plan for support,
Veraloning P -
P — Meraki RADIUS VPN 2FA Documentation 3 Protect
231
Admin Panet:
L3210 RADIUS 2FA Documantation [f Protéct

Read Reloase Nates [

Account ID

4140-5271.37

DUO - Aplicativo
Etapa 2. Clique protect N0 aplicativo que deseja usar. (RADIUS neste caso)

Copie a chave de integragao, a chave secreta e o nome de host da API e cole-0s no authproxy.cigdo
proxy de autenticagdo Duo.

Dashbeard > Applications > RADIUS

RADIUS Authentication Log | [&] Remove Application

See the RADIUS documentation C7 to integrate Duo into your RADIUS-enabled platform.

. R K
Details eset Secret Key
Integration key | Copy
Secret key sesssssssensnneny 73 Copy

Don't write down your secret Key or share it with anyone.

API hostname | Copy

DUO - RADIUS

Copie esses valores e navegue de volta para o proxy de autenticagdo DUO e abra a authproxy.cfge
cole os valores como mostrado:

Chave de integracao = ikey



chave secreta = chave

nome de host da API = api_host

[radius_server_auto]
Tkey=XXXXXXXX
skey=xxxxxxxv1zG
api_host=xxxxxxxx
radius_ip_1=10.106.54.143
radius_secret_l=cisco
failmode=safe
client=radius_client
port=1812

S

Note: O ikey, a chave e o api_host devem ser copiados do servidor Duo quando vocé
configurar o servidor, e '10.106.54.143' é o endereco IP do roteador C8000V, e 'cisco' € a
chave configurada no roteador sob a configuragao do servidor radius.

Depois de fazer essas alteragdes, salve o arquivo novamente e reinicie o Servigo de Proxy de
Autenticacdo de Seguranca Duo (em servicesmsc).

Etapa 3. Criar usuarios no DUO para autenticagdo secundaria.

Navegue atéusers> Add Usere digite 0 nome de usuario.

S

Note: O nome de usuario deve corresponder ao nome de usuario de autenticagao
principal.

Clique em .Add user Depois de criado, em phones, clique em Add Phone, digite 0 numero de telefone e
clique em Add Phone.



Dashboard > Users > t > Add Phone

Add Phone

Policies

Applications

u
et Learn more about Activating Duo Mobile C5.

Add User
Pending Enrollments

Bulk Enroll Users

Type ® Phone
I
e Tablet
Directory Sync
Bypass Codes
Groups Phone number . - Show extension field
2FA Devices Optional. Example: "+1 201-555-5555"
Administrators
Reports Add Phone

DUO - Adicionar Telefone

Escolha o Tipo de autenticacao.

Device Info
Learn more about Activating Duo Mobile 7.

Mot using Duo Mobile Model
Activate Duo Mobile Unknown

0s
Generic Smartphone

DUO - Informacgdes do Dispositivo

Escolha .Generate Duo Mobile Activation Code

Dashboard
Oashooar N -t Duo Mobie
Policies
Activate Duo Mobile
Applications
Users This form allows you to genarate a naw activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their
moblie device or authenticate via Duo Fush.
Groups
Note: Generating an activation code will invalidate any existing Duo Mobile crédentials for this device until it is activated with the new activation code,
2FA Devices
Phones
Phone |
Hardwars Toicens
WebAuthn & U2F
Administrators Expiration 24 hours ~| after generation
Reports
Settings Generate Duo Mobile Activation Code

Billing

Heed Heldp?
Uograde your plan for suppoet,

DUO - Ativagao por Telefone

Escolha Send Instructions by SMS.



Dashboard
pashboard >R ot Ouo Mabile

Policies
Applications
Users This farm allows you to ganerats a new activation code for this phona's Duo Moblile application. The Duo Mobile application allows tha user 1o gensrale passcodes on thair
mobile device or authenticate via Duo Push.
Groups
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code,
2FA Devices
Phones Phone ]
Hardware T
WebAuthn &
Administrators Send links via ® sSMS
Email

Reports

Settings

. Imstallation instructions Send installation instructions via SMS
illing

Noed Help?
Upgrage your plan for support,

Activation instructions Send activation Instructions via SMS

Skip this step

DUO - Enviar SMS

Clique no link enviado para o telefone e o aplicativo DUO sera vinculado a conta de usuario na
Device InfosS€gao, como mostrado na imagem:

Dashioard > Phonss

Palicies
Applications Send SMS Passcodes... | 3‘ Drelata Phone
Usars
sadks Aftach a user
Groups —
2FA Devices
Phx
Ha e Tokons
WebAuthn & U2F
P Device Info
iministrators
* Learm mone about Activating Duo Mobile 7,
Reports = .
Nat using Duo Mobile F ™, Model s ) OB
Settings New activation pending | I | |
Activate Duo Mobile — P
Billing
Last seen
13 hours ago
Settings
ation Ser
Number = " Show extension settings
acl e - . Dwvice name
Bond Rolease Notes Of
Optignal, Examples; “Work phone”, “Oid IPod touch”
Accownt ID
4495371 57
Type Mobile -

DUO - Vinculado a Dispositivo

Verificar



Para testar a autenticagcao, conecte-se ao C8000V a partir do PC do usuario através do
AnyConnect.

Digite 0 nome de usuario e a senha para a autenticagado primaria.

’_ﬁh Cisco AnyConnect | FlexVPN

% Please provide your credentials
—1

Username: | sadks

Password: | ®=*=*===

VPN:
Please provide your credentials

FlexVPN

Conexao do AnyConnect

Em seguida, aceite os envios DUO no celular.



7:54 =M [ e il al S0% S

Are you logging in to RADIUS ?
@ cisco syYSTEMS
© san Jose, CA, US

(O 7:54pmisT

2 sadks

Deny Approve

1l O <

Push DUO

N Y A T e



<{froot>

R1l#sh crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 10.106.54.143/4500 10.197.243.98/54198 none/none
READY

Status

Encr: AES-CBC, keysize: 256, PRF: SHA384, Hash: SHA384, DH Grp:19, Auth sign: RSA, Auth verify: F1

Life/Active Time: 86400/147 sec

CE id: 1108, Session-id: 15

Status Description: Negotiation done

Local spi: 81094D322A295C92 Remote spi: 802F3CC9E1C33C2F
Local id: 10.106.54.143

Remote id: cisco.com

Remote EAP id:

sadks

AnyConnect user name

Local req msg id: © Remote req msg id: 10
Local next msg id: © Remote next msg id: 10
Local req queued: © Remote req queued: 10
Local window: 5 Remote window: 1

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Dynamic Route Update: disabled

Extended Authentication not configured.
NAT-T 1is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.13.5

Initiator of SA : No

2. Crypto session detail for the vpn session

<ffroot>

R1l#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

//

/1 Assigned I P address fromt



R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN

Interface: Virtual-Access?2
Profile:

FI exVPN

i kev2 _Profile

Upti me: 00:01: 07

Session status: UP-ACTIVE
Peer: 10.197.243.97 port 54198 fvrf: (none) ivrf: (none)
Phasel_id: cisco.com
Desc: (none)
Session ID: 114
IKEv2 SA: local 10.106.54.143/4500 remote 10.197.243.98/54198 Active
Capabilities:DN connid:1 lifetime:23:58:53
IPSEC FLOW: permit ip ©.0.0.0/0.0.0.0 host

192.168.13.5

Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 3 drop @ life (KB/Sec) 4607998/3532
Outbound: #pkts enc'ed @ drop © life (KB/Sec) 4608000/3532

3.Verification on ISE live logs

Navegue atéoperations > Live LogsnO ISE. Vocé pode exibir o relatério de autenticagao da autenticagao
primaria.



abulv |dentity Services Engine

cisco

Overview
Event 5200 Authentication succeeded
Username sadks
Endpoint Id 10.197.243.97 &
Endpoint Profile
Authentication Policy Default >> Default
Authorization Policy Default >> Basic_Authenticated_Access
Authorization Result VPN_AuthZ_Prof

Authentication Details

Source Timestamp 2022-02-08 23:46:28.957
Received Timestamp 2022-02-08 23:46:28.957
Policy Server isecube-b

Event 53200 Authentication succeeded
Username sadks

User Type User

Endpoint Id 10.197.243.97

Calling Station Id 10.197.243.97

ISE - Registros ao vivo

4. Verification on DUO authentication proxy
Navegue para este arquivo no Proxy de Autenticagdo DUQ; c:\Program Files\Duo Security Authentication
Proxy\log

<#root>

2022-02-08T23:24:50.080854+0530 [duoauthproxy.Tlib.log#info]
Sendi ng request from 10. 106. 54. 143
to radius_server_auto

/110. 106. ¢



2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] Received new request id 163 from ('10.106.5
2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

login attenpt for usernane 'sadks'

2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.Tlog#info]

Sendi ng request for user 'sadks' to ('10.197.243.116', 1812)

with id 191 [/ Primary auth sent t

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.Tlog#info]

Got response for id 191 from (' 10.197.243.116', 1812); code 2

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.log#info] http POST to
https:// api

xxxX[ .]duosecurity[.]com 443/ rest/vl/ preauth

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163): Got
2022-02-08T23:24:51.753590+0530 [duoauthproxy.Tlib.Tlog#info]

http POST to
https:// api

xxxX[.] duosecurity[.]com 443/ rest/vl/ auth

2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

Duo aut hentication returned 'allow : 'Success. Logging you in...

2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143", 1645), sadks, 163):

Ret urni ng response code 2: AccessAccept

2022-02-08T23:24:59.357413+0530 [duoauthproxy.Tlib.log#info] (('10.106.54.143', 1645), sadks, 163): Send
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D

Troubleshooting

1. Depuragdes no C8000V.

Para IKEvZ2:



® debug crypto ikev2

* debug crypto ikev2 client flexvpn
* debug crypto ikev2 internal

* debug crypto ikev2 packet

* debug crypto ikev2 error

Para IPSec:

* debug crypto ipsec
* debug crypto ipsec error

2. Para o Proxy de Autenticacdo DUO, verifique os logs relacionados ao proxy do arquivo de log.
()C:\Program Files\Duo Security Authentication Proxy\log

O trecho para um log de erros em que o ISE esta rejeitando a autenticagao primaria € mostrado:

<#root>
2022-02-07T13:01:39.589679+0530 [duoauthproxy.Tlib.Tlog#info]

Sendi ng proxi ed request

for id 26 to ('10.197.243.116', 1812) with id 18
2022-02-07T13:01:39.589679+0530 [duoauthproxy.Tlib.Tlog#info]

Got response

for id 18 from ('10.197.243.116', 1812); code 3
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26):

Primary credentials rejected - No reply nessage i n packet

2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26): Retur

AccessRej ect



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



