Configurar e verificar as capturas de firewall
seguro e do switch interno Firepower
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Introducao

Este documento descreve a configuragao e a verificagao do Firepower e as capturas de switches
internos do Secure Firewall.



Pré-requisitos
Requisitos
Conhecimento basico do produto, analise de captura.

Componentes Utilizados

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuragao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

» Firewall seguro 1200, 3100, 4200

» Firepower 4100/9300

» Sistema operacional Cisco Secure eXtensible (FXOS) 2.12.0.x, 2.17(0.x)

» Defesa contra ameacgas do Cisco Secure Firewall (FTD) 7.2.0.x, 7.4.1-172, 7.7.0.89
+ Cisco Secure Firewall Management Center (FMC) 7.2.0.x, 7.4.1-172, 7.7.0.89
 Dispositivo de seguranga adaptavel (ASA) 9.18(1)x, 9.20(x)

» Wireshark 3.6.7 (https://www.wireshark.org/download.html)

Informacdes de Apoio

Visao geral de alto nivel da arquitetura do sistema

Da perspectiva do fluxo de pacotes, a arquitetura do Firepower 4100/9300 e do Secure Firewall
1200/3100/4200 pode ser visualizada como mostrado na figura:

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces



https://www.wireshark.org/download.html

O chassi inclui estes componentes:

» Switch interno - encaminha o pacote da rede para o aplicativo e vice-versa. O switch interno
€ conectado as interfaces frontais que residem no modulo de interface interno ou nos
modulos de rede externos e se conecta a dispositivos externos, como switches. Exemplos
de interfaces frontais sao Ethernet 1/1, Ethernet 2/4 e assim por diante. A "frente" n&o é
uma definicao técnica forte. Neste documento, ele é usado para distinguir as interfaces
conectadas a dispositivos externos das interfaces de backplane ou uplink.

» Backplane ou uplink - uma interface interna que conecta o modulo de segurancga (SM) ao
switch interno.

» Uplink de gerenciamento - uma interface interna exclusiva para o Secure Firewall 3100/4200
que fornece caminho de trafego de gerenciamento entre o switch interno e o aplicativo.

* Interface de gerenciamento - uma interface fisica no chassi.

* Interfaces de dados - interfaces alocadas para o aplicativo usadas para encaminhar o
trafego.

No caso do Secure Firewall 3100/4200, os dados, o gerenciamento e as interfaces de uplink sdo
mapeados para portas de switch internas especificas.

% Note: Para o Secure Firewall 1200, as interfaces de dados e uplink sdo mapeadas para
portas de switch internas especificas. A porta de gerenciamento, no entanto, € uma
interface fora de banda e nao faz parte do switch interno.

O mapeamento pode ser verificado na saida do comando FXOS local-mgmt shell show
portmanager switch status.

Neste exemplo, a porta 0/17 é a interface de gerenciamento do chassi, a porta 0/18 ¢ a interface
de backplane/uplink e a porta 0/19 ¢é a interface de uplink de gerenciamento.

<#root>
firepower-3140#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'
firepower-3140(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link  Speed Duplex Loopback Autoneg FEC Link Scan Port Man
0/1 SGMII Up 1G Full None No None None Link-Up
0/2 SGMII Up 1G Full None No None None Link-Up
0/3 SGMII Down 1G Full n/a No None None Force-Li
0/4 SGMII Down 1G Full n/a No None None Force-Li
0/5 SGMII Down 1G Full n/a No None None Force-Li
0/6 SGMII Down 1G Full n/a No None None Force-Li
0/7 SGMII Down 1G Full n/a No None None Force-Li



0/8 SGMII Down 1G Full n/a No None None Force-Li

0/9 SR_LR Down 25G Full n/a No None None Force-Li
0/10 SR_LR Down 25G Full n/a No None None Force-Li
0/11 1000_BaseXDown 1G Full n/a No None None Force-Li
0/12 1000_BaseXDown 1G Full n/a No None None Force-Li
0/13 1000_BaseXDown 1G Full n/a No None None Force-Li
0/14 1000_BaseXDown 1G Full n/a No None None Force-Li
0/15 1000_BaseXDown 1G Full n/a No None None Force-Li
0/16 1000_BaseXDown 1G Full n/a No None None Force-Li
0/17 1000_BaseX Up 1G Full None No None None Link-Up
0/ 18 KR2 Up 50G

Full None No None None Link-Up
0/ 19 KR Up 25G

Full None No None None Link-Up
0/20 KR Up 25G Full None No None None Link-Up

Esta tabela mostra as interfaces de backplane no Firepower 4100/9300 e as interfaces de uplink
de dados no Secure Firewall 1200/3100/4200:

Numero de Porta do switch
modulos de Interface de interno mapeada |Interface de
Platform . L
seguranga backplane/uplink para aplicativo mapeada
suportados backplane/uplink
Firepower SM1:
Internal-Data0/0
ijOO(excek) 1 Ethernet1/9 N/A
irepower Internal-Data0/1
4110/41 12) Ethernet1/10
Firepower 1 - o WA Internal-Data0/0
erne
4110/4112 Internal-Data0/1
SM1: N/A Internal-Data0/0
Ethernet1/9 Internal-Data0/1
Firepower Ethernet1/10
P 3 Internal-Data0/0
9300 SM2:
Internal-Data0/1
Ethernet1/11
Ethernet1/12 Internal-Data0/0




SM3:

Ethernet1/13

Ethernet1/14

Internal-Data0/1

Firewall seguro

Internal-Data0/1

4200

in_data_uplink2 (somente
4245)

Porta 12 (somente 4245)

1210 in_data_uplink1 Porta 9
Firewall seguro in_data_uplink1 Porta 11 Internal-Data0/1
1220
in_data_uplink2 Porta 12 Internal-Data0/2
in_data_uplink3 Porta 13 Internal-Data0/3
Firewall seguro in_data_uplink1 Porta 13 Internal-Data0/1
1230
in_data_uplink2 Porta 14 Internal-Data0/2
Firewall seguro
1240 in_data_uplink3 Porta 15 Internal-Data0/3
Firewall seguro in_data_uplink1 Porta 13 Internal-Data0/1
1250
Firewall seguro in_data_uplink1 Porta 18 Internal-Data0/1
3100
Firewall seguro in_data_uplink1 Porta 11 Internal-Data0/1

Internal-Data0/2
(somente 4245)

Esta tabela mostra interfaces de gerenciamento e interfaces de uplink de gerenciamento no
Secure Firewall 1200/3100/4200:

Interface de

Porta de switch
interna mapeada

Porta de switch
interna mapeada

Interface de

Platform gerenciamento do  |para a interface de para interface de .
. . . aplicativo mapeada
chassi gerenciamento do uplink de
chassi gerenciamento
Firewall Gerenciamento1 Nao mapeado para N/A N/A




seguro nenhuma porta de

1210 switch interna

Firewall Gerenciamento1 Nao mapeado para N/A N/A
seguro nenhuma porta de

1200 switch interna

(exceto

1210)

Firewall Gerenciamento1 Porta 0/17 Porta 0/19

seguro in_mgmt_uplink1
3100

Firewall Gerenciamento1 Porta 0/9 Porta 0/13 in_mgmt_uplink1
seguro

4200 Gerenciamento2 Porta 0/10 Porta 0/14 in_mgmt_uplink2

No caso do Firepower 4100/9300 com 2 interfaces de painel traseiro por modulo ou do Secure
Firewall 4245 com 2 interfaces de uplink de dados, o switch interno e os aplicativos nos modulos
executam o balanceamento de carga de trafego nas duas interfaces.

* Moddulo de seguranga, mecanismo de seguranga ou blade - o médulo em que aplicativos
como FTD ou ASA estio instalados. O Firepower 9300 suporta até 3 médulos de
seguranga.

* Interface de aplicativo mapeada - os nomes das interfaces de backplane ou uplink em
aplicativos, como FTD ou ASA.

Além disso, o Secure Firewall 1200 apresenta uma nova arquitetura com trés interfaces de uplink
de dados. O switch interno e o aplicativo executam balanceamento de carga nessas interfaces.

Use o comando show interface detail para verificar interfaces internas:

<tfroot>

>

show i nterface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up



Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-DataO/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol 1is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active

Visao geral de alto nivel das operagdes internas do switch

Firepower 4100/9300

Para tomar uma decisao de encaminhamento, o switch interno usa uma marca de VLAN de
interface, ou marca de VLAN de porta, e uma marca de rede virtual (marca de VLAN).

A marca de VLAN de porta é usada pelo switch interno para identificar uma interface. O switch
insere a tag de VLAN da porta em cada pacote de entrada que veio nas interfaces frontais. A
marca da VLAN é configurada automaticamente pelo sistema e ndo pode ser alterada
manualmente. O valor da marca pode ser verificado no shell de comando fxos:

<#root>
firepower#

connect fxos

firepower (fxos)#

show run int el/2



!Command: show running-config interface Ethernetl/2
ITime: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

swi tchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown

A marca VN também ¢ inserida pelo switch interno e usada para encaminhar os pacotes ao
aplicativo. Ele é configurado automaticamente pelo sistema e ndo pode ser alterado
manualmente.

A marca da VLAN da porta e a marca da VLAN s&o compartilhadas com o aplicativo. O aplicativo
insere as respectivas marcas VLAN de interface de saida e as marcas VLAN em cada pacote.
Quando um pacote do aplicativo é recebido pelo switch interno nas interfaces do painel traseiro, o
switch 1é a marca VLAN da interface de saida e a marca VN, identifica o aplicativo e a interface de
saida, retira a marca VLAN da porta e a marca VN e encaminha o pacote para a rede.

Firewall seguro 1200/3100/4200

Como no Firepower 4100/9300, a marca de VLAN de porta é usada pelo switch interno para
identificar uma interface.

A marca da porta VLAN é compartilhada com o aplicativo. O aplicativo insere as respectivas
marcas de VLAN de interface de saida em cada pacote. Quando um pacote do aplicativo &
recebido pelo switch interno na interface de uplink, o switch 1€ a marca VLAN da interface de
saida, identifica a interface de saida, retira a marca VLAN da porta e encaminha o pacote para a
rede.

Fluxo de pacotes e pontos de captura

Firepower 4100/9300 e Secure Firewall 3100

Os firewalls Firepower 4100/9300 e Secure Firewall 3100 suportam capturas de pacotes nas
interfaces do switch interno.

Esta figura mostra os pontos de captura de pacotes ao longo do caminho do pacote dentro do
chassi e do aplicativo:



Chassis

Internal Switch Security Module

FTD/ASA

?@s
Backplane/uplink
&

Front Interfaces

Snort Engine (FTD only)

Os pontos de captura sao:

1. Ponto de captura de ingresso da interface frontal do switch interno. Uma interface frontal é
qualquer interface conectada aos dispositivos pares, como switches.

. Ponto de captura de ingresso da interface do plano de dados

. Ponto de captura de Snort

. Ponto de captura de saida da interface do plano de dados

. Painel traseiro interno do switch ou ponto de captura de entrada de uplink. Uma interface de
backplane ou uplink conecta o switch interno ao aplicativo.

a b~ ON

O switch interno suporta apenas capturas de interface de entrada. Isso significa que somente os
pacotes recebidos da rede ou do aplicativo ASA/FTD podem ser capturados. Nao ha suporte para
capturas de pacotes de saida.

Firewall seguro 1200/4200

Os firewalls Secure Firewall 1200/4200 suportam capturas de pacotes nas interfaces do switch
interno. Esta figura mostra os pontos de captura de pacotes ao longo do caminho do pacote
dentro do chassi e do aplicativo:



Chassis

Internal Switch Security Module

FTD/ASA

g;@;}kplaneluplink
Q,

4]
Snort Engine (FTD only)

@
Y

Front Interfaces

Os pontos de captura sao:

1. Ponto de captura de ingresso da interface frontal do switch interno. Uma interface frontal &
qualquer interface conectada aos dispositivos pares, como switches.

. Ponto de captura de saida da interface interna do painel traseiro do switch.

. Ponto de captura de ingresso da interface do plano de dados

. Ponto de captura de Snort

. Ponto de captura de saida da interface do plano de dados

. Painel traseiro interno do switch ou ponto de captura de entrada de uplink. Uma interface de
backplane ou uplink conecta o switch interno ao aplicativo.

7. Ponto de captura de saida da interface frontal do switch interno.

o O WN

O switch interno suporta opcionalmente capturas bidirecionais - de entrada e de saida. Por
padrao, o switch interno captura pacotes na direcao de entrada.

~ Note: A interface de gerenciamento no Secure Firewall 1200 é uma interface fora de banda
e nao faz parte do switch interno. Por esse motivo, a captura do trafego da interface de
gerenciamento no nivel do switch nao é suportada no Secure Firewall 1200.

Configuracao e verificagao no Firepower 4100/9300

As capturas internas do switch Firepower 4100/9300 podem ser configuradas em Ferramentas >
Captura de pacotes no FCM ou em captura de pacote de escopo no FXOS CLI. Para obter a
descricao das opc¢des de captura de pacote, consulte o Guia de configuragao do gerenciador de
chassi FXOS do Cisco Firepower 4100/9300 ou o Guia de configuragao da CLI FXOS do Cisco
Firepower 4100/9300, capitulo Solucido de problemas, se¢ao Captura de pacote.

Esses cenarios abordam casos de uso comuns de capturas de switch interno Firepower
4100/9300.



Captura de pacotes em uma interface fisica ou de canal de porta

Use o FCM e a CLI para configurar e verificar uma captura de pacote na interface Ethernet1/2 ou
Portchannel1. No caso de uma interface port-channel, certifique-se de selecionar todas as
interfaces fisicas membro.

Topologia, fluxo de pacotes e pontos de captura

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Configuracao
FCM

Execute estas etapas no FCM para configurar uma captura de pacote nas interfaces Ethernet1/2
ou Portchannel1:

1. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Help admin

Troubleshooting Logs

[ e NS

C Refiesh Capture Session | Delete Al Sessions

No Session available

2. Selecione a interface Ethernet1/2, fornega o nome da sessao e clique em Save and Run
para ativar a captura:



ISRt [nterfaces  Logical Devices  Security Engine  Platform Settings

Ethamat1/3

Store Packets

I
=
£

Ethamatils

T Session Hame* apl
Selected Interfaces Brhanitl,
[rae—r Buffer Size 256 B =
Snap length: 1518 Oyt

apply Fte: [

3. No caso de uma interface port-channel, selecione todas as interfaces fisicas do membro,
forneca o nome da sessao e clique em Salvar e Executar para ativar a captura:

Select an instance:  frg| v = =
frd1 | Sedman Name® @pl
herne themetl/4
Ethama
56 ME ¥
1518 v
= Cagturs Fil apcty fiter (B
Ethar
FTD
Erharmetl/3, Ethemetl/10
Etha /8
Peraannats)
Ethasnatl
[

CLI FXOS

Execute estas etapas na CLI FXOS para configurar uma captura de pacote nas interfaces

Ethernet1/2 ou Portchannel1:

1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier Slot ID

Admin State Oper State

Running Version Startup Version Deploy Ty



1 Enabled Online 7.2.0.82

7.2.0.82

Native

2. No caso de uma interface port-channel, identifique suas interfaces membro:

<#root>
firepower#

connect fxos

<output skipped>
firepower(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( SU) Eth LACP Et hl/ 4( P) Et h1/ 5(P)

3. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

No



firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

Para interfaces port-channel, uma captura separada para cada interface membro & configurada:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #



set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

Verificagcao
FCM

Verifique o0 nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:

Overview Interfaces Logical Devices Security Engine Platform Settings

e
G Refresh Capture Sesson Deiete Al Sessions
u capl Drog Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Intarfacs Nama Filter Flle Skze {in bytes) Fila Momé Davice Namse
Ethamati/z Nane 28632 capl-athermat: 1-2-0.pcap a1

Portchannel1 com interfaces membro Ethernet1/4 e Ethernet1/5:

C Rebuh | Cwmresessn Dot Al Smscrn
u capl Drop Coust: § Operational State: up Bulfer Size; 256 MO Snap Lengthi 1518 Byles
Inderface Name Filber File Size {in bytes) Device Hame
Erhemeti/s nane 160 fid
Ethereti/4 none 85000 fd1

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl



Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Canal de porta 1 com interfaces membro Ethernet1/4 e Ethernet1/5:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #



show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5



Pcapfil e: /workspace/ packet-capt ure/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

Coletar arquivos de captura
Execute as etapas na segao Coletar arquivos de captura do switch interno Firepower 4100/9300.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir 0 arquivo de captura para
Ethernet1/2. Selecione o primeiro pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sado capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
entrada Ethernet1/2.

4. O switch interno insere uma marca VN adicional.

e, Tims Seures [—— Fretacel gt PO FTTL e
12022-07-13 06:23:58,285080030 102.0.2.100  108.51.100.100 NP 108 1 OxOdec (40428) 64 Echo (ping) request | id=0xdola, seqe7/1792, ttl=6d (no response found!)
2 2022-07-13 06: C2ESOEIESE  192.0.2.108 198.51. 100,108 ICHP 102 Qxddec (48428) 64 Echo [piﬂﬁ roequest | ids@mtdia, seqe?/1702, ttl=sd (no response found|)
3 2022-07-13 @6: LIP0048RRE  192.0.2.108 198.51. 120,108 ICHP 108 exdedd (4D656) &4 Echa (ping) request idededdla, seqesf20a8, ttl=s4 (no response found))
4 2022-07-13 06: 309163731 162.0.2.100  198.51.100.100 IEHP 102 Oxthedd (40656) 64 Echo (ping) request id=oxedla, seqes/2048, ttl=ea (no response found!)
5 2022-07-13 06: 333054190 192.0.2.100  198.51.100.100 ICHP 108 oxoF20 (40736) 64 Echo (ping) request idsoxbola, seqe9/2304, ttl=e4 (no response found!)
6 2022-07-13 @86 .333056014  192.0.2.108  198.51.180.100 ICHP 182 OxiFI0 (48736) 64 Echo (ping) request idsaxBola, seqe9/234, ttl=64 (no response found!)
7 022-07-13 85! 57173538 102.0.2.188 198.51.180. 108 IcHe 188 @c0fad (da740) 64 Echo (ping) request ide8xddla, seqe18/1568, ttl=64 (no response found!)
B 2022-07-13 85! LASTATATOR  192.0.2.188 198.51.180. 180 IcHe 182 @xof2d (A0740) 64 Echo (ping) request id-Gxddla, seqe10/2568, ttl=64 (no response foundl)
9 2022-07-13 06: LIB1OTITAL 192.0.2.188 198.51. 180, 188 ICHP 108 GOFER (JaR4) 64 Echa (ping) request ild=Owb0la, seq=11/2816, ttl=64 (Po response foundl)
10 2022-07-13 86 LIB107AS00  102.0.2.100 108.51. 100, 104 IcHP 1062 Ox0FER (40040) &4 Echa (ping) request id=0x0dla, seq=11/2816, ttl=64 (Ao response found!)
11 2022-07-13 86: .405150041  152.0.2.160  198.51.100.100 IEHP 108 Oxa0TT (41875) 64 Echa (ping) request id=gut01a, seq=12/3072, ttl=64 (no response found!)
12 2022-07-13 a6: .ADSZB02E1  152.0.2.100  198.51.100.100 ICHP 102 x0T (41675) 64 Echo (ping) request id=Bxbdla, seqe12/3072, ttl=gd (no responde found!)
13 2022-07-13 @6: 429155683  192.0.2.108  198.51.100.100 ICHP 108 axalef (41231) 64 Echo (ping) request ideBxBola, seqe13/3328, ttl=gd (no response found!)
14 2022-87-13 B86: LAZDLEERIT 107.0.2.108 198.51. 108, 108 ICHP 182 axalef (41231) &4 Echo (ping) request ide-8x@dla, seqe13/3328, ttl=&64 (no response found!)
15 2022-07-13 86: 453156612 102.0.2.100  198.51.100.100 M 108 oxalba (41322) 64 Echo (ping) request id-@xddla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06: 53158052 192.0.2.160  198.51.100.100 TCHP 102 oxala (41322) 64 Echo (ping) request id-Oxddla, seq-14/3584, ttl=64 (no response foundl)
17 2022-07-13 86 ATTLZTEET  192.0.2.108 198.51. 106, 168 ICHP ige oxaled (41449) &d Echo (ping) request id=dxddia, seqei5/igdd, ttl=64 (no response found!)
18 2023-07-13 06: L4T7120800  150.0.2.100  198.51.180.100 TEHE 182 oxaled (41443) 64 Echo (ping) request idedxddla, seqeis 3640, ttl=6d (no response found!)
19 2022-07-13 8é6: S01251314  1592.0.2.108 1598.51. 186,166 IcHP 188 axalfé (41a62) &4 Echo (ping) request idedxtdla, seqe16/4098, ttl=64 (o response found!)
20 2022-07-13 86: JEOLZHIBAL  192.0.2.188 198.51. 188,188 ICHP 182 axalfe (41a62) &4 Echo (ping) request idedxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-87-13 86 JSI5AE0956  192.0.2.100 198.51. 190,108 ICHP 188 Bxazs? (41559) &4 Echo (ping) request id-axedla, seq=17/4352, ttl=64 (no response found!)
22 3032-07-13 86 (535002088 192.0.2.180 198.51.180. 108 ICHP 182 0xa257 (41550} 64 Echo (ping) request id-Bxidla, seq-17/4352, ttl-64 (no response found!)
23 022-07-13 06 (SADEFESR0  192.9.2.100 198.51.1980. 104 ICHP R @xaZad (41641) 64 Echo (ping) request id-Ox00la, seq-18/4608, ttl-64 (no response found!)
24 3022-97-13 @6 JSADRIESGA  192.9.2.100 198.51.180. 100 ICHP iaz @xazad (41641) 64 Echo (ping) request ld-Ox0dda, seq-18/4608, ttl-64 (no response found!)
25 2022-07-13 86 STIAI4E6  192.0.2.108 198,51, 100,100 ICHP ige @xalds (41797) 64 Echo (ping) request id-8xtdla, seqe=18/4864, ttl-64 (no response foundl)
26 2022-07-13 8 ST7312%04 192,002,108 198,51, 190,168 ICHP 182 @xa3as (41797) 64 Echo (ping) request id-éxedla, seqe=19/4864, ttl=64 (no response found!)
27 2022-97-13 86 JEOTORER2T  192.0.2.100 198.51. 198,108 ICHP 108 @xa3as (41881) 64 Echo (ping) request id=exedla, seqe=20/5120, ttl=64 (no response found!)
28 2022-97-13 86 JSGTAEEITE  192.0.2.100 196.51. 188,108 ICHP 182 axa3as (41881) &4 Echo (ping) request id-axedla, seqe=20/5120, ttl=64 (no response found!)
29 1022-07-13 06:24:12.621061022 192.0.2.100  196.51.100.100 TP 108 axasdc (41948) 64 Echa (ping) request id-gxddla, seq-21/5376, ttl-64 (no response found!)
» Frame 1: 188 bytes on wire (854 bits), 108 bytes captured (884 bits) on interface capture we 1, id @ SB 97 bd b0 77 Be 00 50 56 90 ek be 89 26 B0 0 X W P VY- &
: VMware 9d:e8:be (99:50:56:0d:e8:be), Dst: Cisce b9:77:0¢ (58:97:bd:b9:77:8e) 00 00 Bl 00 6O 06 6B 00 45 00 00 54 & ec 20 88 oof - E-TO@
1 4B @1 af cO cO BD B2 64 ¢6 33 64 64 B8 00 A¢ 42 @-----d -3dd--N
birection: From Bridge 80 13 80 0F f4 64 co 62 80 92 DO 0D 20 a2 @7 00 SEEE! B ST
Pointer: vif id @0 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b
Destina(ion;_w 1c ad e Af e 31 23 33 R4 25 X6 2T MO39 23 ib "0 $%E°()"s
ke ad e 2f 3 31 32 33 34 35 36 37 §ooAB123 4567
coped: No 4

Reserved: @
version: @
Source: @
T : B0Z. 10 Virtual LAN (ox@1oa)
«f 892,10 Virtual LaM, PRI: &, DEI: @, ID: 182
(7. T « = Priority: Best Effort (default) (@)

I . = DEL: Imeligible
L. BO0O O110 0110 = 1D: 162

Type: IFvd_ [
Internet Protocol Version 4, Src: 192.8,2.188, Dst: 198.51,188. 104
Internet Control Message Protocol 2




Selecione o segundo pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
entrada Ethernet1/2.

™ Tome
1 2022-07-13 06:23:58.285080930

] FE
axddec

192.8.2. 100 158.51. 100, 108 ICHP (ping} request |id-axena, seq=7/1792, ttl=e4 (no response found!)
in

2 I032-07-13 96:23156, 265062858 192.9.2.109 198.51. 100, 109 [1cme request | id-axeola, seq-7/1792, ttl-64 (no response found!)
3 1022-07-13 96123159, I090MEER6  192.0.2, 109 198. 51, 100, 109 ICHP ping) request ideoxodla, seqe=g 2048, ttl=64 (no response foundl)
4 I022-07-13 06323359, 309193731 192.0.2. 100 198,51, 109, 100 ICHP 102 axdedd (4B656) 64 Echo (ping) request id=dwxodla, seqe=8/2048, ttl=64 (no response foundl)
5 2022-07-13 06:24:00,333054190  192.0.2. 109 198,51, 109, 168 ICHP 108 axafan (40736) 64 Echo (ping) request id=owdola, seqe5/2304, ttl=6a (no response foundl)
6 2022-07-13 06:24:00.333056018  192.0.2.100  198.51.100. 160 IEHP 102 axsfn (40736) 64 Echo (ping) request id=axédla, seqe9/2304, ttl=64 (no response foundl)
7 2022-07-13 06:24:01. 357173530  192.0.2.100  198.51.100.180 IEHP 108 axsfad (4B7a%) 64 Echo (ping) request ideoxedla, seqe18/2560, ttl=sa (no response found!)
8 2022-07-13 06:24:01.357174708 192.0.2.100  195.51.100.100 ICHP 182 oxdfad (aB7aw) 64 Echo (ping) request ideaxeola, seqe18/1560, ttl=sa (no response found!)
9 2022-07-13 06:24:02.361073741 192.0.2.180  198.51.100.100 ICHP 108 oxofaa (4PBLR) 64 Echo (ping) request ide@x@dla, seqe11/2816, ttl=64 (no response found!)
12 2022-07-13 @6:24:07,3I61074999  192.9.2. 100 198.51. 100, 100 IcHe 102 QxofER (40B40) 64 Echo (ping) request idedxidla, seqe11/2816, ttle=64 (no response foundl)
11 2022-87-13 @6:24:03.405199041  192.9.2. 100 198.51. 100, 100 ICHP 108 0xa@T7 (41079) 64 Echo (ping) request idedcddla, seqeli/3072, ttle6d (no response foundl)
12 3022-87-13 86:24:03. 405700261  192.9.2. 100 198.51. 100, 168 ICHP 12 Bxa@TT (41879) 64 Echo (ping) request idegxidla, seqel/3072, ttl=64 (no response foundl)
13 2022-07-13 96:24:04.429155683  192.0.2.100  198.51.100. 108 ICHP 108 axalef (41331) 64 Echo (ping) request ide=axédla, seqe13/3328, ttl=s4 (no response found!)
14 2022-07-13 96:24:04.429156831  192.0.2.100  198.51.100.1080 ICHP 182 oxalef (41331) 64 Echo (ping) request ideaxedla, seqe13/3328, ttl=64 (no response found!)
15 2023-07-13 96:24:085.453156612 192.0.2.108  198.51.100. 108 ICHP 108 exalea (£1322) 64 Echo (ping) request ideaxeela, seqe14/3584, ttl=sa (no response found!)
16 2032-87-13 86:24:05,453158052 192.0.2.108 198.51.100, 164 ICHP 187 @xaléa (41322) &4 Echo (ping) request ideoxfdla, seqe14/3583, ttlssd (no response found!)
17 2022-07-13 @6:24:06,477127667  192.9.2. 100 198.51. 100, 109 1CHe 108 @xaled (41440) 64 Echo (ping) request idedxidla, seqe15/3R40, ttlesd (no response foundl)
18 2022-87-13 06:24:06.477129899  192.9.2. 100 198.51. 100, 100 ICHP 102 axaled (41449) 64 Echo (ping) request idedcidla, seqel5/iB4s, ttle=64 (no response foundl)
19 2022-87-13 86:24:07.501291314  192.9.2.100 198.51. 100, 188 ICHP 18 axalfe (41462) 64 Echo (ping) request idegxidla, seqe16/4096, ttl=64 (no response found!)
20 2003-07-13 86:24:07.501F03041  192.0.2.100  158.51.100.100 ICHP 102 oxalfé (41462) 64 Echo (ping) request ide=axédla, seqel6/a096, ttl=64 (no response found!)
21 2023-07-13 86:24:08.525089956 192.0.2.100  1598.51.100.100 ICHP 108 0xa257 (41555) 64 Echo (ping) request ideax@dla, seqe17/4352, ttl=ga (no response found!)
32 2023-07-13 96:24:08. 525000088 192.0.2.108  198.51.100. 108 ICHP 182 8xa257 (41559) 64 Echo (ping) request ideaxeela, seqe17/4352, ttl=ga (no response found!)
13 2022-87-13 B86:24:09.549236500 192.9.2.100 198.51. 100, 108 1cHe 188 Bxazad (41641) &4 Echo (ping) request ide8x@dla, seqe=18/4608, ttl=64 (no response foundl)
24 2022-07-13 @6:24:09,540238564  192.9.2. 10 198.51. 100, 109 1CHe 102 @xaZad (41641) 64 Echo (ping) request idedxidla, seqe18/4608, ttle=6d (no response foundl)
25 2022-07-13 @6:24:10.573110146  192.9.2.10¢ 198.51. 100, 103 ICHP 108 0xa3as (41797) 64 Echo (ping) request ide@wddla, seqe10/4864, ttl=64 (no response foundl)
26 2022-07-13 96:24:10.573112504  192.9.2. 103 198.51. 100, 103 IcHe 102 @xalas (41797) 64 Echo (ping) request idedwddla, seqe19/4B64, ttl=64 (no response foundl)
27 2002-07-13 06:24:11.567006027  192.0.2.100  1598.51.100.100 ICHP 108 0xa349 (41801) 64 Echo (ping) request ide=dxdola, seqe20/5120, ttl=s4 (no respomse found!)
28 2003-07-13 06:24:11.557008170  192.0.2.100  198.51.100.100 ICHP 102 0xa249 (41801) 64 Echo (ping) request id=0x001a, seqe20/5120, ttl=g4 (no response found!)
39 2022-07-13 096:24:12.621061022 192.0.2.100  198.51.100. 1060 ICHP 108 oxazde (41948) 64 Echo (ping) request id=axe0la, seqs21/5376, ttl=64 (no response found!)

» Frame 3: 102 bytes on wire (816 bits), 182 bytés captured (816 bits) on interface capture_ub_1, id 8
s Ethernet 11, Src: Viware 9d:e8:be (00:50:56:9de8:be), Dst: Cisco b3:77:8e (58:57:bd:b0:77:0)

802.1Q Virtual LAM, PRI: @, DEL: ©, ID: 102

L T = Priority: Best Effort (default) {8)

cval aeis wewe ae. = DEIX Ineligible

coa. OO0 G110 0110 = ID: 102

Type: BPvd {Buosoa
Intérnet Protocol Version 4, Src: 192.0.2.100, Dat: 198.51.100.100
Internat Control Message Protocal

3
2

58 97 bd b9 77 e 00 S@
aE 89 45 00 00 54 9 ec
B2 64 ch 33 64 64 08 00
or 62 B0 0 00 PO 20 a7
12 13 14 15 16 17 18 19
3 23 ¥4 05 36 27 28 29
32033 34035 35 37

56 od &8 be 81 00 00 66
40 0D 49 01 af €0 0 B2
4e a2 00 12 00 07 f4 64
87 00 0O 09 80 90 10 11
12 1b 1c 1d 1e 1F 20 21
2a b 2c 2d e 2 30 31

X-W PV ¥
BT @@
od-3dd - Meoeooed
iBie Sii
[
“HSERS () ", 00
234587

Abra os arquivos de captura para as interfaces membro Portchannel1. Selecione o primeiro
pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sdo capturados. Cada pacote é capturado

e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.
3. O switch interno insere uma tag de VLAN de porta adicional 1001 que identifica a interface

de entrada Portchannel.

4. O switch interno insere uma marca VN adicional.




Na. Time Seurce Destinaton Protsced PD IPTTL Info
= 12022-08-05 23:07:31.B65872877  192.9.2.109 196.51.100.100 ICHP 108 ] | ex3zze (12846) 64 Echo (ping) request | id=0wde2d, seq=245/62720, ttl=s64 (nc
2 2022-98-05 23:07:31.865875131 193.8.2.160 198.51.100.100 TCHP 102 ex3z2e (13846) 64 Echo (ping) request | id=8xeerd, seq=245/62720, ttl=64 (nc
32022-08-05 23:87:32.867144598 192.8.2.160 198.51.100.100 TCHP 108 [IE3] g id=Bx802d, seq=246/62976, ttl=64 (nc
42022-08-95 23:07:32,867145852 192.8.2.109 198.51.100.100 ICHP 102 2x32b9 (12985) 64 Eche (ping) request id=-exee2d, seq=246/62976, ttl=64 (nc
52022-88-85 23:07:33.881902485 192.8.2.109 198.51.100.160 (] 108 ex32dg (13016) 64 Echo (ping) request id=8xeerd, seq=247/63232, ttl=64 (nc
6 2022-08-05 23:07:32.881004191 192.9.2.100 198.51.100.100 ICHp 182 ex3zde (13016) 64 Echo (ping) request id-0xee2d, seq=247/63232, ttl=64 (n¢
7 2022-08-05 23:07:34.883045425 192.9.2.109 198.51.109. 100 ICHP 108 0x3373 (13171) 64 Eche (ping) request id=-exee2d, seq=248/63488, ttl=64 (nc
82022-88-85 23:07:34.883051649 192.8.2.100 198.51.100.160 TCHP 102 0x3373 (13171) 64 Echo (ping) request id=8xeerd, seq=248/63488, ttl=64 (nc
9 2022-08-05 192.9,2.109 198.51.100.100 ICHP 108 @x3427 (13351) 64 Echo (ping) request id=0x802d, seq=249/63744, ttl=64 (nc¢
18 2022-88-05 192.8.2.160 198.51.100. 160 TCHP 102 ax3427 (13351) 64 Echo (ping) request id=exeerd, seq=249/63744, ttl=64 (nc
11 2022-08-95 192.8.2.100 198.51.100.160 TCHP 108 ex3ade (13534) 64 Eche (ping) request id=0xee2d, seq=250/64000, ttl=64 (nc
12 2022-08-95 23:07:36.889742853 192.0.2.109 198.51.100. 100 ICHP 182 @x3dde (13534) 64 Echo (ping) request id=0xpe2d, seq=250/6400@, ttl=64 (ncg
13 2022-88-05 23:07:37.913770117 192.8.2.100 198.51.100.160 TCHP 108 ex354c (13644) 64 Eche (ping) request id=xeerd, seq=251/64256, ttl=64 (nc
14 2022-08-05 23:07:37.913772219 192.9.2.100 198.51.100.160 ICHP 102 ex3sac (13644) 64 Eche (ping) request id=0xeerd, seq=251/64256, ttl=64 (nc
15 2022-08-95 23:07:38.937829879  192.0.2.100 198.51.100. 100 ICHP 10 @x3602 (13826) 64 Echo (ping) request id=oxpe2d, seq=252/64512, ttl=64 (nc
16 2022-08-05 23:07:38.937831215 192.8.2.100 198.51.100.160 (0] 102 03602 (13826) 64 Echo (ping) request id=8xeerd, seq=252/64512, ttl=64 (nc
17 2022-08-05 23:07:39.961786128 192.8.2.100 198.51.160.160 TCHP 108 ox3Ged (14861) 64 Echo (ping) request id=0x002d, seq=253/64768, ttl=64 (nc
18 2022-88-95 23:07:39.961787284 192.8.2.109 198.51.109. 160 TCHP 102 ox3Ged (14061) 64 Eche (ping) request id=exee2d, seq=253/64768, ttl=64 (nc
19 2022-08-05 23:07:40.985773090 192.9.2.100 198.51.100.160 TCHP 108 0x37d5 (14293) 64 Echo (ping) request id=0xeerd, seq=254/65024, ttl=64 (nc
< >
> Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_u@_3, i4| #9000 a2 76 f2 @0 @0 25 0@ 58 56 9d e8 be 89 26 E@ 54 e X P Ve BT
» Ethernet I, Src: WMware Sd:ef:be (00:50:56:9d:e8:be), Dst: a2:76:F2:00:00:25 (a2:76:F2:00:00:25) | #9010 00 0@ 81 00 93 €0 OB B0 A5 90 90 54 32 Je 40 0@ rrerers EeT2.8
TWN-Tag T - 0020 48 @1 1b 7f €0 8O 02 64 ¢6 33 64 G4 BB 00 la d6 @ -----d -3dd-- -
e . = Direction: From Bridge 90 2d 80 f5 ab a2 ed 62 00 80 90 02 7a 2f ab 6@ [EERF X%
e e e eeee ea « pointers vif_id "l’aﬁgwfg;g;igg ;“;2;2;;;2;‘;;5;‘; i 5 O
. o 8058 1c 1d le 4 a seas | *
+#0218000 161 £100 : SIDESEARATSN:; (8 4 0260 2¢ 2d 2e 2f 30 31 32 33 34 35 36 37 ,-. /9123 4567
. = Looped: Mo

sevs wess sess = Reserved: @

cenn mees wes. ® Version: @

. tree rees raas wa.. ODBO OODO G008 = Source: @
Type: 882,10 Virtual LAN (@x8108)

882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1801

Best Effort (default) (@)

= DEI: Imeligible

ce.. 8011 1116 1881 = ID: 1801 3
Type: IPva (Oxe800)

Internet Protocol Version 4, src: 192.8.2.100, Dst: 198.51.100.160

Internet Control Message Protocol 2

Selecione o segundo pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere uma tag de VLAN de porta adicional 1001 que identifica a interface
de entrada Portchannel1.

No. Time Source Destnation Frotocel Length FE FTIL ko
12022-88-05 23:07:31.865872877 192.9.2.100 198.51.108. 180 ICHP les 1 ox3zze (12846) 64 Echo (ping) request | id=exeead, seq=245/62720, ttl=64 (nc
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182 @x322e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62728, ttl=6a (ng
3 2022-88-95 23:07:32.867144598 192.9.2.100 198.51.108.189 IcMP 168 ox32ba (12985) &4 Echo (ping) request id-exedld, seq=246/62976, ttl=64 (nc
4 2822-88- 192.8.2.188 198.51.108. 188 ICHP 182 ex32b9 (12985) 64 Echo (ping) request id=exe2d, seq=246/62976, ttl=64 (nc
5 2022-08- 192.8.2.100 198.51.108.100 ICHP 108 ex32dg (13016) 64 Echo (ping) request id=0x@02d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.8.2.188 198.51.190.188 ICHP 182 @x32de (13016) 64 Echo {piﬂs) request  id=0xe02d, seq=247/63232, ttl=64 (nc
7 2022-08-05 23:07:34.883849425 192.98.2.100 198.51.100.189 ICHP 188 8x3373 (13171) 64 Echo {ping) request id=exeezd, seq=248/63488, ttl=64 (nc
8 2022-08- 4.883051649 192.98.2.108 198.51.108. 160 ICHP 102 ex3371 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
920822-08- :35.883478016 192.8.2.100 198.51.100.100 ICHP 108 8x3427 (13351) 64 Echo (ping) request id-0x002d, seq=249/63744, ttl=64 (nc
10 2022-08- 192.9.2.100 198.51.108.169 ICHP 182 ex3427 (13351) 64 Echo {ping) request id=@xee2d, seq=249/63744, ttl=64 (nc
11 2022-08- 192.9.2.100 108.51.100.100 IcMP 108 ex3ade (13534) 64 Echo (ping) request id=exee2d, seq=258/64088, ttl=64 (nc
12 2022-08- 192.98.2.100 198.51.100.100 ICHP 182 ax3dde (13534) 64 Echo (ping) request id-ex@e2d, seq-258/6480@, ttl=64 (nc
13 2022-88-85 23:87:37.91377@117 192.8.2.188 198.51.188.188 ICHP 188 @x354c (13644) 64 Echo (ping) request id=exed2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:87:37.913772219 192.9.2.188 198.51.128.182 ICHP 182 @x354c (13644) 64 Echo (ping) request id=@xe02d, seq=251/64256, ttl=64 (nc
15 2022-08- 192.9.2.100 198.51.108.169 ICHP 108 2x3602 (13826) 64 Echo (ping) request id-exee2d, seq=252/64512, ttl=64 (nc
16 2022-08- 192.9.2.100 198.51.108.169 ICHP 102 @x3602 (13826) 64 Echo (ping) request id-@xee2d, seq=252/64512, ttl=64 (nc
17 2022-88- 192.9.2.100 108.51.100.160 1CMP 108 ox3Ged (14061) 64 Echo (ping) request id-0x@2d, seq-253/64768, ttl=64 (nc
18 2022-08-05 23:87:39.961767284 192.9.2.100 198.51.108.169 ICHP 182 ex36ed (14061) 64 Echo (ping) request id-exeo2d, seq=253/64768, ttl=6a (nc
10 2022-88-95 23:97:40.085773008 192.9.2.100 198.51.108.160 ICHP 168 ex37ds (14203) 64 Echo (ping) request id=@x@92d, seq=254/65824, ttl=64 (nc
< >
> Frame 2: 182 bytes on wire (816 bits), 1@2 bytes captured (816 bits) on interface capture_ue_3, it ese a2 76 2 90 @0 25 @@ 50 56 9d ef be 81 0@ 03 €9 KPP Wreeraes
» Ethernet II, Src: VMware Od:eB:be (@0:50:56:0d:eB:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) ! @8 00 45 00 0 54 32 2¢ 40 00 40 01 1b 7f @ 00 T2, @@
802.1Q Virtual LAN, PRL: @, DEL: ©, 1D: 1081 ©2 64 c6 33 64 64 08 00 1o d6 00 2d 00 5 a6 a2  d-3dd-- -------
I = Priority: Best Effort (default) (0) ed 62 00 00 60 00 7a 2f b 00 0D 0D 00 00 12 11  b-.-ez/ ---eo-
. vee. = DEI: Ineligible 1213 14 1516 17 18 19 lailbic 1 1e1f 2021 ---oeioe aaanon ]
. 8p11 1110 16@1 = I0: 1801 [; 22 23 24 25 26 27 28 29 ra b 2c 2d 2e 2f 30 31 "RERE' () "+,-./01
2068 32 33 34 35 36 37 234567

Type: IPvd (@x0E0a)
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.196.168
Internet Control Message Protocol 2

Explicacao

Quando uma captura de pacote em uma interface frontal € configurada, o switch captura
simultaneamente cada pacote duas vezes:

» Apés ainsercao da marca da porta VLAN.
* ApoOs ainsergao da tag VN.



Na ordem de operacgoes, a tag VN € inserida em um estagio posterior a insercdo da tag VLAN da
porta. No entanto, no arquivo de captura, o pacote com a marca VN é mostrado antes do pacote
com a marca VLAN da porta.

Esta tabela resume a tarefa:

VLAN de porta
Ponto de . e ,
Tarefa interna em pacotes |Direcao Trafego capturado
captura
capturados
Configurar e
verificar uma Somente Solicitacdes de eco ICMP do
captura de pacote |Ethernet1/2 102 entrada host 192.0.2.100 para o host
na interface 198.51.100.100
Ethernet1/2
Configurar e
verificar uma
captura de pacote o
na interface Ethernet1/4 Somente Solicitagoes de eco ICMP do
Portchannel1 com |Ethernet1/5 1001 entrada host 192.0.2.100 para o host
] 198.51.100.100
as interfaces
membro Ethernet1/4
e Ethernet1/5

Capturas de pacotes nas interfaces do backplane

Use o FCM e a CLI para configurar e verificar uma captura de pacotes nas interfaces do painel
traseiro.

Topologia, fluxo de pacotes e pontos de captura

Chassis
Internal Switch Security Module

FTD/ASA

@

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y




Configuracao
FCM

Execute estas etapas no FCM para configurar capturas de pacotes nas interfaces do painel
traseiro:

1. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Help admin

Troubleshooting Logs

o scmion T

¢ Refresh

No Session available

2. Para capturar pacotes em todas as interfaces de backplane, selecione o aplicativo e, em
seguida, All Backplane Ports na lista suspensa Capture On. Como alternativa, escolha a
interface especifica do painel traseiro. Nesse caso, as interfaces de backplane Ethernet1/9 e
Ethernet1/10 estao disponiveis. Fornegca o Nome da Sesséo e clique em Salvar e Executar
para ativar a captura:

Overview Interfaces Logical Devices Security Engine Platform Settings

Selct an wsance: [ . = s

frdl ' Session Name* capl |

Selected Interfaces Mo

Buffer Size ] w
Ethemetl/2
Snap length: 1516 it
Store Packets m Appand
Capture On |m Backplane Posts |v
frd
Ethematl/3 Ethernetl/9
Capture Fiter |
Etharmet1/ 10
Al Backplane Ports

Ethemetl/l

CLI FXOS

Execute estas etapas na CLI FXOS para configurar capturas de pacotes em interfaces de
backplane:

1. Identificar o tipo de aplicativo e o identificador:

<tfroot>

firepower#

scope ssa



firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #



up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Verificagcao
FCM

Verifique o0 nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:

Overview Interfaces Loglcal Devices Security Engine Platform Settings System Teols Help admin

& Refresh Capture Session Deiete Al Sessons
- u capl Drop Count: O operational State: up Buffer Size: 256 MB Snap Length: 1318 Bytes
Interface Name Filter Fibe Size (in bytes) File Hame Device Hame
Ethernett/10 horse 194352 capl-ethernet- 1-10-0.peap fed1 &,
Ethamaty/9 Non TE636E capl-athamat- 1-9-0.pcap frd1

CLI FXOS

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #
show session capl
Traffic Monitoring Session:
Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed



Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap

Pcapsi ze: 1557432 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd



Coletar arquivos de captura
Execute as etapas na segao Coletar arquivos de captura do switch interno Firepower 4100/9300.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura. No
caso de mais de uma interface de backplane, certifique-se de abrir todos os arquivos de captura
para cada interface de backplane. Nesse caso, os pacotes sdo capturados na interface
Ethernet1/9 do painel traseiro.

Selecione o primeiro e 0 segundo pacotes e verifique os pontos principais:

1. Cada pacote de solicitagdo de eco ICMP é capturado e mostrado duas vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 103 que identifica a interface de
saida Ethernet1/3.

4. O switch interno insere uma marca VN adicional.

™ Teme Sewrcy Desoratin Prtacs! Lengs PR FUTL W
12022-07-14 20:20:36.513854256  192.0.2.100  198.51.100.100 1CHP 108 '] Bx5990 (22928) 64 Echo (ping) request | id=Bxpodl, seqs15/3840, ttlssa (no response found!)
2 2022-07-14 20:30:36.513857269 192.0.2.100  198.51.100.100 ICHe 108 05990 (22928 64 Echo (ping) request | id=ex@odl, seq=15/3840, ttl=s4 (reply in 3)
3 2022-87-14 20120:136.514117394  198.51.100.100 192.0.2.100 ICHe 108 BXCC2C (52268 64 ECho (ping) reply  ide@xdodl, seqs15/3840, ttlssa (request in 2)
4 2022-07-14 70:20:36.514119312  198.51.100.100 192.0.2.100 ICHe 108 excc2e (52268) 64 Echo (ping) reply  ideBw@0d1, seqs15/3840, ttlssa
5 2022-87-14 20:39:37.537723822 192.0.2.180  198.51.100.100 I 108 ex5a0 (23040) 64 Echo (ping) request ideewded1, seq=16/4096, ttlssa (no response found!)
6 2022-07-14 10:30:37.537726568 192.0.2.100  198.51.109.100 ICHP 188 exSadd (23040) 64 Echo (ping) request ideoxdedl, seqs16/4096, ttl=s4 (reply in 7)
7102207 -14 10:30:37 530046165 198.51.100.100 192.0.2.100 ICHP 108 oxccdb (52379) 64 Echo (ping) reply idetnpidl, seqe16/4096, ttl=64 (request in 6)
B 2022-07-14 10:30:37.530048311  198.51.100.100 192.0.2.100 ICHP 108 oxcc9b (52379) 64 Echo (ping) reply ideipidl, seqel6/did6, ttl=6d4
9 2022-07-14 10:20:38.561776064 192.0.2.100 198, 51. 104, 108 ICHP 108 ox5ab7? (23223) 64 Echo (ping) request Id=@x00d1, seq=17/4352, ttl=64 (no response foundl)
18 2022-07-14 I0:30:38.561778318  192.0.2.109 198, 51. 184, 108 ICHP 188 ex5ab? (23223) 64 Echo (ping) request ideowdodl, seqe17/4352, ttl=6d4 (reply in 11)
11 2022-07-14 20:20: 38, 562048700  198.51.100.180 192.0.2.100 ICHP 188 excocd (52420) 64 Echo (ping) reply id=0xdedl, seqe1¥/4352, ttl=64 (request in 198)
12 7032-97-14 20:20:38.562050333  198.51.109.180 192.0.2.100 ICHP 188 Bxcccd (S2428) 64 Echo (ping) reply fdeoxdoal, seqel¥f4352, ttl=sq
13 2022-87-14 20:20:39,585677843  192.0.2.100  198.51.100.100 ICHP 108 OxShab (23366) 64 Echo (ping) request idegxoodl, seqel8 4608, ttlssa (no response found!)
14 2022-87-14 20:20:39,585678455 192.0.2.100  198.51.100.100 ICHP 108 Oxshab (23366) 64 Echo (ping) request id=ex@odl, seq=18/460%, ttl=s4 (reply in 15)
15 2022-87-14 20:20:39.585936554  198.51.109.100 192.9.2.100 ICHP 108 excdad (52621) 64 Echo (ping) reply  ideBx@0d1, seqs18/4608, ttlssa (request in 1a)
16 2022-87-14 20:20:39.585937900  198.51.100.100 192.9.2.100 ICHP 108 excdad (52621) 64 Echo (ping) reply  ideBx@0d1, seqs18/4608, ttlssa
17 2022-07-14 70:30:40.609804504 192.0.2.100  198.51.100.100 e 108 exsbb (23419) 64 Echo (ping) request ideewdedl, seq=19/4864, ttlssa (no response found!)
18 2022-07-14 70:30:40.609807618 192.0.2.100  198.51.109.100 I 108 exsb7b (23419) 64 Echo (ping) request ideox@edl, seq=19/4864, ttl=s4 (reply in 13)
19 2022-07-14 29:20:40.610179665 198.51.100.100 192.0.2.100 ICHP 108 excdaf (52623) 64 Echo (ping) reply idegwdidl, seqe19/4864, ttl=sd4 (request in 18)
20 2022-07-14 70:30:40.610181944 198.51.100.100 192.0.2.100 ICHP 108 xcdaf (52623) 64 Echo (ping) reply ideowpidl, seqe19/4864, ttl=64
11 022-07-14 10:30:41.633805153  192.0.2.109 198, 51. 104, 100 ICHP 108 oxsb7e (23422) 64 Echo (ping) request ideowdodl, seqs20/5120, ttl=64 (no response foundl)
22 2022-07-14 19:30:41.633806997  192.0.2.180 198, 51. 104, 108 ICHP 188 ox5b7e (23422) 64 Echo (ping) request ideowdodl, seqe20/5120, ttl=6d4 (reply in 23)
23 2022-07-14 19:29:41.6340841082 198.51.109.180 192.9.2.100 ICHP 188 exceds (52790) 64 Echo (ping) reply idwidiil, seqe2d/5120, ttl=6d (reguest in 21)
24 2072-07-14 1:30:41.634085368 198,51, 100. 100 ICHP 188 Bxceds (5279a) 64 Echo (ping) reply id=0xdodl, seq=20/5120, ttl=64
25 2022-07-14 20:20:42.657709898  192.0.2.100 (] 108 oxsbfo (23536) 64 Echo (ping) request ide=ox@odl, seqs21/5376, ttl=64 (no response found!)
26 2022-07-14 20:20:42.657711660  192.0.2.100 ICHP 108 exsbfo (23536) 64 Echo (ping) request ideexoodl, seqs21/%376, ttlssa (reply in 27)
27 2022-87-14 20:20:42.657980675  198.51.109.100 ICHP 108 Oxceds (52809) 64 Echo (ping) reply  ideex@odl, seqs21/5376, ttlssa (request in 36)
28 2022-87-14 20120142.657981971  198.51.109.100 ICHP 108 excedn (52809) 64 Echo (ping) reply  ideBx@0dl, seqs21/5376, ttlssa
29 2022-87-14 10:20:43.681736697 192.8.2.100  198.51.109.100 ICHP 188 exsc52 (23634) 64 Echo (ping) request ideBwdedl, seqs22/5632, ttlssa (no response found!)
Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id o 9@ 50 56 0d oF 59 58 97 bd b9 F7 2d 89 26 0B 08 PV PN ow-k
Ethernst 11, Sre: Cises bO:77:2d (S8:97:bd:b0:37:2d), Det: VMware Gd:e7:50 (00:50:56:0d:e7:50) @0 03 51 00 B2 67 08 00 45 00 00 54 59 90 4D 0 g BTV @
a0 01 fa 1c o 00 02 64 o6 33 64 64 08 00 22 6B @ d 3dd-Th
= Direction: To Bridge @a o1 o0 af 89 Ta do 62 o0 00 00 00 b3 dY 09 oD zh
= Pointar: vif id 63 00 85 60 10 11 12 13 14 15 16 17 18 1% 1a 1b
= Dastinations @ 1c 1d 1e 1f 29 21 22 23 24 2% 26 27 28 29 2a 1b e SXE*()"+
N 2c 2d Ze I2f 30 31 32 33 34 35 36 37 o= ./B123 4567

Looped: Wo 4

Reserved: @
. version: @
parr o mear mear oswas seas OO00 00 1010 = Source: 10
Type: 802,10 Virtual LAN (oxB10a)
W T02.10 Virtual AN, PRI: 0, OEI: O, ID: 10%
P00, L.t aaas = Priority: fest Cffert (default) (@)

2ol sz zaid = DED: Imeligible 3
c.o.. OO0 B110 0111 = ID: 163

Type: IPva {@xdSna)
Internet Protocol version 4, Src: 192.0.2.100, Dst: 198.51.100.100
Internat Control Message Protocol 2

Selecione o terceiro e o quarto pacotes e verifique os pontos principais:

1. Cada resposta de eco ICMP é capturada e exibida duas vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
saida Ethernet1/2.

4. O switch interno insere uma marca VN adicional.



e, T Samree [
12022-07-14 20:20:36. 513854256  192.9.2.100 198,51, 190, 108
2 2022-07-14 20:20:36. 513857280  192.9.2.100 198,51, 100, 103

B 3 2022-07-14 20:20:36.514117394
4 3022-07-14 20:20:36.514119312
5 2022-07-14 20:20:37 537723822
6 2022-07-14 20:20:37.537726588
7 1022-07-14 20:20:137 . 53BMME165
B 2022-07-14 20:20:37 538048311
5 2022-07-14 30:30:38. 56177064
18 2022-07-14 20:20:38.561778310
11 2022-07-14 20:20:38.567048288
12 2022-07-14 20:20:38,562050333

198,51, 105, 100 192.9.2.188
192.51.100. 100 192.90.2.100
192.0.2.108 198.51.190. 100
192.8.2.180 198.51. 100, 108
198,51, 103, 198 192.9. 2,108
198,51, 105, 188 192.0. 2. 180
192.8.2.108 198,51, 100, 108
192.8.2.108 198.51. 100, 108
198.51. 180,100 192.0.2.108
198,51 106, 188 192.0.2. 180

13 2022-07-14 20:20:39,.585677043  192.0.2.100 198,51, 100, 104
14 2022-07-14 20:20:39.5856T8455  192.0.2.100 198,51, 100, 100
15 2032 LSE5936554  198.51.100.100 192.0.2.108

16 20232-07-14 20:29:39.585937900
17 2022-07-14 20:20:40, 609304804
18 2022-07-14 20:20:40, 600807618
19 2022-07-14 20:20:40, 610170685
20 2022-07-14 20:20:40, 610181944
21 2022-07-14 20:20:41,633805153
22 2022-07-14 20:20:41.633806997
23 2022-07-14 20:20:41,634084102
24 2022-07-14 20:20:41,634085368
25 M022-07-14 20:20:42 657709898
26 2022-07-14 20:20:42 657711660
2T 222-07-14 20:20:42 .65TIBNGTS
28 2022-07-14 20:20:42 657981971
29 2022-07-14 20:20:43.6817 36697

198.51. 100,108 192.0.2.168
192.0.2.108 198.51. 190, 100
192.9.2.100 198.51. 1900, 109
198,51, 100, 100 192.9. 2,109
198,51, 100, 100 192.9. 2,100
192.0.2.100 198,51, 100, 108
192.0.2.100 198,51, 190, 168
196,51, 100,109 192.8.2.100
195,51, 109, 100 192.9. 2,189
192.9,2.109 198,51, 190, 10¢
192.0,2.100 198,51, 199, 100
198,51, 100, 100 192.0. 2,100
198,51, 100,100 192.0. 2,108
192.0.2.100 198.51. 190, 160

11, Src: Cisco b9:77:8e (58:97:bd:ba:77:0e

= Direction: To Bridge
Polnter: vif_id
pestination: @
Looped: Ho
Reserved: @
Version: @

Source: 19

pame wame wee. OO 0OBD 1212 =
Type: .10 virtual LAN (@eiiod)

~ 802,10 Virtual LAN, PRI: O, DEX: 0, 1D: 102
. = Priority: pest Effort (default) (@)
i = DEI: Ineligible
... BO0O 9110 2110 - ID: 102
Type: IPvd (Bx0809)
Internet Protocel Version 4, Src: 198.51.100.100, Dst: 192.0.2.100
Inteérnet Control Message Protocsl

PIL We
64 Eche {ping) request

[ c4lecho (ping) reply

64 Echo (ping) reply

Lngth D

1o8 @x5990 (22928)
P

108 1 @xecle (52268)
108 axcele (52268)
108 e

108 @x5ap0 (23040)
108 @xecob (52379)
bl et (52379)
108 axSab? (23223)
108 axsaby (23223)
108 axcccd (52420)
188 axcccd (52420)
iae @x5h46 (23366)
108 axshd6 (23366)
08 axcdidd (52621)
188 axcdad (52621)
188 axsb7b (23419)
108 axsh7b (23419)
108 mecdaf (52623)
108 ieedaf (52623)
108 axsbre (23422)
1088 axsbie (23422)
188 axcet (52799)
188 axce36 (52799)
Las axsbfe (23536)
108 x5t (23536)
108 dxcedd (52809)
188 axcedd (52809)
188 ax5cs? (23634)

108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture ue 8, id @
Dst: Viware 9dredrbe (00:50:56:90:e8:be)

T4 Echo (ping) request
&4 Echo {ping) request
64 Echo {ping) reply
64 Echo (ping) reply
64 Echo (ping) request
64 Echo (ping) requést
&4 Echo {ping) reply
&4 Echo {ping) reply
64 Echo {ping) request
64 Echo {ping) request
64 Echo {ping) reply
64 Echo {ping)} reply
64 Echo {ping) request
64 Echo {ping) request
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request
64 Echo (ping) request
&4 Echo (ping) reply
64 Echo (ping) reply
64 Echo {ping) request
64 Echo (ping) request
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) request

id=0xpoal, seqe15/3840, ttle-64 (no response foundl)
id=0xd001, seqe15/3840, ttl=64 (reply in 13)
id=@x001, seqe15/3240, ttle6d (request in 2)
id=o0o0l, seqe15/1040, ttlsed

id=gwoo0l, seq=16/4096, ttl
id-0xpool, seq-16/4096, ttl
id=0da01, seqe16f4006, ttl
id=-0x0001, seq=16/4006, ttl
id=awonl, seq-17/4352, ttl
id=ooonl, seqe17/a352, ttl
id-ow0oal, seq-17/4352, ttl
id=0x0001, seq=17/4352, ttl
id=do0l, seqe18/4608, ttl
id=0xddnl, seqei8/4608, ttl
idededddl, seqei8ficos, ttl
idedndodl, seqe18/4608, ttl
ideoxdoal, seqe19/amsa, ttl
ideoxpoel, seq-19/4g54, ttl
id-axpeel, seq-19/4864, ttl
id-gmp0l, seq-19/4864, ttl
id=owponl, seqe20/5120, ttl
id=wponl, seqe20/5120, ttl
id=oxieel, seqe20/5120, ttl
id-oxpenl, seqe20/5120, ttl
id-owdoe1, seq=21/5376, ttl
id=axpel, seqe21/5376, ttl
id=axdaal, seq=21/5376, ttl
id=anonl, seqe21f5376, ttl
ide@x000l, seqe22/5632, ttl

(ne response Found!)
(reply in 7)
{request in &)

{no response foundl)
(reply in 11)
(request in 18)

{no response foundl)
(reply in 15)
{request in 14)

(no response Found!)
{reply in 29)
(request in 18)

(no response foundl)
(reply in 23)
(request in 22)

(no response foundl)
(reply in 27)
(request in 26)

gieceefdiddddddeddbbedRet

(no response Found!)

o 59 56 9 e8 be 58 97 bd b IT 00 B9 26 00 0D Py Wk
Il

O 20 Bl O 00 66 08 90 43 00 00 54 < ZC 00 D oo BT
48 81 cl B chb 33 64 64 <D 00 02 64 0O B0 2a 6B @ 3dd d--*h
00 01 0B OF B9 7a d0 62 OO0 00 0D 00 b3 A7 B9 8O z-b

00 00 00 09 10 11 12 13 14 15 16 17 18 19 13 1b

1c 1d 1o if 20 21 22 23 24 25 26 27 18 X0 2a Xb 17m SXL°()*+

2c »d 2e 3f 30 31 32 33 34 3% 36 37 a7 0123 4567

Explicacao

Quando uma captura de pacote em uma interface de painel traseiro € configurada, o switch
captura simultaneamente cada pacote duas vezes. Nesse caso, o switch interno recebe pacotes
que ja estdao marcados pelo aplicativo no modulo de seguranca com a marca da VLAN da porta e
a marca da VLAN. A marca VLAN identifica a interface de saida que o chassi interno usa para
encaminhar os pacotes a rede. A marca de VLAN 103 nos pacotes de solicitacdo de eco ICMP
identifica Ethernet1/3 como a interface de saida, enquanto a marca de VLAN 102 nos pacotes de
resposta de eco ICMP identifica Ethernet1/2 como a interface de saida. O switch interno remove a
marca VN e a marca VLAN da interface interna antes que os pacotes sejam encaminhados a

rede.

Esta tabela resume a tarefa:

Tarefa

Ponto de
captura

VLAN de porta
interna em pacotes

capturados

Direcao

Trafego capturado

Configurar e verificar
capturas de pacotes
nas interfaces do painel
traseiro

de

Interfaces

backplane

102

103

Somente
entrada

Solicitacdes de eco ICMP do
host 192.0.2.100 para o host
198.51.100.100

Respostas de eco ICMP do
host 198.51.100.100 para o




host 192.0.2.100

Capturas de pacotes nas portas do aplicativo e do aplicativo

As capturas de pacotes de porta de aplicativo ou de aplicativo sdo sempre configuradas nas
interfaces do painel traseiro e, adicionalmente, nas interfaces frontais, se o usuario especificar a
direcao de captura do aplicativo.

Ha principalmente 2 casos de uso:

» Configurar capturas de pacotes nas interfaces do painel traseiro para pacotes que deixam
uma interface frontal especifica. Por exemplo, configure capturas de pacotes na interface
Ethernet1/9 do painel traseiro para pacotes que deixam a interface Ethernet1/2.

» Configure capturas simultdneas de pacotes em uma interface frontal especifica e nas
interfaces do painel traseiro. Por exemplo, configure capturas simultdneas de pacotes na
interface Ethernet1/2 e na interface Ethernet1/9 do painel traseiro para pacotes que deixam
a interface Ethernet1/2.

Esta secdo abrange ambos os casos de uso.
Tarefa 1

Use o FCM e a CLI para configurar e verificar uma captura de pacote na interface do painel
traseiro. Os pacotes para os quais a porta de aplicagao Ethernet1/2 é identificada como a
interface de saida sao capturados. Nesse caso, as respostas ICMP sao capturadas.

Topologia, fluxo de pacotes e pontos de captura

Chassis
Internal Switch Security Module
FTD/ASA

Paort VLAM 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y

Configuracao
FCM

Execute estas etapas no FCM para configurar uma captura de pacote no aplicativo FTD e na
porta Ethernet1/2 do aplicativo:



1. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:

Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Overview

Troubleshooting Logs

[ oo WIS

© Refresh Delete Al Sessions

No Session available

2. Selecione o aplicativo Ethernet1/2 na lista suspensa Application Port e selecione Egress
Packet na Application Capture Direction. Forneca o Nome da Sessao e clique em Salvar e
Executar para ativar a captura:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: Rl = -sm — -
. fuda . Session Name capl I
Selected Interfaces Nars
Buffer Sze 756 MB -
Ethernet/2
Snap kength; 1518 Bytes
Store Packets Append
Capture On & —
Rk Apphcation Port
Ethernet1/3 = Ty =
FTD
Ethemetl/%, Ethemetlf10 Apphcation Captura Deaction ITESYORTRN Coress Packat |
Capture Fiter ooty e

Etharmatt/1

CLI FXOS

Execute estas etapas na CLI FXOS para configurar capturas de pacotes em interfaces de
backplane:

1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No



2. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter

firepower /packet-capture/session/app-port* #

set subinterface 0

firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
conmmi t

firepower /packet-capture/session #

Verificacao
FCM

Verifique o0 nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:



[NELNENE Interfaces Logical Devices Security Engine  Platform Settings

& Refresh Capture Session Delete Al Sessicns
u capl Drop Count: © Operational State: up Bulfer Size: 256 MB Snag Length: 1518 Bytes
Filtar File Size (in bytes) File Mame Davice Name
hons 576 capi-vethamet- 1175 pcap frdi &,
Nans 4360 €3p 1-vathafmat- 1006.peap frdl

CLI FXOS

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Application ports involved in Packet Capture:

Slot 1d: 1

Li nk Nanme: 112

Port Nane: Ethernetl/2



App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nane: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 53640 bytes

VI an: 102

Filter:

Nane: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102

Filter:

Coletar arquivos de captura



Execute as etapas na segao Coletar arquivos de captura do switch interno Firepower 4100/9300.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura. No
caso de varias interfaces de backplane, certifique-se de abrir todos os arquivos de captura para
cada interface de backplane. Nesse caso, os pacotes sao capturados na interface Ethernet1/9 do
painel traseiro.

Selecione o primeiro e 0 segundo pacotes e verifique os pontos principais:

1. Cada resposta de eco ICMP é capturada e exibida duas vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
saida Ethernet1/2.

4. O switch interno insere uma marca VN adicional.

™ T Sewron Desraton Prateosl [ FR T iy
12022-08-01 10:03:22,231237959  198.51.100.100  192.9.2.100 1cHe 108 BxAZfE (17144) 64 Echo (ping) reply | id=x0l2, seqe1/256, ttle=od
2 2023-08-01 10:03:22.231239747 198.51. 100. 108 192.0.2.100 e 108 exazfs (17144) 64 Echo (ping) reply id=0xPa12, seqel/256, ttl=ca

3 7022-98-91 10103:23.232244769  198.51.109.100  192.9.2.108 M 108 o ideox@12, seqe2/512, ttle=cd
23.232247753  198.51.100.180  192.0.2.100 e 108 axa3b3 (17331) 64 Echo (ping) reply  ideex@@l2, seqs2/512, ttlssd
74.230703981 198.51.100.180 192.0.2.100 cHe 108 axaase (17502) 6a Echo (ping) reply  idegx@@l?, seqe3/768, ttlesd
2347096751  198.51.100.100  192.9.2.100 IcHe 108 anadse (17502) 6a Echo (ping) reply  idxp@l?, seqe3 /768, ttlesd
35.258672449  198.51.100.100 192.9.2.109 IcHe 108 Bxad6a (17508) 64 Echo (ping) reply  id-gxp@l2, seqe4/1024, ttls64
25.258674861  198.51.100.100  192.9.2.109 ICHe 108 Bxddsd (17508 64 Echo (ping) reply ideixpil?, seqed/1024, ttle6d
26,282663169  198.51,100.100  192.9.2.109 IcHe 108 axddcy (17603) 64 Echo (ping) reply ideixdidl?, seqe5/1280, ttl-6d

7 2022-08-01 18,
B I022-06-01 19
9 1022-08-01 19

18 022-08-01 10:03:26. 282666183 198,51, 100.100  192.0.2.100 IcHe 108 axddcy (17603) 64 Echo (ping) reply idwixdil2, seqe5/1280, ttl-64
11 2022-08-91 10:03:27.306671604 198,51, 100.100 192.9.2.180 IcHe 108 axddeT (17639) 64 Echo (ping) reply idwixdil2, seqe6/1536, ttl-6d
12 022-08-01 10:03:27.306674378  198.51.109.1080 192.8.2.180 e pL axddeT (17639) 64 Echo (ping) reply id=0xd@12, seqe=6/1536, tTl=64
13 3922-08-01 19:03:38. 330664677 198,51, 100.180 192.9.2.180 IcHe bl axa558 (17744) 64 Echo (ping) reply id=0xD@12, seq=7/1792, trl=64

14 2022-02-81 10:03:28,330667153  198.51.100.100  192.9.2.100 TcHe 108 Ax4550 (17744) 64 Echo (ping) reply  ideox@012, seqs7/1792, ttlstd
29,354795931  198.51.1090.100  192.9.2.100 (] 108 0x4553 (17747) 64 Echo (ping) reply  ideox@012, seqes /2048, ttlstd
29,350936706  198.51.100.100  192.9.2.100 IcHe 188 axass2 (17747) 64 Echo (ping) reply  idegx@012, seqes /2048, ttlstd
38378795204  198.51.190.180 192.9.2.109 IcHe 188 Axasar (17815) 64 Echo (ping) reply  ideBx@012, seqs9/2304, ttlséd
38.378798172 198.51.190.180 192.9.2.109 oM 188 Bxa5a7 (17815) 64 Echo (ping) reply  ideBx@@12, seqs9/2304, ttlsed
31.482772217  198.51.190.180 192.9.2.109 oM 188 BxaGTa (180847) 64 Echo (ping) reply  ideex@@l2, seqs18/2560, ttlssa

18 2022-8E-81 18
19 2022-98-81 18

20 2022-08-81 10:03:31.402774775 198.51.188.180 192.0.2.108 TcHpe 188 BxaG7a (18842) 64 Echo (ping) reply  ideex@@l2, seq=18/2560, ttlssa
21 2022-98-81 10:03:32.426693250 108.51.188.100 192.0.2.108 TcHe 188 fxaG8a (18058) 64 Echo (ping) reply  ideex@@12, seqe11/2816, ttlesa
22 2022-08-01 10:03:32.426695601 108.51,108.100 192.0.2.108 TcHe 108 ox4G8a (18058) 6d Echo (ping) reply  id=ex@@12, seqel1/Z816, ttlesa
[
Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ua 8, id @ 98 58 56 d o8 be 58 97 b9 T Oc B 26 PR GE PV - X - ow R
Ethernet 11, Sre: Cisco b9:77:0e (SB:i97:bd:ba:77:0e), Dst: VMware SdieBibe (00:50:56:9d:e8:be) 90 0a 81 00 0D 65 03 00 A5 00 00 54 42 8 0D 0O f- E--TH
VN-Tag 40 01 43 b5 6 33 64 64 O 00 OF 64 OO B0 0D 04 @0 -3dd d
B = Direction: To Bridge e e e e i e e b
il s s s oty leMieifn;n MBI BIE WD o I BE O
b & SUSRILLONG 1S 2c 2d Ze 2f 30 31 32 33 34 35 36 37 »o /0123 AS6T

e B ceis ® Looped: Mo
sevs weas weas asas Wan aren anss anes = Reserved: @ 4
.................. B8 .... .co <o.. = Wersion: @
.................... 0000 8000 1010 = Source: 18
Type: §02.10 Virtual LAN (Gx@10a)
#02.10 Virtual LAN, PRI: @, DEI: @, ID: 182
B, wiar weas eeae = Priority: Best Effort (default) (@)
. wen wean seas = DEL: Imeligible 3
o D909 9118 0118 = ID: 192
Type: [Pvd (@xoBod
| Internet Protocol version 4, Src: 198.51.100.100, Dst: 192.8.2.100
Internet Control Message Protocol 2

Explicacao

Nesse caso, a Ethernet1/2 com a porta VLAN tag 102 é a interface de saida para os pacotes de
resposta de eco ICMP.

Quando a diregéo de captura do aplicativo € definida como Saida nas opg¢des de captura, os
pacotes com a tag de VLAN de porta 102 no cabegalho Ethernet sdo capturados nas interfaces
de backplane na direcao de entrada.

Esta tabela resume a tarefa:



VLAN de porta
Ponto de . L .
Tarefa interna em pacotes |Direcao |Trafego capturado
captura
capturados
Configurar e verificar
capturas na porta Respostas de eco ICMP do
Ethernet1/2 do L”atigalz]izde 102 Z‘:tr:azr:e host 198.51.100.100 para o
aplicativo e do P host 192.0.2.100
aplicativo
Tarefa 2

Use o FCM e a CLI para configurar e verificar uma captura de pacotes na interface do painel
traseiro e na interface Ethernet1/2 da frente.

Capturas de pacotes simultdneas sé&o configuradas em:

+ Interface frontal - os pacotes com a porta VLAN 102 na interface Ethernet1/2 sado
capturados. Os pacotes capturados sao solicitagcoes de eco ICMP.

* Interfaces de backplane - pacotes para os quais a Ethernet1/2 é identificada como a
interface de saida, ou os pacotes com a porta VLAN 102, s&do capturados. Os pacotes
capturados sao respostas de eco ICMP.

Topologia, fluxo de pacotes e pontos de captura

Chassis
Internal Switch Security Module
FTD/ASA

Port VLAN 102

F 3

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y

Configuracao
FCM

Execute estas etapas no FCM para configurar uma captura de pacote no aplicativo FTD e na
porta Ethernet1/2 do aplicativo:

1. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:



Overview

[ Copresemion TR

Interfaces Logical Devices Security Engine Platform Settings

System Help admin

Packet Capture Troubleshooting Logs

No Session available

© Refresh

2. Selecione o aplicativo FTD, Ethernet1/2 na lista suspensa Application Port e selecione All
Packets na Application Capture Direction. Fornegca o Nome da Sesséao e clique em Salvar e
Executar para ativar a captura:

Overview Interfaces Logkcal Dy ity Engine  Platforn Tools Help  admin
e 5 e
’T‘ I Session Name™ capl I
Selected Interfaces Hone
Buffer Size 256 MB >
Etharnets/2
Snap bangth: 1518 Bytes
Store Packets | overwrite TR
Capture On frd w
/2 Application Pork Ethemet1/2 [~
Etharmati/3 .
Ethernat1/3, Ethernet1/10 Applcation Capture Direction Egress Packet
Capturs Filter Apply Filter
natl

Execute estas etapas na CLI FXOS para configurar capturas de pacotes em interfaces de

backplane:

1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID

1 Enabled Online

Admin State Oper State

Running Version Startup Version Deploy Ty

7.2.0.82 7.2.0.82 Native No



2. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # commit

Verificagao
FCM

Verifigue o nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:



Bulfer Size: 356 M0 Snap Lomgth: 1510 Bytes

File Mame Device Rame

CLI FXOS

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot 1d: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap



Pcapsi ze: 410444 Dbytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Application ports involved in Packet Capture:

Slot Id: 1

Li nk Nanme: |inkl12

Port Nane: Ethernetl/2

App Nare: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1



Eq Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:

Coletar arquivos de captura

Execute as etapas na sec¢ao Coletar arquivos de captura do switch interno Firepower 4100/9300.

Capturar analise de arquivo

Use

um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura. No

caso de varias interfaces de backplane, certifique-se de abrir todos os arquivos de captura para
cada interface de backplane. Nesse caso, os pacotes sao capturados na interface Ethernet1/9 do
painel traseiro.

Abra o arquivo de captura para a interface Ethernet1/2, selecione o primeiro pacote e verifique os
pontos principais:

1.

Somente os pacotes ICMP de solicitagao de eco sao capturados. Cada pacote € capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.
3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de

entrada Ethernet1/2.

4. O switch interno insere uma marca VN adicional.



W, Tima Sowrme Gestraton Frote E i)
©~ 17032-98-91 11:33:19.070693081  192.0.3.100 198.51.160. 100 TCmP Bxco0a (49161) 64 Echo (ping) request] id-8x@d13, seqe1/256, ttleid (no response found!)
2 2022-88-81 11:33:19.078695347 192.8.2.100 198.51.160, 108 oM excens (49161) 64 Echo (ping) request] idsPw@o13, seq=1/256, ttl=64 (no response found!)
3 2022-88-81 11:33:19.871217121  192.8.2.190 198.51.160, 108 1o TG CXECHG [ PIRE) TEq0 idegn@a13, seqe1/256, ttleta (no response found!)
4 2022-88-81 11:33:19.871218458  192.8.2.190 198.51.160. 108 oM 182 exceea (49161) 64 Echo (ping) request idsPw@e13, seqe1/256, ttle6d (no response found!)
5 2022-88-81 11:33:20.072036625 192.8.2.100 198.51.160. 108 1o 108 axceae (49326) 61 Echo (ping) request idsPw@e13, seqs2f512, ttle6d (no response found!)
6 2022-88-81 11:33:20.072038309 192.8.2.100 198.51.168. 108 1o 192 exceae (49326) 64 Echo (ping) request id-Bx@d13, seqs2/512, ttls64 (no response found!)
7 1032-08-01 192.0.2.100 198.51.18@. 108 ple 198 Bxc167 (49511) 64 Echo (ping) request id-Pw@a13, seqs3/768, ttl=64 (no response found!)
B 2022-08-01 192.8.2.188 198.51.100. 108 ple 192 Bxc167 (40511) &4 Echo (ping) request id-8x@813, seq=3/768, ttl=64 (no response Foundl)
0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxc175 (40525) &4 Echo (ping) request id-8x@813, seqe=4/1024, ttl=sa (no response foundl)
10 2022-08-01 11:33:22.074578010 192.8.2.100 198.51.100, 108 ple 192 @xcl?5 (40525) &4 Echo (ping) request id-0w@d13, seq=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23.075779089 192.0.2.100 198.51.100, 108 ple 108 BACINE (49672) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttlesd (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 109 e, 192 BACINE (49672) 64 Echo (ping) request id-gwddd3, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,081839400  192.9.2.100 198.51.100, 108 Tcmp 108 BxC211 (49681) 64 Echo (ping) request id-0wdddl, seqe6f1536, ttle6d (no response found|)
14 2022-08-91 11:33:24,081841386  192.0.2.100 198.51.100, 108 e, 192 BxC211 (49681) 64 Echo (ping) request {d-0wdd13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 108 Dxc2ed (49899) 64 Echo (ping) request id-0wdddl, seqe?/1792, ttleéd (no response found|)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 192 Dxc2el (49899) 64 Echo (ping) request id-0wdddl, seqe?/1792, ttl=éd (no response found!)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 ToMe 108 Oxcabd (S100) 64 Echo (ping) request id=0xd013, seqeg/2048, ttl=64 (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S0100) 64 Echo (ping) request id=0xd013, seqeg/2082, ttl=64 (no response found!)
19 2022-08-01 11:33:27,153828653  192.0.2.100 198.51.100, 100 1o 108 oxcate (S0204) 64 Echo (ping) request id=owe013, seqeof2304, ttlssa (no response found!)
20 2032-98-91 11:33:37.153830201  192.9.2.100 198.51.100, 100 1o 192 oxcate (50204) 64 Echo (ping) request id=ox@013, seqeof2304, ttlssa (no response found!)
21 2022-88-91 11:33:38.17784717%  192.9.2.100 198.51.100, 100 oM 108 oxes16 (5S0454) 64 Echo (ping) request id=oxed13, seqs10/2568, ttlsts (no response found))
22 2022-88-91 11:33:38.177249075  192.9.2.100 198.51.160, 108 oM 192 oxes16 (50454) 64 Echo (ping) request id=Pxa013, seq=10/2568, ttl=64 (no response found!)
23 2022-88-91 11:33179.201804768  192.9.2.100 198.51.100, 100 oM 198 axcs7a (50552) 64 Echo (ping) request idsPwd013, seqe=11/2816, ttl=d (no response found!)
24 3022-08-01 11:33:29.301806482  192.0.2.100 198.51.168. 188 ToHr 192 excs78 (50552) 64 Echo (ping) request id-exee13, seq=11/2816, ttl=62 (noc response found)
25 2922-98-21 11:33:30.225834765 192.0.2.100 198.51.180. 108 ple, 192 BucERS (S0565) 64 Echo (ping) request idePwddl3, seqs12/3872, ttls&d (no response found!)
26 }032-08-81 11:33:30.225836835 192.8.2.100 198.51.180. 108 ple 192 BacERS (50565 64 Echo (ping) request id-Swddl3, seqs12/3871, ttl=&d (po response found!)
27 1022-08-21 11:33 240878055  192.8.2.108 198.51.100. 108 ple 198 BxcE18 (58712) 64 Echo (ping) request id-Bwdd13, seqs13/3328, ttle6d (no response found!)
18 2022-08-01 11:33:31.249831121 192.8.2.100 198.51.100, 108 ple 192 xcE18 (50712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 198 @xceaf (S8767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=64 (no response foundl)
» Frame 1: 108 bytes on wire {864 bih}. me hytes uptured (264 bits) on interface capture wd 1, id @ 5 97 bd bD 77 de 00 50 56 9d ed be 89 26 80 Ga
* 11, 5res Vil sti Cisco boi77:oe (58:97:bd:ba:770e) B1 00 00 66 OF 00 45 00 B0 54 <O 09 40 0O
o vN-Tag B0 a3 o 00 @2 64 (6 31 64 64 08 @0 8d To
Tovr wens = Direction: From Bridge B 01 2 b9 eF 62 00 92 80 0D cb 7F 06 B
. L BELoaied
..00 DRG0 009D 1010 - 4 2 5F 36 31 3% 35 34 35 36 57
= Reserved: @
= version: @
= Spurce: @
| 882,10 V. r‘lua LAN, PRI: @, DEI: @, ID: 102
00 cirr sear seae = Priority: Best £ffort (default) (o)
PR . . . = DEL: Ineligible 3
eone BOGD 2110 0110 = ID: 192
__Lypei IPvs (0x9300)
Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2

Selecione o segundo pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacdo de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional

entrada Ethernet1/2.

102 que identifica a interface de

™ Time. Seurce [ems—y Fromeal Lengh
12022-08-81 11:33:15.070603081  192.0.3.180 158, 51.150. 108 oM 168 ideBndB13, seqe1/256, ttl=gd (no response found!)
| 22022-08-01 11:33:19.070605347  193.0.2.100 158.51.100.180  ICHWP 102 idgx013, seqe1/2%6, ttlegd (no response found!)
3 2022-68-81 11:33:15.871217121 158, 51.160. 156 1o 182 ping, ideBndB13, seqe1f256, ttlegd (no response found!)
4 2622-08-81 11:33:15.871218458 158, 51.160. 156 1o 182 xcdes (49161) 64 Echa (ping) request id-BxBol3, seq=1/2%6, ttlesd (no response found!)
5 2022 68-81 182.8.2.186 158, 51.160. 186 Tome 168 axcone (49326) 64 Echo (ping) request id-Bxol3, seqe=2/512, ttlesd (no response found!)
& 2023-08-81 182.8.2.186 158, 51.160. 186 1o 182 axcone (49326) 64 Echo (ping) request id-DxBol3, seqe=2512, ttlesa (no response found!)
7 2022-08-01 182.0.2.180 158. 51,100,180 Temp 108 axe167 (49511) 64 Echo (ping) request d-0x0013, seq=3/768, ttlefa (no response found!)
8 2023-02-01 158. 51,100,160 1emp 102 0167 (49511) 64 Echo (ping) request Ld-0x0013, seq=3/768, ttlefa (no response found!)
9 2023-08-01 150 51. 104 . 108 Teme 108 @xc1?S (49525) 64 Echa (ping) roquest ide=owxddnl, seqe=a/1024, ttle=64 (no response foundl)
10 2022-08-81 158. 51,100,100 1M 102 0xc17S (49525) 64 Echo (ping) request Ld-0x0013, seq=a/1024, ttle64 (no response found])
11 2022-08-01 158, 51. 104 . 108 ple, ] 168 OxC208 (49672) 64 Echa (pimg) requeest id-0x013, seq=5/1280, ttl=64 (no response foundl)
12 2022-08-01 192.8. 2. 180 198, 51. 104 . 108 ple, ] a2 OxC208 (49672) 64 Echa (pimg) requeest 1d-0wB013, seq=5/1280, ttl=64 (no response foundl)
13 2022-08-01 192.8. 2. 188 198, 51. 184 . 188 ple, o 168 Bxc211 (49681) 64 Echa (pimg) requeest 1d-0wB013, seq-6/1536, ttl=64 (no response foundl)
14 2022-08-01 192.8.2. 180 198, 51. 184 . 180 ple, o 1m2 @l (49681) 64 Echa (pimg) requeest 1d-0wB013, seq-6/1536, ttl=64 (no response foundl)
15 2032-08-01 192.8.2. 180 198, 51. 184 . 180 ple, o 18 Bwcdel (40800) 64 Echa (pimg) request 1d-0w013, seq-7/1702, ttl-64 (no response foundl)
16 2932 08-01 198, 51. 104 . 180 ple, ] 12 @ucer (49808) 64 Echa (pimg) request id-0wdd13, seq-7/1792, ttl-64 (no response foundl)
17 18320801 192.9.2.180 198, 51. 104 . 180 ple o 108 @uc3bd (50004) 64 Echa (ping) request id-0wdid3, seqe8/2048, ttl-64 (no response foundl)
18 18320801 192.9.2.180 198.51. 108 . 180 ple. o 12 @wc3bd (58108) 64 Echa (ping) request id-owdod3, seqe8/2048, ttl-64 (no response foundl)
10 39220881 11233:37.153828653  192.9.2.180 pie o 108 BxcaTs (50204) 64 Echo (ping) roquest ideowded3, seqs0/238d, ttle64 (no response found!)
28 2922-63-01 11 7.153830201 i a2 Bxcads (508294) &4 Echa (ping) request id-gw@e13, seq-0/2384, ttl6d (no response found!)
21 2822-88-081 11 8. 177847175 198.51.100 . 188 pie, 1o BxcS16 (58454) &4 Echa (ping) request id-@x9013, seq-18/2568, ttl=cd (no response Found!}
22 2022-68-61 11 2. 177849075 198.51.168._ 188 1o 102 Bxc516 (58454) 64 Echo (ping) request id=ex@13, seq=18/2568, ttlssd (no response found!)
23 2022-08-81 5. PA1EBATER 198, 51.168. 198 1o 108 xcSIE (58552) 64 Echo (ping) request id=ex@813, seqs=11/2816, ttlssd (no response found!)
24 2022-08-81 11:33:39. 201806488 198, 51.108. 180 1o 102 xCSIE (58552) 64 Echo (ping) request id=ex@13, seqs=11/2816, ttlssa (no response found!)
25 2022-08-01 0. 2I5E3A765 198, 51.100. 160 1o 108 AxC5ES (58565) 64 Echo (ping) request id=ex@13, seqs=12/3872, ttl=sa (no response found!)
26 2022-08-81 11 0. FISEIGAIS 198, 51.160. 160 1o 102 OxC5AS (58565) 64 Echo (ping) request id=ex@013, seq=12/3072, ttl=sa (no response found!)
27 2022-08-01 11 1. 249828055 198, 51. 160100 1o 108 oxcB18 (58712) 64 Echo (ping) request id=oxpll, seq=13/3338, ttl=sd (no response Found!)
28 2022-08-01 11 1. 249831121 192.9.2.100 198, 51,160 100 1o 102 oxcB18 (58712) 64 Echo (ping) request id=oxpd1l, seq=13/3338, ttl=sd (no response Found!)
20 2022-08-01 11:33:32,27I867960 102.0.2.100 198, 51. 160100 Tome 108 oxceaf (S0767) 64 Echo (ping) request id=oxod1l, seq=14/3584, ttls=sd (no response Found!)
<
o Frame 2: 102 bjles on wire (s:a uu), 102 bytes capu.red [315 bits) an interface capture ud 1, id @ |[0600 58 97 bd b9 77 Be B0 50 56 Od ¢B be 81 G 0D 66 X W PV ¥
i i & P77 {58:57:bd :b%: 77:0e) MO 0B 00 A5 00 00 54 cd 99 40 00 40 01 8d a3 ) 0 E:Te: @@
802.10 virtusl LAN, PRI: 8, - @, 10: 102 W0 B2 64 ¢6 33 64 64 08 98 Bd Fc 00 13 00 01 f2 b9 d3dd- |
= Priority: Best EFfort (default) () 87 62 80 00 00 00 cb IF 06 00 00 B0 00 00 10 11 b
= DEL: Eaeligible 3 12 13 14 15 16 17 18 19 12 1b 1c 1d 1e 1f 20 21 e e 1
H 23 33 k4I5S 36 3T 2B 29 2a 2b 3o 3 de 2F 30 3L "EEXEU() "s,-.f01
. DO D110 118 = I0: 1082 33 33 M4 35 36 37 214567
s [Py (O0BBg)
Internst Protocol Version 4, Src: 192.0.2.108, Dst: 198,51, 100,108
Internst Control Message Protocol 2

Abra o arquivo de captura para a interface Ethernet1/9,
e verifique os pontos principais:

selecione o primeiro e o segundo pacotes



1. Cada resposta de eco ICMP é capturada e exibida duas vezes.

2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
saida Ethernet1/2.

4. O switch interno insere uma marca VN adicional.

™ Tien Sosce — [ Leeggh [y FTTL W
1 3022-08-01 §1:33:10.071512698 198.51.100.100 192.0.2.100 IcHr 188 1 64 Echo (ping) reply id-td013, seq-1/256, ttl-64
2 F022-0E-01 §1:33:10.071504682  198,.51.100.100  192.0.2.100 ICHr o8 id-0x0013, seq-1/256, ttl-ed
3 H022-08-01 §1:33:20.072677302 198.51.100.100 192.9.2.100 ICHP ied TR0 2ear ] " id-0x0013, seqe2/512, ttl-cd
4 FO22-08-01 11:33:20,072670384  198,51.100.100 192.0.2.100 ICHP ied xaffb (20475) 3 id=0xo01d, seq-2/512, ttl-e4
5 I022-08-01 11: 21,073513640  198,51.100. 100 192,9.2.100 1cHe 188 Dx50aC (20652) €4 Echo (ping) reply id=gx013, seq=3/768, ttl-6a
6 2022-08-01 11: 21073915699 198,51.180.100  192.9.2.100 ICHP 188 Dx50ac (20652) 64 Echo (ping) reply id=gx013, seq=3/768, ttl=6a
7 2022-08-01 11:33:22.075239381  198,51.100.100  192.0.2.100 IcHe 108 oxS13e (20798) 64 Echo (ping) reply  d=0x0013, seq=2/1024, ttl-g4
£ 2022-08-01 11:33:22.075241491  198,51.100.100  192.0.2.100 IcHe 108 ox513e (20798) 64 Echo (ping) reply  id=0x0013, seq=2/1024, ttl-g4
9 2022-08-01 11:33:23.076487152  195.51.100.100  192.0.2.100 ICHP 108 Ox51c9 (20937) 64 Echo (ping) reply  d=ox0013, seqes 1289, ttlscs
10 2022-08-01 11:33:23.076449303  195.51.100.100  192.9.2.100 ICHP 108 Bx51c9 (20937) 64 Echo (ping) reply  d=0x013, seqe5/1280, ttl=od
11 2022-08-01 11:33:24.082407696  195.51.100.100  192.9.2.100 IcHP 108 exszee (21134) 64 Echo (ping) reply  id=0x013, seqe6/1536, ttl=sd
12 2022-08:01 11:33124.082410099  195.51.100.100  192.9.2.100 IcHP 108 @xsz8e (21134) 64 Echo (ping) reply  id=0x@13; seqe6/1536, ttl=sd
13 2022-08:01 11:33125.106382424 198.51.100.100  192.9.2.100 IcHe 108 axszaf (21167) 64 Echo (ping) reply  id=x@13, seqe?/1792, ttl=cd
14 2022-08-01 11:33:25.106384545 198.51.100.100 192.9.2.100 Ice 108 axszaf (21167) 64 Echo (ping) reply  id=gx@13, seqe?/1792, ttl=sd
15 2022-08-01 11:33:26.130437851 198.51.100.100 192.9.2.100 Ice 108 x53a6 (21414) 64 Echo (ping) reply  id=gx@13, seqe8/2048, ttlecd

16 2022-08-81 11:33:26.130440320  198.51.100.108 192.9.2.100 ICHP 108 Bx53a6 (21414) 64 Echo (ping) reply id=ax0013, seqef 1048, ttle6s

17 2022-08-01 11:33:27.154398212 198.51.100.100 192.9.2.100 e 108 GxS446 (21574) 64 Echo (ping) reply  id=0x0e13, seq=9/2304, ttle6a
18 2022-08-01 11:33:27.154400198 198.51.100.100 192.9.2.100 e 108 OxS446 (21574) 64 Echo (ping) reply  ide=0xd@13, seqe9/1304, ttl=64
19 2022-08-01 11! 28, 178469866 198,51.100.100 192.9.2.1080 IcHp 108 9x5403 (21651) 64 Echo (ping) reply ideinoddl®, seqel/2560, ttlesd
X F22-08-01 11 28178471610 198,51.100.100  192.9.2.100 ICHp 108 0x5493 (21651) 64 Echo (pimgh reply ideineddl®, seqel/2560, ttlesd
21 2022-08-01 11:33:20, 200305869  198,51.100.100  192.9.2.100 IcHp 108 0x54f4 (21748) 64 Echo (ping) reply fdeied0ld, seqell/2816, ttlesd
22 2022-08-01 11:33:20, 200308067  198,51.180.100  192.9.2.100 () 108 ox54f4 (21748) 64 Echo (ping) reply ide=0x0013, seqell/2816, ttl=864
23 2022-00-01 11:33:30,206308735  198.51.100.100  192.0.2.104 IcHp 108 OxS526 (21798 ) 64 Echa (pimg) reply id=0x0013, seqell/3072, ttl=64
24 2022-08-91 11:33:30,226401017  198.51.100.100  192.0.2.100 ICHP 108 0x5526. (21798) 64 Echo (ping) reply  ide=on013, seqe12/3072, ttlssa
25 2022-08-91 11:33:31, 250387808 198.51.100.100  192.0.2.100 ICHp 108 0x85F2 (22002) 64 Echo (ping) reply  ide=on013, seqe13/3328, ttlssa
26 2022-08-91 11:33:31.250389971  198.51.100.100  192.0.2.100 1P 108 xssf2 (22002) 64 Echo (ping) reply  ideon0e13, seqe13/3328, ttlssa
27 2022-88-91 11:33:32.274416011  198.51.100.100 192.0.2.100 a0 108 xs660 (22112) 64 Echo (ping) reply  ideon9e13, seqe1a/3584, ttlssa
3B 3022-88-91 11:33:32.374418225 198.51.180.180 192.0.2.188 ICHP 188 axse60 (22112) 64 Echo (ping) reply o013, seqe14/3584, ttlesa
30 3022-68-81 11:33:33.398307657  198.51.100.100 192.9.2.100 ICHP 188 axsEe? (22247) 64 Echo (ping) reply  idetudl3, seqe15/3848, ttlesd
¢
Frase 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_wo 8, id o e 58 56 9d e8 be 58 97 bd ba 77 Ge 89 26 &0 00 LR w &
Ethernet 11, Src: Clsce bo:77:0e (58:97:bd:b9:77:0e), Dst: Viware 9d:e@:be (00:50:56:%d:e8:be) 00 Ga 81 00 DO B6 0 0O 45 OB 00 S4 4F 27 00 09 oo BTl
| VN-Tag 49 @1 3¢ 86 o6 33 64 64 ¢ 0D 02 64 00 DO 95 T¢ @o>--3dd d |
) 1% 0 91 2 B0 o7 62 00 00 00 08 cb TF 06 09 b

Buvs soer vame semn sass
Wes saar same ress s
« B0 BOOD DOGD DD ..

pirection: To Bridge
Pointer: wif_id
. = pestination: @
= Looped: Mo A
= = Reserved: @ =
. = version: @
Ciis siss sase sess ci.. DOOD DOGA 1010 = Source: 10
Type: 892.1Q Virtual LAN (8x8100)
B02.10 Virtual LAM, PRi: @, DEL: @, 1D: 182
[ = Priority: Best Effort (default) (8)
wee® veir cecr we-. = DET: Ineligible 3
eeeo DROD 0110 0110 = TD: 102
Type: IPvd (@x0800)
Internet Protocol Versiom 4, Src: 108.51.100.100, Dst: 192.0.2.100
Internet Control Message Protocol 2

00 00 00 90 19 11 12 13 14 15 16 17 18 19 1a 1b
1€ 1d 1e 1f 20 21 22 23 24 25 26 2F 28 29 b I"m $EE"()"+
2¢ 2d 2e 2f 20 31 32 33 34 3% 36 37 »oofB123 4567

Explicacao

Se a opc¢ao All Packets na Application Capture Direction estiver selecionada, 2 capturas
simultaneas de pacotes relacionadas a porta de aplicativo Ethernet1/2 selecionada serao
configuradas: uma captura na interface Ethernet1/2 frontal e uma captura em interfaces de painel
traseiro selecionadas.

Quando uma captura de pacote em uma interface frontal € configurada, o switch captura
simultaneamente cada pacote duas vezes:

» Apoés ainsercdo da marca da porta VLAN.
* ApoOs ainsergao da tag VN.

Na ordem de operacgdes, a tag VN é inserida em um estagio posterior a insergdo da tag VLAN da
porta. Mas no arquivo de captura, o pacote com a marca VN é mostrado antes do pacote com a
marca VLAN da porta. Neste exemplo, a marca de VLAN 102 nos pacotes de solicitagdo de eco
ICMP identifica a Ethernet1/2 como a interface de entrada.

Quando uma captura de pacote em uma interface de painel traseiro é configurada, o switch
captura simultaneamente cada pacote duas vezes. O switch interno recebe pacotes que ja estao
marcados pelo aplicativo no moédulo de seguranga com a marca da porta VLAN e a marca da
VLAN. A tag de VLAN de porta identifica a interface de saida que o chassi interno usa para



encaminhar os pacotes para a rede. Neste exemplo, a marca de VLAN 102 nos pacotes de
resposta de eco ICMP identifica a Ethernet1/2 como a interface de saida.

O switch interno remove a marca VN e a marca VLAN da interface interna antes que os pacotes
sejam encaminhados a rede.

Esta tabela resume a tarefa:

VLAN de porta
Tarefa Ponto de interna em Direcao |Trafego capturado
captura pacotes
capturados
Interfaces de 102 Somente Eeipfgséa§1d1e0%c?(;OCMP do
Configurar e verificar  |packplane entrada 0s B para o
capturas na porta host 192.0.2.100
Ethernet1/2 do
aplicativo e do Solicitacdes de eco ICMP
aplicativo Interface 102 Somente |\ host 192.0.2.100 para o
Ethernet1/2 entrada host 198.51.100.100

Captura de pacotes em uma subinterface de uma interface fisica ou de canal de
porta

Use o FCM e a CLI para configurar e verificar uma captura de pacote na subinterface
Ethernet1/2.205 ou na subinterface de canal de porta Portchannel1.207. Subinterfaces e capturas
em subinterfaces sdo suportadas somente para a aplicagdo FTD no modo de contéiner. Nesse
caso, uma captura de pacote em Ethernet1/2.205 e Portchannel1.207 esta configurada.

Topologia, fluxo de pacotes e pontos de captura

Chassis
B Internal Switch Security Module
FTD/ASA

F 3

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

A 4

Configuracao



FCM

Execute estas etapas no FCM para configurar uma captura de pacote no aplicativo FTD e na
porta Ethernet1/2 do aplicativo:

1. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

[ s NS

¢ Refresh Capture Session | | Delete Al Sessions

No Session available

2. Selecione a instancia de aplicativo especifica ftd1, a subinterface Ethernet1/2.205, fornecga o
nome da sessao e clique em Salvar e Executar para ativar a captura:

FTD
erratLi®, Tther

3. No caso de uma subinterface port-channel, devido ao bug da Cisco ID CSCvg3119, as
subinterfaces nado sao visiveis no FCM. Use a CLI FXOS para configurar capturas em
subinterfaces de canal de porta.

CLI FXOS

Execute estas etapas na CLI FXOS para configurar uma captura de pacote nas subinterfaces
Ethernet1/2.205 e Portchannel1.207:

1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance


https://tools.cisco.com/bugsearch/bug/CSCvq33119

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 Enabled Online 7.2.0.82 7.2.0.82 Container

2. No caso de uma interface port-channel, identifique suas interfaces membro:

<#root>
firepower#

connect fxos

<output skipped>
firepower(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( SU) Eth LACP Et h1/ 3(P) Et hl/ 3(P)

3. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

Para subinterfaces port-channel, crie uma captura de pacote para cada interface membro port-
channel:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3



firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

Verificagao
FCM

Verifigue o nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:



Ovandiw Interfaces Loghal Devices  Security Englne

& Bl | Caphure Sewn [ B

S capl Dwop Count: Operaticnal State: up Dutter Sire: I56 M Smap Lengthc 1518 fytes

= - cam
| apI-wOwmat-1-2-0.pcap na

As capturas de subinterface de canal de porta configuradas no FXOS CLI também sao visiveis no
FCM; no entanto, eles ndo podem ser editados:

CLI FXOS

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O



Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd

Canal de porta 1 com interfaces membro Ethernet1/3 e Ethernet1/4:

<#root>
firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl
Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Coletar arquivos de captura



Execute as etapas na sec¢ao Coletar arquivos de captura do switch interno Firepower 4100/9300.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir o arquivo de captura.
Selecione o primeiro pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabecalho do pacote original tem a marca de VLAN 205.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
entrada Ethernet1/2.

4. O switch interno insere uma marca VN adicional.

™ Tima. [ Protecel Langes =] PITL W
12022-08-04 07 :21:56.593302102 198.51.100. 100 IcHe 12 1 axas7a (38260) 64 Echo {ping) request |id=0x0022, seqe1/2%6, ttlsed (no response found!)
2 2022-08-08 07 :31:56.593393597 198.51.100. 108 1cHe 102 axa57a (38260 64 Echo (ping) request |id=0x0022, seqs1/2s6, ttl=td (no response found!)
3 2022-08-08 07132106, 204264777 198.51.100. 108 1cHe 12 ide0n@032, seqe10/2560, ttlsta (no response found!)
4 2022-08-04 07122106, 214267373 198.51.100. 108 1cHe 102 exaagl (39553) 64 Echo (ping) request id=0x@022, seqe10/2560, ttlssa (no response found!)

5 2022-28-04 87:32107.215113393 198.51.100. 108 1cHe 12 exgaci (I9619) 64 Echo (ping) request id=ex@022, seqs11/2816, ttlssa (no response found!)
6 2022-28-04 87:32107.215115445 198.51.100. 108 1cHe 102 exgacd (39619) 64 Echo (ping) request id=ex@022, seqs11/2816, ttlssa (no response found!)
7 2022-08-04 07:32108.229938577 198.51.100. 108 1cHe 12 exgh33 (39731) 64 Echo (ping) request id=ex@022, seq=12/3072, ttlssa (no response found!)
8 2022-08-04 07122108, 229940820 198.51.100. 108 IcHe 102 exoh33 (39731) 64 Echo (ping) request id=0x@022, s0q=12/3072, ttlssa (no response found!)
0 2022-08-04 07:22:09. 253044601 198.51.180, 188 cHP 112 exoche (I9050) &4 Echo {ping) request id-@w8e22, seq=13/3328, ttl=64 (no response foundl)
12 3022-08-04 07:22:09. 353046890 198.51.100. 100 cme 102 exdche (IV05R) 64 Echo (ping) request id-owd022, seq=13/3328, ttl=64 (no response found|)
11 2022-08-04 @7:22:10.277953070 198.51.100. 100 cme 112 fxocch (40139) 64 Echo {ping) request id-0xB022, seq-14/3584, ttl-64 (no response foundl)
12 }022-08-04 07122110, 377954736 198.51.100, 100 e 102 fmocch (40139) 64 Echo {ping) request id-0xB022, seq-14/3584, ttl-64 (no response foundl)
13 }22-08-04 07122111, 301031282 198.51. 100, 100 Icme 112 Oxoded (40324) 64 Echo (ping) request id-0wd022, seq-15/3840, ttl=64 (no response found|)
14 }22-08-04 07122111, 31933600 198,51, 180, 100 Icme 102 onedsd (a0324) 64 Echo (ping) request 1d-0w0022, seq-15/1840, ttl=64 (no response foundl)
15 }22-08-04 07:22:112,325036521 198. 51, 100, 100 Icme 112 oxedal (40354} 64 Echo (ping) request 1d-0u0022, seq-16/4006, ttl=64 (no respense foundl)
16 X22-08-84 87122112, 325017895 198,51, 104, 100 IcHe 182 oxeda2 (40354} 64 Echo (ping) request 1d-0u0022, seqe16/4096, ttl=64 (Ao respense found|)
17 3022-08-084 87122113, 126508040 158,51, 184, 100 IcHe 112 BEGE0T (AB455) 64 Echo (ping) Fequest 1d-0wd022, seqe17/4352, ttl=64 (Ao respense foundl)
18 2022-00-04 07123111, 326600258 150.51. 106, 160 Teme 102 Exoea? (40455) 64 Echo (ping) Fequest id-0wd022, $eqe17/4352, ttl=64 (Ao respense foundl)
19 2032-08-04 07:22:14.341544773 150,51, 100. 100 1eHe 112 oxBe6a (40554) 64 Echo (ping) request id-0xB022, seqe18/4608, ttl-g4 (Ao response found!)
36 2022-00-04 07:22:14.341546245 158,51, 100. 100 1eHe 102 OxSeta (40554) 64 Echo {ping) request id-0x0022, seqe18/4008, ttleg4 (no response found!)
21 3022-08-04 07122115, 365541588 158.51.180. 168 1eHe 12 exsefh (40699) 64 Echo (ping) reéquest Ld=gx0022, seqe15/4864, ttlesd (no résponse found!)
33 3032-08-04 07122115, 365542566 158.51.180. 168 1cHe 162 exsefh (40699) 64 Echo (ping) réquest id=gxd022, seqe15/4864, ttlesd (no response found!)
33 3032-08-04 07:22:16.389573843 158.51.180. 108 1cHe 12 exsfes (48938) 64 Echo (ping) réquest id=gxd022, $eqe20/5120, ttlesd (no response found!)
34 3032-08-04 07:22116. 389575135 158.51.180. 108 1cHe 182 exafed (48938) 64 Echo (ping) réquest id-gxd022, 5eqe30/5120, ttlesd (no response found!)
25 2022-28-04 07:22117.413936452 198.51.100. 108 1M 12 exad79 (410681) 64 Echo (ping) request id=0x@022, seq=21/5376, ttls6a (no response found!)
26 2022-08-04 07122117.413938090 198.51.100. 108 1cHe 102 exad7o (410681) 64 Echo (ping) request id=ex@022, seq=21/5376, ttlssa (no response found!)
27 032-88-04 07:22:18.437954335 198.51.100. 108 IcHe 12 exalle (41246) 64 Echo (ping) request id-8x@022, s0q=22/5632, ttlssa (no response found!)
<
Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface capture_ud_1, id @ 0000 a2 76 £2 00 00 10 DINCHNES ¢ 8 be 89 26 80 54 v [N T
¢ Etherfniet 11, SPe: VMware Sdied:be (00:50:56:0d:e8:be), D4t: 42:76:F1:00:00:1b (a2:76:F2:00:00:1b) 00 0 Bl 00 00 66 B1 B0 00 od B8 00 45 00 0D 54 ¥ EeeT
« VN-Tag 95 74 40 9D 40 91 b8 3B 0 0D B2 64 6 33 64 G4 g8 o« 3dd
Live wuns sars sass sens sess sass wees = Difection: From Bridge 08 90 eb 95 00 22 00 01 B8 T3 eb G2 00 00 @0 B0 - b
- e i i L R
et a ¢ @ [T
$ /R0 IODRISTELIGIEA | « S OSTE R Son i 28 29 2a 2b 2¢ 24 20 2F 30 31 32 33 34 35 36 37 ()%,-.S 01234567
= Looped: Ho 4 =

Reserved: @
Version: @

. OGO BOOD BROD - Source: @

T 2 Virtual LAN (9xB10p’
$02.10 Virtual LAN, PRI: 6, DEI: O, 10: 182
M. vevr vere een. = Priority: Best Effort (default) (@)
col ey eavs wa.. = DEDD Ineligible 3
o SO0 P110 0110 - ED: 102
3 802,10 Virtual LA (OxE100)
« B02.1Q Virtual LAM, PRI: @, DEL: @, 10: 205
BB0. curr eans waw. = Priceity: Best Effort (default) (o)
ool vivs wans waw. = DEL: IReligible
. G000 1166 1181 = I0: 205 2
Type: IPvd (@xosoa)
Intérnét Protocal Version 4, Sré: 192.9.2.100, Dat: 198.51.100.180
Intérnét Control Message Protocol

Selecione o segundo pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagdo de eco sédo capturados. Cada pacote é capturado
e mostrado 2 vezes.
2. O cabegalho do pacote original tem a marca de VLAN 205.



. Tima [ Dot Pestacsl Laagth B FITL W

1 2022-08-84 156.903302102  192.8.2.108 198.51.100,. 100 (i) 112 1 HOSTA (38268) &4 Echo (ping) request |id-0x8022, seqe1/256, ttle6d (no rosponse found!)

| 2 2022-08-84 903303597 192.9.2.100 108.51. 100, 180 MR 102 74 (38268 54 Echa (ping) r t |id-ouee22, seq=1/256, ttlsd (no rosponse found|)
3 7932-02-84 07:22:06.214264777  192.0.2.100 1 ICMP 112 Bx9agl (30553 B4 Ecl ping) request id-owaeiz, rasponse found!)
4 2022-08-84 .214267373  192.9.2.100 (i 182 x9aB1 (39553) 64 Echo (ping) request ideoxgil, respanse foundl)

5 2822-08-84 7.215113393  192.9.2.100 198.51. 109 108 (i 112 exnacd (39619) 64 Echo (ping) request ideoxoei2, seq=11/2816, respanse Foundl)
6 2922-08-04 107.215115445  192.8.2.108 198.51. 108 108 (i ] 182 oxoacd (39619) 64 Echo (ping) request idsew@ai2, seq=11/2816, respanse Foundl)
7 2022-08-04 8. 229938577 192.0.2.100 194.51. 108 . 100 (i ] 12 oxob33 (39731) 64 Echo (ping) request idsew@i2, seq=12/3072, respanse Foundl)
8 2022-02-04 192.0.2.100 198.51.100.100 1eMe 102 oxebay (39731) 64 Echo (ping) request id=0w0032, seqe12/3072, respanse foundl)
o 2023-08-04 192.0.2.100 108,51 100 . 160 1eMp 112 xocoe (39950) 64 Echo (ping) request idsox0022, seqe13/3328, ttl=&d4 (no response Foundl)
10 2022-08-04 192.0.2.100 168,51 100 . 160 TeMpe 102 oxocoe (30950) 64 Echo (ping) request id=0wd022, seqe13/3328, tel=64 (no response foundl)
11 2022-08-84 192.0.2. 100 109,51 100, 160 TeMe 112 oxoceb (40139) 64 Echo (ping) request id=0wdo22, seqe14/3584, ttl=64 (no response foundl)
12 2022-08-04 192.9.2. 108 198,51, 100, 10 ImMe 182 oxocel: (40139) 64 Echo (ping) request id=0w0022, seqeld/ISes, tele6d4 (no response Foundl)
13 2022-08-04 192.9.2. 108 198,51, 104, 100 ImMe 112 exodEa (40324) 64 Echo (ping) request ide@edd22, seqeiS/i830, ttl=&d (no response Foundl)
14 2032-08-04 1. 301033600 192.0.2. 1080 198,51, 104, 100 IMe 192 etdEa (40E24) 64 Eche (ping) request ide@wdd22, seqei5/3830, ttl=64 (no response Foundl)
15 2922-06-84 2.325036521  192.0.2.108 198,51, 104, 109 e 112 ietdal (40E54) 64 Eche (ping) request 1de@ud2l, seqe16/4006,

16 203206 -04 2.325037895 192.0.2.100 198,51, 104, 108 IcHe 102 ietdaz (40E54) &4 Echo (ping) request ide@do22,

17 193208 -84 3.3260880848  192.0.2.100 198.51. 104, 108 Icme 12 Bx0eB7 (4B455) B4 Echo (ping) request id-@weezz,

18 1922-08-84 B7:22:13.376090258 192.0.2.188 198.51 IcMe 182 Bx0eB7 (4B455) B4 Echo (ping) request id-gwaezz,

19 1922 88-84 A4.3241044773  192.8.2.188 198.51 e 112 xfosa (4RG51) &4 Echo (ping) request ide@xee:iz,

20 7822-83-84 A.341046249  192.9.2.100 198.51 (i 102 ExBoBa (48554) 64 Echo (ping) request idsex@e2z, seq=18/4688,

21 2022-08-84 5.365041588  192.9.2.100 198.51 (i 112 exvefh (48650) 64 Echo (ping) request ideoxdil, seq=19/4864,

22 2022-08-84 5.365042566  192.9.2.100 198.51. 109 . 108 (i ] 182 exgefh (48659) 64 Echo (ping) request idsew@eiz, seq=19/4264,

23 2022-98-84 B7:22:16.389973843  192.8.2.108 198.51. 108 . 108 (i ] 12 exofes (48936) 64 Echo (ping) request idsew@e?z, seq=29/513@,

24 1922-08-84

6.389075129  192.9.2.100 198.51. 108 . 108 (i ] 182 oxofes (48936) 64 Echo (ping) request idsex@eiz, seqs29/513@,

25 2022-98-84 192.8.2.100 198.51.100.180  ICMP 12 oxa079 (41081) 64 Echo (ping) request ids@xai2, seqe1/5376,
26 2022-98-84 192.8.2.100 198.51.100.180  ICMP 102 xa0To (41081) 64 Echo (ping) request ids@x@ez2, seqe21/5376, ttl=sd (no response foundl)
27 2022-08-04 192.8.2.100 198.51.100.100  ICMP 112 oxalle (41246) 64 Echo (ping) request ide=9xde22, seqe22/5632, ttl=sa {no response foundl)
» Frame 21 182 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ua 1, id 8 000 a2 76 f2 00 00 1b 00 50 56 20 8 be 81 00 @0 od BT
: azr76:f2:00:08:1b (a2:76:F2:00:00:1b) 010 08 B0 45 00 O 54 95 P4 40 00 40 @1 b8 34 0 M0 Tt @@l
802.1Q virtual LAN, PRI: @, DEI: @, ID: 205 02 68 c6 33 64 64 08 00 &b 95 00 22 00 01 82 73 d-3dd-- --Teees
= P— = Priority: Best Effort (default) () eb 62 00 60 00 00 45 50 B0 20 €0 00 00 08 10 11 b e :
= DEL: Ineligible 12 13 14 15 16 17 12 1% 1a 1b 1c 14 1e 1f 20 21 sesnsas wanaas |
= 22 23 24 25 26 27 38 2% 2a Xb 2c 2d 2e f 30 31 CESEE'() "+,-./01
. 0000 1100 1101 = ID: 205 2 32 33 34 35 36 37 234567
Types IPvd (SnodSoa)

Internet Protocol version 4, Sre: 192,
Internet Control Message Protocol

B9, DST: 198.51, 100,108

Agora abra os arquivos de captura para Portchannel1.207. Selecione o primeiro pacote e verifique
0s pontos principais

1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.

2. O cabegalho do pacote original tem a marca de VLAN 207.

3. O switch interno insere uma tag de VLAN de porta adicional 1001 que identifica a interface
de entrada Portchannel1.

4. O switch interno insere uma marca VN adicional.

e, Tene Sewron Dermeaton Froend Leogihy PR FTL il
r 12022-08-04 BB:18:24.572548869  192.168.247.100 192.168.247.102  ICWP 128 1 255 Echo (ping) request | ideexeodb, seqee/e, ttl=255 (no response found!)
192.168. 247,180 192.168.247.182 ICHP 118 255 Echo (pi request | id-expavh, seqea/e, ttls255 (no response found!)

3 2922-98-84 BB:18 192.168.247.182 ICHP 128 Bxbas 255 Ec Ping, idegxpovh, seq=1/256, ttl=2s5 (no response found!)

4 2022-08-04 88118 192.168.247.102  ICAP nsa ex6eof (24735) 255 Echo (ping) request id-exeo7b, seqe1/256, ttl=255 (no response found!)

5 2072-08-04 08118 192.168.247.102  ICHP 128 @x60a8 (24736) 255 Echo (ping) request id-mxpo7h, seq-2/312, tt1-255 (no respense foundl)

6 2072-08-04 0818 192.168.247.102  ICHP 1s @x60a8 (24736) 255 Echo (ping) request id-mxpo7h, seq-2/512, tt1-255 (no respense foundl)

7 2022-98-04 08:18:24,574368638 192,168.247.102  ICWP 128 @x6aal (24737) 255 Echo (ping) request id-expo7h, seq-3/768, ttl-255 (no response found!)

# 2022-98-04 08:18:24, 574369574 192,168.247.102  ICHP 18 @x6aal (24737) 255 Echo (ping) request id-expo7b, seq-3/768, ttl-255 (no response found|}

0 2022-98-04 0B:18:24,574914512 192,168.247.102  ICHP 128 @x6aaz (24738) 255 Echo (ping) request id-ewpo7b, seq-4/1024, ttl-255 {no response found|)
10 2022 -08-04 0B:18:24,574915415 192,168.247.102  ICHP 118 @x60az (24738) 255 Echo (ping) request id-ewpo7b, seq-4/1024, ttl=255 {no response found|)
11 2022-08-04 0B:18:24,575442569 192,168.247.102  ICHP 128 @x6Rad (24739) 255 Echo (ping) request id-Bxpo7b, seq-5/1280, ttl-255 (ne response foundl)
12 2022-08-04 0B:18:24,575443601 192,168.247.102  ICHP 118 @xfaad (24739) 255 Echo (ping) request id-Bxee7b, seq-5/1280, ttl=255 (no response foundl)
13 2022-08-04 0B:18:24, 575918119 192, 168,247,100 192, 168,247,182 Iche 128 Dwboad (24740) 255 Echo (plng) request ld-0xee7b, seqe6/1536, ttl=255 (no response foundl)
14 2022-08-04 0B:18:24, 575919057 192, 168,247,100 192, 168,247,182 Iche 118 Dwbaad (24740) 255 Echo (ping) request ld=oxee7b, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 DB:18:24, 576407671 192,168,247, 100 192, 168,247,182 Icne 128 Dwbaas (24741) 255 Echo (ping) request ld=oxee7b, seq=7/1792, ttl=255 (no response foundl)
16 2022-08-04 0B:18:24,576408585  192,168,247,100 192,168.247.102  ICHP 18 @x60as (24741) 255 Echo (ping) request id=exoe7b, seq=7/1792, ttl=255 (no response foundl)
17 2022-08-04 0B:18:24,576885643  192,168,247,100 192,168.247.102  ICHP 128 xbaas (24742) 255 Echo (ping) request Id=@xeo7b, seqe8/2048, ttl=255 (no response foundl)
18 2022-08-04 0B:18:24,5706880561 192,168.247,100 192,168.247.102  ICHP 18 xbaas (24742) 255 Echo (ping) request Id=gxeo7b, seqe8/2048, ttl=255 (no response foundl)
19 2022-98-04 DE:18:24.577359328 192, 1068.247,100 192, 168,247,102 Icne 128 axbaa¥ (24743) 255 Echo (ping) request [d=exee7h, seq=5/2304, tUl=255 (no response foundl)
20 2022-98-04 BB:18:24.577355234  192.168.247.100 192, 168,247,182 ICHP 118 axboa? (24743) 255 Echo (ping) request id=8xeaTh, seqe=9/23094, til=25% (no response found!)
21 3022-98-04 OB:18:24.577IETEI2  192.168.247.100 192, 168,247,182 ICHP 128 oxboad (24744} 255 Echo (ping) request id=8xeetb, seq=10/2568, ttl=2%5% (no response Foundl)
22 3022-98-04 BB:18:24.57 7989290 192.168.247.100 192, 168.247.182 ICHP 118 axbead (24744} 255 Echo (ping) request id=exeavb, seq=10/2568, ttl=255% (no response Foundi)
23 3022-98-04 BB:18:24.57E4A8TEL  192.168.247.100 192, 168.247.182 ICHP 128 axbead (24745} 255 Echo (ping) request id-exeevb, seq=11/2816, t1l=255% (no response Foundi)
24 2022-98-04 BB:I18:24.578449909  192.168.24 192, 168.247. 102 ICHP 118 axtead (24745} 255 Echo (ping) request id-exeevb, seq=11/2816, ttl=255% (no response Foundi)
25 2022-98-04 BB:18:24.578990043 192.168.24 192.168.247.182 TICHP 128 exbeaa (24746) 255 Echo (ping) request id-exeevb, seq=12/3972, ttl=255 (o response Foundi)
26 2022-98-04 ©B:18:24.576900807 192.168.247.100 192.168.247.102  ICHP 118 ax60aa (24746) 255 Echo (ping) request id-exeevh, seq-12/3972, ttl=255 (na response foundl)

27 2022-98-04 BBIL1BI24.5TMMIEP62  192.168.24

189 192.168.247.102 Tche 128 axsaab (24747} 255 Echo (ping) request id-exeevb, seq=13/33za, ttl=255 (o response Foundi)
«

* Frame 1; 128 bytes on wire (1024 bits), 128 bytes captured (1924 bits) on interface capture wd 3, id @ 1c 00 17 df d6 ec 00 §9 26 5 3d
» Ethernet 11, Src: Cisco déiec:o (98:17:dfidéiecidd), Dst: a2:76:f2:00:00:1c (a2:76:f2:00:00:1c) e0 1 80 80 cf 08 0B 45 0D 09 64
A vN-Tag 1 ea dd cd a8 €7 64 ob aB 7 66
P Direction: From Bridge :z‘::sg :‘::g:::::?::: ::
Laret ;:::':::“:f :: cd ab cd ab cd ab ed ab cd ab cd
4 £ cd ab ¢d ab cd ab od ab cd ab cd
e o7 ab cd ab ed ab cd ab cd ab cd ab cd ab cd ab cd
a02. 00 V LAN, PRI: @, DEI: @, TD: 1001
[ T R . = Priority: Best Effort (default) (o)
. . . = DEL: Ineligible 3
eene B 1110 1001 = I0: 10091
Type: ml.? virtual LAN (DxB100)
] 882,10 Virtual LAN, PRI: @, DEL: @, ID: 207
. . = Priority: Best effort (default) (@)
. . = DEL: Ineligible
9909 1189 1111 = ID: 207 2
IPvd {Osea)
Internet Protocol version 4, Sre: 192.168.247.108, DSt: 192.168.247.102
Internet Control Message Protocol

Selecione o segundo pacote e verifique 0s pontos principais:



1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.
2. O cabegalho do pacote original tem a marca de VLAN 207.

™ Time Seuron [rr— Protoest Longth ) )
12022-08-04 08:18:24.57 2548060 192.168,247.100 192.168.247.102 ICHP 128 ox6a9e (24734) 255 Echo (ping) request Hd-0wddTh, seqe/d, ttl=255 (no response found!)
Z2022-08-04 DB:1E: 24572550871 192.168,247. 100 192,168,247 .182 b e, 118 @xiase (24734 255 Echo (pi request  [id=@xsdTh, seqea/@, trl=255 (no response foundl)
3 2022-08-04 08:18:24.573286630  192.168.247.100 192.168.247.102  ICWP 128 ax6aST (24735) 255 Echo (ping) request id=0x@o7h, seqe1/256, ttl=255 (no response found])
4 2007-08-04 02:18:24.573287640  192.108.247.108 192.168.247.102  ICMP 118 axpagf (24735) 255 Echo (ping) request id=8x@o7b, seqe1/256, ttl=255 (no response found!)
5 2027-08-04 02:18:24.573794751 192.168.247.108 192.168.247.102  ICWP 128 axBas0 (24736) 255 Echo (ping) request id=Bx@o7h, seqs2/512, ttl=255 (no redponse found!)
6 2022-08-04 02:18:24.573795748 192.168.247.100 192.168.247.102  ICMP 118 BxBa0 (24736) 255 Echo (ping) request id=8x@ath, seqe2/512, ttl=255 (no response found!)
7 2822-08-84 98118:24.574368638 ICHP 128 exBdal (24737) 255 Echo (ping) request id=ex@e7h, seqe3/768, ttl=255 (no response found!)
2 20229884 98118124._574369574 1P 118 ex6aal (24737) 255 Echo (ping) request id-Bx@e7h, seqe3/768, ttl=255 (no response found!)
9 2022-08-84 98:18:24.574914512 ICHP 128 ex68az (24738) 255 Echo (ping) request id-8x@e7h, seqedf1024, ttle3ss (no response found!)
10 2827 -88-84 98:18:24.574015415 ICHP 118 ax6aal (24738) 255 Echo (ping) request id-@x@a7h, seqedf1024, ttle255 (no response found!)
11 2022-88-84 08:15:24. 575142560 ICHP 128 ox6dal (24739) 255 Echo (ping) request id-0xBo7h, seqeS/1288, ttle255 (no response found!)
12 2022-08-24 08! 18:24.575443601 ICHp 118 Ox6da3 (24739) 255 Echo (ping) request id-0wddThb, seqe5/1280, ttl=255 (no response found|)
13 2022-08-34 08:18:24.575018119 ICHp 128 oxGdad (24740) 255 Echo (ping) request id-0wddTh, seqe/1536, ttl=255 (no response foundl)
14 2022-08-04 08:18:24.575910057 ICHP 118 OxEDad (24740) 255 Echo (ping) request 1d=0xB07b, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 08:18:24. 576407671 (a1 128 oxEaas (24741) 255 Echo (ping) request [d-2x@d7b, seqe7/1792, trl=255 (no respense found!)
16 2022-08-04 0B:18:24. 576408585 ICHP 118 axBdas (24741) 285 Echo (ping) request id=0xB07b, seqs7/1792, ttl=255 (no response found!)
17 2022-08-04 0B8:18:24. 576885643 1M 128 axBaas (24742) 255 Echo (ping) request id=Ox00Tb, seqe2/2048, ttl=2%5 (no response found!)
18 2023-08-04 08:18:24. 576886561 ICHp 118 axBas6 (24742) 255 Echo (ping) request id=0xBoTh, seqe2/2048, ttls3s5 (no response found!)
19 2023-08-04 08:18:24.577394328 ICHP 128 exEaa7 (24743) 255 Echo (ping) request id=oxBaTh, seqs9/3304, ttls3s5 (no response found!)
20 2027-08-04 0B8118124.577395234 IcHp 118 exEaa7 (24743) 255 Echo (ping) request id=BxBaTh, seqe9/3304, ttls3s5 (no response found!)
21 2027-08-04 08118124, 577987632 IcHP 128 Ox6AaR (24744) 255 Echo (ping) request idsPxpaTh, seqe10/2560, ttl=255 (no response found!)
22 2022-08-04 0B:18124.577089290 IcHp 118 Ox6aaR (24744} 255 Echo (ping) request idsexpaTh, seqe10/2560, ttl=255 (no response found!)
23 2022-08-04 98118124 572448781 ICHP 128 BxEAT {24745) 255 Eche (ping) request id-@x@a7h, seq-11/2816, ttl=255 (no response found|)
24 2022-08-04 0B:1R:24.578440000 ICHP 118 OuEBID (24745) 255 Echo (ping) request id-0xpoThb, seqe11/2816, ttl=255 (no response foundl)
25 2022-08-04 G818 24. 57000043 Iche 128 dmbdaa (24746} 255 Eche (ping) request 1d-0w@07b, seq=12/3072, ttl=255 (no respomse found|)
26 2022 -08-04 G818 2. 578000897 IcHp 118 dmbdaa (24746) 255 Echo (ping) request 1d-0wddTh, seqe=12/3072, ttl=255 (no response found| )
27 2027-08-04 02:18: 24570426062  192.168.247.188 192,168, 247,102 ICHp 128 ox6dab (24747) 255 Echo (ping) request 1d-0x007b, seq=13f3328, ttl=255 (Ao respomse found|)
Frame Z: 118 bytes on wire (944 bits), 118 bytes captured (044 bits) on interface capture_ud 3, id @ a2 76 £2 00 00 1¢ 00 17 df 46 ec 00 81 00 00 cf v
Ethernet I, Src: Cisco déiec:od (90:17:df:d6:0c208), Dst: 32:76:42:00:00:1¢ (a2:76:F2:00:00:1¢) B8 09 45 00 90 64 6O 9¢ 98 80 f 81 ca dd co aB E--d
«{ 882.1¢ Virtual LAN, PRI @, DEL: @, ID: 207 F7 64 c0 a6 7 66 08 00 o5 cBER Tho@ 00 DO 0D -d---F {
[ . = Priority: Best Effort (default) (@) 20 92 4d 8c 4a 78 ab ¢d ab cd ab od ab cd ab cod M-I
v wren ween aea. = DED: Ineligible ab ¢d ab ¢d ab cd ab cd  ab od ab od ab od ab od
. 0000 1100 1111 = I10: 207 2 ab ¢d ab od ab cd ab cd  ab ed ab od ab od ab ed
ab ¢d ab cd ab cd ab cd  ab ed ab ed ab od ab oed

Type: IPva {8x0800)
Internet Protocol Version 4, See: 192.168.247.100, Dst: 193.168.247.102
Intérnet Control Méssage Protocol

ab ¢d ab cd ab cd

Explicacao

Quando uma captura de pacote em uma interface frontal € configurada, o switch captura
simultaneamente cada pacote duas vezes:

* Apoés ainsercdo da marca da porta VLAN.
* ApoOs ainsergao da tag VN.

Na ordem de operacgoes, a tag VN é inserida em um estagio posterior a insergdo da tag VLAN da
porta. Mas no arquivo de captura, o pacote com a marca VN é mostrado antes do pacote com a
marca VLAN da porta. Além disso, no caso de subinterfaces, nos arquivos de captura, cada
segundo pacote nao contém a marca da porta VLAN.

Esta tabela resume a tarefa:

VLAN de porta
Tarefa Ponto de interna em Direcdo |Trafego capturado
captura pacotes

capturados

Configurar e verificar Solicitacoes de eco ICMP
uma captura de Somente

acote na subinterface Ethernet1/2.205 102 entrada do host 192.0.2.100 para o
P host 198.51.100.100

Ethernet1/2.205

Configurar e verificar |Ethernet1/3 1001 Somente |Solicitagbes de eco ICMP




uma captura de Ethernet1/4 entrada |de 192.168.207.100 para o
pacote na subinterface host 192.168.207.102
Portchannel1 com as
interfaces membro
Ethernet1/3 e
Ethernet1/4

Filtros de captura de pacotes

Use o FCM e a CLI para configurar e verificar uma captura de pacote na interface Ethernet1/2
com um filtro.

Topologia, fluxo de pacotes e pontos de captura

Chassis
Internal Switch Security Module
FTD/ASA

dk
-

Backplane

A 4

1920.2.100
19202102
@ ICMP echo-reply

198.51.100.100

Configuracao
FCM

Siga estas etapas no FCM para configurar um filtro de captura para pacotes de solicitagdo de eco
ICMP do host 192.0.2.100 para o host 198.51.100.100 e aplica-lo a captura de pacotes na
interface Ethernet1/2:

1. Use Tools > Packet Capture > Filter List > Add Filter para criar um filtro de captura.

2. Especifique o Nome do filtro, Protocolo, IPv4 origem, IPv4 destino e clique em Salvar:




o o IR

Hiter_iamp. =001 00: 0010 192.0.2.100 & ] 0103 001001 S0 19202100 u 0 1 ] (] (] #8
Edit Packet Filter Tx
Filter Narme™
Proteel KPP
EtherTyee Any -
trear visn [} Outer visn ]

Soerce Destination
it 19202100 e 198.51, 100,100
[ = 18
Pert ] Pert o
— 00:00:00500:00:00 HAC 00:00:00:00:00:00
Cance

3. Use Tools > Packet Capture > Capture Session para criar uma nova sessao de captura:

Help admin

Overview Interfaces Logical Devices Security Engine Platform Settings System

Packet Capture

Troubleshooting Logs

o somin T

¢ Refresh Dekete Al Sessons

Mo Session available

4. Selecione Ethernet1/2, forneca o Nome da Sesséo, aplique o filtro de captura e clique em
Salvar e Executar para ativar a captura:

Selected Irteriaces

Buffer Size 356 MB -

Srap langth: 1518 Bites
Stare Packets Append

Capture Filter Aoty Fiter RS

i@

BthamatL/3

ool Angiber Filter  Creats Fiter
Etharmeti/3, Echarneti/10

APlY | rer_lemp | T8 Erhemet1)? ~ 8

Etharmat i1

CLI FXOS

Execute estas etapas na CLI FXOS para configurar capturas de pacotes em interfaces de
backplane:



1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. ldentifique o numero do protocolo IP em https://www.iana.org/assignments/protocol-
numbers/protocol-numbers.xhtml. Nesse caso, 0 niumero do protocolo ICMP ¢é 1.

3. Criar uma sessao de captura:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

create session capl

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

commi t

firepower /packet-capture/session #

Verificacao
FCM

Verifique o nome da interface, assegure-se de que o status operacional esteja ativo e que o
tamanho do arquivo (em bytes) aumente:

ewices  Secunty Engine  Platform Settings

EOTPR e st |

Filter List Ak it

Filter Name Protecsl Inmer vlan Duter wan EtherType

Verifique o Nome da interface, o Filtro, certifique-se de que o Status operacional esteja ativo e o
Tamanho do arquivo (em bytes) aumente em Ferramentas > Captura de pacote > Capturar
sessao:



u capl Ovop Coust: 0 Operational State; up I Buffer Size; 356 M0

BaM0 capl-athernet-1-2-0,po8 Ad1

€ Rebesh,

Snap Length; 1518 Dytes

Captrefesson | Deiete Al Cessers

CLI FXOS

Verifique os detalhes da captura em scope packet-capture:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detail

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipv6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1



Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Coletar arquivos de captura
Execute as etapas na sec¢ao Coletar arquivos de captura do switch interno Firepower 4100/9300.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir 0 arquivo de captura.
Selecione o primeiro pacote e verifique os pontos principais

1. Somente os pacotes ICMP de solicitacao de eco sao capturados. Cada pacote é capturado
e mostrado 2 vezes.



2. O cabecalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
entrada Ethernet1/2.
4. O switch interno insere uma marca VN adicional.

Tima
12022-88-02
2 2022-08-02
3 2022-98-02
42022-08-02
5 2022-08-02
6 2022-08-02
7 2022-08-02
8 2022-08-02
9 2022-08-02

12 2022-08-02
11 2022-08-82
12 2022-08-92
13 2022-08-02
14 2022-08-92
15 2022-08-92
16 2022-08-02
17 2022-08-92
18 2022-08-92
15 2022-08-02
20 2022-08-92
<

15:46:55.603277760

15:46:57.651185193
15:46:57.651186787
15:46:58.675153317

15 d? ,9] 747162204
15:47:01.747163783

15:47:02,771211062
15:47:083.772258550
15:47:03.772259724
15:47:04.751118519
15:47:084.791119721

Source

192.9.2.100
192.9.2.100
192.9.2.108
192.9.2.100
192.8.2.100
192.9.2.108
192.9.2.100
192.9.2.128
192.9.2.100
192.9.2.100

= Direction:

Dsinatcn

198.51.100.160
198.51.100. 160
198.51.188. 160
198.51.100.160
198,51, 100,160
198.51.108. 160
198.51. 100,100
198,51, 108, 189
198,51, 108,160
198,51, 100,100
198,51, 108, 160
198,51, 100,100
198,51, 100,100
198,51, 108, 189
198,51, 100,100
198,51,100. 100
198,51, 108,189
198.51.100. 100
198.51.100.100
198.51.188.189

From Bridge

Froteccd Langth
IcHP 198
ICHP 182
ICHP 188
ICHP 182
ICHP 108
ICHP 182
ICHP 108
ICHP 182
ICHP 18
ICHP 182
IcHP 1028
ICcHP 182
ICHP 1ea
IcHP 182
IcHP 18
ICHP 182
ICcHP 188
ICHP 1a2
ICHP 108
ICHP 1a2

» Frame 1: 188 bytes on wire (264 bits), 188 bytes captured (864 bits) on interface capture_ud 1, if|
d:ed:be : Cisco b9:77:8e (58:97:bd:b9:77:0e)

= Pointer: vif_id
= Destination: 10
= Looped: No
Reserved: @
version: @
Source: @

D000 D000 0000

Type: 802.19 virtual LAN (9x8100)

v|882.1Q Virtual LAN, PRI: @, DEL: @, 1D: 102

B3, cuae aeee aeae = Priority:; Best Effort (default) (@)
. R .v.. = DEI: Ineligible

ae.. BOGO 2110 9110 = ID: 182

Type: IPvd (@x0800)

»|Internet Protocol Version 4, Src: 192.9.2.109, Dst: 198.51.180.180
»| Internet Control Message Protocol

2

FD

FTIL Info

1 %0012 (18)
ax0012 (18)

64 Echo (ping) request
64 Echo (pi request

exedb (219)
axoedb (219)
ax@lch (459)
@x@lch (459)
8x01d6 (470)
exe1d6 (470)
exo1fd (500)
oxe1fa (500)
oxa1fo (505)
axe1f9 (505)
ax26e (622)
axe26e (622)
axe2be (700)
oxd2be (700)
axe3zf (815)
oxe32f (815)
axednf (1039)
exednf (1839)

18

64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Eche (ping) request
64 Echo (ping) request

ba
ae
b
5d e2 46
0 19 11
1f 20 21
2f 30 31

o8
g
ar
[+]
1z
22
iz

56
o
&4
62
13
23
33

56
45
4]
aa
14
24
34

ad
L
3
0]
15
25
35

283
88E

8 be
o0 54
64 64
L
16 17

1d=0x0018, seq=349/23809, ttls6d
id=@x0018, seq=349/23809, ttl-sa
ideBx0018, seqe350/24265, ttl=64
ide0x0018, seqe350/24865, ttlsed
id=0x@018, seq=351/24321, ttle=s4
id=0x0018, seqs351/24321, ttles4
idw0x0018, seqe352/24577, ttlesd
id=0x0018, seq=352/24577, ttl=6d
id=0x0018, seqs353/24833, ttl=ed
id=0x0018, seq=353/24833, ttl=64
id=0xe018, seq=354/25069, ttls=64
id=0x0018, seq=354/25089, ttl=64
id=0x0018, seq=355/25345, ttl=64
id=0x0018, seq=355/25345, ttl=64
id=0x0018, seq=356/25601, ttl=64
id=0x0018, seq=356/25601, ttl=64
id=0x0018, seq=357/25857, ttl=64
id=0x0018, seq=357/25857, ttl=64
id=0x0a18, seq=358/26113, ttl-64
id=0x0018, seq=358/26113, ttl=64

a9
L]
o3
cl
18

26 88 92
12 48 o0
o0 de 67
a6 Bc 28
19 1a 1b

26 27
36 37

28

29 2a b

o 1TE SXRT()"+
»-- 8123 4567

Selecione o segundo pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagdo de eco sdo capturados. Cada pacote é capturado

e mostrado 2 vezes.

2. O cabegalho do pacote original esta sem a marca VLAN.

3. O switch interno insere a tag de VLAN de porta adicional 102 que identifica a interface de
entrada Ethernet1/2.

Time
12022-88-82
22022-83-92
3 2022-88-92
4 2022-88-
5 2022-88-
6 2822-88-
7 2022-88-
8 2022-08-
9 2022-88-

102 2022-88-
11 2022-88-
12 2022-88-
13 2022-88-
14 2022-88-
15 2822-88-
16 2022-88-
17 2022-88-
18 2022-88-
19 2822-88-
20 2022-88-
<

Type:

»| Internet Control Message Protocol

15:46:55.603277768
15:46:55.603279688
15:46:56.627139252
15:46:56.627148019
15:456:57.651185193
15:46:57.651186787
15:456:58.675153317
146:58.6751545083
146:59.699152639
146:59.699153835
147 189.723142641

147:81.747163783
147:82.771289953
147182.7712118632
15:47:83.772258558
15:47:83.772259724
15:47:84.701118519
15:47:84.791119721

Source

192.9.2.188
192.9.2.108
192.8.2.188
192.8.2.128
192.8.2.188
192.9.2.188
192.8.2.128
192.9.2.180
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188
192.8.2.188

Destnation

198.51.108.189
198.51.108. 109
198.51.108.188
198.51.190.189
198.51.100. 183
198.51.108.188
198.51.190.189
198.51.108. 168
198.51.198.188
198.51.128.182
198.51.108. 188
198.51.188.188
198.51.198.182
198.51.108.188
198.51.188.188
198.51.128.182
198.51.108.188
198.51.198.189
198.51.108.188
198.51.108.188

» Frame 2: 182 bytes on wire (216 bits), 102 bytes captured (816 bits) on
» Ethernet II, Src: VMware 9d:ef:be (00:50:56:9d:e8:be), Dst: Cisco b9:77:0e (58:97:bd:b9:77:0e)

v[802.1q virtual LAN, PRI: @, DEI: O,
. = Priority: Best Effort (default) (@)
wess swes nene = DEL: Ineligible
. BOR 9118 9119 = ID:
IPvd (Bx0s0e)

182

ID: 182

Erotocol Length
ICHP 188
IcHp 182
ICHP 168
IcHP 102
ICHP 108
1cHP 102
IcHP 108
ICHP 102
ICHP 108
IcHP 182
ICHP 108
ICHP 182
IcHP 168
ICHP 182
ICHP 188
IcHe 182
IcHP 168
IcHP 102
1cHP 108
ICHP 182

interface capture_ug_1, if|

FE FTTL o
1 exealz (18) 64 Echo (ping) request |id-exeelg, seq=349/23889, ttl=6a (no
64 Echo (ping) request | id=0x0018, seq=349/21809, ttl=64 (no
exgadb (219) 64 Echo (ping) reguest i seq=350/24065, ttl=64 (no
exgddb (219) 64 Echo (ping) request i s5eq=358/24065, ttl=64 (no
@xdlch (459) 64 Echo (ping) request i seq=351,/24321, ttl=64 (no
exglch (459) 64 Echo (ping) request id=0xe018, seq=351/24321;, ttl=64 (no
@x@ldé (47@) 64 Echo (ping) request id=ex@e18, seq=352/24577, ttl=62 (no
@x@ldé (478) 64 Echo (ping) request id-@x0018, seq=352/24577, ttl=64 (no
exa1fa (584) 64 Echo (ping) request = seq=353/24833, ttl=64 (no
ex@1fa (580) 64 Echo (ping) request seq=353/24833, ttl=64 (no
exe1fo (585) 64 Echo (ping) reguest seq=354/25089, ttl=64 (no
exalfe (585) 64 Echo (ping) request seq=354/25089, ttl=64 (no
@x@2ee (622) 64 Echo (ping) request id-exee1g, seq=355/25345, ttl-6a (no
@xezee (622) 64 Echo (ping) request id=exee18, seq=355/25345, ttl=6a (no
exezbc (78@) 64 Echo (ping) request id=exee18, seq=356/256@1, ttl=6a (no
@x82bc (78@) 64 Echo (ping) request id=-@x@918, seq=356/256@1, ttl=64 (no
exe3zf (815) 64 Echo (ping) request id=exee18, seq=357/25857, ttl=64 (no
ex@32f (B815) 64 Echo (ping) request id=@x@@1E, seq=357/25857, ttl=64 (no
exadaf (1830) 64 Echo (ping) request id=8x@018, seq=358/26113, ttl=64 (no
exasef (1839) 64 Echo (ping) request id=@x@@l18, seq=358/26113, ttl=64 (no
58 97 bd b9 77 @e @@ 50 56 od e& be £1 90 80 66 XewomssP Weeasasf
BE 90 A5 G0 90 54 9@ 12 40 00 40 81 ad 9b c@ @D -E-T--@-?-M-
@2 64 c6 33 64 64 O 03 Oe &7 00 18 81 5d e2 46 d-3dd gE--]F
29 62 00 90 0P 90 Cl ac @c 99 89 99 98 90 19 11 Y TEERE
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 I
22 23 24 25 26 27 28 29 2a b 2c 2d 2e 2f 30 31 #!S&'() T4, -l
32 33 34 35 36 37 234567

MM omomomomm s mm s s mm s m o= m =




Explicagao

Quando uma captura de pacote em uma interface frontal € configurada, o switch captura
simultaneamente cada pacote duas vezes:

* Apds a inser¢cdo da marca da porta VLAN.
* ApoOs ainsergao da tag VN.

Na ordem de operacgoes, a tag VN é inserida em um estagio posterior a insercao da tag VLAN da
porta. Mas no arquivo de captura, o pacote com a marca VN é mostrado antes do pacote com a
marca VLAN da porta.

Quando um filtro de captura é aplicado, somente os pacotes que correspondem ao filtro na
direcao de entrada sao capturados.

Esta tabela resume a tarefa:

VVLAN de porta
Tarefa Pontode linterna em Direcao [Filtro de usuario  |Trafego capturado
captura pacotes

capturados

Configurar e

verificar uma Protocolo: ICMP

captura de Solicitacbes de eco
pacote com um Somente |Fonte:192.0.2.100 |ICMP do host

filtro na Ethernet1/2 102 entrada _ 192.0.2.100 para o
interface Destino: host 198.51.100.100
Ethernet1/2 198.51.100.100

frontal

Coletar Arquivos De Captura Do Switch Interno Firepower 4100/9300

FCM
Execute estas etapas no FCM para coletar arquivos de captura do switch interno:

1. Clique no botao Disable Session para interromper a captura ativa:

Overview Interfaces Logical Devices Security Engine Platform Settings

Interface Mame Fliter Flle Skze (in bytes) Flie Hame Devicoe Hame

2. Verifique se o estado operacional € DOWN - Session_Admin_Shut:



Overview Interfaces Logical Devices Security Engine Platform Settings

fre
C Refresh Captune Sesgon st A Sesitones
¥ capt Drosp Comts 0 Oparational State: DOWN - Session_Admin_Shut Buftar Size: 256 HB Snap Langth: 1518 Bytes <68
Interface Name Filter File Size (i bytes) File Narme Device Name
Ethamatif2 Hons 218828 £api-athamats1:2:0,peag Tl

3. Clique em Download para fazer download do arquivo de captura:

Overview Interfaces Logical Devices Security Engine Platform Settings

i
G Refresh Cagure Session Deelete Al Sesions
3 capl Drop Count: 0 Operationsl State: DOWN - Session_Admin_Shut Buller Size: 256 MB Snap Longth: 1518 Bytes Z|.BB
Interface Name Filtar File Size {in bytes) File Name Davies Hame
Etherneti/2 hore BT D capl-ethemat: 1-3-0.peap fed1 D

No caso de interfaces port-channel, repita essa etapa para cada interface membro.
CLI FXOS
Execute estas etapas na CLI do FXOS para coletar arquivos de captura:

1. Pare a captura ativa:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

up
firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:



capl

Session: 1

Adm n State: Disabled

Oper State: Down

Oper State Reason: Adnin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

STot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

AppTlication Instance Identifier: ftdl
AppTlication Name: ftd

2. Carregue o arquivo de captura do escopo do comando local-mgmt:

<#root>
firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

copy / packet-capture/sessi on-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI



firepower(local-mgmt)#

copy / packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@O0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:

No caso de interfaces port-channel, copie o arquivo de captura para cada interface membro.

Diretrizes, Limita¢des e Praticas Recomendadas para Captura de Pacotes de
Switch Interno

Para obter diretrizes e limitagGes relacionadas a captura do switch interno Firepower 4100/9300,
consulte o Guia de configuragdo do gerenciador de chassi FXOS do Cisco Firepower 4100/9300
ou oGuia de configuragdo da CLI FXOS do Cisco Firepower 4100/9300, capitulo Solugéo de
problemas, secao Captura de pacote.

Esta ¢ a lista de praticas recomendadas com base no uso da captura de pacotes em casos de
TAC:

 Esteja ciente das diretrizes e limitagdes.

» Capture pacotes em todas as interfaces membro do canal de porta e analise todos os
arquivos de captura.

» Use filtros de captura.

» Considere o impacto do NAT nos enderecgos IP do pacote quando um filtro de captura é
configurado.

» Aumente ou diminua a Lente de Ajuste que especifica o tamanho do quadro caso seja
diferente do valor padréao de 1518 bytes. Um tamanho menor resulta em um numero maior
de pacotes capturados e vice-versa.

+ Ajuste o Tamanho do Buffer conforme necessario.

+ Esteja ciente da contagem de queda na CLI FCM ou FXOS. Quando o limite de tamanho do
buffer for atingido, o contador de contagem de queda aumentara.

» Use o filtro lvntag no Wireshark para exibir somente pacotes sem a marca VN. Isso é util
para ocultar pacotes marcados com VLAN nos arquivos de captura de pacote da interface
frontal.

» Use o filtro frame.number&1 no Wireshark para exibir apenas quadros impares. Isso € util
para ocultar pacotes duplicados nos arquivos de captura de pacotes da interface do painel
traseiro.

* No caso de protocolos como o TCP, o Wireshark aplica por padrao regras de colorizagao
que exibem pacotes com condi¢gdes especificas em cores diferentes. No caso de capturas
de switch internas devido a pacotes duplicados em arquivos de captura, o pacote pode ser
colorido e marcado de forma falsa-positiva. Se vocé analisar os arquivos de captura de
pacote e aplicar qualquer filtro, exporte os pacotes exibidos para um novo arquivo e abra o
Novo arquivo.

Configuracao e verificacao no Secure Firewall 1200/3100/4200



Diferentemente do Firepower 4100/9300, as capturas de switch interno no Secure Firewall
1200/3100/4200 sao configuradas na interface de linha de comando do aplicativo através do
comando capture <name> switch, onde a opg¢ao switch especifica que as capturas séao
configuradas no switch interno.

Este é o comando capture com a opgao switch:

<tfroot>

> capture cap_sw sw tch

buffer

ethernet-type
interface
ivlan

match

ovlan
packet-length

real-time

stop
trace
type
<cr>

Configure size of capture buffer, default is 256MB

Capture Ethernet packets of a particular type, default is IP
Capture packets on a specific interface

Inner Vlan

Capture packets based on match criteria

Outer Vlan

Configure maximum Tength to save from each packet, default is
64 bytes

Display captured packets in real-time. Warning: using this
option with a sTow console connection may result in an
excessive amount of non-displayed packets due to performance
Timitations.

Stop packet capture

Trace the captured packets

Capture packets based on a particular type

As etapas gerais para a configuragao da captura de pacotes sdo as seguintes:

1. Especifique uma interface de entrada:

A configuragao de captura do switch aceita o nome da interface de entrada. O usuario pode

especificar os nomes das interfaces de dados, o uplink interno ou as interfaces de gerenciamento:

<tfroot>

>

capture capsw switch interface ?

Available interfaces to listen:

O Secure Firewall 1200/4200 suporta capturas bidirecionais. O valor padrao € ingresso, a menos

in_data_upTinkl
in_mgmt_upTinkl

inside

management

Capture packets on internal data uplinkl interface
Capture packets on internal mgmt uplinkl interface
Name of interface Ethernetl/1.205

Name of interface Managementl/1l



que especificado de outra forma:

<{froot>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

Além disso, o Secure Firewall 4245 tem 2 interfaces de uplink de gerenciamento e dados internos:

<tfroot>
>

capture capsw switch interface

eventing Name of interface Managementl/2
in_data_uplinkl Capture packets on internal data uplinkl interface
in_data_uplink2 Capture packets on internal data uplink2 interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
in_mgmt_uplink2 Capture packets on internal mgmt uplink2 interface
management Name of interface Managementl/1l

2. Especifique o EtherType do quadro ethernet. O EtherType padrao € IP. Os valores da opgao
ethernet-type especificam o EtherType:

<{froot>
>

capture capsw switch interface inside ethernet-type ?

802.1Q

<0-65535> Ethernet type
arp

ip

ip6

pppoed

pppoes
rarp

sgt
vlan

3. Especifique as condi¢gdes de correspondéncia. A op¢ao de correspondéncia de captura



especifica os critérios de correspondéncia:

<{froot>
>

capture capsw switch interface inside natch ?

<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

snhp

spi SPI value
tcp

udp

<cr>

4. Especifique outros parametros opcionais, como tamanho do buffer, comprimento do pacote
e assim por diante.
5. Ative a captura. O comando no capture <name> switch stop ativa a captura:

<tfroot>
>

capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. Verifique os detalhes da captura:

» O status administrativo é enabled, e o status operacional € up e ative.
» O tamanho do arquivo de captura de pacote Pcapsize aumenta.



* O numero de pacotes capturados na saida de show capture <cap_name> é diferente de
zero.

» Capturar caminho Pcapfile. Os pacotes capturados sao salvos automaticamente na pasta
/mnt/diskO/packet-capture/.

» Capturar condicdes. O software cria automaticamente filtros de captura com base nas
condicoes de captura.

<tfroot>
>

show capture capsw

27 packet captured on disk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detai

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsi ze: 18838



Filter:

Packet Capture Filt

Protocol:
Ivlan:

Ovl an:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

capsw-1-1

er Info

capsw 1-1

o

205

- OO
‘oo
oo
oo

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

Total Physical breakout ports involved in Packet Capture:

0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. Pare as capturas quando necessario:

<#froot>
>

capture capsw switch stop

>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1

Admi n State: di sabl ed
Qper State: down

St at e Reason:

Qoer

Sessi on_Admi n_Shut



Config Success: yes
Config Fail Reason:
Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. Colete os arquivos de captura. Execute as etapas na secao Coletar arquivos de captura do
switch interno do firewall seguro.

No software Secure Firewall versao 7.7, a configuragdo de captura do switch interno ndo &
suportada no FMC ou no FDM. No caso do software ASA versao 9.18(1) e posterior, as capturas
de switch interno podem ser configuradas nas versodes 7.18.1.x e posteriores do ASDM.

Esses cenarios cobrem casos de uso comuns de capturas de switches internos do Secure
Firewall 1200/3100/4200.

Captura de pacotes em uma interface fisica ou de canal de porta

Use o FTD ou o ASA CLI para configurar e verificar uma captura de pacote na interface
Ethernet1/1 ou Portchannel1. Ambas as interfaces tém o nome if inside.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:



Internal Switch

Chassis

Security Module
FTD/ASA

- -

192.0.2.100

Uplink

@ ICMP echo-reply

198.51.100.100

v

outside

Firewall seguro 1200/4200:

Internal Switch

Chassis

Security Module
FTD/ASA

- -

192.0.2.100

Uplink

E
@ ICMP echo-reply !

198.51.100.100

outside

Configuracao

Execute estas etapas no ASA ou FTD CLI para configurar uma captura de pacote na interface

Ethernet1/1 ou Port-channel1:

1. Verifique 0 nome se:

<#froot>

>

show nanei f

Interface Name

Et hernet 1/ 1 i nsi de
Ethernetl/2 outside
Managementl/1 diagnostic

<ttroot>

Security

0

o




>

show nanei f

Interface Name Security
Port-channel 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Criar uma sessao de captura

<{froot>
>

capture capsw switch interface inside

O Secure Firewall 1200/4200 suporta direcionalidade de captura:
<#root>
> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Habilitar a sessao de captura:

<tfroot>

> no capture capsw switch stop

Verificagao

Verifigue o0 nome da sesséo de captura, o estado operacional e administrativo, o slot de interface
e o identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o numero de pacotes
capturados é diferente de zero:

<{froot>



>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 12653

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0



79 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Firewall seguro 1200/4200:

<tfroot>
>

show cap capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h
Drop: disable
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0
Ivlan: 0
Ovlan: 0

Src Ip: 0.0.0.0



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

33 packet captured on disk using switch capture

Reading of capture file from disk is not supported

No caso de Port-channel1, a captura é configurada em todas as interfaces do membro:

<{froot>

>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port 1d: 4



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 28824
Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0
Physical port:
Slot Id: 1
Port 1d: 3
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 18399
Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported



As interfaces membro do canal de porta podem ser verificadas no shell de comando FXOS local-
mgmt através do comando show portchannel summary:

<ffroot>

>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Po1( V) Eth LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False
Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

Para acessar o FXOS no ASA, execute o comando connect fxos admin. No caso de
multicontexto, execute o comando no contexto do administrador.

Coletar arquivos de captura
Execute as etapas na secgéo Coletar arquivos de captura do switch interno do firewall seguro.

Capturar analise de arquivo



Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura para
Ethernet1/1. Neste exemplo, a captura de pacotes no Secure Firewall 3100 € analisada.
Selecione o primeiro pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagado de eco sao capturados.
2. O cabecalho do pacote original esta sem a marca VLAN.
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Abra os arquivos de captura para as interfaces membro Portchannel1. Selecione o primeiro
pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitacao de eco sao capturados.
2. O cabecalho do pacote original esta sem a marca VLAN.
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64 Echo (ping) request id-ex@e3s, seq=3/768, ttl=64 (no res
64 Echo (ping) request id=2x@e3s, seq=4/1024,
64 Echo (ping) request id-exee3s, seq=5/128@,
64 Echo (ping) request id=0x8@3s, seq=6/1536,
64 Echo (ping) request id=0x0035, seq=7/1792,
64 Echo (ping) request id-2x8035, seq-3/2043,
64 Echo (ping) request id=@x@@35; seq=9/2384,
64 Echo (ping) request id=ex@e3s, seq=19/2568,
64 Echo (ping) request id=-2x8935, seq=11/2816,
64 Echo (ping) request id=@xe@3s, seq=12/3872,
64 Echo (ping) request id-exee3s, seq=13/3328,
64 Echo (ping) request id-exee3s, seq-14/3534,
64 Echo (ping) request id=exee3s, seq=15/3848,
64 Echo (ping) request id-ex@e3s, seq=16/4896,
64 Echo (ping) request id-exee3s, seq=17/4352,
64 Echo (ping) request id=exee3s, seq=1B/46@8,
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Explicacao

As capturas do switch sao configuradas nas interfaces Ethernet1/1 ou Portchannel1.

Esta tabela resume a tarefa:

Tarefa

Ponto de
captura

Filtro
interno

Direcao

Trafego capturado




Configurar e verificar uma
captura de pacote na
interface Ethernet1/1

Ethernet1/1 |[Nenhum

Somente
entrada*

Solicitagdes de eco ICMP do
host 192.0.2.100 para o host
198.51.100.100

Configurar e verificar uma
captura de pacote na
interface Portchannel1 com
as interfaces membro
Ethernet1/3 e Ethernet1/4

Ethernet1/3 Solicitacdes de eco ICMP do
Nenhum Sotmednt:a host 192.0.2.100 para o host
Ethernet1/4 entrada” 1198.51.100.100

* Diferentemente do 3100, o Secure Firewall 1200/4200 suporta capturas bidirecionais (entrada e

saida).

Captura de pacotes em uma subinterface de uma interface fisica ou de canal de

porta

Use o FTD ou o ASA CLI para configurar e verificar uma captura de pacote nas subinterfaces
Ethernet1/1.205 ou Portchannel1.205. Ambas as subinterfaces tém o nome inside.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:

Internal Switch

Chassis

Security Module
FTD/ASA

- -

192.0.2.100

Uplink

@ ICMP echo-reply

198.51.100.100

outside

Firewall seguro 1200/4200:




Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

outside
198.51.100.100

Uplink

A

Configuracao

Execute estas etapas no ASA ou FTD CLI para configurar uma captura de pacote na interface
Ethernet1/1 ou Port-channel1:

1. Verifique 0 nome se:

<#froot>

>

show nanei f

Interface Name Security
Et hernet 1/ 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Criar uma sessao de captura:



<tfroot>
>

capture capsw switch interface inside

O Secure Firewall 1200/4200 suporta direcionalidade de captura:

<tfroot>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. Ative a sessao de captura:

<#froot>

> no capture capsw switch stop

Verificacao

Verifique o0 nome da sessao de captura, o estado operacional e administrativo, o slot de interface
e o identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o numero de pacotes
capturados ¢é diferente de zero:

<tfroot>
>

show capture capsw detail

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed

Qper State: up



Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0O
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Reading of capture file from disk is not supported

Nesse caso, um filtro com a VLAN externa Ovlan=205 ¢é criado e aplicado a interface.

No caso de Port-channel1, a captura com um filtro Ovlan=205 é configurada em todas as



interfaces do membro:

<{froot>
>

show capture capsw det ai

Packet Capture info

Nare: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 23442

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
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Reading of capture file from disk is not supported

As interfaces membro do canal de porta podem ser verificadas no shell de comando FXOS local-
mgmt através do comando show portchannel summary:

<ffroot>

>

connect fxos



firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-1links not met

Group Port- Type Protocol Member Ports
Channel
1 Pol( V) Et h LACP Et h1/ 3(P) Et h1/ 4(P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust

Para acessar o FXOS no ASA, execute o comando connect fxos admin. No caso de
multicontexto, execute esse comando no contexto do administrador.

Coletar arquivos de captura
Execute as etapas na secgéo Coletar arquivos de captura do switch interno do firewall seguro.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura para
Ethernet1/1.205. Neste exemplo, a captura de pacotes no Secure Firewall 3100 é analisada.
Selecione o primeiro pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagao de eco sdo capturados.
2. O cabegalho do pacote original tem a marca de VLAN 205.



Mo Time Source Destination FProtocol Length PD
12022-08-07 21:21:01.687187 192.98.2.100 198.51.100. 100 TCHP 106 1 axa1lf (16671
2 2822-08- 192.8.2.180 198.51.160.188 ICHP 186 8xd13a (16698)
3 2022-08- 192.8.2.180 198.51.100.188 ICHP 186 Bxa21a (16922)
4 2022-08- 192.8.2.189 198.51.100.108 ICHP 106 @az6e (17004)
5 2022-88- 192.8.2.180 198.51.160.188 ICHP 186 8x4318 (17168)
6 2022-08- 192.98.2.100 198.51.100. 100 ICHP 106 axa3df (17375)
T 2022-08-97 21:21:07.616688 192.8.2.189 198.51.100.108 ICMP 106 caads (17619)
8 2022-08-07 21:2 -618823 192.8.2.180 198.51.160.188 ICMP 186 Bxa518 (17688)
9 2022-08-07 21:21:09.619326 192.9.2.100 198.51.100. 100 IcHP 106 Bx453d (17725)
19 2022-08-97 21:21:10.616696 192.8.2.109 198.51.100.188 ICMP 186 axa6zb (17963)
11 2022-88-97 21:21:11.621629 192.8.2.100 198.51.100. 108 ICHP 186 exa707 (18183)
12 2022-08-97 21:21:12.619309 192.9.2.100 198.51.100. 100 ICHP 106 @x474b (18251)
13 2022-08-07 21:21:13.620168 192.8.2.180 198.51.100.188 ICMP 186 Bxa781 (18305)
14 2022-08-97 21:21:14.623169 192.8.2.100 198.51.100. 108 ICHP 186 Bx4858 (18520)
15 2022-08-97 21:21:15.622497 192.9.2.100 198.51.100. 100 ICHP 186 @x4909 (18697)
16 2022-08-07 21:21:16.626226 192.8.2.180 198.51.100.108 ICHP 186 Bxa9eb (18699)
17 2022-88-87 21:21:17.629363 1592.8.2.108 198.51.100.188 ICHP 186 Bx4932 (18738)
18 2022-08-07 21:21:18.626651 192.8.2.109 198.51.100,108 ICMP 186 @x4a05 (18949)
<
»_Er: A i i its) 008 bc e?
»| Ethernet II, Src: VMware 9d:e8:be (00:50:56:9d:e8:be), Dst: Cisco_34:%a:14 (bc:e?:12:34:%a:14) 010 @2 00
«|802.10 Virtual LAN, PRI: @, DEI: @, ID: 285 028 82 64
= Priority: Best Effort (default) () 0 fo 62
i DEI: Ineligible et :i g
sess BEOD 1100 1101 = ID: 205 2 @68 32 33
Type: IPv4 (@x0B0Q)
Trailer: 55555555
»| Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.100.100
| Internet Control Message Protocol

PTIL knfo
64 Echo (piny
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request
64 Echo (ping) request

64 Echo (ping) request

64 Echo (ping) request
12 34 9a 14 @8 50 56 O9d e8
45 90 00 S4 41 1f 48 00 40
€6 33 64 64 OB 82 96 67 00
20 02 02 00 8¢ fe @3 00 8O
14 15 16 17 18 19 1a ib ic
24 25 26 27 28 29 2a b Zc
34 35 36 37 55 55 55 55

request | id=gx@e37,

id=gx0037,
id=oxea37,
id=gx0037,
id=0x0037,
id=gxe37,
id=gxe037,
id=gx0037,

id=pxea37,
id=0xee37,
id=0xea37,
id=exee37,
id=oxee37,
id=0xea37,
id=exee37,
id=0xea37,
id=pxea37,

be £1 @@ oo
81 @c Be c@
37 o8 81 ba
B0 00 80 10
id 1e if 20
2d 2e 2f 30

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3,/768, ttl=64 (no res
seq=4/1024, ttl=64 (ne
seq=5/1280, ttl=64 (no
5eq=6/1536, ttl=64 (no
seq=7/1792, ttl=64 (ne
seq=8/2048, ttl=64 (no
seq=9/2304, ttl=64 (no
seq=18/2560, ttl=6a (no
seq=11/2816, ttl=64 (no
seq=12/3072, ttl=64 (no
seq=13/3328, ttl=64 (no
seq=14/3584, ttl=64 (no
seq=15/3840, ttl=64 (no
seq=16/4896, ttl=6a (no
s0q=17/4352, ttl=64 (no
seq=18/46e8, ttl=64 (no
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Abra os arquivos de captura para as interfaces membro Portchannel1. Selecione o primeiro

pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagao de eco sédo capturados.
2. O cabecalho do pacote original tem a marca de VLAN 205.

™ Tine Source Bestration Frotoenl Length FD PTIL ki
12022-08-87 21:21:01.607187 192.9.2.100 198.51.180. 108 ICMP 106 1 Bxa1lf (16671 64 Echo_(piny uest
2 2022-08-07 21:21:02.609418 192.9.2.100 198.51.100.108 IcHP 106 oxal3a (16698) 64 Echo (ping) request
3 2022-68-07 21:21:03.618671 192.8.2.100 193.51.100, 108 ICMP 106 oxdzla (16922) 64 Echo (ping) request
4 2022-08-07 21:21:04.609160 192.0.2.100 198.51.100.108 ICHP 1e6 axazec (17804) 64 Echo (ping) request
5 2022-88-87 21:21:85.689489 192.8.2.188 198.51.188. 188 ICHMP 106 2x4318 (17168) 64 Echo (ping) request
6 2022-08-07 21:21:06.611847 192.9.2.100 198.51.100. 108 TcHP 106 exa3df (17375) 64 Echo (ping) request
7 2022-08- 67.616688 192.0.2.180 198.51.100.108 ICHP 106 exd4ad3 (17619) 64 Echo (ping) request
8 2022-98- 08.618023 192.9.2.100 198.51.100. 100 ICHP 106 ox4518 (17688) 64 Echo (ping) request
9 2022-98- 89.619326 192.98.2.100 193.51.100, 108 ICHP 106 @xas3d (17725) 64 Echo (ping) request
18 2022-88- 18. 616696 192.8.2.188 198.51.188. 188 ICMP 186 axa62b (179632) 64 Echo (ping) request
11 2022-88- 11.621629 192.8.2.188 198.51.108. 188 ICMP 106 ox4707 (18181) 64 Echo (ping) request
12 2022-98- 12.619309 192.9.2.18@ 198.51.1909. 108 ICMP 106 axa7ab (18251) 64 Echo (ping) request
13 2022-88-87 21:21:13.620168 192.8.2.188 198.51.188. 188 ICMP 186 ax4781 (18305) 64 Echo (ping) request
14 2022-88-97 21:21:14.623169 192.9.2.100 193.51.100, 108 ICMp 106 axa858 (18520) 64 Echo (ping) request
15 2022-88-87 21:21:15.622497 192.8.2.188 198.51.188. 188 ICMP 186 Bx4909 (18697) 64 Echo (ping) request
16 2022-88-87 21:21:16.626226 192.8.2.188 198.51.108. 188 ICMP 106 ox400b (18699) 64 Echo (ping) request
17 2022-08-97 21:21:17.629363 192.98.2.100 193.51.100, 108 ICMp 106 @xdd3z (18738) 64 Eche (ping) request
18 2022-88-87 21:21:18.626651 192.8.2.18@ 198.51.108. 108 ICMP 186 axda@s (18949) 64 Echo (ping) request
€
be 7 12 34 9a 14 08 50 56 9d ed
08 00 45 00 00 54 41 1f 40 20 40
B2 64 <6 33 64 64 8 00 06 67 00
iority: Best Effort (default) (@) fo 62 00 00 00 00 Be fe @3 00 00
e R
;‘ (9090, 1108, 1181 = £D;: 285 2 32 33 34 35 36 37 55 55 55 55
ype: IPv4 (0x0888)
Trailer: 55555555
»| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 108.51.100.1080
¢| Internet Control Message Protocol

id=0x0037,
id=exee37,
id=0x0937,
id=0xee37,
id=exee37,

id=exe037,
id=0xe037,
id=0x0037,
id=0x0037,
id=0x0037,

be &1 @9 8@
81 @c Be c@
37 o0 a1 be
00 00 80 10
1d 1e 1f 20
2d e f 3@

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3/768, ttl=64 (no res
seq=4,/1024, ttl=64 (no re
seq=5,/12808, ttl=64 (no re
seq=6,/1536, ttl=64 (no re
seq=7/1792, ttl=64 (no re
seq=8/2048, ttl=64 (no re
seq=9,/2304, ttl=64 (no re
seq=19/2568, ttl=64 (no r
seq=11/2816, ttl=64 (no
seq=12/3072, ttl=64 (no r
seq=13/3328, ttl=64 (no r
seq=14,/3584, ttl=64 (no r
seq=15/3840, ttl=64 (no r
seq=16/4096, ttl=64 (no r
seq=17/4352, ttl=64 (no r
seq=18/4688, ttl=64 (no r
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Explicacao

As capturas do switch sao configuradas nas subinterfaces Ethernet1/1.205 ou Portchannel1.205

com um filtro que corresponde a VLAN 205 externa.

Esta tabela resume a tarefa:

Tarefa Ponto de flltro Diregdo [Trafego capturado
captura interno
Configurar e verificar uma Ethernet1/1 |VLAN Somente |Solicitagdes de eco ICMP do




captura de pacote na Externa |entrada* |host 192.0.2.100 para o host
subinterface Ethernet1/1.205 205 198.51.100.100

Configurar e verificar uma

captura de pacote na Ethernet1/3 [VLAN Somente Solicitagdes de eco ICMP do
subinterface Portchannel1.205 Externa entrada® host 192.0.2.100 para o host
com as interfaces de membro  |Ethernet1/4 |205 198.51.100.100

Ethernet1/3 e Ethernet1/4

* Diferentemente do 3100, o Secure Firewall 1200/4200 suporta capturas bidirecionais (entrada e
saida).

Captura de pacotes em interfaces internas

O Secure Firewall 3100 tem duas interfaces internas:

* in_data_uplink1 - conecta o aplicativo ao switch interno.

* in_mgmt_uplink1 - fornece um caminho de pacote dedicado para conexdes de
gerenciamento, como SSH para a interface de gerenciamento, ou a conexao de
gerenciamento, também conhecida como sftunnel, entre o FMC e o FTD.

O Secure Firewall 1200 tem até 3 interfaces internas:

+ in_data_uplink1 - especifico para 1210 e 1250, essas interfaces conectam o aplicativo ao
switch interno.

* in_data_uplink1, in_data_uplink2, in_data_uplink3 e in_mgmt_uplink2 - especificas para
1220, 1230, 1240, essas interfaces conectam o aplicativo ao switch interno.

~ Note: Como a interface de gerenciamento no Secure Firewall 1200 esta fora de banda, ndo
ha interfaces in_mgmt_uplink disponiveis neste modelo.

O Secure Firewall 4200 tem até 4 interfaces internas:

+ in_data_uplink1 e in_data_uplink2 (somente 4245) - essas interfaces conectam o aplicativo
ao switch interno. No caso do 4245, os pacotes tém balanceamento de carga nas duas
interfaces de uplink.

* in_mgmt_uplink1 e in_mgmt_uplink2 - essas interfaces fornecem um caminho de pacote
dedicado para conexdes de gerenciamento, como SSH para a interface de gerenciamento,
ou a conexao de gerenciamento, também conhecida como sftunnel, entre o FMC e o FTD.
O Secure Firewall 4200 suporta 2 interfaces de gerenciamento.

Tarefa 1

Use o FTD ou o ASA CLI para configurar e verificar uma captura de pacotes nas interfaces de
uplink de dados.



Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:

- -

192.0.2.100

198.51.100.100

Firewall seguro 4200:

Chassis
Internal Switch Security Module
FTD/ASA
in_data_uplink1
@ ICMP echo-reply -
Chassis

Internal Switch

Security Module

FTD/ASA

- -

192.0.2.100

t in_data_uplink1

in_data_uplink2*
(* 4245 only)

@ ICMP echo-reply

198.51.100.100

Firewall seguro 1200:

v

Chassis

Internal Switch

Security Module

FTD/ASA

F 3

192.0.2.100

in_data_uplink1
in_data_uplink2
in_data_uplink3

@ ICMP echo-reply

198.51.100.100

Configuracao

v




Execute estas etapas no ASA ou no FTD CLI para configurar uma captura de pacote nas
interfaces de uplink de dados.

Observe que o Secure Firewall 1210, 1250, 3100 e 4200 (exceto 4245) e tem apenas 1 interface
de uplink ativa in_data_uplink1.

O Secure Firewall 1200 (exceto 1210 e 1250) e o0 4245 tém varias interfaces de uplink
in_data_uplink1, in_data_uplink2 e assim por diante. Sempre certifique-se de incluir todas as
interfaces de uplink de dados.

Esta € uma saida do Secure Firewall 1220:

<tfroot>
>

cap capsw switch interface ?

Available interfaces to listen:

in_data_uplinkl

Capture packets on internal data uplinkl interface

i n_data_uplink2

Capture packets on internal data uplink2 interface

i n_data_uplink3

Capture packets on internal data uplink3 interface

1. Criar uma sessao de captura:

<{froot>
>

capture capsw switch interface in_data_uplinkl

O Secure Firewall 1200/4200 suporta direcionalidade de captura:

<{froot>

> capture capsw switch interface in_data_uplinkl direction ?



both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_data uplinkl direction both

2. Ative a sessao de captura:

<tfroot>

> no capture capsw switch stop

Verificagao

Verifique o nome da sessao de captura, o estado operacional e administrativo, o slot de interface
e o identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o numero de pacotes
capturados ¢é diferente de zero:

<#root>

>

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1

Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1



Port 1d: 18

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap
Pcapsi ze: 7704
Filter: capsw-1-18

Packet Capture Filter Info

Name: capsw-1-18
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Nesse caso, uma captura é criada na interface com um ID interno 18 que € a interface
in_data_uplink1 no Secure Firewall 3130. O comando show portmanager switch status no shell de
comando FXOS local-mgmt mostra os IDs da interface:

<#root>

>

connect fxos

firewall#

connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager



0/2
0/3
0/4
0/5
0/6
0/7
0/8
0/9
0/10
0/11
0/12
0/13
0/14
0/15
0/16
0/17

0/18

0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

Para acessar o FXOS no ASA, execute o comando connect fxos admin. No caso de
multicontexto, execute esse comando no contexto do administrador.

Coletar arquivos de captura
Execute as etapas na secgéo Coletar arquivos de captura do switch interno do firewall seguro.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura da
interface in_data_uplink1. Neste exemplo, a captura de pacotes no Secure Firewall 3100 é
analisada.

Verifique o ponto-chave - nesse caso, os pacotes ICMP echo request e echo reply séo

SGMII
SGMII
SGMII
SGMII
SGMII
SGMII
SGMII
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX

KR2

KR
KR
KR4
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a

Up

Up

Up
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Up
Up

Up
Up
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

50G

25G
25G
40G
n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a

Full
Full
Full
Half
Half
Half
Half
Full
Full
Full
Full
Full
Full
Full
Full
Full

Ful |

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

None

None
None
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A

Link-Up
Link-Up
Link-Up
Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Up

Li nk- Up

Link-Up
Link-Up
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset

capturados. Esses sao os pacotes enviados do aplicativo para o switch interno.



hiz, Tiene: .-I Source Destnation Frotogel baegth PR PTTL Info
- 12022-88- 685686 192.9.2.100 198.51.108.168 ICMP 182 |exadas (19859) 64 Echo (ping) request |id=@x@e3a, seq=33/8448, ttl=64 (repl
-« 2 2022-08- 685615 198.51.1080.180 192.0.2.180 1CHMP 182 ex6ede (27868) 64 Echo (ping) reply id=0x003a, seq=33/8448, ttl=64 (req.
3 2022-08- 684219 I 7P T L £ PN B L £ TCAP 07 waae Cho (PINE) request  id=8xee3a, seq=34/8784, ttl=64 (repl
4 2022-08- 689380 198.51.1680.180 192.8.2.180 ICMP 162 ex6dbz (28082) 64 Echo (ping) reply id=ax@83a, seq=34/8784, ttl=64 (req.
5 2022-08- 685736 192.9.2.100 198.51.108.168 1CHMP 182 oxdedc (20188) 64 Echo (ping) request id-0x@83a, seq=35/8960, ttl=64 (repl
6 2022-88- 698886 198.51.1089.180 192.9.2.180 1cHMP 162 ox6dbf (28095) 64 Echo (ping) reply id=axe83a, seq=35/8960, ttl=64 (req.
7 2022-08- 698737 192.9.2.100 198.51.108.168 ICMP 162 exafad (20269) 64 Echo (ping) request id=8x@83a, seq=36/9216, ttl=64 (repl
8 2022-08- 698744 198.51.180.180 192.0.2.180 1CHMP 182 ox6esn (28288) 64 Echo (ping) reply id=0x003a, seq=36/9216, ttl=64 (req.
9 2022-88- 692266 192.9.2.100 198.51.108.168 1cHMP 182 oxafbl (2e481) 64 Echo (ping) request id=@x@e3a, seq=37/9472, ttl=6a (repl
18 2022-08- 692272 198.51.1890.180 192.9.2.18@ 1CHMP 182 exceds (28373) 64 Echo (ping) reply id=ox083a, seq=37/9472, ttl=64 (req.
11 2022-08- 691159 192.9.2.100 158.51.108. 188 ICHMP 182 0x5008 (20488) 64 Echo (ping) request id-8x083a, seq=38/9728, ttl=64 (repl
12 2022-88- 691166 198.51.1689.180 192.8.2.180 1CMP 182 ex6fib (28475) 64 Echo (ping) reply id=axe83a, seqe=38/9728, ttl=64 (req.
13 2022-08- 692135 192.9.2.100 198.51.108.168 ICMP 182 @x5abE (20664) 64 Echo (ping) request id=0x@83a, seqe=39/9984, ttl=64 (repl
14 2022-98- 697209 198.51.180.180 192.0.2.180 ICMP 182 ex6fd7 (28631) 64 Echo (ping) reply id=0x083a, seq=39/9984, ttl=64 (req.
15 2022-88- 697320 192.9.2.100 198.51.108.168 ICMP 182 Bx5184 (2BE68) 64 Echo (ping) request id=8x@e3a, seqe=48/10248, ttl=6a (ref
16 2022-08- 697327 198.51.180.180 192.0.2.180 1CHMP 182 ox703e (28734) 64 Echo (ping) reply id=0x003a, seq-48/10248, ttl=64 (rec
17 2022-08- 698512 192.9.2.100 198.51.100.109 ICHMP 162 exs1de (2e952) 64 Echo (ping) request id=0x083a, seq=41/10496, ttl=64 (ref
18 2022-88- 698518 198.51.180.180 192.0.2.180 ICMP 162 ex7add (28893) 64 Echo (ping) reply id=9x@83a, seqe=41/18496, ttl=6a (rec
< >
Frame 1: 182 bytes on wire (#16 bits), 182 bytes captured {816 bits) @9 59 56 9d e7 S0 bc e7 12 34 92 15 6% 00 45 99 PV-P-: - -E-
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Sd:e?:58 (88:58:56:9d:e7:58) 90 54 4d 93 40 @0 40 01 @@ 13 0 80 02 64 o6 33 T™M-@@: -c--d-3
Internet Protocol Version 4, Src: 192.8.2.108, Dst: 158.51.108.100 0020 64 64 08 00 7f 15 R @0 21 30 3f fo 62 00 00 dd- - 19?-b--
Internet Control Message Protocol 90 00 8b 1a 05 00 00 00 00 80 10 11 12 12 14 15 R
16 17 18 19 1a 1b 1c 1d 1le 1f 20 21 22 23 24 25 1"ug%
26 27 2B 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35  &'()%+,- .fe123as
36 37 55 55 55 55 GTULLL

Explicacao

Quando uma captura de switch na interface de uplink é configurada, somente os pacotes
enviados do aplicativo para o switch interno sdo capturados. Os pacotes enviados ao aplicativo
nao sao capturados.

Esta tabela resume a tarefa:

Tarefa Ponto de F ltro Direcao |Trafego capturado
captura interno

Solicitagdes de eco ICMP do
host 192.0.2.100 para o host

Configurar e verificar uma
198.51.100.100

captura de pacote na Somente

. . in_data_uplink1|Nenhum N
interface de uplink entrada Respostas de eco ICMP do

in_data_uplink host 198.51.100.100 para o
host 192.0.2.100

* Diferentemente do 3100, o Secure Firewall 1200/4200 suporta capturas bidirecionais (entrada e
saida).

Tarefa 2

Use o FTD ou o ASA CLI para configurar e verificar uma captura de pacote na interface de uplink
in_mgmt_uplink1. Somente os pacotes de conexdes do plano de gerenciamento sao capturados.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:



Chassis
Internal Switch Security Module
FTD/ASA
Management
in_mgmt_uplink 1 IP address: 192.0.2.200
MGMT PC, | «
FMC ICMP echo-reply, @\
SSH, Sftunnel
Firewall seguro 4200:
Chassis
Internal Switch Security Module
FTD/ASA
@\ Management
in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC,
FMC ICMP echo-reply, Q
SSH, Situnnel
Configuracao

Execute estas etapas no ASA ou FTD CLI para configurar uma captura de pacote na interface
in_mgmt_uplink1:

1. Criar uma sessao de captura:

<#root>
>

capture capsw switch interface i n_nmgm _uplinkl

O Secure Firewall 4200 suporta direcionalidade de captura:

<#root>

> capture capsw switch interface in_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic



egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_ngnt_uplinkl direction both

2. Ative a sessao de captura:

<tfroot>

> no capture capsw switch stop

Verificagao

Verifique o nome da sessao de captura, o estado operacional e administrativo, o slot de interface
e o identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o numero de pacotes
capturados ¢é diferente de zero:

<#root>

> show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1



Port 1d: 19

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap
Pcapsi ze: 137248
Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

Nesse caso, uma captura é criada na interface com um ID interno 19, que € a interface
in_mgmt_uplink1 no Secure Firewall 3130. O comando show portmanager switch status no shell
de comando FXOS local-mgmt mostra os IDs da interface:

<#root>

>

connect fxos

firewall#

connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager



0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

Para acessar o FXOS no ASA, execute o comando connect fxos admin. No caso de
multicontexto, execute esse comando no contexto do administrador.

Coletar arquivos de captura
Execute as etapas na secgéo Coletar arquivos de captura do switch interno do firewall seguro.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura da
interface in_mgmt_uplink1. Neste exemplo, a captura de pacotes no Secure Firewall 3100 é
analisada.

Verifique o ponto-chave - nesse caso, somente os pacotes do endereco IP de gerenciamento
192.0.2.200 sdo mostrados. Exemplos sao pacotes SSH, Sftunnel ou ICMP echo reply. Esses séo
0s pacotes enviados da interface de gerenciamento de aplicativos para a rede através do switch



interno.

N, Tieme Somree Destirabon Protocnl Length 1] PTTL o "
196 2822-83-87 23:21:45.133362 192.8.2.204 192.8.2.181 TCP 1518 oxb7de (47956) 64 39181 » 8385 [ACK] Seq=61372 Ack=875 Win=1384 Len=1448 T%
197 2022-08-87 23:21:45.133385 | | 192.0.2.200 192.8.2.181 TCP 1518 axb7d1l (47857) 64 39181 + 8385 [ACK] Seq=62828 Ack=875 Win=1384 Len=1448 TS
198 2022-08-87 23:21:45.133388 192.8.2. 200 192.8.2.101 TLSVL. 2 098 axb7d2 (47858) 64 Application Data
199 2022-98-07 23:21:45,928772 192.9.2.200 192.0.2.100 IcHp 78 oxbdas (48456) 64 Echo (ping) reply id=exesal, seq=4539/47889, ttl-64
200 2022-98-87 23:21:45.949024 192.8.2. 200 192.8.2.181 TLSVL. 2 128 ax4a97 (19895) 64 Application Data
201 2022-08-87 23:21:45.049027 192.8.2. 200 192.8.2.181 TCP 78 Bx4ad8 (19896) 64 B385 + 58885 [ACK] 5eq=21997 Ack=26244 Win=4116 Len=@ TSy
202 2022-98-87 23:21:46.819895 192.8.2. 209 192.8.2.181 TLSVL. 2 180 axd4ade (19897) 64 Application Data
203 2022-98-87 23:21:46.819899 192.8.2. 200 192.8.2.181 TLSV1. 2 96 @xd4aga (19898) 64 application Data
284 2832-98-87 23:21:46.819993 192.8.2. 204 192.8.2.181 TCP e @x4ad%h (19099} 64 B305 + 58885 [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
285 2022-98-07 23:21:46.819996 192.8.2. 200 192.8.2.181 TCP 7@ axdagc (1916) 64 B3B5 + 58885 [ACK] Seqe=22853 Ack=26308 Win=4116 Len=@ TSy
206 2022-08-07 23:121:46.136415 192.8.2. 200 192.0.2.181 TP 70 axb7d3 (47859) 64 30181 + 8385 [ACK] Seq=65188 Ack=021 Win=1384 Len=@ TSval
207 2022-08-07 23:21:46.958148 192.8.2. 200 192.0.2.108 cme 78 axbdde (48542) 64 Echo (ping) reply id=@x@dal, seqe4540/48145, ttle64
208 2022-98-07 23:21:47.980409 192.8.2, 209 192.8.2.188 IcMe 78 axbdf2 (48626) 64 Echo (ping) reply ide@x@a@dl, soqed541/48481, ttlesd
209 F032-98-07 23:21:48.486312 192,83, 2, 204 192.8.2.181 ToP e @xdadd (19181) 64 B385 + SB8ES [ACK] Seqe=22053 Ack=26366 Win=4116 Lens=@ TSy
210 2022-98-07 L993236 192.8.2. 209 192.8.2.181 TLSv1. 2 747 @xdade (19162) 64 Application Data
211 2022-08-07 994386 192.0.2. 200 192.8.2.108 IcHp 78 axbeds (48712) 64 Echo (ping) reply ideaxpaol, seq=4542/48657, ttle64
212 2022-98-07 BOBSTE 192.0.2.208 192.0.2.108 e 8 @xbeat (48806) 64 Echo (ping) reply idegxponl, seqe4543/48913, ttle6d
213 2022-08-07 148167 192.8. 2, 2od 192.9.2.181 TCP 1518 axb7da (a7T06R) 64 39181 » 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=1448 T
214 2022-08-07 148171 192.8. 2, 2od 192.0.2.101 TCP 1518 axb7ds (47061) 64 39181 » 8385 [ACK] Seq=66636 Ack=921 Win=1384 Len=1448 TS
215 2022 -95-87 2148175 192.8,2, 20 192.9.2.101 TLSVL. 2 998 axb7de (47062) 64 Application Data
216 2022 -08-07 815884 192.8.2. 2od 192.9.2.108 ICMP 78 axbecl (48833) 64 Echo (ping) reply id=axeael, seq=4544/49169, ttl=64
217 2022-08-07 .142842 192.0.2. 208 192.0.2.101 TCP e axb7d7 (47063) 64 39181 » 8305 [ACK] Seq=69004 Ack=967 Win=1334 Len=0 TSval
218 2022 -05-087 838118 192.9.2. 2od 192.9.2.108 ICHMP 78 axbfez (48898) 64 Echo (ping) reply id=oxeael, seq=4545/49425, ttl=64
219 2022 -08-07 { LB42744 192.8.2. 2od 192.0.2.108 IcMP 78 axbfse (48985) &4 Echo (ping) reply id=0xea0l, seq=4546/49681, ttl=64
220 2022-08-07 23: 873144 192.0.2. 200 192.0.2.108 SSH i7a axadid (44340) 64 Server: Encrypted packet (len=112)

221 1022-08-87 23: - 194996 192.8.2. 700 192.9.2.108 TCP 64 @xad3s (44341) 64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@
222 2022-08-87 23: ~D@5488 192.8.2.200 192.9.2.101 TLSw1.2 747 oxdasf (19103) 64 application Data
223 2022-908-97 192899 192.9.2. 200 192.9.2.100 ICMP 78 axbfe3 (48995) 64 Echo (ping) reply id=exe0al, seq=4547/49937, ttl=64
224 2022-908-07 LOB3I6TS 192.8.2. 200 192.8.2.101 TP 70 @x4aa0 (19184) 64 8305 + 58885 [ACK] Seq=23407 Ack=26424 Win=4116 Len=8 TS\
AIE AT AS AT ATETOL AT A % WA A% A 7 AAn TN L] AvhE-a fannond £d CErha Fainsahy manle i A—Aennnt rran—ACAG IERAND ++l_za
< >
Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits) ad 53 @e 11 38 2a bc e7 12 34 9a 00 93 00 45 80 G B%.. fe-coF =
Ethernet II, Src: Cisco_34:03:80 (bc:e7:12:34:9a:88), Dst: Cisco 11:38:2a (ad:53:0e:11:38:2a) 92 d9 4a 3d 48 00 40 86 68 ba O 0P A2 cB cO @@ - I=@@ h ...
Internet Protocol Version 4, Src: 192.6.2.288, Dst: 192.6.2.181 ©2 65 30 71 €6 85 67 1b 2a c5 db e3 6b dd4 @8 18 .e qg "0k
Transmission Control Protocol, Src Port: 2385, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677 ;: ;j :1’; ;; Zg :g :; g; z: g‘: :: :2 3: ;; i; :fz_ J\. - w
L 07 40 75 19 a4 d5 df 63 d3 fe 66 Se 9b cc 8d 2f  Bu----d - f-
92 b2 1a 64 e7 20 36 03 Be 48 02 Sa Fc 65 30 dd - --d HE|-@

fa c@ a8 56 bs ad a7 7e 19 3a cl 9c 4b 57 de ed

be ef 95 22 84 c¢1 c1 9d 9f 24 78 b4 15 1c 44 @e e v X
ea ch 43 9e 1f fd a7 70 75 e5 6b a4 3 b ee 47 Coocop wko kG
286 73 8f bl €1 bS c6 57 €3 a8 46 02 cb 26 b7 .5 ---- W -F- &
5bc7e3es 54 ficl ff 26dyareastadzeee [T - & -
16 fd cb f5 a4f 91 98 Se 86 15 17 55 68 6f 5d &4 0~ uho]

Explicacao

Quando uma captura de switch na interface de uplink de gerenciamento é configurada, somente
os pacotes de entrada enviados da interface de gerenciamento de aplicativos sdo capturados. Os
pacotes destinados a interface de gerenciamento de aplicativos ndo sao capturados.

Esta tabela resume a tarefa:

Pont Filt L. ,
Tarefa onto de ) Hro Direcao Trafego capturado
captura interno

Respostas de eco ICMP do
endereco IP de
gerenciamento FTD

Configurar e Somente entrada* 192.0.2.200 para o host
verificar uma 192.0.2.100

captura de . . (da interface de
pacotes na in_mgmt_uplink1|Nenhum gerenciamento &
interface de uplink rede através do
de gerenciamento switch interno)

Sftunnel do endereco IP de
gerenciamento do FTD
192.0.2.200 para o enderego
IP do FMC 192.0.2.101

SSH do endereco IP de
gerenciamento FTD




192.0.2.200 para o host
192.0.2.100

* Diferentemente do 3100, o Secure Firewall 1200/4200 suporta capturas bidirecionais (entrada e

saida).

Filtros de captura de pacotes

Os filtros de captura de pacote do switch interno sado configurados da mesma maneira que as
capturas de plano de dados. Use as opgoes ethernet-type e match para configurar filtros.

Configuragao

Execute estas etapas no ASA ou FTD CLI para configurar uma captura de pacote com um filtro
que corresponda a quadros ARP ou pacotes ICMP do host 198.51.100.100 na interface

Ethernet1/1:

1. Verifique 0 nome se:

<tfroot>
>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. Crie uma sessao de captura para ARP ou ICMP:

<{froot>
>

capture capsw switch interface inside ethernet-type arp

<{froot>

> capture capsw switch interface inside match icnp 198.51. 100. 100




Verificagao

Verifigue o0 nome da sesséo de captura e o filtro. O valor Ethertype é 2054 em decimal e 0x0806
em hexadecimal:

<ffroot>

>

show capture capsw det ai

Packet Capture info

Nane: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0



Et her t ype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

Esta é a verificacao do filtro para ICMP. O protocolo IP 1 é o ICMP:

<tfroot>
>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Name: capsw 1-1

Pr ot ocol : 1



Ivlan: 0
Ovlan: 0
Src |Ip: 198. 51. 100. 100

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

Captura de pacotes nas interfaces da porta do switch L2

As portas do switch encaminham o trafego na Camada 2, usando a fungcéo de switching no
hardware. As portas de switch na mesma VLAN podem se comunicar entre si usando switching
de hardware, e o trafego nao esta sujeito a politica de segurancga de defesa contra ameacgas. As
portas de acesso aceitam apenas trafego ndo marcado e vocé pode atribui-las a uma unica
VLAN. As portas de tronco aceitam trafego ndo marcado e marcado e podem pertencer a mais de
uma VLAN. Por padréo, Ethernet 1/2 a 1/8 (1210) ou Ethernet 1/2 a 1/10 (1220) sdo configuradas
como portas de switch de acesso na VLAN 1. Nao € possivel configurar a interface de
gerenciamento como uma porta de switch.

Tarefa 1

Use o FTD ou o ASA CLI para configurar e verificar uma captura de pacotes nas subinterfaces
Ethernet1/1 ou Ethernet1/2. Ambas as interfaces sao interfaces de switch atribuidas a VLAN 10.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 1200:



Chassis
Internal Switch Security Module
FTD/ASA

192.0.2.100 Uplink

0} NYTIA

192.0.2.200 ICMP QC"IU"'!’QD’V

li Eth
v

Configuragcao

Execute estas etapas no ASA ou FTD CLI para configurar uma captura de pacote na interface
Ethernet1/2 ou Ethernet1/3:

1. Verifique as portas dos switches L2:

<ttroot>
>

show switch vl an

VLAN Name Status Ports

1 - down E1/4, E1/5, E1/6, E1/7
E1/8

10 VLAN-10 up E1/2, E1/3

2. Crie uma sessao de capturas, o 1200 suporta direcionalidade de captura:

<{froot>
>

capture capsw switch interface switchport 2 direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

>

capture capsw switch interface switchport 2 direction both



~ Note: Embora a porta esteja rotulada como Ethernet1/2, ao executar uma captura de switch
de Camada 2, vocé nao pode especifica-la no formato Ethernet1/2. Em vez disso, use
switchport 2.

3. Ativar a sessao de captura

<#root>

>

no capture capsw switch stop

Verificagao

Verifique o nome da sessao de captura, o estado operacional e administrativo, o slot de interface
e o identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o numero de pacotes
capturados ¢é diferente de zero:

<tfroot>
>

show capture capsw det ai |

Packet Capture info

Name:
capsw
Session: 2
Admin State: enabled
Oper State: up
Oper State Reason:
Active
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 2

Pcapfile: /mnt/disk0/packet-capture/sess-2-capsw-ethernet-1-2-0.pcap
Pcapsize: 24

Direction: both



Filter: capsw-1-2

Packet Capture Filter Info

Name: capsw-1-2
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: HH

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

Devido ao defeito CSCwg55508
, 0 tamanho e a contagem de pacotes nao sao atualizados na saida dos comandos show capture
para capturas de switch no Secure Firewall 1200. Como solugao alternativa, isso pode ser
verificado no shell de comando FXOS local-mgmt através do comando show portmanager switch
pktcap-rules hardware:



https://tools.cisco.com/bugsearch/bug/CSCwq55508

<#root>
Firewal1-1200(Tocal-mgmt)#

show portmanager switch pktcap-rul es hardware

Hardware DB rule: 1 /

Direction: egress

HwIndex= 8196
Ruleld= 6144
CounterIndex= 10

Packet Count = 38

Slot= 1

Interface= 2

Protocol= 0
EthertypeAtL20ffset= 0x0000
EtherTypeAtL30ffset= 0x0000
Ivlian= 0

Ovlan= 0

FlowId= 0
SrcEport= 0
TrgEport= 0
SrcId= 0
TcpUdpSrcPort= 0
TcpUdpDstPort= 0
SrcIpAddr= 0.0.0.
DstIpAddr= 0.0.0.
SrcIpv6Addr= ::
DestIpv6Addr= ::
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

0
0

Hardware DB rule: 2 /

Direction: ingress

HwIndex= 4104
RuleId= 5120
CounterIndex= 0

Packet Count = 37

Slot= 1

Interface= 2

Protocol= 0
EthertypeAtL20ffset= 0x0000
EtherTypeAtL30ffset= 0x0000
Ivlian= 0

Ovlan= 0

FlowId= 0

SrcEport= 0

TrgEport= 0

SrcId= 0

TcpUdpSrcPort= 0
TcpUdpDstPort= 0

SrcIpAddr= 0.0.0.0



DstIpAddr= 0.0.0.0
SrcIpv6Addr= ::

DestIpv6Addr= ::

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

Para acessar o FXOS no ASA, execute o comando connect fxos admin. No caso de
multicontexto, execute o comando no contexto do administrador.

Coletar arquivos de captura
Execute as etapas na secgéo Coletar arquivos de captura do switch interno do firewall seguro.
Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura para a
interface Ethernet 1/2 do switch L2. Neste exemplo, a captura de pacotes no Secure Firewall 1210
é analisada.

Verifique o ponto-chave - nesse caso, os pacotes ICMP echo request e echo reply séo
capturados.

No. Time Delta °| |Source Destination Protocol Length ICMP Type ICMP Code TTL Info
1 &.000080 9.002008 192.0.2.108 192.8.2.208 ICMP 182 8 (] 64 Echo (ping) request |id-8x@@18,
2 9.000022 ©.000022)192.0.2.200 192.9.2.10@ ICHP 182 [:] ] 64 Eche (ping) reply id=8xee1s,
3 1.923989 1.023887 192.0.2.100 07 0.2.708 TCHP 167 LS ] G4 Echo (ping) request id=@x0018,
4 1.823914 9.002085 192.0.2.208 192.8.2.188 ICHMP 182 (-] (-] 64 Echo (ping) reply id=0x0e18,
5 2.045287 1.921203 192.0.2.100 192.9.2.209 ICHp le2 8 L=} 64 Echo (ping) request id=8x0018,
6 2.845217 @.000818 192.0.2.208 192.8.2.188 ICMP 12 a a 64 Eche (ping) reply id=0x0e18,
7 3.870763 1.825546 192.8.2.180 192.8.2.208 ICHP 182 8 (] 64 Echo (ping) request id=@x@e1s,
8 3.97e778 ©.000007 152.0.2.200 192.0.2.108 ICHP 182 [:] (] &4 Eche (ping) reply id=8x00818,
9 4.894395 1.823625 192.8.2.100 192.08.2.2088 ICHP 182 B8 a 64 Echo (ping) request id=8x0018,
18 4.834481 0.002006 192.0.2.208 192.08.2.180 ICHP lez (-} a 64 Echo (ping) reply id=8x0018,
11 5.1232298 1.827897 192.6.2.100 192.8.2.288 ICMP 162 8 [:] 64 Echo (ping) request id=0xB818,
12 5.122313  9.000015 192.0.2.200 192.0.2.100 1CMP 182 [} [:} 64 Eche (ping) reply id=0x0018,
13 6.142932 1.820619 192.0.2.180 192.08.2.209 ICHP 182 8 (-} 64 Echo (ping) request id=8x@8018,
14 6.142941 9.0020889 192.0.2.208 192.8.2.188 ICMP 182 (:] a 64 Eche (ping) reply id=0x0e18,
15 7.168917 1.825976 192.8.2.100 192.8.2.288 ICMP le2 8 a 64 Echo (ping) request id=8x@e18,
16 7.168933 9.000016 192.09.2.200 192.0.2.189 ICHMP l1e2 -} -} 64 Eche (ping) reply id=8x0018,
17 8.152825 1.823892 152.0.2.100 192.8.2.208 ICMP 182 8 (] 64 Eche (ping) request id=@x0e18,
18 8.192848 9.002815 192.0.2.208 192.8.2.188 ICMP 182 (] (] 64 Eche (ping) reply id=0x0018,
Explicacao

Esses pacotes nunca sao encaminhados para o aplicativo (FTD/ASA) porque ambos os hosts
estao conectados as portas do switch de Camada 2 dentro da mesma VLAN.

Esta tabela resume a tarefa:

P Fil
Tarefa onto de . tro Diregao|Trafego capturado
captura interno

Configurar e verificar uma captura Solicitagdes de eco ICMP do
de pacotes na interface Ethernet1/2|Ethernet1/2 [Nenhum [ambos |host 192.0.2.200 para o host
da porta do switch L2 192.0.2.100




Respostas de eco ICMP do
host 192.0.2.100 para o host
192.0.2.200

Captura de pacotes em chassis de varias instancias

A captura de pacote de switch nas plataformas 3100/4200 no modo de implantagao de varias
instancias difere das capturas de switch no modo nativo. No modo de varias instancias, o
comando capture <name> switch ndo esta disponivel nas instancias de FTD. Em vez disso, as
capturas de pacotes precisam ser configuradas usando a CLI FXOS no chassi, semelhante ao
processo para as plataformas 4100/9300, usando o comando scope packet-capture.

Tarefa 1

Use a CLI FXOS no chassi de varias instancias para configurar e verificar uma captura de pacote
de switch na interface Ethernet1/5.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:

Multi-Instance Chassis
Internal Switch Security Module

FTD

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Uplink

v

outside

Secure Firewall 4200 com capturas bidirecionais:




Multi-Instance Chassis

Internal Switch

Security Module

FTD

- -

192.0.2.100

Uplink

@ ICMP echo-reply

198.51.100.100

outside

Configuracao

CLI FXOS

Execute estas etapas na CLI FXOS do chassi para configurar uma captura de pacote na interface

Ethernet1/5:

1. Identificar o tipo de aplicagao e o identificador:

<#root>
firepower-3120 #

Scope ssa

firepower-3120 /ssa #

show app-i nstance

Slot ID Admin State

Operational State

Running Versi

AppTlication Name Identifier
ftd
ftdl
1 Enabled

2. Crie uma sessao de captura:

<#root>
firepower-3120#

scope packet-capture

Online

7.7.0.89

7.7.0.89

Contai



firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/5

firepower-3120 /packet-capture/session/phy-port* #

set app ftd

firepower-3120 /packet-capture/session/phy-port* #

set app-instance ftdl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #

conmi t - buf fer

firepower-3120 /packet-capture/session #

Firewall seguro 4200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/5

firepower-4245 /packet-capture/session/phy-port* #

set app ftd

firepower-4245 /packet-capture/session/phy-port* #

set app-instance ftdl



firepower-4245 /packet-capture/session/phy-port* #

set direction both

firepower-4245 /packet-capture/session/phy-port* #

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

conmi t - buffer

firepower-4245 /packet-capture/session #

Verificagao
CLI FXOS

Verifique os detalhes da captura na captura de pacote de escopo. Especificamente, verifique o
nome da sessao de captura, o estado operacional e administrativo, o slot da interface e o
identificador. Verifique se o valor de Pcapsize em bytes aumenta e se 0 numero de pacotes
capturados ¢é diferente de zero:

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

show sessi on capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes



Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count: 420

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 5
Pcapfile: /workspace/packet-capture/sess-1-capl-ethernet-1-5-0.pcap

Pcapsi ze: 49128 bytes

Filter:
Sub Interface: 0
Application Instance:

ftdl

AppTlication Name:

ftd

Direction: Ingress
Drop: Disable

Firewall seguro 4200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active



Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count: 95

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 5
Pcapfile: /workspace/packet-capture/sess-1-capl-ethernet-1-5-0.pcap

Pcapsi ze: 11050 bytes

Filter:
Sub Interface: 0
AppTlication Instance:

ftdl

AppTlication Name:

ftd

Direction: Both

Drop: Disable

Coletar arquivos de captura

Execute as etapas de CLI FXOS na sec¢ao Coletar arquivos de captura do switch interno
Firepower 4100/9300.

Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura para
Ethernet1/5. Neste exemplo, a captura de pacotes no Secure Firewall 3100 é analisada.
Selecione o primeiro pacote e verifique os pontos principais:

1. Somente os pacotes ICMP de solicitagao de eco sdo capturados.
2. O cabecalho do pacote original esta sem a marca VLAN.



» Internet Control Message Protocol

> Frame 1: 102 bytes on wire (816 bits), 102 bytes captured (816 bits)
» Ethernet II, Src: VMware 88:3e:02 (@0:50:56:88:3e:02), Dst: aZ:11:84:00:00:08 (a2:11:04:00:00:08)
3 Internet Protocol Version 4, Src: 152.0.2.100, Dst: 198.51.1080. 100

2

No. Time Delta 1 Source Destination Protogol Length ICMP Type ICMP Code T Infa

1) B Beaaas 8. 192.9.2.180 156.51.188. 188 ICMP 182 8 [] 64 Echo (ping) request | ids@x@did,
2 1.029495 1.025095 192.0.2.100 198.51. 1060, 100 {1 162 8 a &4 Echo (ping) request id=8x00ld,
3 2.047368 1.018265 192.9.2.100 198.51.100, 109 ICHP ie2 8 a 64 Echo (ping) request ide@xddid,
4 3.874748 1.027388 192.9.2.100 196.51.100.168  ICMP 182 8 a 64 Echo (ping) request id=6xeeld,
5 4.893790 1.9159042 192.9.2.100 198.51.100.100  ICMP 182 8 ] 64 Echo (ping) request ideBx01d,
6 5.120831 1.027641 192.9.2.100 196.51.100.168  ICMP 162 8 @ 64 Echo (ping) request id=exeeld,
7 6.149745 1.8285914 192.9.2.100 158.51.108. 1080 ICMP 182 8 a 64 Echo (ping) request ide8x@dld,
8 7.165826 1.016681 192.9.2.108 198.51.100.108  ICMP 182 8 a 64 Echo (ping) request id-8x001d,
9 B.193225 1.027399 192.90.2.100 196,51, 100, 100 ICHP 162 8 a 64 Echo (ping) request ide@xddid,
18 %.212156 1.918931 192.9.2.100 196.51.100.168  ICMP 182 8 a 64 Echo (ping) request id=exeeld,
11 18, 242986 1.930830 192.90.2.100 158.51.108. 184 ICMP 182 8 a &4 Echo (ping) request id=0x00ld,
12 11.260608 1.817614 192.8.2.188 196.51.180. 180 ICMP 162 8 a 64 Echo (ping) request id=6x001d,
13 12.289582 1.8285982 192.9.2.100 158.51.108. 184 ICMP 182 8 a 64 Echo (ping) request id=@@dld,
14 13.315929 1.026347 192.9.2.100 198.51.100.168  ICMP 182 8 a 64 Eche (ping) request id-9x00ld,
15 14,332291 1.016362 192.0.2.100 198.51.100,100 ICHP 182 8 ] &4 Echo (ping) request id=@x@dld,
16 15.362416 1.838125 192.9.2.10@ 198.51.100.168  ICMP 182 8 a 64 Eche (ping) request id=exeeld,
17 16.388558 1.826182 192.9.2.100 158.51.100, 184 ICMP 182 8 a &4 Echo (ping) request id=9x00ld,
18 17.405068 1.016462 192.9.2.100 196.51.100.168  ICMP 182 8 ]

64 Echo (ping) request id=6x@01d,

2000 a2 11 o4 00 00 0 LI o6 e 02 o5 ¢
00 54 @1 2¢ 49 B9 40 81 4c 81 <0 09 02 o
64 64 0B B0 60 25 00 1d ©7 ad da Te Bc §
00 00 Sc 5f Oc 00 00 00 00 00 10 11 12
16 17 12 19 1a 1b 1c 1d 1 1f 20 21 22 §
26 27 28 29 2a 2b 2c 2d 2o 2f 30 31 32
36 37 55 55 55 5§

Explicacao

As capturas do switch sao configuradas na interface Ethernet1/5.

Esta tabela resume a tarefa:

interface Ethernet1/5

Tarefa Ponto de !:lltro Direcao Trafego capturado

captura interno
Configurar e verificar uma Somente Solicitacdes de eco ICMP do
captura de pacote na Ethernet1/5 [Nenhum entrada’* host 192.0.2.100 para o host

198.51.100.100

* Ao contrario do 3100, o Secure Firewall 4200 suporta capturas bidirecionais (entrada e saida).

Tarefa 2

Use a CLI FXOS no chassi de varias instancias para configurar e verificar uma captura de pacote
de switch em interfaces de uplink de dados.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:




Multi-Instance Chassis

Internal Switch

Security Module

- -

192.0.2,100

198.51.100.100

Firewall seguro 4200:

FTD
Uplink
@ ICMP echo-reply
Multi-Instance Chassis
Internal Switch Security Module
FTD

192.0.2.100

Uplink

@ ICMP echo-reply

198.51.100.100

Configuracao

CLI FXOS

Execute estas etapas na CLI FXOS do chassi para configurar uma captura de pacote nas

interfaces de uplink de dados:

1. Identificar o tipo de aplicativo e o identificador:

<#root>
firepower-3120 /ssa #

show app-i nstance

AppTlication Name Identifier

ftdl

Slot ID Admin State

Operational State

Running Versi



1 Enabled Online 7.7.0.89 7.7.0.89 Contai

2. Crie uma sessao de captura:

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/18

firepower-3120 /packet-capture/session/phy-port* #

set app ftd

firepower-3120 /packet-capture/session/phy-port* #

set app-instance ftdl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #

commi t-buffer

firepower-3120 /packet-capture/session #

% Note: Diferentemente da implantagao nativa, no modo de varias instancias, use o numero da
porta em vez do nome da interface. Consulte a tabela na secao Visdo Geral de Alto Nivel da
Arquitetura do Sistema para verificar o mapeamento da porta do switch interno.

Firewall seguro 4200:

<ffroot>

firepower-4245#



scope packet-capture

firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/11

firepower-4245 /packet-capture/session/phy-port*

set app ftd

firepower-4245 /packet-capture/session/phy-port*

set app-instance ftdl

firepower-4245 /packet-capture/session/phy-port*

set direction both

firepower-4245 /packet-capture/session/phy-port*

up

firepower-4245 /packet-capture/session* #

create phy-port Ethl/12

firepower-4245 /packet-capture/session/phy-port*

set app ftd

firepower-4245 /packet-capture/session/phy-port*

set app-instance ftdl

firepower-4245 /packet-capture/session/phy-port*

set direction both

firepower-4245 /packet-capture/session/phy-port*

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

comm t-buffer

firepower-4245 /packet-capture/session #



Verificagao
CLI FXOS

Verifique os detalhes da captura na captura de pacote de escopo. Especificamente, verifique o
nome da sessao de captura, o estado operacional e administrativo, o slot da interface e o
identificador. Verifique se o valor de Pcapsize em bytes aumenta e se o0 numero de pacotes
capturados ¢é diferente de zero:

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count: 171

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 18
Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplinkl.pcap

Pcapsi ze: 19932 bytes

Filter:
Sub Interface: 0



AppTlication Instance:

ftdl

AppTlication Name:

ftd

Direction:

I ngress

Drop: Disable

Firewall seguro 4200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: O

Packet Count: 70

Physical ports involved in Packet Capture:
Slot Id:



Port Id:

11
Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplinkl.pcap
Pcapsi ze: 8320 hytes

Filter:

Sub Interface: 0
Application Instance: ftdl
AppTlication Name: ftd

D

irection: Both

Drop: Disable

Slot Id:

Port Id:

12
Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplink2.pcap
Pcapsi ze: 172 bytes

Filter:

Sub Interface: 0
Application Instance: ftdl
AppTlication Name: ftd

Direction: Both

Drop: Disable

Coletar arquivos de captura

Execute as etapas FXOS CLI na secao Coletar arquivos de captura do switch interno Firepower
4100/9300.

Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura da
interface in_data_uplink1. Neste exemplo, a captura de pacotes no Secure Firewall 3100 é
analisada.



Verifique o ponto-chave - nesse caso, os pacotes ICMP echo request e echo reply séo
capturados. Esses sao os pacotes enviados do aplicativo para o switch interno.

Mo. Time Delta | ]Sourﬂ: Destination Protocol Length ICMP Type ICMP Code TTL Info
2 8.531209 0.531209]192.6.2. 108 1598.51.100. 188 IcHe 182 & @ 64 Echo (ping) request | id=0x0021,
3 9.531212 0. 000003 195.51.100.100  192.9.2.100 ICHP 102 @ 2 64 Echo (ping) reply |id=exe021,
4 1.554198 1.022986 152.0.4. 100 158,51, 100, 180 ICHP 10 & L] Gd Echo (ping) request id=@x@e2l,
5 1.554282 0.000004 198.51.100.100  192.9.2.100 cHp 102 a ] 64 Echo (ping) reply  id=0x0021,
7 2.580952 0. 501950 192.0.2.100 198.51.100.100 IEHP 162 & ] 64 Echo (ping) request id=8x0@21,
8 2.580952 0.000010 195.51.100.100  192.8.2.100 IcHp 102 a ] 64 Echo (ping) reply  id=0x0021,
11 3.603348 B, 825013 192.06.2. 100 198.51.100. 188 H{a 182 ] a &4 Echo (ping) requ idwBod21,
12 3.603354 0. 000006 195.51.100.100  192.9.2.100 ICHP 102 [ ] 64 Echo (ping) reply d=0u0021,
13 4.625531 1.822177 192.9.2.100 198.51.100.100  ICMP 102 B ] 64 Echo (ping) request idedx@@2i,
14 4.625536 0. 000005 198.51.100.100  192.9.2.100 1cHp 182 @ @ 64 Echo (ping) reply  id-0x0021,
15 5.653220 1.0827684 192.0.2.100 198.51.100.100  ICMP 102 & ] 64 Echo (ping) request idedx0821,
16 5.653224 9.000004 198.51.100.100  192.9.2.100 cHp 102 [} ] 64 Echo (ping) reply  id=0x0021,
17 6.677315 1.024091 192.0.2.100 198.51,100.100  ICHP 102 & ] 84 Echo (ping) requ d=80021,
18 6.677319 0. 000004 195.51.100.100  192.9.2.100 ICHP 102 [} ] 64 Echo (ping) reply  id=ox0021,
20 7.698995 8.920534 192.0.2.100 198.51.100.100  ICMP 102 E ] 64 Echo (ping) request id=@x0021,
21 7.655000 0. 000005 195.51.100.100  192.9.2.100 IcMP 182 @ @ 64 Echo (ping) reply  id=6x0921,
22 8.722873 1.023879 192.0.2.100 198.51.100.1080  ICMP 102 & ] 64 Echo (ping) request idedx@821,
23 8.722886 0.000007 198.51.100.100  192.9.2.100 (e ] 102 a ] 64 Echa (ping) reply id=0x0021,

> Frame 2: 102 bytes on wire (B16 bits), 182 bytes captured (B16 bits) 00 50 56 88 71 44 a2 S¢ €2 00 00 01 08 of

» Ethernet IT, Src: a2:8e:03:00:00:01 (a2:8¢:03:00:00:01), Dst: VMware 88:71:44 (00:50:56:88:71:44) :‘: ’!: :; ;: :? ‘:: ;: ‘)‘1 :; "'3 ;: :“ ';’ :

» Internet Protocol Version 4, Sre: 192.0.2.100, Dst: 198.51.100.100 il oo 00 &7 62 92 B0 @ b0 - S

» Internet Control Message Protocol N

AR50 2d 2e 3f 38 31 32 3
woc0  ELRER 55 55 55 55

Explicacao

Quando uma captura de switch na interface de uplink é configurada, somente os pacotes
enviados do aplicativo para o switch interno sdo capturados. Os pacotes enviados ao aplicativo
nao sao capturados.

Esta tabela resume a tarefa:

Pont Filt
Tarefa onto de . o Direcao |Trafego capturado
captura interno

Solicitacoes de eco ICMP do
host 192.0.2.100 para o host

Configurar e verificar uma Somente 198.51.100.100

captura de pacote na interface|in_data_uplink1 [Nenhum entrada*
de uplink in_data_uplink1 Respostas de eco ICMP do

host 198.51.100.100 para o
host 192.0.2.100

* Ao contrario do 3100, o Secure Firewall 4200 suporta capturas bidirecionais (entrada e saida).
Tarefa 3

Use a CLI FXOS no chassi de varias instancias para configurar e verificar uma captura de pacote
de switch na interface de gerenciamento, capturando o trafego sftunnel entre o chassi e o FMC.

Topologia, fluxo de pacotes e pontos de captura

Firewall seguro 3100:



Multi-Instance Chassis

Internal Switch Security Module
Q
=
o
8
FMC -
S SE
_‘g Sftunnel in_mgmt_uplink1 S 3
— '\J%
192.0.2.100 < 3
%

Secure Firewall 4200 com capturas bidirecionais:

Multi-Instance Chassis
Internal Switch Security Module

9]
=
2
FMC &
== SE
_‘é Sftunnel in_mgmt_uplink1 Sg
— o @
192.0.2.100 * 5
s

Configuragao

CLI FXOS

Execute as seguintes etapas na CLI FXOS do chassi para configurar uma captura de pacote para
o trafego sftunnel na interface de gerenciamento.

1. Crie um filtro de captura de pacotes para capturar somente o trafego TCP (numero de protocolo
6).

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create filter filterl

firepower-4245 /packet-capture/filter* #

set protocol 6



firepower-4245 /packet-capture/filter* #

commi t - buf fer

firepower-4245 /packet-capture/filter #

up

firepower-4245 /packet-capture #

%4 Note: Embora o Secure Firewall 4200 suporte capturas de switch bidirecionais, devido ao

bug CSCwqg64141
, hao é possivel criar filtros de captura de switch especificos com condi¢des de
correspondéncia que capturam o trafego em ambas as diregbes. Portanto, o filtro nessa
tarefa é configurado para corresponder a todo o trafego TCP, permitindo a captura do
trafego sftunnel em ambas as diregdes no Secure Firewall 4200.

2. Crie uma sessao de captura para a interface de gerenciamento. De acordo com a tabela na
secao Visao Geral de Alto Nivel da Arquitetura do Sistema, a porta de gerenciamento no Firewall
Seguro 3100 é mapeada para a porta de switch interna Eth1/17:


https://tools.cisco.com/bugsearch/bug/CSCwq64141

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/17

firepower-3120 /packet-capture/session/phy-port* #

set filter filterl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #

up

firepower-3120 /packet-capture* #

commi t-buffer

firepower-3120 /packet-capture #

A porta de gerenciamento 1 no Secure Firewall 4200 é mapeada para a porta interna do switch
Eth1/9:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/9



firepower-4245 /packet-capture/session/phy-port* #

set direction both

firepower-4245 /packet-capture/session/phy-port* #

set filter filterl

firepower-4245 /packet-capture/session/phy-port* #

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

conmi t - buffer

Verificacao
CLI FXOS

Verifique os detalhes da captura na captura de pacote de escopo. Especificamente, verifique o
nome da sessao de captura, o estado administrativo e operacional, o slot da interface, o filtro e o
identificador. Verifique se o valor de Pcapsize em bytes aumenta e se 0 numero de pacotes
capturados é diferente de zero:

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes



Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count:

694

Physical ports involved in Packet Capture:

Slot Id:
1

Port Id:
17

Pcapfile:

/ wor kspace/ packet - capt ur e/ sess- 1- capl- nranagenent - 1- 1. pcap

Pcapsize:

81093 hytes

Filter:

filterl

Sub Interface: 0
AppTlication Instance:
AppTlication Name:
Direction:

I ngress

Drop: Disable

Firewall seguro 4200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

show session capl

SSP Traffic Monitoring Session:



Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count:

222

Physical ports involved in Packet Capture:

Slot Id:
1

Port Id:
9

Pcapfile:

/ wor kspace/ packet - capt ur e/ sess- 1- capl- mranagenent - 1- 1. pcap

Pcapsize:

40180 bytes

Filter: filterl

Sub Interface: 0
AppTlication Instance:
AppTlication Name:
Direction:

Bot h

Drop: Disable

Coletar arquivos de captura

Execute as etapas de CLI FXOS na sec¢ao Coletar arquivos de captura do switch interno
Firepower 4100/9300.



Capturar analise de arquivo

Use um aplicativo leitor de arquivo de captura de pacote para abrir os arquivos de captura para a
interface de gerenciamento. Neste exemplo, a captura de pacotes no Secure Firewall 4200 &
analisada. Verifique os pontos principais:

1. E necessario um filtro para limpar a captura e exibir somente o trafego sftunnel.
2. O trafego sftunnel é capturado em ambas as diregdes.

Application Data
Application Data

M| ip-acicr = = 192.0.2.2 &k tep.pont == 5305 | 4
=
M, Tirme Delhta Sourge Destination Protocol Length  Source Port  Destination Pent  Info
11 3.763383 1.237569/192.9.2.2 192.9.2.108 TLSwl. 2 112 8305 Apaal
16 3.771452 o.oe001192.9.2. 100 162.0.2.2 TLSw1. 2 112 40401 8305
17 3.773453 0.000001 192.9.2.2 192.9.2.100 ToP o B0 Al
18 3.773454 0.000001 192.9.2.2 192.9.2.100 TLSWA. 2 112 B395 A8481
19 3.8063628 ©.630174 192.0.2.108 152.8.2.2 =3 78 48401 8365
X 3.803539 B.060002 192.9.2.100 192.0.2.2 TLSwE. 2 112 40401 B305
24 3,853924 0000002 192.8.2.100 132.0.2.2 TR 78 dpdil BI85
26 3. 874044 B.000002 192.8.2.2 152.8.2.108 Tor o glas 4401
27 4.035768 0161724 192.0.2.2 192.0.2.109 TLSwl. 2 1317 B35 48491
28 4,0876876 ©.940388 192.9.2.100 192.0.2.2 =3 78 48401 8305
79 4876879 ©.000003 192.9.2.100 192.0.2.2 TLSW. 2 104 40401 8305
30 4.076081 0000002 192.9.2.2 192.9.2.100 TP 70 8305 A1
41 9.759022 2.226272 192.8.2.2 192.9.2.109 TLSv1.2 112 8305 55953
42 9.779138 0.020116 192.9.2.100 162.0.2.2 TLSv. 2 112 55953 8305
43 9.779140 0000002 192.9.2.2 192.0.2.109 Top 70 EI0S 55953
44 9, 779141 ©.000001 192.9.2.2 192.9.2.100 TLSWA. 2 112 B395 55953
45 5.759355 ©.626114 152.9.2.108 152.8.2.2 =3 78 55353 8385
46 9.799256 0000001 192.9.2.108 192.0.2.2 TLSwl. 2 112 55953 B3OS
47 9,839497 B.040241 192.9.2.2 192.2.2.109 ToP T IS 55953
48 9859627 ©.020130 192.9.2.100 192.0.2.2 TP 78 55953 8305
59 19. 770764 0.010954 192.9.2.2 152.0.2.109 TLSwl. 2 112 B35 adda1
78 19.770765 ©.000601 192.9.2.100 192.9.2.2 TLSW. 2 112 40401 8305
71 19.770765 ©.000001 192.9.2.2 192.9.2.100 TP 70 B305 aa4a1
72 19.770767 0000001 192.9.2.2 192.0.2.100 TLSv1.2 112 8305 A1
B 19811006 B.010059 192.9.2.109 192.9.2.2 TLSv1.2 112 ap401 B30S
B2 19851277 0.910059 192.9.2.100 192.0.2.2 ToP 78 40401 8305
B} 1%.B61343 B.010066 192.9.2.2 192.8.2.188 Top 79 EI0S 4401
183 25.768447 ©.855457 192.9.2.2 152.8.2.100 TLSWA. 2 112 B305 55553
184 25.7THOE33 8.920186 192.8.2.100 192.8.2.2 TLSv1.2 112 55953 8385
185 25.780636 B.000003 192.8.2.2 132.0.2.100 TR 8 EI05 55953
106 25.780637 0000001 192.9.2.2 192.9.2.109 TLSvl. 2 112 8305 55953
187 25.800833 0920196 192.9.2.180 192.0.2.2 ToP T8 55953 B305
188 25.800836 0.000003 192.9.2.180 192.8.2.2 TLSwl. 2 112 55953 B3a5
109 25.851155 9.850319 192.9.2. 192.9.2.100 TP 70 B305 55953

B35 -+ 40401 [ACK]
Application Dats
40401 » 3305 [ACK]
hpplication Data
4p4pd + 8305 [ACK]
B305 = 40481 [ACE]
Application Data
4B401 + 5305 [ACK]
application Data
8305 = 40401 [ACK]
Application Data
Application Data
8305 » S5053 [ACK]
Applicatisn Data
55953 -+ 8305 [ACK]
Application Data
8305 = 55953 [ACK]
55953 + 2305 [ACK]
Application Data
Application Data
8305 = 40481 [ACK]
Application Data
Application Data
40401 + 8305 [ACK]
BIO5 40401 [ACK]
Application Data
Application Data
8305 « 55353 [ACK]
Application Data
S5953 + 2305 [ACK]
Application Data
8305 = 55553 [ACK]

o

Seqg=

Seq

Seq=
Seq=

Seqe

Seq=

Seq=

Seq

Seq=
=85 Ack=85 Win=501 Len= Tival=3192307401 TSecr=3876537436

Seq

Seqe

Seq=

Seq=

Seq=

Suqe

A3 Ack=43 Win=2539 Len=2 Tval=3BTES11435 TSecr=310230112%

=43 Acked3 Wine6779 Len=0 TSvals3192301345 TSecrs3876531430

B5 Ack=85 Win=6779 Len=0 TSval=3192301402 TSecr=3876531435
85 Ack=85 Win=2%69 Len=8 Tival=38TE53152F TSecr=3152%0134%

85 Ack=1332 Win=6779 Lens® TSval=3192301620 TSecr=38765316%4

1332 Ack=119 Win=2569 Len=0 Tival=3676531732 TSecr=3192301620

43 Ack=43 Win=449 Len=@ TSwal=1876537435 TSecr=3192307323

43 Ackedd Wine501 Lensd TSvals3192307347 TSecr=1876537417

85 Ack=§5 Win=d44% Len=@ T5val=3876337497 TSecr=3192307342

1374 Acksl61l Wine2569 LensB TSvale3876547432 TSecr=31952317320

203 Ack=1416 Win=6779 Len=0 TSval=3192317158 TSecr=3876547432
1416 Ack=203 Win=2569 Len=8 TSval=3878547517 TSecr=3192317351

=127 Ack=127 Win=44% Len=0 TSval=3876553439 TSecr=3192323324

127 Ack=127 Win=501 Len=8 TSwal=31392323345 TSecr=3B76553420

169 Ack=169 Win=445 Lens® TSvals3876553587 TSecrs3192323345

Explicacao

As capturas do switch sao configuradas na interface de gerenciamento.

Esta tabela resume a tarefa:

Tarefa

Ponto de
captura

Filtro

interno

Direcao

Trafego capturado

Configurar e verificar uma captura
de pacote para o trafego sftunnel na
interface de gerenciamento

*Ethernet1/9

TCP

trafego

**ambos

Trafego Sftunnel (porta TCP
8305) entre o host
192.0.2.100 e o host
192.0.2.2

* Consulte a tabela na secao Visdo Geral de Alto Nivel da Arquitetura do Sistema para verificar o
mapeamento da porta do switch interno.

** Ao contrario do 3100, o Secure Firewall 4200 suporta capturas bidirecionais (entrada e saida).

Coletar Arquivos de Captura do Switch Interno com Firewall Seguro




Use o0 ASA ou o FTD CLI para coletar arquivos de captura do switch interno. No FTD, o arquivo
de captura também pode ser exportado através do comando CLI copy para destinos acessiveis
através das interfaces de dados ou diagndstico.

Como alternativa, o arquivo pode ser copiado para /ngfw/var/common no modo especialista e
baixado do FMC através da op¢ao Download de arquivo.

No caso de interfaces port-channel, certifique-se de coletar arquivos de captura de pacotes de
todas as interfaces membro.

ASA
Siga estas etapas em para coletar arquivos de captura do switch interno no ASA CLI:

1. Pare a captura:

<{froot>
asa#

capture capsw switch stop

2. Verifique se a sessao de captura foi interrompida e observe o nome do arquivo de captura.

<#root>
asa#

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518



Error Code: 0
Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. Use o comando CLI copy para exportar o arquivo para destinos remotos:

<#root>
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system

diskO0: Copy to diskO: file system

diskl: Copy to diskl: file system

flash: Copy to flash: file system

ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system

startup-config Copy to startup configuration

system: Copy to system: file system

tftp: Copy to tftp: file system



asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

Execute estas etapas para coletar arquivos de captura do switch interno na CLI do FTD e copia-
los para servidores acessiveis por meio de interfaces de dados ou diagnéstico:

1. Va para o diagnéstico CLI:

<{froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctr1+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2. Pare a captura:

<#root>
firepower#

capture capi switch stop

3. Verifique se a sessao de captura foi interrompida e observe o nome do arquivo de captura:

<ffroot>



firepower#

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

139826
capsw-1-1

Pcapsize:
Filter:

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture:

886 packets captured on disk using switch capture

0



Reading of capture file from disk is not supported

4. Use o comando CLI copy para exportar o arquivo para destinos remotos.

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy 1in progress...C

139826 bytes copied in 0.532 secs

Siga estas etapas em para coletar arquivos de captura do FMC por meio da opgdo Download de
arquivo:

1. Pare a captura:

<ffroot>

>

capture capsw switch stop

2. Verifique se a sessao de captura foi interrompida e observe o nome do arquivo e o caminho
completo do arquivo de captura:

<ffroot>



>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw et her net - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported



3. Va para o modo especialista e mude para o modo raiz:

<{froot>
>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. Copie o arquivo de captura para /ngfw/var/common/:

<#root>
root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ure/ sess- 1- capsw et her net - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/conmon/ sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var / common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap

5. No FMC, escolha Devices > File Download:
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6. Escolha o FTD, fornega o nome do arquivo de captura e clique em Download:
Firewall Man: nter
irewall Ma ag?mem Cente Overview Analysis Policies Devices Objects Integration Deploy Q @ 43 @ lsb_comain | adminw vl
at Defense CLI Packet Capture
Device
FPR3100-1 -
lI ile
sess-1-capsw-ethernet-1-1-0.pcap
=

Diretrizes, limitacdes e praticas recomendadas para captura de pacotes de switch
interno

Diretrizes e limitacoes:

» Ha suporte para varias sessdes de configuragdo de captura de switch, mas apenas uma
sessdo de captura de switch pode estar ativa por vez. Uma tentativa de ativar 2 ou mais
sessodes de captura resulta em um erro "ERRO: Falha ao habilitar a sessao, pois o limite
maximo de 1 sessao ativa de captura de pacotes foi atingido".

» Uma captura de switch ativo ndo pode ser excluida.

» As capturas de switch ndo podem ser lidas no aplicativo. O usuario deve exportar os
arquivos.

» Determinadas opgoes de captura de plano de dados, como dump, decode, packet-number,
trace e outras, ndo sdo suportadas para capturas de switch.



No caso do ASA multicontexto, as capturas de switch nas interfaces de dados sao
configuradas em contextos de usuario. As capturas de switch nas interfaces in_data_uplink1
e in_mgmt_uplink1 sdo suportadas apenas no contexto admin.

Esta ¢ a lista de praticas recomendadas com base no uso da captura de pacotes em casos de

TAC:

Esteja ciente das diretrizes e limitagdes.

Use filtros de captura.

Considere o impacto do NAT nos enderecos IP do pacote quando um filtro de captura é
configurado.

Aumente ou diminua o comprimento do pacote que especifica o0 tamanho do quadro, caso
ele seja diferente do valor padrao de 1518 bytes. Um tamanho menor resulta em um numero
maior de pacotes capturados e vice-versa.

Ajuste o tamanho do buffer conforme necessario.

Esteja ciente da contagem de queda na saida do comando show cap <cap_name> detail.
Quando o limite de tamanho do buffer for atingido, o contador de contagem de queda
aumentara.

Informacdes Relacionadas

Guias de configuracdo da CLI do FXOS e do gerenciador de chassi do Firepower 4100/9300
Guia de introducao do Cisco Secure Firewall 3100
Referéncia de comandos FXOS do Cisco Firepower 4100/9300



https://www.cisco.com/c/pt_br/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/getting-started/3100/secure-firewall-3100-gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/CLI_Reference_Guide/b_FXOS_CLI_reference.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



