Verifique a configuragcao do modo, instancia, alta
disponibilidade e escalabilidade do Firepower
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Introduction

Este documento descreve a verificagao da configuragédo de alta disponibilidade e escalabilidade
do Firepower, o modo de firewall e o tipo de implantagcao de instancia.

Informacgdes de Apoio

As etapas de verificagao para a configuracao de alta disponibilidade e escalabilidade, modo de
firewall e tipo de implantagao de instancia sdo mostradas na interface do usuario (Ul), na interface



de linha de comando (CLI), através de consultas REST-API, SNMP e no arquivo de solucéo de
problemas.

Prerequisites

Requirements

Conhecimento basico do produto, REST-API, SNMP.

Componentes Utilizados

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

- Firepower Management Center (FMC) versao 7.1.x

- Firepower eXtensible Operating System (FXOS) 2.11.1.x
- Firepower Device Manager (FDM) 7.1.x

- Firepower Threat Defense 7.1.x

- ASA 9.17.x

Verificar a alta disponibilidade e a configuragdo de escalabilidade

Alta disponibilidade refere-se a configuragao de failover. A configuragao de alta disponibilidade ou
failover se junta a dois dispositivos de modo que, se um dos dispositivos falhar, o outro dispositivo
pode assumir o controle.

Escalabilidade refere-se a configuragao do cluster. Uma configuracao de cluster permite agrupar
varios nés FTD como um unico dispositivo l6gico. Um cluster oferece toda a conveniéncia de um
unico dispositivo (gerenciamento, integracdao em uma rede) e o aumento do throughput e da
redundancia de varios dispositivos.

Neste documento, essas expressdes sao usadas como sinénimos:

- alta disponibilidade ou failover
. escalabilidade ou cluster

Em alguns casos, a verificagao da configuracao ou status de alta disponibilidade e escalabilidade
nao esta disponivel. Por exemplo, ndo ha nenhum comando de verificagao para a configuracao
independente do FTD. Os modos de configuracao independente, de failover e de cluster sao
mutuamente exclusivos. Se um dispositivo nao tiver failover e configuragao de cluster, ele sera
considerado como operando no modo autbnomo.



Alta disponibilidade de FMC

A configuragao e o status de alta disponibilidade do FMC podem ser verificados com o uso destas
opgoes:

- UTFMC

- CLIFMC

- solicitagao de API REST

- arquivo de solugao de problemas do FMC

Ul FMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade da FMC na
interface do usuario da FMC:

1. Escolha Sistema > Integragdo > Alta disponibilidade:

Firepower Management Center ™
'éll';élc'" . P R g ) ) Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @|’}| @ Global\ admin v
Configuration Logging Manitoring
Cloud Services Realms Identity Sourees High Availability ‘ eStreamer Host Input Clieni ~ Users Security Analytics & Logging Audit
| — Demains Syslog
. .- - . oo I | Integration | Health Stalistics
Select a role for this Management Center and specify peer details to setup high availability. Ltoom Lol o
SecureX m Monitor
Role For This FMG: Updates Policy Lici
'») Standalone (Mo High Availability) Events Backup/Restore
Primary Liconses Exclude Scheduling
Smart Licenses Monitor Alerts Impart/Export
Secondary
Classic Licenses Data Purge

2. Verifique a fungdo do FMC. Nesse caso, a alta disponibilidade nao € configurada e o FMC
opera em uma configuragao independente:



alils. Firepower Management Center

cilen Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @{} @ Giobal | admin v

Peer Manager

Cloud Services Realms Identity Sources High Awailability eStreamer Host Input Client Smart Software Manager On-Prem

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:

» Standalone (No High Availability)

Primary

Secondary

Se a alta disponibilidade for configurada, as fungdes locais e remotas serdo mostradas:

I(I_ll L’élc;' Flf.e pow.er Manage mem (_::en ter Q Cverview Analysis Policies Devices Objects AMP Intelligence Deploy ﬁ-@ £+ @ Global | admin
Peer Manager
Cloud Services Realms Identity Sources High Availability eStrecamer Host Input Client Smart Software Satellite
——
% Switch Peer Roles &b Break HA Il Pause Synchronization
Summary Systern Status
Status & Synchronization task is in progress Local Remote
Active = Primary Standby - Secondary
Synchronization @ o {(10.122.148.122) {(10.122.148.123)
. 10.122.148.122 Operating System Fire Linux 05 7,1.0 Fire: Linux OS5 7.1.0
Active System Y AR A
{ HA synchronization time : Mon May 23 15:09:36 2022 )
Saoftware Version 7.1.0-90 7.1.0-30
Standby Systern 10,122.148,123
Standby Syste - 7 -
ik { HA synchronization time : Mon May 23 15:25:14 2022 ) Model Cisco Firepcwer Management Giaco Fimpower
Center 4600 Management Center 4600

CLIFMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade do FMC na CLI
do FMC:

1. Acesse o FMC via SSH ou conexao de console.

2. Execute o comando expert e execute o comando sudo su:

> expert

adm n@ncl: ~$ sudo su

Passwor d:

Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
fcl: / Vol ume/ hone/ admi n#

3. Execute o comando troubleshoot_ HADC.pl e selecione a opc¢ao 1 Show HA Info of FMC. Se a
alta disponibilidade nao estiver configurada, esta saida sera mostrada:

fncl: / Vol une/ hone/ adm n# troubleshoot_ HADC.pl
kakxkkkxkkxkxkkxxk  Troybl eshooting Utility  xxxxksxxksxsrkx 1 Show HA Info Of FMC




Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations History (ASC order)
Last Successful Periodic Sync Tine (Wen it conpleted)
Print HA Status Messages

10 Conpare active and standby device |ist

11 Check nmnager status of standby m ssing devices

12 Check critical PM processes details

13 Hel p

0 Exi t

© 00 ~NO O WN

Rk S S S O O O

Enter choice: 1
HA Enabled: No

Se a alta disponibilidade for configurada, esta saida sera mostrada:

fncl:/ Vol une/ hone/ adm n# troubleshoot_ HADC.pl
kkkhkhkkkkhkkhkkhkhkkkkhkkkk Troubl eShOOtI ng Utl | | ty kkkkhkkkkhkkhkhkkkk*k
1 Show HA Info Of FMC

Execut e Sybase DBPi ng

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations Hi story (ASC order)
Hel p

EX|t R R I b Sk b O R R R Rk b O kR R Ik O R O b

oo ~NO O WN

Enter choice: 1

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Status out put: vnsDbEngine (systemgui) - Running 29061

I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/liblperl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Rol e: Active

Note: Em uma configuragao de alta disponibilidade, a funcdo do FMC pode ter uma funcao
primaria ou secundaria e o status ativo ou standby.

FMC REST-API

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FMC por meio do FMC REST-API. Use um cliente REST-API. Neste exemplo, o curl € usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. Use o token nesta consulta para localizar o UUID do dominio global:



# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool
{ "items": [
{

"name": "Global",

"type": "Donmin",

"yuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"

3
{
"nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e- 02bc- b80a-4b09- 000000000000"
3
{
"nane": "d obal / TEST1",
"type": "Domain",
"uui d": "efOcf3e9-bb07-8f 66-5c4e- 000000000001"
3
{
"nane": "d obal / TEST2",
"type": "Domain",
"uuid": "341a8f03-f831-c364-b751- 000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_platform vl/info/domai n?offset=0& init=25"
3
"pagi ng": {
"count": 4,
"limt": 25,
"offset": O,
"pages": 1
}

Note: A parte "| python -m json.tool" do comando string € usada para formatar a saida no
estilo JSON e é opcional.

3. Use o UUID de dominio global nesta consulta:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/integration/fmchastatuses' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

{
"links": {},
"paging": {
"count": O,
"limt": O
"of fset": O,
"pages": O
}
}

Se a alta disponibilidade for configurada, esta saida sera mostrada:



"items": [
{
" fmcPrimary”: {
"i pAddress": "192.0.2.1",
"role": "Active",
"uui d": "de7bfc10-13b5- 11lec- af af - aOf 8cf 9ccb46"
b
" fmcSecondary": {
"i pAddress": "192.0.2.2",
"role": "Standby",
"uui d": "a2de9750-4635- 11lec- b56d-201¢c961a3600"
b
"haSt at usMessages": [
"Heal t hy"
1,
"id": "de7bfcl0-13b5-11ec- af af - aOf 8cf 9ccb46",
"overal |l Status": "GOOD',
"syncStatus": "GOOD',
"type": "FMCHASt at us"
}
1,
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domain/ e276abec- e0f 2- 11e3- 8169-
6d9ed49b625f /i nt egr ati on/ f nthast at uses?of f set =0&l i m t =25"
b
"paging": {
"count": 1,
"limt": 25,
"offset": O,
"pages": 1

}

arquivo de solucdo de problemas do FMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade do FMC no
arquivo de solucao de problemas do FMC:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>.tar/results-
<date>—xoo0oxx/command-outputs

2. Abra o arquivo usr-local-sf-bin-troubleshoot_ HADC.pl -a.output:

Se a alta disponibilidade nao estiver configurada, esta saida sera mostrada:

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put's

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output"
Qut put of /usr/local/sf/bin/troubl eshoot_HADC pl -a:

$VARL = [
"Mrror Server => csnEng',
{
'rcode' => 0,
"stderr' => undef,
"stdout' =>'SQ Anywhere Server Ping UWility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole NULL

Dat abase MrrorState NULL



Dat abase Partner State NULL
Dat abase ArbiterState NULL
Server Ser ver Name csnEng
Pi ng dat abase successful.

}

I
(systemgui) - Wiiting

HA Enabled: No
Sybase Dat abase Name: csnEng
Arbiter Not Running On This FMC.
Not In HA

Se a alta disponibilidade for configurada, esta saida sera mostrada:

# pwd
/var/tnp/resul ts-05-06-2022--199172/ conmand- out put s

# cat "usr-local-sf-bin-troubleshoot_ HADC.pl -a.output”

Qut put of /usr/local/sf/bin/troubl eshoot_ HADC. pl -a:

Status out put: vnsDbEngi ne (systemgui) - Running 9399

I'n vmsDbENngi neSt atus(): vnsDbEngi ne process is running at
/usr/local/sf/libl/perl/5.24.4/ SF/ Synchroni ze/ HADC. pm | i ne 3471.

$VARL = [
"Mrror Server => csmprimry',
{
"stderr' => undef,
‘stdout’ =>'SQ Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Val ue
Database MirrorRole primary
Dat abase MrrorState synchroni zi ng
Dat abase Partner St at e connect ed
Dat abase ArbiterState connect ed
Server Ser ver Nanme csmprimry

Pi ng dat abase successful.

'rcode' => 0
}
I

(systemgui) - Running 8185

HA Enabled: Yes

This FMC Role In HA: Active - Primary

Sybase Process: Running (vmsDbEngi ne, theSybase PM Process is Running)
Sybase Dat abase Connectivity: Accepting DB Connecti ons.

Sybase Dat abase Name: csmprimary

Sybase Role: Active

Sybase Dat abase Name: csmprimary
Arbiter Running On This FMC.

Peer |s Connected

Alta disponibilidade de FDM

A configuragao e o status de alta disponibilidade do FDM podem ser verificados com o uso destas
opgoes:

- Ul do FDM



- solicitacao de APl REST do FDM

- CLIFTD

- Pesquisa de SNMP FTD

- arquivo de solucao de problemas do FTD

Ul do FDM

Para verificar a configuracao e o status de alta disponibilidade do FDM na interface do usuario do
FDM, verifique a alta disponibilidade na pagina principal. Se a alta disponibilidade nao estiver
configurada, o valor de Alta Disponibilidade sera Nao Configurado:

il o HH ; = = i
il Firepower Device Manager - 0 : ) @ @ @ : admurl i
Cisco Menitoring Policies Objects Device: FPR1120-1 = Administrator
Madel Software VDB Intrusion Rule Update Cloud Services High Availtability CONFIGURE
Cisco Firepower 1120 Threat Defense 7.1.0=80 354.0 20220519=-1116 4 Not Registered | Register Not Configured

No interface named “inside”™
& Intermet

o 15Tt O
Q) Inside Network (1] ] ] 23023 ISP/WAN/Gateway (D) NTP Server
goss oo | o =

No interface named "outside”

Interfaces Routing Updates Systermn Settings

Sonnected 3re No Static routes ye Geolocation, Rule, VDB, System Upgrade, Management ACCess
Enabled 3 of 13 Security Intelligence Feeds Logging Settings
DHCP Server / Relay

View All Interfaces > View Configuration > View Configuration »
DDNS Service
DNS Servar
. Management Interface
Smart License Backup and Restore Troubleshoot
oare Hostname
Evaluation expires in 89 daye N reated vt . o
I X i ¥ Time Sarvices
View Configuration > View Configuration by REQUEST FILE TO BE CREATED See more

Se a alta disponibilidade for configurada, as fungdes e a configuracao de failover da unidade peer
local e remota serao mostradas:



NI[An Eirarewer Device Manager E e == ; admin
CISCO ey e o ' Monitoring Policies Objects Device: FPR1120=1 Administrator

Model Software VDB Intrusion Rule Update Cloud Services High Awallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 Not Registered | Register Primary Device: A Pear: Star

Neo interface named “inside”

No interface named "outside”

Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration »
Smart License @ Backup and Restore Troubleshoot U T
VICE
View Gonfiguration > View Configuration Y RECUEST FILE TO BE CREATED See more

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade do FDM através
da solicitacdo REST-API do FDM. Use um cliente REST-API. Neste exemplo, o curl € usado:

1. Solicite um token de autenticacao:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Ciscol23" }'
'https://192.0.2.3/api/fdm/latest/fdm/token’

{

"access_token":

" eyJhbGciOiJIUzI1INiJ9.eyIJpYXQiOjE2NTMyMDg1MjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYSO
*MWV3j LWESMmMEtMjk4YjRj ZTUxNmJI j TiwibmImIjoxNjUzMjA4ANTI4LCI1eHAiOjE2NTMyMTAZMjgsInJ1ZnJ1lc2hUub2t1bkV
4cGlyZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJIVAWlkIjoiYTNmZDA3ZjMtZDg
*ZS0xMWVj LWE5MmEt Yzk5N2UxNDcyNTMOTiwidXN1clJvbGUiOiJSTOxFX0FETULlOIiwib3JpZ21luljoicGFzc3dvemQiLCT
1c2VybmFtZSI6ImFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L-ANd_1V6TbFe6M",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_t oken"

"eyJhbGei O JI Uzl INi J9. eyJpYXQ Q E2NTI zOTQxNj ksI nNLYi | 61 nFkbW ul i wi anRpl j oi MGUONG xYzQt ZDI OM Ox MV
Vj LTK4ZVWvt YTI | OTI KZGMMN2YO! i wi bmdmi j oxNj UyMzkOMTY5LCII eHAI O E2NTI zOTYLNj ksl nFj Y2Vzc1Rva2VuRxhwaX
JI cOFOI j oxNj UyMzk 1OTYSMDCWLCJy ZWZy ZXNoQR91bnQ G OxLCJ0b2t | bl R5cGUIi O JKVLRF UnWncnvzaCl sl nVzZXJVdwW
I kI j oi YTU3ZGVMM gt Y2MBMOOX MAWj LTk4ZWM Zj K4ODEXN] Nj ZW wi i wi dXNI ¢l JvbGUi O JSTOXFXOFETU O i wi b3JpZ2
luljoi cGzc3dvenQ LCI1c2Vybntt ZSI 61 nFkbW ul n0. AvgaO-i sDj @B527d3QNZCQb7AS4a9ea5w bYUn- A9aPw!

"token_type": "Bearer"

}
2. Para verificar a configuragao de alta disponibilidade, use o valor do token de acesso nesta

consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzI1INiJ9 . eyIpYXQiOjE2NTMyMDg1MjgsInN1YiI6ImFkbWluIiwianRpIjoiMjI1YWRhZWMtZD1hYSO0xMWV
jLWESMmMEtMjk4YjR3j ZTUNmMIJ IiwibmImIjoxNjUzMjA4ANTI4ALCIleHAiOjE2NTMYMTAZMgsInJ1ZnJI1c2hUb2t 1bkV4cGl



YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmMZDA3ZjMtZDgxZS0
XMWV LWESMMEt Yzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L~-ANd 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/ha/configurations’

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

{
"items": [
{
"version": "issgb3rw2lixf",

"name": "HA",

"nodeRole": null,
"failoverlnterface": null,
"failoverNane": null,

"primryFail overl Pv4": null,
"secondar yFail overl Pv4": null,
"primaryFail overl Pv6": null,
"secondar yFail overl Pv6": null,
"stateful Fail overlnterface": null,
"stateful Fail over Nane": null,
"primaryStateful Fail overl Pv4": null,
"secondarySt at ef ul Fai |l over| Pv4": nul |,
"primaryStateful Fail overl Pv6": null,
"secondarySt at ef ul Fai |l over Pv6": nul |,
"sharedKey": null,
"id": "76ha83ga-c872-11f 2- 8be8-8e45bb1943c0",
"type": "haconfiguration",
"links": {
"self": "https://192.0.2.2/api/fdm v6/devices/defaul t/hal/configurations/76ha83ga-c872-
11f 2- 8be8- 8e45bb1943c0"
}
}
1,
"pagi ng": {
"prev': [1],
"next": [],
"limt": 10,
"offset": O,
"count": 1,
"pages": O
}
}

Se a alta disponibilidade for configurada, esta saida sera mostrada:

{
"items": [
{

"version": "issgb3rw2lixf",
llnamell: llHAll’
"nodeRole": "HA_ PRIMARY",

"failoverlnterface": {
"version": "ezzafxobccti 3",

nanme": ,

"har dwar eNarme": "Ethernet1/1",

"id": "8d6c4ldf- 3e5f-465b-8eba- d336b282f 93f ",
"type": "physicalinterface"

b

3. Para verificar o status de alta disponibilidade, use esta consulta:



# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE2NTMyMDg1MjgsInN1YiI6 ImFkbWluIliwianRpIjoiMjI1YWRhZWMtZD1hYS0XMWV
jLWESMmMEtMjk4YjRj ZTUXNmMI IiwibmImIjoxNjUzMjA4ANTI4ALCIleHALIOjE2NTMYMTAZMjgsInJ1ZnJI1lc2hUb2t 1bkV4cGl
YZXNBACI6MTY1MzIxMDkyODU20SwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTNmMZDA3ZjMtZDgxZS0
XMWV LWESMMEtYzk5N2UxXNDcyNTMO0IiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.ai3LUbnsLOJTN6exKOANSEG5QTD6L~-ANd 1V6TbFe6M'
'https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default’

Se a alta disponibilidade n&o estiver configurada, esta saida sera mostrada:

{
"nodeRol " : nul |,
"nodeState" : "SINGLE_NODE",
"peerNodeState" : "HA_UNKNOWN_ NODE",
"configStatus" : "UNKNOMN',
"haHeal t hSt at us" : "HEALTHY",
"di sabl edReason" : "",
"di sabl edTi nestanp” : null,
"id" : "default",
"type" : "hastatus",
"links" : {
"self" : "https://192.0.2.3/api/fdnm v6/devi ces/ defaul t/operational/ha/status/default”
}
}

Se a alta disponibilidade for configurada, esta saida sera mostrada:

{

"nodeRole": "HA PRIMARY",
"nodeState": "HA ACTIVE_NODE",
"peerNodeState": "HA_STANDBY NODE",
"configStatus": "IN_SYNC",
"haHealthStatus": "HEALTHY",

"di sabl edReason": ""

"di sabl edTi mestanp": "",

"id": "default",

"type": "hastatus",

"links": {

"self": "https://192.0.2.3/api/fdm v6/devi ces/ def aul t/ operati onal / ha/ status/default"

}

}

CLI FTD

Siga as etapas na secéo.

Pesquisa de SNMP FTD

Siga as etapas na secéo.

arquivo de solucao de problemas do FTD

Siga as etapas na secéo.

Alta disponibilidade e escalabilidade do FTD



A configuragao e o status de alta disponibilidade e escalabilidade do FTD podem ser verificados
com o uso destas opgoes:

- CLIFTD

- SNMP FTD

- arquivo de solucao de problemas do FTD
- UIFMC

- FMC REST-API

- Ul do FDM

- FDM REST-API

- Ul do FCM

- CLI FXOS

- REST-API FXOS

. arquivo show-tech do chassi FXOS

CLIFTD

Siga estas etapas para verificar a configuracao e o status de alta disponibilidade e escalabilidade
do FTD na CLI do FTD:

1. Use estas opg¢des para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantagéo:

- Acesso direto SSH ao FTD - todas as plataformas

- Acesso da CLI do console FXOS (Firepower 1000/2100/3100) através do comando connect
ftd

- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):

connect module <x> [console|telnet], onde x é o ID do slot, e connect ftd [instance], onde a
instancia é relevante apenas para a implantacao de varias instancias

. Para FTDs virtuais, acesso SSH direto ao FTD ou acesso de console a partir do hipervisor ou
da IU da nuvem

2. Para verificar a configuracéo e o status do failover do FTD, execute os comandos show
running-config failover e show failover state na CLI.

Se o failover nao estiver configurado, esta saida sera mostrada:

> show running-config failover
no failover
>show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Det ected None
====Configuration State===
====Conmuni cati on State==

Se o failover estiver configurado, essa saida sera mostrada:

> show running-config failover



fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.34.2 255.255.255.0 standby 10.30.34.3

>show failover state

State Last Fail ure Reason Dat e/ Ti ne
This host - Primary
Active None
O her host - Secondary
St andby Ready Conmm Fail ure 09: 21: 50 UTC May 22 2022
====Configuration State===
Sync Done
====Conmuni cati on State===

Mac set

3. Para verificar a configuragao e o status do cluster FTD, execute os comandos show running-
config cluster e show cluster info na CLI.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

> show running-config cluster
>show cluster info
Clustering is not configured

Se o cluster estiver configurado, esta saida sera mostrada:

> show running-config cluster
cluster group ftd_clusterl

key *kk k%

local -unit unit-1-1

cluster-interface Port-channel 48.204 ip 10.173.1.1 255.255.0.0
priority 9

heal t h-check holdtine 3

heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 5 1
heal t h-check system auto-rejoin 3 5 2

heal t h-check nonitor-interface debounce-ti ne 500

site-id 1
no unit join-acceleration
enabl e

> show cluster info
Cluster ftd clusterl: On
Interface node: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

1D 00

Site ID 1

Ver si on ©9.17(1)

Serial No.: FLML949C5RR6HE
CCL IP :10.173. 1.1

CCL MAC : 0015.c500.018f
Modul e . FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: NA
O her nenbers in the cluster:
Unit "unit-2-1" in state SLAVE
I D 1
Site ID 1



Ver si on 9.17(1)

Serial No.: FLM2108VIYG/S1

CCcL IP 10.173.2.1

CCL MAC 0015. ¢500. 028f

Modul e FPR4K- SM 24

Resour ce 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022

Note: Os papéis mestre e controle sdo os mesmos.

SNMP FTD

Siga estas etapas para verificar a alta disponibilidade e o status de escalabilidade do FTD através

do SNMP:

1. Verifique se o SNMP esta configurado e ativado. Para FTD gerenciado pelo FDM, consulte
Configurar e solucionar problemas de SNMP no Firepower FDM para obter as etapas de

configuracao. Para FTD gerenciado pelo FMC, consulte Configurar SNMP em dispositivos
NGFW Firepower para obter as etapas de configuragao.

2. Para verificar a configuracao e o status do failover do FTD, consulte o OID
1.3.6.1.4.1.9.9.147.1.2.1.1.1.
Se o failover nao estiver configurado, esta saida sera mostrada:

# snmpwalk -v2c¢ -c¢ ciscol23

SNWVPv2- SM : :
SNWVPv2- SM : :
SNWPv2- SM :
SNWVPv2- SM : :
SNWVPv2- SM : :
SNWVPv2- SM :
SNWVPv2- SM : :
SNMPv2-SMI:

SNMPv2-SMI:

enterprises.
enterprises.
senterprises.
enterprises.
enterprises.
senterprises.
enterprises.
:enterprises.
:enterprises.

9.

9.

O © © O O ©O ©
hadibadib g

o

-On

. 147.
. 147.
147.
. 147.
147.
147.
. 147.
.147.
.147.

192.

R R RPRPRRPRRRREPR
rREEEEERERREL

N
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Mhb MDD

FRPPRPPRPPRPOo
rFEPEREREERERPEC

H R RPRRPRRPRREPRLRREW
rFEPEERERERL

AR WWWN NN

¥ ~Www T

.1.3.6.1.4.1.9.9.147.1.2.1.1.1

a b ~NOOB~ANO D

~

STRI NG
STRI NG
STRI NG

I NTEGER:
I NTEGER:
I NTEGER:

STRI NG
STRING:
STRING:

"Fai | over
"Primary unit"
"Secondary unit

LAN | nterface"

3
3
3

"not Configured"”

"Failover Off"
"Failover Off"

(this device)"

o H R RPRRPRRPRRPRLRREN
rFEEREREERERPRE!D

Se o failover estiver configurado, essa alda sera mostrada:

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <-- This
device is primary

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNVPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = |NTEGER 2

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER. 9

SNVPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 10

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--
Primary device is active

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Standby unit"

3. Para verificar a configuracéo e o status do cluster, consulte o OID 1.3.6.1.4.1.9.9.491.1.8.1.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

# snmpwalk -v2c -c ciscol23 192.0.2.5

.1.3.6.1.4.1.9.9.491.1.8.1


https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

SNMPv2-SM ::enterprises.9.9.491.1.8.1.1.0 = | NTEGER 0
Se o cluster estiver configurado, mas nao habilitado, esta saida sera mostrada:

# snmpwalk -v2c -c ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <=-=- Cluster status, disabled
1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <=-- Cluster unit state, disabled
1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGCER 11

1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusterl" <=- Cluster group name
1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID

1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID

Se o cluster estiver configurado, ativado e operacionalmente ativado, esta saida sera mostrada:

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 1 <-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16 <-- Cluster unit state, control
unit

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER 10

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "ftd_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID

Para obter mais informacgdes sobre as descricdes do OID, consulte CISCO-UNIFIED-FIREWALL-
MIB.

arquivo de solugao de problemas do FTD

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD no arquivo de solucio de problemas do FTD:

1. Abra o arquivo de solugéo de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xoox/saida de comandos.

2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/' ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output'’

3. Para verificar a configuragao e o status do failover, verifique a se¢ao show failover.

Se o failover nao estiver configurado, esta saida sera mostrada:

Failover Off

Fai | over unit Secondary

Fai |l over LAN Interface: not Configured
Reconnect tinmeout 0:00: 00


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maxi num

MAC Address Move Notification Interval not set

Se o failover estiver configurado, essa saida sera mostrada:

Failover On

Failover unit Primary

Fai |l over LAN Interface: fover Ethernetl/2 (up)

Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds

Interface Poll frequency 5 seconds, holdtine 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1291 nmaxi num

MAC Address Move Notification Interval not set

failover replication http

Version: Qurs 9.17(1), Mate 9.17(1)

Serial Nunber: Qurs FLM2OO6ENOUR93, Mate FLM2O06EQFWAGG

Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active
Active tinme: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornal (Wiiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active tinme: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Nornal (Witing)

slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)...

4. Para verificar a configuragao e o status do cluster FTD, verifique a se¢ao show cluster info.

Se o cluster nao estiver configurado, esta saida sera mostrada:

------------------ show cluster info ---------c-cccea---
Clustering is not configured

Se o cluster estiver configurado e ativado, esta saida sera mostrada:

------------------ show cluster info ------------eeewe--
Cluster ftd_clusterl: On

Interface node: spanned
Cluster Menber Linmit : 16

This is "unit-1-1" in state MASTER

I D 0

SitelID : 1

Ver si on 19.17(1)

Serial No.: FLML949C5RR6HE
CCL I P :10.173.1.1

CCL MAC : 0015. c500.018f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last | eave: NA

Q her nenbers in the cluster:



Unit "unit-2-1" in state SLAVE

I D 1

SiteID : 1

Ver si on :9.17(1)

Serial No.: FLM2108VOYGrSl
CCL IP :10.173.2.1

CCL MAC : 0015. c500. 028f
Modul e : FPR4K- SM 24

Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022
Last |eave: 14:02:31 UTC May 20 2022

Ul FMC

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade

do FTD na interface do usuario do FMC:

1. Escolha Dispositivos > Gerenciamento de dispositivos:

sl Firepower Management Center

Device Upgrade
Name MAT

Access Controlled User Statisiics QoS

Platform Settings
Application Statistics FlexConfig
Cernificates

CISC®  Ove Overview Analysis Policies | Devices Objects AMP
—
_ Device Management

Intelligence

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubdeshooting

Site 1o Site Monitoring

Deploy Q @{} @ Global | adminw

Troubleshoot

File Download
Threat Defense GLI
Packet Tracer

Packet Capture

Application Statistics (7.1.0)
Connection Summary

Detailed Dasnlx;arf.‘l

Detailed Dashboard 11_'.0.0?

Files Dashbour_d .

Security Inlalllclaen?o Statistics .

Summary Dashboard

admin

admin

admin

admin

admin

admin

‘admin

Mo Mo
No No
No No
Mo Mo
Mo Mo
Mo Mo
No Yas

Create Dashboard

Poss
Posi
Bosi
Bosi
Boass
Bass
Basi
Basi

Fasw

2. Para verificar a alta disponibilidade e a configuragao de escalabilidade do FTD, verifique os

rétulos Alta disponibilidade ou Cluster. Se nao existir, o FTD sera executado em uma

configuracao independente:




Fire r nagerm =i -
'éll'::c'lt;' repowe M{! BQC _em Center Ovarview Analysis Policies Devices Objects AMP Daploy Q, @ 3 @ LABZ)adminv
Deployment History
View By: | Domain -
Al (S ® Error (0 ® Waming (0 Offine (0)  ® Nommal (5) Deployment Pending (0 ® Upgrade (0 ® Snort 3 (5) Q, Search Device
9 ) PO
—
-
Name Mode vorsion | Chamsts a— Access Control Policy Group
~ LABZ (3)
, fid_cluster (2) s
10.62.148.188{Control) Snort 3 ) FPA120-5:443 PP
iy Firepower 4120 with FTD 7.1.0 B Socunity hoduls - 1 (Container) Base, Threat
10.62.148.191 Smon 3 KSEC-FPRA100-6.cisco.com 443 N
o an tan Firepower 8120 with FTD 7.1.0 =] Security Moduie - 1 [Container) Base, Threat
fid_ha .
i £if

Irw_nal_IlDrlnury.Mllwi Snaort 3 Firepower 4150 with FTD 7.1.0 H Base, Threat

KSEC-FPR4100-3:443
Security Module - 1 (Container)

Firepower 4150 with FTD 700 Bage, Threat

Firepower 2120 with FTDL 7.1.0 NiA Base, Throat acpl # L

3. Para verificar a alta disponibilidade e o status de escalabilidade do FTD, verifique a funcao da
unidade entre parénteses. Se uma fungao nao existir e o FTD nao fizer parte de um cluster ou
failover, o FTD sera executado em uma configuragao independente:

Fire r nagem 2 .
'::I.L'c”;' repowe |"«"|€! ago .em Eentsy Ovarview Anabysis Policios Davicos Obgacts AMP Daploy Q @{:& @ LAB2) adminv
Deployment History
View By: | Domain =
Al (S) ® Error (0) ® Warning (0} CrfMline (0) ® Nomal {5) Deployment Pending (0) ® Upgrade (0) ® Snont 3 (5) Q, Search Device m
15
Nama Mosde: Varsion Chazsis Liconsos Access Control Policy Group
«~ LABZ (3}
., frd_cluster? (2) 'y

" Chuster

10.62.148.188(Contred) | Snort 3 " y . FPAT0-5:443 - -
10.62.148.188 ERSPOREREIZ0 MOV ETD: kit B security Module - 1 (Container) Base, Threat

toczu0n SRRES Firepower 4120 with FTD 7.1.0 B E2E0ih Mot - § (Contameny . Bass, Throat

ftd_ha |
i High Awvailability .

ftd_ha_1(Primary, Active)| Sncet 3 c KSEC-FPR4100-3:443 N
TR Firepower 4150 with FTD 21,0 H Sacurity Module - 1 (Contsinar) Base, Throat
frd_ha_2{Se. dary, Standby] it firepower-9300 cisco com- 443
a_2{Secondary, Standby)] Snort3 Firepower 8150 with FTD 7.1.0 B Noduie = 1 (Contuinen) Base, Threat
Firepower 2120 with FTD 7.1.0 NIA Base, Threat acpl &L

Note: No caso de um cluster, apenas é apresentada a fungédo da unidade de controlo.

API REST do FMC

Nessas saidas, ftd_ha_1, ftd_ha_2, ftd_standalone, ftd_ha, ftc_cluster1 sdo nomes de dispositivos
configuraveis pelo usuario. Esses nomes nao se referem a configuragao ou status real de alta
disponibilidade e escalabilidade.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD via FMC REST-API. Use um cliente REST-API. Neste exemplo, o curl € usado:



1. Solicite um token de autenticagao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o
paréametro domain é obrigatério. Use o token nesta consulta para recuperar a lista de dominios:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

{
"itens":
[
{
"nane": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2-11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84ccd4afe-02bc-b80a-4b09-000000000000"
}

3. Use o UUID de dominio para consultar os registros de dispositivos especificos e o UUID de
dispositivo especifico:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/v1l/domain/84cc4afe-02bc-b80a-4b09-

000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool
{
"items": [
{

"id": "796eb8£f8-d83b-1lec-941d-b9083eb612d48",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
},
"name": "ftd_ha_ 1",
"type": "Device"
},

4. Para verificar a configuragao de failover, use o UUID de dominio e o UUID de
dispositivo/contéiner da Etapa 3 nesta consulta:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£8-d83b-11ec-941d4-b9083eb612d8' -H 'X-auth-access-
token: 5d8l17ef7-fl2f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

"containerDetails": { "jid": "eec3ddfc-d842-l1llec-al5e-986001c83f2f",
"name": "ftd_ha",
"type": "DeviceHAPair"

b



5. Para verificar o status do failover, use o UUID de dominio e o UUID de DeviceHAPair da Etapa
4 desta consulta:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devicehapairs/ftddevicehapairs/eec3ddfc-d842-1lec-al5e-986001c83£f2f' -H 'X-auth-
access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

"primaryStatus": {
"currentStatus": "Active" 7
"device": {
"id": "796eb8f8-d83b-11lec-941d-b9083eb612d8",
"keepLocal Events": fal se,
"name": "ftd ha 1"

}
},
"secondaryStatus": {
"current Status": "Standby",
"device": {
"id": "e60ca6d0-d83d-1llec-b407-cdc91a553663",
"keepLocal Events": fal se,
"name": "ftd ha 2"
}
}

6. Para verificar a configuragao do cluster, use o UUID de dominio e o UUID de
dispositivo/contéiner da Etapa 3 nesta consulta:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/3344bc4a-d842-11lec-a995-817e361f7ea5' -H 'X-auth-access-
token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool

"containerDetail s": { "id": "8e6188c2-d844-l1llec-bddl-6e8d3e226370",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi cecl ust ers/ftddevi cecl uster/ 8e6188c2- d844- 11ec- bdd1l- 6e8d3e226370"
H
"name": "ftd_clusterl",
"type": "DeviceCluster"

b

7. Para verificar o status do cluster, use o UUID de dominio e o UUID de dispositivo/contéiner
da Etapa 6 nesta consulta:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/84ccd4afe-02bc-b80a-4b09-
000000000000/deviceclusters/ftddevicecluster/8e6188c2-d844-1lec-bddl-6e8d3e226370' -H 'X-auth-
access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb"’ | python -m json.tool
{
"control Device": {
"devi ceDetail s": {
"id": "3344bc4a-d842-1llec-a995-817e361f7ea5",
"nane": "10.62.148. 188",
"type": "Device"
}
H
"dat aDevi ces": [
{
"devi ceDetail s": {
"id": "a7ba63cc-d842-l1llec-be51-f3efcd7cd5e5",



"nane": "10.62.148.191",
"type": "Device"

}
1.
"id": "8e6188c2-d844-1lec-bddl- 6e8d3e226370",
"name": "ftd clusterl",
"type": "DeviceC uster"

Ul do FDM

Siga as etapas na secéo.
FDM REST-API

Siga as etapas na secgao.
Ul do FCM

A IU do FCM esta disponivel no Firepower 4100/9300 e no Firepower 2100 com ASA no modo de
plataforma.

Siga estas etapas para verificar o status de alta disponibilidade e escalabilidade do FTD na IU do
FCM:

1. Para verificar o status do failover do FTD, verifique o valor do atributo HA-ROLE na pagina
Dispositivos logicos:

Overview Interfaces WRGITTNSINTLEN Security Engine  Platform Settings System  Tools  Help

admin

Logical Device List {1 Container instance) 77% (66 of 86) Cores Avadaths
Tl Standalone Status:ck

Application Version Besource Profile Management 1P Gateway Managemant Port Status

F1o 7.1.0.90 FP20 10.62,148.89 10.62.148.1 Ethemetl/l W orane LW Cici
Interface Name Type Attributes
[ [E—— data Mus : net: applicable

© 10062.146.8%

([ [ETN—— data

© Ethernet1yz

: Ethernetl2
+ sy 10,62, 184.2 1/

HA-ROLE T active
oo v 7oeoens-d83b-11ec-94 1 cdHS08 Jebh 1 208

MGMT- URL

Note: O rotulo auténomo ao lado do identificador do dispositivo logico refere-se a
configuracao do dispositivo l6gico do chassi, ndo a configuragao de failover FTD.

2. Para verificar a configuracéo e o status do cluster FTD, verifique o rétulo clusterizado e o valor
do atributo CLUSTER-ROLE na pagina Dispositivos logicos:



Overview Interfaces ELITEIRELNIELE Security Engine  Platform Settings System Tools Help admin

& Refresh g hdd -

Logical Device List (1 Container instance) 57% (26 of 46) Cores Available

d_clusterl Chustered Seatus ok

Application Version Resaurce Profile HManagemint 1P Gateway Managément Port Status

FTD 7.1.0.90 FP20 10.62.148.179 Ethermet/1 ® criine &P cda

Interface Name Tyt Attributes
Beore

@f‘:‘.:(

CLI FXOS

A configuragao de alta disponibilidade e escalabilidade do FTD e a verificagao de status na CLI do
FXOS estao disponiveis no Firepower 4100/9300.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD na CLI do FXOS:

1. Estabelega uma conexao de console ou SSH para o chassi.

2. Para verificar o status de alta disponibilidade do FTD, execute o comando scope ssa e, em
seguida, execute scope slot <x> para alternar para o slot especifico onde o FTD é executado e
execute o comando show app-instance expand:

firepower # scope ssa
firepower /ssa # scope slot 1
firepower [/ssal/slot # show app-instance expand

Application Instance:
App Nane: ftd
Identifier: ftdl
Adm n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Contai ner
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Val ue

firepower-mgnt-ip 192.0.2.5

ha-l an-intf Et hernet 1/ 2

ha-link-intf Et hernet 1/ 2

ha-role active

ngnt - url https://192.0.2.1/

uui d 796eb8f 8- d83b- 11ec- 941d- h9083eb612d8

3. Para verificar a configuragao e o status do cluster FTD, execute o comando scope ssa, execute
o comando show logical-device <name> detail expand, onde o nome € o nome do dispositivo



l6gico, e o comando show app-instance. Verifique a saida de um slot especifico:

firepower # scope ssa
firepower /ssa # show logical-device ftd_clusterl detail expand

Logi cal Devi ce:
Name: ftd_clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Depl oy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Online 7.1.0.90 7.1.0.90
Cont ai ner No RP20 In Cluster Master

API REST FXOS

O FXOS REST-API é compativel com o Firepower 4100/9300.

Siga estas etapas para verificar a configuragao e o status de alta disponibilidade e escalabilidade
do FTD através da solicitacdo REST-API do FXOS. Use um cliente REST-API. Neste exemplo, o
curl é usado:

1. Solicite um token de autenticacao:

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’
{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453¢cdc0c37££b888816c944d"
}

2. Para verificar o status do failover do FTD, use o token e a ID do slot nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37££fb888816c944d!
'https://192.0.2.100/api/slot/1/app-inst"’

{ "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":

"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogDat a": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",

"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "depl oyType": "container", "dn": "slot/1/ app-

inst/ftd-ftd1l", “errorMsg": "", "event Msg": "",

"execut eCnd": "ok", "ext ernal | yUpgraded": "no", "fsmbDescr": "",
"fsnmProgr": "100", "fsnmRnt | nvErr Code": "none",

"fsmRnt | nvErrDescr": "", "fsnRrt I nvRslt": "", "fsnBt ageDescr": ",



"fsnBtatus": "nop", "fsmilry": "0", "hotfix": "",
"jdentifier": "ftdi",

"operational State": "online",
"r easonFor Debundl e": "",
"resourceProfil eNane": "RP20",

“runni ngVersion": "7.1.0.90",
"SmAppAttribute": [
{
"key": "firepower-ngnt-ip",
“rn": "app-attribute-firepower-ngmt-ip",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
firepower-ngnt-ip",

"val ue": "192.0.2.5"

H
{
"key": "ha-link-intf",
“rn": "app-attribute-ha-link-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-1ink-intf",
"val ue": "Ethernetl/2"
H
{
"key": "ha-lan-intf",
“rn": "app-attribute-ha-lan-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-lan-intf",
"val ue": "Ethernetl/2"
H
{
"key": "mgnt-url",
“rn": "app-attribute-mgnt-url",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-
mgmt -url ",
"value": "https://192.0.2.1/"
H
{
"key": "ha-role",
"“rn": "app-attribute-ha-role",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
ha-rol e",
"value": "active"
H
{
"key": "uuid",
“rn": "app-attribute-uuid",
"urllink": "https://192.0.2.100/ api/slot/1/app/inst/ftd-ftdl/app/attribute-
uui d",
"val ue": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"
}

1

3. Para verificar a configuragao do cluster FTD, use o identificador do dispositivo I6gico nesta
consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997das453cdc0c37££fb888816c944d’
'https://192.0.2.102/api/1d/ftd_clusterl’
{
"snlLogi cal Device": [
{

"description": "",



"dn": "ld/ftd_clusterl”,
“errorMsg": "",
"fsnmDescr": "",
"fsmProgr": "100",

"fsnRmt | nvErr Code": "none",
"fsnRt | nvErr Descr": "",
"fsmRmtInvRslt": "",

"fsntt ageDescr™: "",

"fsnStatus": "nop",
"fsnrlraskBits": "",
"fsnry": "0",

"ldMode": "clustered",
"linkStateSync": "disabled",
"name": "ftd_clusterl",

"operational State": "ok",
"slotld": "1", "snCl ust er Boot strap”: [ {
"ccl Network": "10.173.0.0", "chassisld": "1",
"gat ewayv4": "0.0.0.0", "gatewayv6": "::", "key": "",
"mode": "spanned- et her channel ", "name": "ftd_clusterl",
"net maskv4": "0.0.0.0", "pool Endv4": "0.0.0.0",
"pool Endv6": ":: ", "pool Startv4": "0.0.0.0",
"pool Startvée": "::", "prefixLength": "", "rn": "cluster-
boot strap”, "siteld": "1", "support Ccl Subnet ":
"supported”, "updat eTi nest anp": "2022-05-20T13: 38: 21. 872",
"urllink": "https://192.0.2.101/api/ld/ftd_clusterl/cluster-bootstrap"”,
"virtual | Pv4": "0.0.0.0", "virtual | Pv6": "::"
} 1.

4. Para verificar o status do cluster FTD, use esta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997da4453cdc0c37££fb888816c944"
'https://192.0.2.102/api/slot/1/app-inst"’
{
"smAppl nst ance": [
{
"adm nState": "enabl ed",
"appbDn": "sec-svc/app-ftd-7.1.0.90",
"applnstld": "ftd_001_JAD19500BABI YA3OO658",
"appNane": "ftd",
"cl earLogData": "avail abl e",
"clusterOperationalState": "in-cluster",
"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

"dn": "slot/1l/app-inst/ftd-ftd_clusterl",
“errorMsg": "",

"event Msg": "",

"execut eCnd": "ok",

"ext ernal | yUpgraded": "no",

"fsnbDescr": "",

"fsnmProgr": "100",

"fsnmRmt | nvEr r Code": "none",
"fsmRnt | nvErrDescr": "",
"fsmRnt I nvRslt": "",
"fsnttageDescr": "",
"fsnStatus": "nop",

"fsmlry": "0",

"hotfix": "",

"identifier": "ftd clusterl",
"operational State": "online",



"r easonFor Debundl e": "",
"resourceProfil eNane": "RP20",
“runni ngVersion": "7.1.0.90",

Arquivo show-tech do chassi FXOS

A configuracao e o status de alta disponibilidade e escalabilidade do FTD podem ser verificados
no arquivo show-tech do chassi Firepower 4100/9300.

Siga estas etapas para verificar a configuragéo e o status de alta disponibilidade e escalabilidade
no arquivo show-tech do chassi FXOS:

1. Para FXOS versoes 2.7 e posteriores, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar.

2. Para verificar o status do failover, verifique o valor do valor do atributo ha-role no slot especifico
na sec¢ao ‘show slot expand detail :

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo

“show slot expand detail’
Sl ot :
Slot ID: 1
Log Level: Info
Adm n State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Clear Log Data: Available
Error MsgQ:

Application |Instance:
App Nare: ftd
Identifier: ftdl
Admi n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Cont ai ner
Turbo Mode: No
Profile Nane: RP20
Hot f i xes:
External Iy Upgraded: No
Cluster State: Not Applicable
Cluster Role: None
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error MsgQ:
Current Task:

App Attribute:



App Attribute Key: firepower-ngnt-ip
Val ue: 10. 62. 148. 89

App Attribute Key: ha-lan-intf
Val ue: Ethernetl/2

App Attribute Key: ha-link-intf
Val ue: Ethernetl/2

App Attribute Key: ha-role
Value: active

App Attribute Key: ngmt-url
Val ue: https://10.62.184.21/

3. Para verificar a configuragéo do cluster FTD, verifique o valor do valor do atributo Mode sob o
slot especifico na se¢éo ‘show logical-device detail expand':

“show logical-device detail expand’

Logi cal Devi ce:
Name: ftd clusterl
Descri pti on:
Slot ID: 1
Mode: Clustered
Qper State:
Tenpl ate Nane: ftd
Error Msg:
Switch Configuration Status:
Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Cl uster Bootstrap:
Narme of the cluster: ftd_clusterl
Mode: Spanned Et her channel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0
I Pv4 Netrmask: 0.0.0.0
| Pv4 Gateway: 0.0.0.0
Pool Start |1Pv4 Address: 0.0.0.0
Pool End | Pv4 Address: 0.0.0.0
Cluster Virtual |Pv6 Address:
I Pv6 Prefix Length:
| Pv6 Gat eway:
Pool Start |1Pv6 Address:
Pool End | Pv6 Address:
Last Updated Ti mestanp: 2022-05-20T13: 38: 21. 872
Cluster Control Link Network: 10.173.0.0

4. Para verificar o status do cluster do FTD, verifique o valor dos valores dos atributos do Estado
do Cluster e Fungéo do Cluster sob o slot especifico na se¢ao “show slot expand detail :

“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admin State: K
Qper State: Online



Di sk Format State:

Di sk Format Status:

Cl ear Log Data: Available
Error Msg:

Application Instance:
App Nare: ftd
Identifier: ftd_clusterl
Admi n State: Enabled
Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Depl oy Type: Native
Turbo Mode: No
Profil e Nane:
Hot f i xes:
External ly Upgraded: No
Cluster State: In Cluster
Cluster Role: Master
Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Cl ear Log Data: Available
Error Msg:
Current Task:

Alta disponibilidade e escalabilidade do ASA

A configuragao e o status de alta disponibilidade e escalabilidade do ASA podem ser verificados
com o uso destas opgoes:

. CLI ASA

- Pesquisa SNMP ASA

- Arquivo show-tech do ASA

- Ul do FCM

- CLIFXOS

- REST-API FXOS

. arquivo show-tech do chassi FXOS

CLI ASA

Siga estas etapas para verificar a configuragao de alta disponibilidade e escalabilidade do ASA na
CLI do ASA:

1. Use estas opcgdes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantagao:

- Acesso direto telnet/SSH ao ASA no Firepower 1000/3100 e Firepower 2100 no modo de
dispositivo

- Acesso da CLI do console FXOS no Firepower 2100 no modo de plataforma e conexao com o
ASA através do comando connect asa

- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):
connect module <x> [console|telnet], onde x é o ID do slot, e conecte 0 asa



- Para ASA virtual, acesso SSH direto ao ASA ou acesso de console do hipervisor ou da
interface de usuario da nuvem

2. Para verificar a configuragéo e o status do failover do ASA, execute os comandos show
running-config failover e show failover state na CLI do ASA.

Se o failover nao estiver configurado, esta saida sera mostrada:

asa# show running-config failover
no failover
asa# show failover state

State Last Fail ure Reason Dat e/ Ti ne
This host - Secondary
Disabled None
O her host - Primry

Not Detected None
====Configuration State===
====Conmuni cati on St ate==

Se o failover estiver configurado, essa saida sera mostrada:

asa# show running-config failover

fail over failover lan unit primary

failover lan interface failover-link Ethernetl/1

failover replication http

failover link failover-link Ethernetl/1

failover interface ip failover-link 10.30.35.2 255.255.255.0 standby 10.30.35.3

# show failover state

State Last Failure Reason Dat e/ Ti ne
This host - Primary

Active None
O her host - Secondary

St andby Ready Comm Fail ure 19: 42: 22 UTC May 21 2022
====Configuration State===
Sync Done

====Conmuni cati on State===

Mac set

3. Para verificar a configuracéo e o status do cluster ASA, execute os comandos show running-
config cluster e show cluster info na CLI.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

asa# show running-config cluster
asa# show cluster info
Clustering is not configured

Se o cluster estiver configurado, esta saida sera mostrada:

asa# show running-config cluster
cluster group asa_clusterl
key *kkk*k
local -unit unit-1-1
cluster-interface Port-channel 48. 205 ip 10.174.1.1 255.255.0.0
priority 9
heal t h-check holdtinme 3
heal t h-check data-interface auto-rejoin 3 5 2
heal t h-check cluster-interface auto-rejoin unlimted 51



heal t h-check system auto-rejoin 3 5 2
heal t h-check nonitor-interface debounce-tine 500
site-id 1

no unit join-acceleration

enabl e

asa# show cluster info
Cluster asa_clusterl: On

Interface node: spanned
Cluster Menmber Limt 16
This is "unit-1-1" in state MASTER
I D 0
SiteID : 1
Ver si on 9.17(1)
Serial No.: FLM2949C52321T
CCL IP 10.174.1.1
CCL MAC 0015. ¢500. 018f
Modul e FPRAK- SM 24
SNMP ASA

Siga estas etapas para verificar a configuragao de alta disponibilidade e escalabilidade do ASA
via SNMP:

1. Verifique se o SNMP esta configurado e ativado.

2. Para verificar a configuragao de failover e a pesquisa de status no OID
1.3.6.1.4.1.9.9.147.1.2.1.1.1.
Se o failover nao estiver configurado, esta saida sera mostrada:

# snmpwalk -v2c¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"
SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit"
SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit (this device)"
SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER. 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.6 = I NTEGER 3

SNWMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 3

SNMPv2-SM : :enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "not Confi gured"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.6 = STRING: "Failover Off"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Failover Off"

Se o failover estiver configurado, essa saida sera mostrada:

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.10 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING "Failover LAN Interface"

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING "Primary unit (this device)" <--
This device is primary

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING "Secondary unit"

SNWPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.4 = |NTEGER 2

SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER. 9

SNVPv2-SM : :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER 10

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING "fover Ethernetl/2"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING "Active unit" <--
Primary device is active

SNWPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING "Standby unit"

3. Para verificar a configuracéo e o status do cluster, consulte o OID 1.3.6.1.4.1.9.9.491.1.8.1.

Se o cluster ndo estiver configurado, esta saida sera mostrada:



# snmpwalk -v2c -c ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1
SNMPv2-SM ::enterprises.9.9.491.1.8.1.1.0 = | NTEGER 0

Se o cluster estiver configurado, mas nao habilitado, esta saida sera mostrada:

# snmpwalk -v2c¢ -c ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 0 <=-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 0 <=-- Cluster unit state, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = I NTEGER 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <=-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <=-- Cluster side ID

Se o cluster estiver configurado, ativado e operacionalmente ativado, esta saida sera mostrada:

# snmpwalk -v2¢ -c¢ ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER: 1 <-- Cluster status, enabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER: 16 <-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER 10

.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING: "asa_clusterl" <-- Cluster group name
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING: "unit-1-1" <-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER: 0 <=-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER: 1 <-- Cluster side ID

Para obter mais informacgdes sobre as descricdes do OID, consulte CISCO-UNIFIED-FIREWALL-
MIB.

Arquivo show-tech do ASA

1. Para verificar a configuragao e o status do failover do ASA, verifique a se¢cao show failover.

Se o failover nao estiver configurado, esta saida sera mostrada:

Failover Off

Fai | over unit Secondary

Fai | over LAN Interface: not Configured

Reconnect tinmeout 0:00:00

Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maxi num

MAC Address Move Notification Interval not set

Se o failover estiver configurado, essa saida sera mostrada:

Failover On
Failover unit Primary


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai |l over LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00: 00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1291 maxi num
MAC Address Move Notification Interval not set
failover replication http
Version: Qurs 9.17(1), Mate 9.17(1)
Serial Nunmber: Qurs FLM2OO6EN9ABL11, Mate FLM20O6EQZYO02
Last Fail over at: 13:45:46 UTC May 20 2022
This host: Primary - Active
Active time: 161681 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
sl ot 0: UCSB-B200-M3-U hw/ sw rev (0.0/9.17(1)) status (Up Sys)

2. Para verificar a configuragao e o status do cluster, verifique a se¢cao show cluster info.

Se o cluster ndo estiver configurado, esta saida sera mostrada:

—————————————————— show cluster info ------------------
Clustering is not configured

Se o cluster estiver configurado e ativado, esta saida sera mostrada:

—————————————————— show cluster info ------------------
Cluster asa_clusterl: On
Interface nobde: spanned
Cluster Menber Limt : 16
This is "unit-1-1" in state MASTER

I D 0
Site ID : 1
Ver si on ©9.17(1)
Serial No.: FLM2949C52321T
CCL I P :10.174.1.1
CCL MAC : 0015. c500. 018f
Modul e . FPR4K- SM 24
Ul do FCM

Siga as etapas na secéo.

CLI FXOS

Siga as etapas na secao.
REST-API FXOS

Siga as etapas na secéo.

Arquivo show-tech do chassi FXOS

Siga as etapas na secéo.



Verificar o modo de firewall

modo FTD Firewall

O modo de firewall refere-se a uma configuragéo de firewall roteada ou transparente.

O modo de firewall FTD pode ser verificado com o uso destas opgoes:

- CLIFTD

- FTD show-tech

- U FMC

- FMC REST-API

- Ul do FCM

- CLI FXOS

- REST-API FXOS

. arquivo show-tech do chassi FXOS

Note: O FDM né&o suporta o modo transparente.

CLIFTD

Siga estas etapas para verificar o modo de firewall FTD na CLI do FTD:

1. Use estas opg¢des para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantagdo:

- Acesso direto SSH ao FTD - todas as plataformas

- Acesso da CLI do console FXOS (Firepower 1000/2100/3100) através do comando connect
ftd

- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):
connect module <x> [console|telnet], onde x é o ID do slot, e

connect ftd [instance], onde a instancia é relevante apenas para a implantagao de varias
instancias.

.- Para FTDs virtuais, acesso SSH direto ao FTD ou acesso de console a partir do hipervisor ou
da IU da nuvem

2. Para verificar o modo de firewall, execute o comando show firewall na CLI:

> show firewall
Firewall mode: Transparent

arquivo de solucao de problemas do FTD

Siga estas etapas para verificar o modo de firewall FTD no arquivo de solu¢ao de problemas FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xxxxx/saida de comandos.



2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s

# cat 'usr-local-sf-bin-sfcli.pl show_tech_ support asa_lina_cli_util.output'’

3. Para verificar o modo de firewall FTD, marque a segéao show firewall:

—————————————————— show firewall --------==-=------
Firewall mode: Transparent

Ul FMC

Siga estas etapas para verificar o modo de firewall FTD na interface do usuario do FMC:

1. Escolha Dispositivos > Gerenciamento de dispositivos:

'Ell's'él{;' Flrwepioweera‘\na’gem ent C_enter Overview Analysiz Policies | Devices Objects AMP Intelligence

; Device Management wH

Deploy Q @{} @ Global | adminw

Troubleshaot

Device Upgrade Site To Site File Download
Name NAT Remote Access Threat Defense CLI
Dynamic Access Polic Packet Tracer
Aceess Controlled Uiser Statistics flos ynams “ !
[ . 1 statist Platform Settings Troubleshaoting Packet Caplure
Site to Site Monitoring
Application Statistics FlexCoriig ¢ ' e
Certificates
Application Statistics (7.1.0) admin No No
Connection Summary admin [ MNo
Detailed Dashboard admin No Mo
Detailed Dashboard (7.0.0) admmn Mo Mo
Files Dashboard admmn Mo Mo
Security Intelligance Statistics admin Mo Mo
Summary Dashboard admin Mo Yas

Create Dashboard

Easw
Easw
s
s e
o s
ol
Fasw
s

oL

2. Verifique as etiquetas Roteadas ou Transparentes:




Firepower Management Center -
ol P Wianag Overview Analysis Policies Devices Objects AMP Deploy O @ER{F @ LASZ | adminv
—
View By Domain
Al(5) ®Emor(0) ®Waming{0)  OMine(6)  ®Nommal(5) © DeploymentPending (0}  ® Upgrade (0} @ Snort 3 (5) Q, Search Devica [ Add - |
1 ! L !
LABZ (3)
fd_chuster] (2) %
" Cluster 73
10.62.148.188(Control)  Snort 3 HFEe - g FPA120-5:44 _—
145 108 | : Firepower 4120 with FTD 7.1.0 B cocmity Maduie - 1 (Container) Base, Threat

el ?‘.‘.‘."_?.I Firepower 4120 with FTD. 7.1.0 _fiemipd e Y Ly Bass, Threat
) :jl‘:l;_l:..;&lv.!'.nls'lly £
Lt ?'H"_m"‘i"""' h"“"'"i"': Snort3 Firepowes 4150 wilh FTD ~ 7.1.0 Base, Threal
Ild._s.tnrlaalona- ot Firepower 2120 wath FTD - 7.1.0 NiA Base, Threat sepl g

FMC REST-API

Siga estas etapas para verificar o modo de firewall FTD via FMC REST-API. Use um cliente
REST-API. Neste exemplo, o curl é usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
< X-aut h-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. Identifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o
parametro domain é obrigatério. Use o token nesta consulta para recuperar a lista de dominios:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. Use o UUID de dominio para consultar os registros de dispositivos especificos e o UUID de
dispositivo especifico:

# curl -s -k -X 'GET' ‘'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-



000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool
{
"items": [
{
"id": "796eb8£f8-d83b-1lec-941d-b9083eb612d48",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"
b,
"name": "ftd_ha_1",
"type": "Device"
b,

4. Use o UUID de dominio e o UUID de dispositivo/contéiner da Etapa 3 nesta consulta e verifique
o valor de ftdMode:

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£f8-d83b-11ec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

{
"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514"
"nane": "acpl",
"type": "AccessPolicy"
H
"advanced": {
"enabl eOGS": fal se
H
"description": "NOT SUPPORTED',
"ftdMode": "ROUTED",
Ul do FCM

O modo de firewall pode ser verificado para FTD no Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD na interface do usuario do FCM:

1. Edite o dispositivo logico na pagina Dispositivos l6gicos:

Overview Interfaces J[IGLIT=1ReEMELEE Security Engine  Platform Settings System Tools Help  admin
& Refresh 3 Add =
Legical Device List {1 Containar instance) 77% (66 of 85) Coras Avadable
frd1 Standalone Status:ok . | ; |E
Application Version Resource Profile Management IP Gateway HManagement Port Status
1 7.1.0.80 P20 10,62, 148,89 10.62,148.1 Ethemmet/1 @ orine @& e

Interface Name Type Attributes

data 181 not- applcable
106214889

: Ethernet1/2

+ Ethernet1/2

A + hitps:i/10.62.184.21f

HA-ROLE : active

i + T96ehErE-dB50-1 1ec-341 0-D083e D61 206

2. Clique no icone do aplicativo e marque o Modo de firewall na guia Configuragdes:



Overview Interfaces QLTSN EMISEE Security Engine  Platform Settings

Editing - ftd1 S0 | | s CB0OCE,
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
Cisco Firepower Threat Defense - Bootstrap Configuration Tin
g cwnen inlsamatin [ ErmE | Agreemsnc ~
Ethernetl/2
Permit Expert mode for FTD SSH yis »
=i ik SESS0ONS;
Ethernetl/4
Search domains: 500,00
Etharmatl/s —
+ Ethamati/s Frrewal Moge: E
= L5 DNS Servers: 8888
Etharnatl/B =
Fully Qualfied Hostname: a
Password: Sat: Yes FTD - 7.1.0.90
Ethamatl/l
Confirm Fassword: Click to configura
Registration Key: Sat: Yes
Confirm Registration Key:
Firepower Management Canter [F: 10,62, 184,31
Firepower Management Center NAT ID:
Eventing Interface: v
Hardware Crypto: Enabled b d
T N
4 Fo 7.1.0.90 R0 fthamati/1 ]
oK cancel
Interface Name Sri
Eetmomotyiz data
BEetnemery= data

CLI FXOS

O modo de firewall pode ser verificado para FTD no Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD na CLI do FXOS:

1. Estabeleca uma conexao de console ou SSH para o chassi.
2. Mude para o escopo ssa, em seguida mude para o dispositivo 16gico especifico, execute o
comando show mgmt-bootstrap expand e verifique o valor do atributo FIREWALL_MODE:

firepower# scope ssa
firepower /ssa # scope logical-device ftd_clusterl
firepower /ssal/logical-device # show mgmt-bootstrap expand

Managenent Confi gurati on:
App Nare: ftd

Secret Bootstrap Key:
Key Val ue
PASSWORD
REG STRATI ON_KEY

I P v4:
Slot ID Managenent Sub Type | P Address Net mask Gat eway Last
Updat ed Ti mestanp

1 Firepower 10. 62. 148. 188 255. 255. 255. 128 10. 62. 148. 129 2022-05-
20T13: 50: 06. 238

Boot strap Key:

Key Val ue
DNS_SERVERS 192. 0. 2. 250
FI REPONER_MANAGER | P 10.62.184. 21

FIREWALL_ MODE routed



PERM T_EXPERT_MODE yes
SEARCH_DOVAI NS ci sco.com

AP| REST FXOS

O FXOS REST-API é compativel com o Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD através da solicitacdo FXOS REST-API.
Use um cliente REST-API. Neste exemplo, o curl € usado:

1. Solicite um token de autenticacgao:

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23'
https://192.0.2.100/api/1d/£ftd_clusterl

{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453¢cdc0c37££b888816c944d"
}
2. Use o identificador logico do dispositivo nesta consulta e verifique o valor da chave
FIREWALL_MODE:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al138cde9659ba997dad453cdc0c37££fb888816c944"
https://192.0.2.100/api/1d/ftd_clusterl

{ "key": "FIREWALL_MODE",

"rn": "key-Fl REWALL_MODE",

"updat eTi nest anp": "2022-05-20T13: 28: 37. 093",

"urllink": "https://192.0.2.100/api/ld/ftd_clusterl1/ ngnt-
boot strap/ ftd/ key/ Fl REWALL_MODE",

"value": "routed"

b

Arquivo show-tech do chassi FXOS

O modo de firewall para FTD pode ser verificado no arquivo show-tech do Firepower 4100/9300.

Siga estas etapas para verificar o modo de firewall FTD no arquivo show-tech do chassi FXOS:

1. Para FXOS versoes 2.7 e posteriores, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a sec¢ao “show logical-device detail expand™ no identificador especifico e no slot:
# pwd
/var/tnmp/ 20220313201802_F241- 01- 11- FPR-2_BC1_al | / FPRM_A_TechSupport/
# cat sam_ techsupportinfo

“show logical-device detail expand’
Logi cal Devi ce: Name: ftd clusterl



Descri pti on:

Slot ID: 1

Mode: C ustered

Qper State:

Tenpl ate Nane: ftd

Error Msg:

Switch Configuration Status:

Sync Data External Port Link State with FTD: Di sabl ed
Current Task:

Boot strap Key:
Key: DNS_SERVERS
Val ue: 192.0. 2. 250
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FI REPONER_MANAGER I P
Val ue: 10.62.184. 21
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

Key: FIREWALL_MODE
Value: routed
Last Updated Ti mestanp: 2022-05-20T13: 28: 37. 093

modo ASA Firewall
O modo de firewall ASA pode ser verificado com o uso destas opg¢des:

. CLI ASA

- show-tech do ASA

- Ul do FCM

- CLI FXOS

- REST-API FXOS

. arquivo show-tech do chassi FXOS

CLI ASA

Siga estas etapas para verificar o modo de firewall ASA na CLI do ASA:

1. Use estas opgodes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantagio:

- Acesso direto telnet/SSH ao ASA no Firepower 1000/3100 e Firepower 2100 no modo de
dispositivo

- Acesso da CLI do console FXOS no Firepower 2100 no modo de plataforma e conexado com o
ASA através do comando connect asa

- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):
connect module <x> [console|telnet], onde x € o ID do slot, e conecte o0 asa

.- Para ASA virtual, acesso SSH direto ao ASA ou acesso de console do hipervisor ou da
interface de usuario da nuvem
2. Execute o comando show firewall na CLI:



asa# show firewall
Firewall mode: Routed

Arquivo show-tech do ASA

Para verificar o modo de firewall ASA, marque a seg¢ao show firewall:

—————————————————— show firewall --------=-=-=------
Firewall mode: Routed

Ul do FCM

Siga as etapas na segéo.

CLI FXOS

Siga as etapas na secgéo.
REST-API FXOS

Siga as etapas na segéo.

Arquivo show-tech do chassi FXOS

Siga as etapas na secgéo.

Verificar o tipo de implantagao da instancia

Ha dois tipos de implantag¢ao de instancia de aplicativo:

- Instancia nativa - Uma instancia nativa usa todos os recursos (CPU, RAM e espago em disco)
do médulo/mecanismo de segurancga, de modo que vocé so pode instalar uma instancia
nativa.

- Instancia do contéiner - Uma instancia do contéiner usa um subconjunto de recursos do
modulo/mecanismo de seguranca. A capacidade de multiplas instancias s6 € suportada para
o DTF gerido pelo CMC; n&o é compativel com o ASA ou o FTD gerenciado pelo FDM.

A configuracao de instédncia do modo de contéiner € suportada somente para FTD no Firepower
4100/9300.

O tipo de implantacao da instancia pode ser verificado com o uso destas opgdes:

- CLIFTD

- FTD Show-tech

- UTFMC

- FMC REST-API
- Ul do FCM

- CLI FXOS

- REST-API FXOS



. arquivo show-tech do chassi FXOS

CLI FTD

Siga estas etapas para verificar o tipo de implantacéo da instancia FTD na CLI do FTD:

1. Use estas opcodes para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantacao:

- Acesso direto SSH ao FTD - todas as plataformas
- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):

conecte o0 médulo <x> [console|telnet], onde x é o ID do slot, e conecte ftd [instance], onde a
instancia é relevante apenas para a implantacédo de varias instancias.

2. Execute o comando show version system e verifique a linha com a string SSP Slot Number.
Se o Contéiner existir nessa linha, o FTD sera executado em um modo de contéiner:

> show version system
------------------- [ firepower J---------umcmmmomn--

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uul D . 3344bc4da- d842- 11ec- a995-817e361f 7eab
VDB versi on . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Conpi | ed on Tue 30- Nov-21 18:38 GMI by buil ders
Systemimage file is "diskO:/fxos-I|fbff-k8.2. 11.1.154. SPA"
Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Slot Number: 1 (Container)
arquivo de solugao de problemas do FTD

Siga estas etapas para verificar o tipo de implantagao da instancia FTD no arquivo de solugao de
problemas FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xxxxx/saida de comandos.
2. Abra o arquivo usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

# pwd
/ ngf w/ var/ common/ r esul t s- 05- 22- 2022- - 102758/ command- out put s
# cat 'usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output'’

3. Verifique a linha com a string SSP Slot Number. Se o Contéiner existir nessa linha, o FTD
sera executado em um modo de contéiner:



Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)

uuJl D . 3344bc4da- d842- 11ec- a995-817e361f 7eab
VDB ver si on . 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Conpi l ed on Tue 30-Nov-21 18:38 GMI by buil ders
Systemimage file is "diskO:/fxos-|fbff-k8.2. 11.1.154. SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Slot Number: 1 (Container)

Ul FMC

Siga estas etapas para verificar o tipo de implantagéo da instancia do FTD na |IU do FMC:

1. Escolha Dispositivos > Gerenciamento de dispositivos:

Firepower Managemen nter 1
IEIII',IEI(;I o FEQ e ,a-. a,ge N Ce te Overview Analysis policies | | Devices Objects AMP Intelligence Deploy Q @ﬁ' @ Giobal | admin¥
— —

'_:g' Device Management VIPN Troubleshoot Create Dashboard

Device Upgrade Site To Site File Download

Name NAT Remote Access Threat Defense CLI

QoS Dynamic Access Policy Packet Tracer

Access Controlled User Statistics N
r
traf b i statist Platform Settings Troubleshooting Packet Capture Bass
i FlexConfig Site 1o Site Monitaring

Application Statistics -
Certificates Bass
Application S1a-t|s1|cs. -1.?..1.(” admin [ Mo AN
Conmh.on Summary admin Mo Mo o .
Datailad Dagnnoam admmin [ Mo E o i
Detailed Dashboard 1;-:.0.0?_ . admin No Mo [y
Filas Da:shboal_d _ admin No No tosw
Sncuriw_lnlslllc_:?sn;e Statislics _ admin No Mo m Lo} f i
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2. Verifique a coluna Chassis. Se o Contéiner existir na linha, o FTD sera executado no modo

de contéiner.




ire a1 Ma 2 snter
Iclllsl;lc:' Firepower Management Center Ovanview Analysis Policies Davices Objects AMP Deploy Q Qu(:} @ LAB2 )\ admin¥
—
Domain
Al (5 ® Error (0) & Wa [{v] Offine: (0] Normial (5 Deployment Pendl o) ® Upgrade (0] ® Snort 3 (5) Q, Search Dewvieo
() rror (0 aming (0) o (0] ® Noma ) aplyment Panding { pgrade (0) nor [ ada v |
L ol P "
~  LAB2 (3) -~
frd_chustari (2) .
" Gluster s

1u,5z,1¢-a_1aa.;r_-_m| rol) Smort 3 Firepower 4120 with FTD  7.1.0 3] &“ o I'"\-.;;';';ilu ~TEoara] Base, Threat

1062148197 Smort 3 - KSE FPRAY 14

: el - Firepowar 4120 with FTD 7.1.0 = L UL et L2 Base, Threat
Fie_ha .
High Availability ’i

Pict_fi_ 1 (Primary, Active) (S0 Firapower 4150 with FTD 7.1.0 B e Base, Threat

M _he econdary, Standt S _ - - i sl L.

" -_.?-.5 condary, Standby) | Snon 3 Firepawer 4150 with FTD 7.1.0 B e e T tainarT] Base, Threat

FMC REST-API

Siga estas etapas para verificar o tipo de implantagao da instancia FTD via FMC REST-API. Use
um cliente REST-API. Neste exemplo, o curl é usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token

< X-aut h-access-token: 5d4817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. Identifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o
parametro domain é obrigatorio. Use o token nesta consulta para recuperar a lista de dominios:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-fl12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"itens":
[
{
"name": "d obal ",
"type": "Domain",
"uui d": "e276abec-e0f 2- 11e3-8169- 6d9ed49b625f "
}
{
"name": "Global/LAB2",
"type": "Domain",
"uyuid": "84cc4afe-02bc-b80a-4b09-000000000000"
}

3. Use o UUID de dominio para consultar os registros de dispositivos especificos e o UUID de
dispositivo especifico:

# curl -s -k -X 'GET' ‘'https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m json.tool

{



"items": [

"id": "796eb8f8-d83b-1lec-941d-b9083eb612d8",
"links": {
"self": "https://192.0.2.1/api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09-
000000000000/ devi ces/ devi cer ecor ds/ 796eb8f 8- d83b- 11ec- 941d- b9083eb612d8"

b,
"name": "ftd_ha_ 1",
"type": "Device"

b,

4. Use o UUID de dominio e o UUID de dispositivo/contéiner da Etapa 3 nesta consulta e verifique
o valor de isMultilnstance:

# curl -s -k -X 'GET' 'https://192.0.2.1./api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-
000000000000/devices/devicerecords/796eb8£f8-d83b-11ec-941d-b9083eb612d8' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

"name": "ftd_clusterl",
"isMultiInstance": true,

Ul do FCM
Para verificar o tipo de implantacao da instancia FTD, verifique o valor do atributo Perfil do

Recurso em Dispositivos Logicos. Se o valor nao estiver vazio, o FTD sera executado no modo
contéiner:

Overview Interfaces ERGLIL=INsEINTSEY Security Engine  Platform Settings ols  Help  admin

Lagical Device List {1 Contalner instamce) 57% (26 of 45) Cores Avalable

frd_cluster Clustered Statusiok

Application version Resource Profile Management IF Gateway HManagement Fort Status

o

1o 7.1.0.96 a2 10,62.148. 108 10,62, 198,120 Ethamany/1 [ Jp— &0 e

CLI FXOS

Siga estas etapas para verificar o tipo de implantacao da instancia FTD na CLI do FXOS:

1. Estabeleca uma conexao de console ou SSH para o chassi.

2. Mude para o escopo ssa e execute o comando show app-instance, em seguida, verifique a
coluna Deploy Type do FTD especifico com base no slot e no identificador:

firepower # scope ssa

firepower /ssa # show app-instance

App Nare Identifier Slot ID Admin State Oper State Runni ng Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

ftd ftd_clusterl 1 Enabl ed Ml i ne 7.1.0.90 7.1.0.90
Container No RP20 In Cluster Mast er



API REST FXOS

Siga estas etapas para verificar o tipo de implantacéo da instancia FTD através de uma
solicitagao FXOS REST-API. Use um cliente REST-API. Neste exemplo, o curl € usado:

1. Solicite um token de autenticacao:

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://10.62.148.88/api/login'
{

"refreshPeriod": "0",

"token": "3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££b888816c944d"
}

2. Especifique o token, a ID do slot nesta consulta e verifique o valor de DeploymentType:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
3dba916cdfb850c204b306al38cde9659ba997da4453cdc0c37££fb888816c944d’
https://192.0.2.100/api/slot/1/app-inst

A "smAppl nstance": [ { "adm nState": "enabl ed", "appDn":
"sec-svc/app-ftd-7.1.0.90", "applnstld": "ftd_001_JAD201200R43VLP1G3",

"appNane": "ftd", "cl earLogData": "avail abl e",

"clusterQperational State": "not-applicable", "clusterRol e": "none",
"currentJobProgress": "100", "currentJobState": "succeeded",

"currentJobType": "start", "deployType": "container",

Arquivo show-tech do chassi FXOS

Siga estas etapas para verificar o modo de firewall FTD no arquivo show-tech do chassi FXOS:

1. Para FXOS versdes 2.7 e posteriores, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a secao “show slot expand detail” para o slot especifico e o identificador:

# pwd
/var/tnp/20220313201802_F241-01- 11- FPR-2_BCl1_al | / FPRM_A TechSupport/

# cat sam_techsupportinfo
“show slot expand detail’

Sl ot :
Slot ID: 1
Log Level: Info
Admin State:
Qper State: Online
Di sk Format State:
Di sk Format Status: 100%
Cl ear Log Data: Available
Error Msg:

Application |Instance:



App Nare: ftd

Identifier: ftd_clusterl
Admi n State: Enabled

Qper State: Online
Runni ng Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

Verificar o modo de contexto do ASA

O ASA oferece suporte a modos de contexto unico e multiplo. O FTD nao suporta o modo
multicontexto.

O tipo de contexto pode ser verificado com o uso destas opgdes:

. CLI ASA
. show-tech do ASA

CLI ASA

Siga estas etapas para verificar o modo de contexto ASA na CLI do ASA:

1. Use estas opcgdes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantagao:

- Acesso direto telnet/SSH ao ASA no Firepower 1000/3100 e Firepower 2100 no modo de
dispositivo

- Acesso da CLI do console FXOS no Firepower 2100 no modo de plataforma e conexdo com o
ASA através do comando connect asa

- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):
connect module <x> [console|telnet], onde x é o ID do slot, e conecte o asa

- Para ASA virtual, acesso SSH direto ao ASA ou acesso de console do hipervisor ou da
interface de usuario da nuvem

2. Execute o comando show mode na CLI:

ASA# show mode
Security context npde: multiple

ASA# show mode
Security context nobde: single

Arquivo show-tech do ASA

Siga estas etapas para verificar o modo de contexto ASA no arquivo show-tech do ASA:

1. Verifique a secdo show context detail no arquivo show-tech. Nesse caso, o modo de contexto
€ multiplo, pois ha varios contextos:



Context "system", iS a systemresource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl1/10, Ethernetl/11,
Et hernet 1/ 12, Ethernet1/ 13, Ethernetl/14, Ethernet1/15,
Et hernet 1/16, Ethernetl/2, Ethernetl1l/3, Ethernetl/4, Ethernetl/5,
Et hernet1/6, Ethernetl/7, Ethernetl/8, Ethernetl1l/9, Ethernet2/1,
Et hernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet?2/6,
Et hernet2/7, Ethernet2/8, Internal -Data0O/1l, Internal-Datal/1l,
Managerent 1/ 1

Cl ass: default, Flags: 0x00000819, ID: O

Context "admin", has been created
Config URL: diskO:/adnin.cfg
Real Interfaces: Ethernetl/1, Ethernetl/2, Managenentl/1
Mapped Interfaces: Ethernetl/1, Ethernetl/2, Managenent1/1
Real | PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000813, ID: 1

Context "null", is a systemresource
Config URL: ... null
Real Interfaces:
Mapped I nterfaces:
Real | PS Sensors:
Mapped | PS Sensors:
Cl ass: default, Flags: 0x00000809, ID: 507

Verifiqgue o modo Firepower 2100 com ASA

O Firepower 2100 com ASA pode ser executado em um destes modos:

- Modo de plataforma - parametros operacionais basicos e configuracoes de interface de
hardware sao configurados no FXOS. Essas configuragdes incluem alteragao de estado de
administrador de interfaces, configuracdo de EtherChannel, NTP, gerenciamento de imagem
e muito mais. A interface da Web do FCM ou CLI do FXOS pode ser usada para a

configuracédo do FXOS.

- Modo de aplicativo (o padrao) - O modo de aplicativo permite que os usuarios configurem
todas as politicas no ASA. Somente comandos avancados estao disponiveis na CLI do

FXOS.

O modo Firepower 2100 com ASA pode ser verificado com o uso destas opcgoes:

. CLI ASA
. CLI FXOS
- FXOS show-tech

CLI ASA

Siga estas etapas para verificar o modo Firepower 2100 com ASA na CLI do ASA:

1. Use telnet/SSH para acessar o ASA no Firepower 2100.

2. Execute o comando show fxos mode na CLI:



ci scoasa(confi g)# show fxos mode
Mode is currently set to plaftorm

Modo do dispositivo:

ci scoasa(confi g)# show fxos mode
Mode is currently set to appliance

Note: No modo multicontexto, o comando show fxos mode esta disponivel no sistema ou no
contexto admin.

CLI FXOS

Siga estas etapas para verificar o modo Firepower 2100 com ASA na CLI do FXOS:
1. Use telnet/SSH para acessar o ASA no Firepower 2100.

2. Execute o comando connect fxos:

ci scoasa/ adm n(confi g)# connect fxos
Configuring session.

Connecting to FXCS.
Connected to FXOS. Escape character sequence is 'CITRL-~X .

Note: No modo multicontexto, o comando connect fxos esta disponivel no contexto admin.

3. Execute o comando show fxos-mode:

firepower-2140# show fxos mode
Mode is currently set to plaftorm

Modo do dispositivo:

firepower-2140#show fxos mode
Mode is currently set to appliance

FXOS show-tech file

Siga estas etapas para verificar o modo Firepower 2100 com ASA no arquivo show-tech do chassi
FXOS:

1. Abra o arquivo tech_support_brief em <name>_FPRM.tar.gz/<name>_FPRM.tar

2. Verifique a seg¢ao “show fxos-mode:

# pwd
/var/tnp/fp2k-1_FPRM



# cat tech_support_brief

“show fxos-mode"
Mode is currently set to platform

Modo do dispositivo:

# pwd
/var/tnmp/ fp2k-1_FPRM
# cat tech_support_brief

“show fxos-mode’
Mbde is currently set to appliance

Problemas conhecidos

ID de bug da Cisco CSCwb94424 ENH: Adicionar um comando CLISH para verificagao de
configuracdo do FMC HA

ID de bug da Cisco CSCvn31622 ENH: Adicione OIDs SNMP FXOS para pesquisar a
configuracéo de dispositivo logico e de instancia de aplicativo

ID de bug da Cisco CSCwb97767 ENH: Adicionar OID para verificagéo do tipo de implantagao de
instancia FTD

ID de bug da Cisco CSCwb97772 ENH: Inclua a saida de 'show fxos mode' no show-tech do ASA
no Firepower 2100

ID de bug da Cisco CSCwb97751 OID 1.3.6.1.4.1.9.9.491.1.6.1.1 para verificagao transparente do
modo de firewall ndo esta disponivel

Informacgdes Relacionadas

- Guia de inicio rapido da APl REST do Secure Firewall Management Center, versao 7.1
- Configurar SNMP em dispositivos Firepower NGFW

.- Guia da API REST do Cisco Firepower Threat Defense

- Referéncia de APl REST do Cisco FXOS

- Compatibilidade do Cisco ASA

.- Pacotes Firepower 1000/2100 e Secure Firewall 3100 ASA e FXOS versdes

- Componentes em pacote

- Solucéo de problemas do Firepower: procedimentos de geracao de arquivos

- Guia de introducdo ao Cisco Firepower 2100

- Guia de compatibilidade do Cisco Firepower Threat Defense



https://tools.cisco.com/bugsearch/bug/CSCwb94424
https://tools.cisco.com/bugsearch/bug/CSCvn31622
https://tools.cisco.com/bugsearch/bug/CSCwb97767
https://tools.cisco.com/bugsearch/bug/CSCwb97772
https://tools.cisco.com/bugsearch/bug/CSCwb97751
/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
/content/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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