Verificar versdes do software Firepower
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Informacdes Relacionadas

Introduction

Este documento descreve a verificagao das versdes do software Firepower.

Prerequisites



Requirements

Conhecimento basico do produto, REST-API, SNMP.

Componentes Utilizados

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

- Firepower 11xx

- Firepower 21xx

- Firepower 31xx

- Firepower 41xx

- Firepower Management Center (FMC) versao 7.1.x

- Firepower eXtensible Operating System (FXOS) 2.11.1.x
- Firepower Device Manager (FDM) 7.1.x

- Firepower Threat Defense 7.1.x

- ASA 9.17 x

Verificar versdes de software

Versao do software FMC
A versao do software FMC pode ser verificada com o uso destas opgdes:

- UIFMC

- CLIFMC

- solicitagao de API REST

. arquivo de solucao de problemas do FMC

- FTD ou CLI do médulo Firepower

- arquivo de solucao de problemas do mdédulo FTD ou Firepower

Ul FMC

Siga estas etapas para verificar a versdo do software FMC na interface de usuario da FMC:

1. Escolha Ajuda > Sobre:



'Ell's'('lo" Fire DOW?[’ Ma nlaglelment Center Overview Analysis Policies Devices Objects AMP Intelligance Deploy Q, @{:}1 @ admin v
ervigw | Dashboards | Management
—
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migratien Tool
Name Documentation on Cisco.com Partner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Provides trafBc and intrusion ovent statistics by user Software Download TAC Support Cascs
Secure Firewall YouTube 2
Application Statistics
pphcadon Sinkatlcs (11.0) admin No No Fasw
ORI adrmin No No ™o /u
e e e e admin No No Barsi
B Dol ey i * S
Provkdon i v of Mekwars s Fil Even e ro Ne Barss
Securty Inoligence Statstics admin No No tasw
L admin to Yes Pass

2. Verificar versao do software:

"cll’s'élc'l' Flrepower Management Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q, @{} @ admin v
Model Cisco Firepower Management Center 4600 z:::tae“c::i;allif;;t;_rgsu;_e;izgs‘;re;ﬂ.;ét};;‘;r_:l;;;gnom
SHII Humbor ki Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
| Software Version 7.1.0 {build 30) |
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)
Snort Version 2.9.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)
Rule Update Version 2022-05-02-003-wrt
Rulepack Version 2703
Module Pack Version 3070
LSP Varsion Isp-rel-20220502-1613
Goolocation Update Version  2022-04-25-002
DB Varsion build 354 ( 2022-04-27 19:39:56 )
Hostname FMC-4600-2

CLIFMC

Siga estas etapas para verificar a versdo do software FMC na CLI do FMC.

1. Acesse o FMC via SSH ou conexao de console. O banner exibe a versao do software:

Cisco Firepower Extensible Operating System (FX-0S) v2.11.0 (build 154)
Cisco Secure Firewall Management Center 4600 v7.1.0 (build 90)

2. Execute o comando show version na CLI:

> show version
——————————— [ FMC-4600-2.cisco.com ]J--------—-—~

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
UuUID : al0ed34e-d127-11e8-b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version : 354

FMC REST-API



Siga estas etapas para verificar a versdo do software FMC por meio de uma solicitagdo REST-
APl do FMC. Use um cliente REST-API para verificar a versdo do software. Neste exemplo, o curl
€ usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. Use o X-auth-access-token nesta consulta:

# curl -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-access-

token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d’ | python -m json.tool
{
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"
I
"items": [
{
"serverVersion": "7.1.0 (build 90)",
"geoVersion": "2022-04-25-002",
"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )",
"sruVersion": "2022-05-04-001-vrt",
"lspVersion": "lsp-rel-20220504-1121",
"type": "ServerVersion"
}
1,
"paging": {
"offset": O,
"limit": 25,
"count": 1,
"pages": 1

Note: A parte "| python -m json.tool" do comando string € usada para formatar a saida no
estilo JSON e é opcional.

arquivo de solucao de problemas do FMC

Siga estas etapas para verificar a versao do software FMC no arquivo de solu¢ao de problemas:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>.tar/results-
<date>—xooxx/dir-files/etc/sf/
2. Abra o arquivo ims.conf e encontre as linhas com as teclas SWVERSION e SWBUILD:

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat ims.conf | grep -E "SWVERSION|SWBUILD"
SWVERSION=7.1.0

SWBUILD=90

FTD ou CLI do médulo Firepower

Siga estas etapas para verificar a versdo do software FMC na CLI do FTD ou no médulo do
Firepower:



1. Acesse o FTD por SSH ou conexao de console. No caso do modulo Firepower, acesse o
modulo via SSH ou do ASA CLI por meio do comando session sfr.
2. Execute o comando expert.

> expert
admin@fpr2k-1:~$

3. Execute o comando menos /ngfw/var/sf/detection_engine/<UID>/ngfw.rules no FTD ou menos
Ivar/sf/detection_engine/<UUID>/ngfw.rules no moédulo Firepower e verifique a linha DC Version:

admin@fpr2k-1:~$ less /ngfw/var/sf/detection_engines/65455e3a-c879-1llec-869a-

900514578£f9f /ngfw.rules

#### ngfw.rules #HE#HHFHFHHFHFHFHHFHFHHAHFSHAHFHFHHAHARHHHA B A HAH AR HA R AR FSHA B A HA B AR HA SRS S #
# AC Name : FTD-ACP-1652807562 # Policy Exported : Tue May 17 17:29:43 2022 (UTC) # File Written

: Tue May 17 17:31:10 2022 (UTC) # # DC Version : 7.1.0-90 O0s: 90
# SRU : 2022-05-11-001-vrt
# VDB : 354

#
FH R A

FTD ou arquivo de solugdo de problemas do mddulo Firepower

Siga estas etapas para verificar a versdo do software FMC no FTD ou no arquivo de solugao de
problemas do modulo Firepower:

1. Abra o arquivo de solugdo de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xxxx/file-content/ngfw/var/sf/detection-engine/<UUID>/ se o arquivo foi
gerado no FTD. Para o mdédulo Firepower, navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xoxxx/file-content/var/sf/detection-engine/<UUID>/

2. Abra o arquivo ngfw.rules e marque a linha Versao DC:

# pwd
/var/tmp/results-05-06-2022--163203/file-contents/ngfw/var/sf/detection_engines/5e9fa23a-5429-
llec-891e-b19e40740445

# cat ngfw.rules

#### ngfw.rules

HHHHSHAH AR AR RS R R R R R R

#

# AC Name : FTD-ACP-1652807562

# Policy Exported : Tue May 17 17:29:43 2022 (UTC)
# File Written : Tue May 17 17:31:10 2022 (UTC)
#

# DC Version : 7.1.0-90 OS: 90

# SRU : 2022-05-11-001-vrt

# VDB : 354

#

HHHHAH SRR R A R A

Versao do software FDM
A versao do software FDM pode ser verificada com o uso destas opgdes:

- Ul do FDM



CLIFTD

- Pesquisa de SNMP FTD

- arquivo de solucao de problemas do FTD

- API REST do FDM

- Interface do usuario do Firepower Chassis Manager (FCM)
- CLI FXOS

- API REST FXOS

. arquivo show-tech do chassi FXOS

Ul do FDM

Para verificar a versao do software na IU do FDM, verifique o Software na pagina principal:

alvale oo Manace : = . admin
CISCO ) penhe e : Monitoring Policies Objects Device: KSEG-FPR2100-.. - Administrator
Mol Software VDB Intrusion Rule Update Cloud Services High Availability
Cisco Firepower 2120 Threat Defense 7.1.0-80 346.0 20211110-1348 Not Registered | Register Not Configured
Interfaces Routing Updates Systemn Settings
Geoloeation, Rule, VDB, System Upgrade, Managemant Access
Enabled 3 of 17 Security Intelligence Feeds
View Al Interfaces > View Gonfiguration > View Configuration >

API REST do FDM

Siga estas etapas para verificar a versdo do software FDM através de uma solicitagdo FDM
REST-API. Use um cliente REST-API para verificar a versao do software. Neste exemplo, o curl &
usado:

1. Solicite um token de autenticagao:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }°'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":
"eyJhbGciOiJIUzI1INiJ9.eyJpYXQiOjE2NTIYNDKSNTcsInNN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
VjiLTk4ZWMtNDA1ZTQwODkwMDV] IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xXMWV3jLTk4ZWMt Zjk4ODEXNj NG ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdAJ2jaVRmpdXF6qg48qgqdBcyRuit94DLobCJILI",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token":
"eyJhbGciOiJIUzIINiJY.eydpYXQiOjE2NTIzOTOxNjksInN1YiI6ImFkbWluIliwianRpIjoiMGUONGIXYzQtZDIOM1 0xMW



ViLTk4ZWMEYT110T1kZGMwN2Y0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIzOTY1INjksImFjY2VzclRva2VuRxhwaX
J1cO0F0IjoxNjUyMzklOTY5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiIOiJKVIREUMVmMcmVzaCIsInVzZXIVAW
1kIjoiYTU3ZGVmMMjgtY2M3MCOXMWVJLTk4ZWMtZjk4ODEXNINJ ZWIwIiwidXN1clIJvbGUiOiJSTOXFX0FETUl1OIiwib3JpZ2
luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluInO.Avga0-1isDjQB527d3QWzQb7AS4a%ea5wlbYUn-A%9aPw",
"token_type": "Bearer"

}

2. Use o valor do token de acesso nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJIpYXQiOjE2NTIYNDk5NTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRNjAtZDBmMi 0XMWV
jLTk4ZWMtNDA1ZTQwODkwMDV3 I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1M]jI1MiMINZQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMM] gt Y2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJd1lc2V
ybmFtZSI6ImMFkbWluInoO.lJLmHAAJ2jaVRmpdXF6gg48gdBcyRuit94DLObCJILI "

'https://192.0.2.2/api/fdm/v6/operational/systeminfo/default' | grep -i software
"softwareVersion" : "7.1.0-90",

"softwareVersion" : "7.1.0-90",

CLIFTD

Siga as etapas na secao.

SNMP FTD

Siga as etapas na secéo.

arquivo de solugao de problemas de FTD

Siga as etapas na secéo.

Ul do FCM

O FCM esta disponivel no Firepower 4100 e Firepower 9300 Series. Siga as etapas na sec¢ao.
CLI FXOS

Siga as etapas na secao.

REST-API FXOS

Siga as etapas na secéo.

Arquivo show-tech do chassi FXOS

Siga as etapas na secao.

Versao do software FXOS
A versao do software FXOS pode ser verificada com o uso destas opg¢des:

- U do FCM (somente Firepower 4100/9300)
- CLI FXOSs
- APl REST FXOS



- Pesquisa SNMP FXOS
- Arquivo show-tech do chassi FXOS.

Ul do FCM

Para verificar a versdo do software FXOS na interface do usuario do FCM, marque Version na
pagina principal:

TNV Interfaces Logical Devices Security Modules Platform Settings
KSEC-FPRIK-3-A 10.62.148.239
Model: Cisoo Firepower 9300 Security Appliance AC | Vergion: 2.11(1.154) | Operational State: Operable Chassis Upbme  37:00:3 1503 O L2210
Network Module 1 ""“‘I"“‘" ""'"J"“' 2 ) ) Metwork Module 3 : Empty
Conscie  MaMT SO 1 2 ] 4 5 & 7 o
@ Secwity Module 1 - )p B9 || @ security Module 2 - Up =
@ Secuity Modula 3- Up == | @ pover 1 - Running 2 @ Fower 2 - Running

Siga estas etapas para verificar a versdo do software FXOS na CLI do FXOS:

1. Estabeleca uma conexao de console ou SSH para o chassi.
2. Mude para o sistema de escopo e execute o comando show firmware monitor:

firepower # scope system
firepower /system # show firmware monitor
FPRM:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Firepower 1000/2100/3100 com FTD

Siga estas etapas para verificar a versdo do software FXOS na CLI do FXOS:

1. Estabeleca uma conexao de console com o chassi ou a conexdo SSH com o FTD.
No caso da conexao SSH com o FTD, execute o comando connect fxos no FTD CLISH:



> connect fxos

2. Mude para o sistema de escopo e execute o comando show firmware detail:

firepower # scope system
firepower /system # show firmware detail
Version: 7.1.0-90
Startup-Vers: 7.1.0-90
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 7.1.0-90
Startup-Vers: 2.11(1.154)

Firepower 1000/3100 com ASA, Firepower 2100 com ASA em modo de dispositivo

Siga estas etapas para verificar a versdo do software FXOS na CLI do FXOS:

1. Estabeleca uma conexao de console para o chassi ou conexao telnet/SSH para o ASA.
No caso da conexao telnet/SSH com o ASA, execute o comando connect fxos na CLI do ASA.

asa# connect fxos

2. Mude para o sistema de escopo e execute o comando show firmware detail:

firepower # scope system
firepower /system # show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)



Platform-Vers: 2.11.1.154

Package-Vers: 9.17.1

Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Firepower 2100 com ASA em modo de plataforma

Siga estas etapas para verificar a versdo do software FXOS na CLI do FXOS:

1. Estabeleca conexdo SSH ou console para o chassi ou conexao telnet/SSH para o ASA.
No caso da conexao telnet/SSH com o ASA, execute o comando connect fxos na CLI do ASA.

asa# connect fxos

2. Mude para o sistema de escopo e execute o comando show firmware detail:

firepower # scope system
firepower /system # show firmware detail
Version: 9.17.1
Startup-Vers: 9.17.1
MANAGER:
Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-Vers: 2.13
Firmware-Status: OK
SSD-Fw-Vers: 0147
System:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)
NPU:

Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

Service Manager:
Running-Vers: 2.11(1.154)
Platform-Vers: 2.11.1.154
Package-Vers: 9.17.1
Startup-Vers: 2.11(1.154)

REST-API FXOS

O FXOS REST-API é compativel com Firepower 4100/9300 Series.

Firepower 4100/9300



Siga estas etapas para verificar a versdo do software FXOS através de uma solicitagao FXOS
REST-API. Use um cliente REST-API para verificar a versao do software. Neste exemplo, o curl &
usado:

1. Solicite um token de autenticacao:

# curl -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: Ciscol23' 'https://192.0.2.100/api/login’
{

"refreshPeriod": "0",
"token": "1206f6a3032e7bdbeac07c£fdd9d5add5cdd948e4e5£4511535a95%9aed7ele2f5"
}

2. Use o token nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
1206f6a3032e7bdbeac07cfdd9d5add5cdd948e4e5£f4511535a959aed7ele2£5!
'https://192.0.2.100/api/sys/firmware/install-platform-fw' | grep -i platformBundle
"platformBundleName": "fxos-k9.2.11.1.154.SPA",
"platformBundleVersion": "2.11(1.154)",

SNMP FXOS

A configuracdo SNMP no FXOS é suportada no Firepower 2100 com ASA no modo de plataforma
e Firepower 4100/9300.

Firepower 4100/9300

Siga estas etapas para verificar a versdo do software FXOS via SNMP:

1. Verifique se o SNMP esta configurado no FXOS. Consulte Configurar SNMP em Firepower
NGFW Appliances para obter informagdes sobre as etapas de configuragio.

2. Votagao .1.3.6.1.4.1.9.9.826.1.30.47.1.6 ou CISCO-FIREPOWER-FIRMWARE-MIB:
cfprFirmwareRunningPackageVersion:

-v2¢ -c cisco 192.0.2.100 .1.3.6.1.4.1.9.9.826.1.30.47.1.6

1
o
=]

# snmpwalk

.1.3.6.1.4.1.9.9.826.1.30.47.1.6.20823 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25326 = ""
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.25331 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30266 = STRING: "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30269 = STRING: "1.0.18"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30779 = "
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30780 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.30781 = STRING: "2.11(1.154)"
.1.3.6.1.4.1.9.9.826.1.30.47.1.6.32615 = STRING: "2.11(1.154)"
1.3.6.1.4.1.9.9.826.1.30.47.1.6.48820 = STRING: "0.0"
Firepower 2100 com ASA em modo de plataforma

Siga estas etapas para verificar a versao do software FXOS via SNMP:

1. Verifique se o SNMP esta configurado no FXOS. Consulte Configurar SNMP em Firepower
NGFW Appliances para obter informagdes sobre as etapas de configuragao.
2. Votacédo .1.3.6.1.2.1.1.1.0 ou SNMPv2-MIB::sysDescr.0:



https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5

# snmpwalk -On -v2c -c cisco 192.0.2.101 SNMPv2-MIB::sysDescr.0
.1.3.6.1.2.1.1.1.0 = STRING: Cisco FirePOWER FPR-2140 Security Appliance, System Version
2.11(1.146)

# snmpwalk -On -v2c -c cisco 192.0.2.101 .1.3.6.1.2.1.1.1.0
.1.3.6.1.2.1.1.1.0 = STRING: Cisco FirePOWER FPR-2140 Security Appliance, System Version
2.11(1.146)

Arquivo show-tech do chassi FXOS

Firepower 4100/9300

Siga estas etapas para verificar a versdo do software FXOS no arquivo show-tech do chassi
FXOS:

1. Para FXOS versdes 2.7 e posteriores, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a saida do comando “show firmware monitor':

# pwd
/var/tmp/20220313201802_F241-01-11-FPR-2_BC1l_all/FPRM_A_TechSupport/
# cat sam_techsupportinfo

‘show firmware monitor’

FPRM:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Fabric Interconnect A:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Chassis 1:
Server 1:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 2:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready
Server 3:
Package-Vers: 2.11(1.154)
Upgrade-Status: Ready

Firepower 1000/2100/3100

1. Abra o arquivo tech_support_brief em <name>_FPRM.tar.gz/<name>_FPRM.tar
2. Verifique a saida do comando “show firmware detail :

# pwd
/var/tmp/£fp2k-1_FPRM/
# cat tech_support_brief

‘show firmware detail’



7.1.0-90
7.1.0-90

Version:
Startup-Vers:
MANAGER:

Boot Loader:
Firmware-Vers: 1012.0200.0213
Rommon-Vers: 1.0.12
Fpga-Vers: 2.0.00
Fpga-Golden-Vers:
Power-Sequencer-vVers:

OK

2.13

Firmware-Status:

SSD-Fw-Vers:
System:
Running-Vers:
Platform-Vers:
Package-Vers:
Startup-Vers:
NPU:
Running-Vers:
Platform-Vers:
Package-Vers:
Startup-Vers:

0147

2.11(1.154)
2.11.1.154

7.1.0-90

2.11(1.154)

2.11(1.154)

2.11.1.154
7.1.0-90
2.11(1.154)

Service Manager:

2.11(1.154)
2.11.1.154
7.1.0-90
2.11(1.154)

Running-Vers:
Platform-Vers:
Package-Vers:
Startup-Vers:

Versao do software FTD

A versao do software FTD pode ser verificada com o uso destas opcoes:

- CLIFTD

- Pesquisa de SNMP FTD

- arquivo de solucao de problemas do FTD
- UTFMC

- API REST do FMC

- Ul do FDM

- API REST do FDM

- Ul do FCM

- CLI FXOS

- API REST FXOS

- Arquivo show-tech do chassi FXOS

CLI FTD

Siga estas etapas para verificar a versdo do software FTD na CLI do FTD:

1. Use estas opcgdes para acessar a CLI do FTD de acordo com a plataforma e o modo de
implantagdo:

- Acesso direto SSH ao FTD - todas as plataformas

- Acesso da CLI do console FXOS (Firepower 1000/2100/3100) através do comando connect

ftd
- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):



connect module <x> [console|telnet], onde x € o ID do slot, e

connect ftd [instance], onde a instancia é relevante apenas para a implantacéo de varias
instancias.

.- Para FTDs virtuais, acesso SSH direto ao FTD ou acesso de console a partir do hipervisor ou
da IU da nuvem
2. Execute o comando show version na CLI:

> show version

——————————————————— [ firepower ]-----——-—--——--—-———————-

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1b324aaa-670e-1lec-ac2b-e000£0bd3cal

LSP version : lsp-rel-20220328-1342

VDB version : 353

SNMP FTD

Siga estas etapas para verificar a versdo do software FTD via SNMP:

1. Verifique se o SNMP esta configurado e ativado. Para FTD gerenciado pelo FDM, consulte
Configurar e solucionar problemas de SNMP no Firepower FDM para obter as etapas de
configuracao. Para FTD gerenciado pelo FMC, consulte Configurar SNMP em dispositivos
NGFW Firepower para obter as etapas de configuragao.

2. OID SNMPv2-MIB::sysDescr.0 ou OID .1.3.6.1.2.1.1.0.:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17 (1)

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.1.0 (Build 90), ASA
Version 9.17(1)

Ul FMC

Siga estas etapas para verificar a versdo do software FTD na interface do usuario da FMC:

1. Escolha Dispositivos > Gerenciamento de dispositivos:


https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
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AP| REST do FMC

Siga estas etapas para verificar a versdo do software FTD via FMC REST-API. Use um cliente
REST-API para verificar a versdo do software. Neste exemplo, o curl é usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23' | grep -i X-auth-access-token
<X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o

parametro domain € obrigatério. Use o X-auth-access-token nesta consulta para recuperar a lista
de dominios:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m
json.tool

"items": [



"name": "Global",

"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625£f"
Y,
{
"name": "Global/domainl",
"type": "Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
Y,
{
"name": "Global/domain2",
"type": "Domain",
"uuid": "341a8f03-£831-c364-b751-000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1limit=25"
Y,
"paging": {
"count": 3,
"limit": 25,
"offset": O,
"pages": 1
}

3. Use o UUID de dominio para consultar os registros do dispositivo:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad752f3c-86cc-11e9-8c9a-a3c958bedbbd",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/ad752f3c-86cc-11e9-8c9a-a3c958bedb64 ™

Y,

"name": "fwl.lab.local",

"type": "Device"

"id": "05e9799c-94fc-1lea-ad33-a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/05e9799c-94fc-11lea-ad33-a0032ddb0251"
Y,
"name": "fw2.lab.local",
"type": "Device"

"id": "c8befd62-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/c8befd62-49f7-11e8-b2fb-ad9838c6ed90"
Y,
"name": "fw3.lab.local",
"type": "Device"
Y,



"id": "3c41913a-b27b-11leb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/3c41913a-b27b-11eb-bl31-d2e2ce2a368d"
Y,
"name": "fwd.lab.local",
"type": "Device"

"id": "48f7£37c-8cf0-11e9-bfdl1-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/48f7£37c-8cf0-11e9-bf4d1-fb2d7b740db7"
Y,
"name": "fwb5.lab.local",
"type": "Device"

"id": "0bla9c94-8ba8-llec-b2fd-93263934908d4",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-1lec-b2fd-932639349084"
Y,
"name": "fpr2k-1",
"type": "Device"
Y,

4. Use o UUID do dominio e o UUID do dispositivo/contéiner:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vli/domain/e276abec-e0£f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0bla9c94-8ba8-1lec-b2£fd-
93263934908d/operational/commands?offset=0&1limit=25&command=show%20version' -H 'X-auth-access-
token: £3233164-6ab8-4e33-90cc-2612¢c19571be' | python -m json.tool

{

"items": [
{
"commandInput": "show version",
"commandOutput": "---—-——--"-"-"—-———————— [ fpr2k-1 J]- - ———--—m - ———— \nModel
Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90) \nUUID
0bla9c94-8ba8-1lec-b2£fd-93263934908d\nLSP version : 1lsp-rel-20220502-1613\nVDB
version t 353\ N \n\nCisco

Adaptive Security Appliance Software Version 9.17 (1) \nSSP Operating System Version
2.11(1.154)\n\nCompiled on Tue 30-Nov-21 19:37 GMT by builders\nSystem image file is
\"diskO:/mnt/boot/installables/switch/fxos-k8-fp2k-npu.2.11.1.154.SPA\"\nConfig file at boot was
\"startup-config\"\n\nfpr2k-1 up 10 days 4 hours\nfailover cluster up 57 days 17 hours\nStart-up

time 37 secs\n\nHardware: FPR-2110, 6588 MB RAM, CPU MIPS 1200 MHz, 1 CPU (6 cores)\n\n\n 1:
Int: Internal-Datal/1 : address is 000f£.b748.4801, irg 0\n 3: Ext: Managementl/1

address is 707d.b9%e2.836d, irg O\n 4: Int: Internal-Datal/l : address is 0000.0100.0001, irg
0\n 5: Int: Internal-Datal/2 : address is 0000.0300.0001, irg O\n 6: Int: Internal-Controll/1l

address is 0000.0001.0001, irg O\n\nSerial Number: JAD213508B6\nConfiguration last modified by
enable_1 at 04:12:18.743 UTC Wed May 4 2022\n",
"type": "command"

1,
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-
6d9ed49b625f/devices/devicerecords/0blad9c94-8ba8-1lec-b2fd-
93263934908d/operational /commands?offset=0&1limit=25&command=show version"
Y,
"paging": {



"count": 1,

"limit": 25,
"offset": O,
"pages": 1
}
Ul do FDM

Siga as etapas na secéo.

FDM REST-API

Siga as etapas na secéo.

arquivo de solucao de problemas do FTD

Siga estas etapas para verificar a versdo do software FTD no arquivo de solugao de problemas
FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xooxx/command-outputs/
2. Abra o arquivo usr-local-sf-bin-sfcli.pl show version.output e encontre a linha com Model:

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat "usr-local-sf-bin-sfcli.pl show version.output"’

———————————————————— [ fpr2k-1 ]-----=-==—————————-—-—-—-—— Model : Cisco Firepower 2110 Threat Defense
(77) Version 7.1.0 (Build 90)

UulD : 0bla9c94-8ba8-1lec-b2fd-93263934908d

LSP version : 1lsp-rel-20220510-1044

VDB version : 354

Ul do FCM

Para o FTD no Firepower 4100/9300, use o FCM e verifique a versao na guia Dispositivos légicos:



T |Logical Devices | [EEat Modules Platform Settings System Tools Melp admin

Security Module 1 (1 Native instance) 0% (0 & 78) Cores. Avallable

SN

Application Version Resource Profile Management 1P Gateway Maniagement Pot Status

2 Az 9.16.2.7 10,67, 148,240 10.62.148, 129 Etherrsetif1 @ oo [ 8]

Security Madule 2 (0 Instances) 100% (54 of 94) Cores Avallable

o Iogical devices on this security module.

Security Module 3 (1 Container instance) % (0 of §10) Cores Avallably

FIB-M1-1 Saandabine

[ Appliation Version Resource Profile Management 1P Gateway Management Port Status

o 0] 7.1.090 RP110 1062148, 242 10.62.148,12% Ethesmet1 1 @ o &N cia

CLI FXOS

FTD no Firepower 4100/9300

Siga estas etapas para verificar a versdo do software FTD na CLI do FXOS:

1. Estabelegca uma conexao de console ou SSH para o chassi.
2. Mude para o scope ssa e execute o comando show app-instance:

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Turbo Mode Profile Name Cluster State Cluster Role

asa ASA 1 Enabled Online 9.16.2.7 9.16.2.7
Native No Not Applicable None
ftd FTD-MI-1 3 Enabled Online 7.1.0.90 7.1.0.90
Container No RP110 Not Applicable None

FTD no Firepower 1000/2100/3100

Siga estas etapas para verificar a versdo do software FTD na CLI do FXOS:

1. Estabelecer uma conexao de console com o chassi ou a conexao SSH com o FTD
No caso da conexao SSH com o FTD, execute o comando connect fxos no FTD CLISH:

> connect fxos

2. Mude para o scope ssa e execute o comando show app-instance:

firepower# scope ssa
firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup



Version Deploy Type Profile Name Cluster Oper State Cluster Role

ftd 1 Enabled Online 7.1.0.90 7.1.0.90
Native Not Applicable None

REST-API FXOS

Siga estas etapas para verificar a versdo do software FTD através de um FXOS REST-API:

1. Solicite um token de autenticacao:

# curl -s -k -X POST -H 'USERNAME: admin' -H 'PASSWORD: cisco' 'https://192.0.2.100/api/login’
{

"refreshPeriod": "0",

"token": "28821660bc74e418£3fadc443619d£f0387d69e7b150e035£688bed9d347b4838"

2. Use o token nesta consulta e certifique-se de especificar a ID do slot onde o FTD esta
instalado:

# curl -s -k -X GET -H 'Accept: application/json' -H 'token:
28821660bc74e418£3fadc443619d£0387d69e7b150e035£688bed9d347b4838"
'https://192.0.2.100/api/slot/3/app-inst' | grep -Ei "identifier|version"

"identifier": "FTD-MI-1",

"runningVersion": "7.1.0.90",

"hwCryptoVersion": "2",
"startupVersion": "7.0.1.84",
"versionIncompatibleErrorMgr": ""

Arquivo show-tech do chassi FXOS

Siga estas etapas para verificar a versdo do software FTD no arquivo show-tech do chassi FXOS:
FTD no Firepower 4100/9300

1. Para FXOS versdes 2.7 e posteriores, abra o arquivo sam_techsupportinfo em
<name>_BC1_all.tar/ FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar

Para versdes anteriores, abra o arquivo sam_techsupportinfo em FPRM_A_TechSupport.tar.gz/
FPRM_A_TechSupport.tar.

2. Verifique a sec¢ao para cada slot em “show slot expand detail :

# pwd
/var/tmp/20220313201802_F241-01-11-FPR-2_BCl_all/FPRM_A_ TechSupport/
# cat sam_techsupportinfo

“show slot expand detail"
Slot: Slot ID: 3 Log Level: Info Admin State: Ok Oper State: Online Disk Format State: Ok Disk
Format Status: 100% Clear Log Data: Available Error Msg: Application Instance: App Name: ftd
Identifier: FTD-MI-1

Admin State: Enabled



Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container

FTD no Firepower 1000/2100/3100

1. Abra o arquivo tech_support_brief em <name>_FPRM.tar.gz/<name>_FPRM.tar
2. Verifique as sec¢des “scope ssa’ e "show slot':

# pwd
/var/tmp/fp2k-1_FPRM/
# cat tech_support_brief

“scope ssa’ “show slot’

Slot:
Slot ID Log Level Admin State Operational State
1 Info Ok Online
“show app"
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 7.1.0.90 N/A cisco Native Application Yes

“show app-instance detail’

Application Name: ftd
Slot ID: 1

Admin State: Enabled
Operational State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90

Versao do software ASA
A versao do software ASA pode ser verificada com o uso destas opgoes:

- CLI ASA

- Pesquisa SNMP ASA

- Arquivo show-tech do ASA

- Ul do FCM

- CLI FXOS

- API REST FXOS

. arquivo show-tech do chassi FXOS

CLI ASA

Siga estas etapas para verificar a versdo do software ASA na CLI do ASA:

1. Use estas opgdes para acessar a CLI do ASA de acordo com a plataforma e o modo de
implantacéao:

- Acesso direto telnet/SSH ao ASA no Firepower 1000/3100 e Firepower 2100 no modo de



dispositivo
- Acesso da CLI do console FXOS no Firepower 2100 no modo de plataforma e conexao com o
ASA através do comando connect asa
- Acesso da CLI do FXOS via comandos (Firepower 4100/9300):
connect module <x> [console|telnet], onde x é o ID do slot, e conecte o asa

.- Para ASA virtual, acesso SSH direto ao ASA ou acesso de console do hipervisor ou da
interface de usuario da nuvem
2. Execute o comando show version:

ciscoasa# show version

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Device Manager Version 7.17(1)

Compiled on Tue 30-Nov-21 19:37 GMT by builders
System image file is "diskO:/mnt/boot/installables/switch/fxos-k8-fp2k-npu.2.11.1.154.SPA"

Config file at boot was "startup-config"

ciscoasa up 4 hours 40 mins
Start-up time 1 sec

SNMP ASA

Siga estas etapas para verificar a versdo do software ASA via SNMP:
1. Verifique se o SNMP esta configurado e ativado.

2. Use o cliente SNMP para pesquisar o OID SNMPv2-MIB::sysDescr.0 ou OID
1.3.6.1.2.1.1.1.0:

# snmpwalk -v2c -c ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0
SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Adaptive Security Appliance Version 9.17(1)

# snmpwalk -v2c -c¢ ciscol23 192.0.2.2 SNMPv2-MIB::sysDescr.0 .1.3.6.1.2.1.1.1.0
SNMPv2-MIB: :sysDescr.0 = Cisco Adaptive Security Appliance Version 9.17(1)

Arquivo show-tech do ASA

Procure a linha com a string Cisco Adaptive Security Appliance Software Version:

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)
Device Manager Version 7.17(1)

Ul do FCM
Siga as etapas na secao.

CLI FXOS



Siga as etapas na secéo.
REST-API FXOS

Siga as etapas na secéo.

Arquivo show-tech do chassi FXOS
Siga as etapas na secéo.

Versao do software do médulo Firepower

O moédulo Firepower no ASA é o novo nome para os moédulos Sourcefire mais antigos ou SFR.

Sua versao de software pode ser verificada com o uso destas opgdes:

- UIFMC
- FMC REST-API

- CLI do médulo Firepower
- Arquivo de solugao de problemas do médulo Firepower
- CLI ASA
- Arquivo show-tech do ASA
Ul FMC
Siga as etapas na secéo.
FMC REST-API
Siga as etapas na secéo.

CLI do médulo Firepower

Siga estas etapas para verificar a versao do software do médulo Firepower no médulo CLLI:
1. Conecte-se ao modulo via SSH ou do ASA CLI através do comando session sfr.

2. Execute o comando show version:

> show version

———————————————— [ sfrl J---------------—-

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UulD : c049dad8-c42e-11e9-986d-bdeff3cel399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

Arquivo de solugéo de problemas do médulo Firepower



Siga estas etapas para verificar a versdo do software do moédulo Firepower no arquivo de solugao
de problemas do modulo:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xooxx/command-outputs/
2. Abra o arquivo usr-local-sf-bin-sfcli.pl show version.output e encontre a linha com Model:

# pwd
/var/tmp/results-05-12-2022--199172/command-outputs
# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfrl ]-----———-—-------- Model : ASA5516 (72) Version 7.1.0 (Build 90)
UUID : c049dad8-c42e-11e9-986d-bdeff3ce399%e

LSP version : 2022-05-10-001-vrt

VDB version : 354

CLI ASA

Execute o comando show module sfr details na CLI do ASA e verifique a versao do software:

asa# show module sfr details
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5516

Hardware version: N/A

Serial Number: JAD222103XA

Firmware version: N/A

Software version: 7.1.0-90

MAC Address Range: 7872.5dce.b3b2 to 7872.5dce.b3b2
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 7.1.0-90

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Configured

Mgmt IP addr: 192.168.45.45

Mgmt Network mask: 255.255.255.0

Mgmt Gateway: 0.0.0.0

Mgmt web ports: 443

Mgmt TLS enabled: true

Arquivo show-tech do ASA

Procure a linha com a string show module sfr detail:

—————————————————— show module sfr detail ------------------
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5516
Hardware version: N/A

Serial Number: JAD222103XA



Firmware version:
Software version:

MAC Address Range:

name:
Status:
Status Desc:

App.
App.
App.

App. version:

Data Plane Status:

Console session:
Status:
DC addr:

Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:
Mgmt TLS enabled:

N/A
7.1.0-90

7872 .5dce.b3b2 to 7872.5dce.b3b2

ASA FirePOWER

Up

Normal Operation
7.1.0-90

Up

Ready

Up

No DC Configured
192.168.45.45
255.255.255.0
0.0.0.0

443

true

Verificar versdes de Snort, VDB e SRU

Versao do Deep Packet Inspection Engine (Snort)

A versao do Snort pode ser verificada com o uso destas opgoes:

- UIFMC

- FMC REST-API

- Ul do FDM

- API REST do FDM
- FTD ou CLI do médulo Firepower
- arquivo de solucao de problemas do mdédulo FTD ou Firepower

Ul FMC

Siga estas etapas para verificar a versdo do Snort do FTD na IU do FMC:

1. Escolha Dispositivos > Gerenciamento de dispositivos:
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2. Verifique a etiqueta Snort:

Firepower Management Center
'EII'{éI‘__;' P o g ) Overview Analysis Policics Devices Objects AMP Deploy Q ﬁa 4+ @ adminv
——
Deployment History
View By: Domain -
Al (14) ® Error (2) ® Warning (0) Offline (12) ® Normal (0) Deployment Pending (7) ® Upgrade (0) ® Snort 3 (12) Q) Search Device m
—
i Access Contral
N Cha Lic Pt
-
LAB-FPR2K rr
High Availability :
‘_“"J_Ik‘“?':'mam“'m’| 2L Firepower 2110 With FTD 7.1.0 NIA Base, Threat (2 more..) @ LAB-FPRIK-ACL
_""9"‘ f[’_“fr’c'"‘h""'s“”"“b"': Snort3 | Firepower 2110 with FTD 7.1.0 Ni& Base, Threat (2 more...)

FMC REST-API

Siga estas etapas para verificar a versdo do Snort FTD via FMC REST-API. Use um cliente
REST-API para verificar a versdo do software. Neste exemplo, o curl é usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
<X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o
parametro domain € obrigatério. Use o X-auth-access-token nesta consulta para recuperar a lista
de dominios:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_platform/vl/info/domain' -H 'accept:
application/json' -H 'X-auth-access-token: 5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb’ | python -m
json.tool

{
"items": [
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
I
{
"name": "Global/domainl",
"type": "Domain",
"yuid": "ef0cf3e9-bb07-8£66-5c4e-000000000001"
I
{
"name": "Global/domain2",
"type": "Domain",
"uuid": "341a8f03-£831-c364-b751-000000000001"
}
1,
"links": {
"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"
I
"paging”: {

"count": 3,
"limit": 25,



"offset": O,
"pages": 1

3. Use o UUID de dominio para consultar os registros de dispositivos:

# curl -s -k -X 'GET' 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5cde-
000000000001 /devices/devicerecords' -H 'accept: application/json' -H 'X-auth-access-token:
5d817ef7-f12f-4dae-b0c0-cd742d3bd2eb' | python -m json.tool

"items": [
{
"id": "ad752f3c-86cc-11e9-8c9a-a3c958bedbbd",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/ad752f3c-86cc-11e9-8c9a-a3c958bedb64 ™

Y,

"name": "fwl.lab.local",

"type": "Device"

"id": "05e9799c-94fc-1lea-ad33-a0032ddb0251",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/05e9799c-94fc-11lea-ad33-a0032ddb0251"
Y,
"name": "fw2.lab.local",
"type": "Device"

"id": "c8befd62-49f7-11e8-b2fb-ad9838c6ed90",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/c8befd62-49f7-11e8-b2fb-ad9838c6ed90"
Y,
"name": "fw3.lab.local",
"type": "Device"

"id": "3c41913a-b27b-1leb-bl31-d2e2ce2a368d",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/3c41913a-b27b-11eb-bl31-d2e2ce2a368d"
Y,
"name": "fwd.lab.local",
"type": "Device"

"id": "48f7£37c-8cf0-11e9-bfdl1-fb2d7b740db7",
"links": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/48f7£37c-8cf0-11e9-bf41-fb2d7b740db7"
Y,
"name": "fwb.lab.local",
"type": "Device"

"id": "Obla9c94-8ba8-1lec-b2£fd-932639349084",
"links": {



"self": "https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8f66-5cde-
000000000001 /devices/devicerecords/0bla9c94-8ba8-11lec-b2fd-932639349084"

I

"name": "fpr2k-1",

"type": "Device"
I

4. Use o UUID do dominio e o UUID do dispositivo/contéiner nesta solicitagao:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_config/vl/domain/ef0cf3e9-bb07-8£66-5c4e-
000000000001 /devices/devicerecords/0bla9¢c94-8ba8-1lec-b2£fd-93263934908d4' -H 'X-auth-access-
token: 5d817ef7-fl2f-4dae-b0c0-cd742d3bd2eb ' | python -m json.tool | grep -i snort

"snortVersion": "3.1.7.1-108",
"snortEngine": "SNORT3",

Ul do FDM
Siga estas etapas para verificar a versao do Snort FTD na IU do FDM:

1. Va para a pagina Atualizagdes:
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2. Verificar o motor de inspegéo do Snort:



bl il =5 (o ™ @Y (4 admin
Firepower Device Manage ~ (=)
CISCO L Monitoring Paolicies Objects Device: KSEC-FPR2100-... — Administrator

Device Simamary
Updates

Geolocation VDB Security Intelligence Feeds
Latest Update on 05 May 2022 Latest Update on 05 May 2022

Configure

Configure Configure Set recurring updates

Set recurring updates Set recurring updates

| UPDATE FI CLOUD
UPDATE FROM CLOUD bt UPDATE FROM CLOUD | v TEFROM

System Upgrade Intrusion Rule
Current version 7.1.0-90 Latest Update on 05 May 2022
Configure Snort
St recuring updates . .
sl & . Inspection Engine: 3.1.7.1-108|Downgrade to 2.0

Snort is the main inspection engine in Firapower Threat
JPDATE FROM CLOUD v
i Defense. It is usad for intrus d file policy analysis,
BROWSE S5L decryption, and layer 7 inspection. See mare w
¥ ¥

API REST do FDM

Siga estas etapas para verificar a versdo do Snort através de uma solicitagdo de FDM REST-API.
Use um cliente REST-API para verificar a versao do software. Neste exemplo, o curl € usado:

1. Solicite um token de autenticagao:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }°'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

"eyJhbGciOiJIUzZI1INiJ9 .eyJIJpYXQiOjE2NTIyNDk5SNTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi0xMW
V3§ LTk4ZWMtNDA1ZTQwODkwMDV] I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1Mj I1MiMINzQ1NywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVMM] gt Y2M3MC
0XMWV5LTk4 ZWMt Zjk4ODExXN N ZWIWIiwidXN1clIvbGUiOiJSTOXFXO0FETULOIiwib3JpZ21luljoicGFzc3dvemQiLCIlc2
VybmFtZSI6ImFkbWluInO.lJLmHAAJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJILI ",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token":

"eyThbGciOiJIUZIINiJY . eyJpYXQiOjE2NTIZOTQOxNjksInN1YiI6 ImFkbWluliwianRpIjoiMGUONGIXYzQtZDIOM 0xMW
VILTk4AZWMtYT110T1kZGMwN2Y 0TI iwibmImIjoxNjUyMzkOMTY5LCI1eHAIOFE2NTIZOTY1Njks ImFjY2VzclRva2vVuRXhwaX
J1cOF0IjoxNjUyMzkl1O0TYS5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiO0iTKVIREUMVMcmVzaCIsInVzZXJIVAW
1kIjoiYTU3ZGVmMM]gtY2M3MCOxXMWVJLTk4ZWMt Zjk40DEXNI NG ZWIwIiwidXN1clIdvbGUiOiJSTOXFXOFETULOI iwib3Jpz2
1luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluIn0.Avga0-1isDjQB527d3QWZQb7AS4a%eabwlbYUn-A9aPw",
"token_type": "Bearer"

)
2. Use o valor access_token nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU30DksInN1YiI6ImFkbWluIliwianRpIjoiM2U1INFg0YjYtZDIiYSOXMWV
FLTK4ZWMtZGI2YjRiYTMIMTU2IiwibmJImIjoxNjUyNDQINzg5LCJ1leHALiOFE2NTIONDc10DksInJdlZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODExXNjNF ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'
'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -i snort

"snortVersion" : { "snortVersion" : "3.1.7.1-108",



"snortPackage" : "/ngfw/var/sf/snort-3.1.7.1-108/snort-75-3.1.7.1-108-dagl4.tar.bz2",
"type" : "snortversion

FTD ou Firepower CLI

No FTD CLI, execute o comando show snort3 status:

> show snort3 status
Currently running Snort 3

O moddulo Firepower suporta apenas Snort 2.
FTD ou arquivo de solugdo de problemas do mddulo Firepower

Siga estas etapas para verificar a versdo Snort no arquivo de solugao de problemas do FTD:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xoooxx/command-outputs
2. Abra o arquivo usr-local-sf-bin-sfcli.pl show snort3.output:

# pwd
/var/tmp/results-05-06-2022--163203/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show snort3.output”
Output of /ngfw/usr/local/sf/bin/sfcli.pl show snort3:
Currently running Snort 3

O maddulo Firepower suporta apenas Snort 2.

Verséao do banco de dados de vulnerabilidade (VDB)
A versao do VDB pode ser verificada com o uso destas opg¢des:

- U FMC

- FMC REST-API

- arquivo de solugao de problemas do FMC

- Ul do FDM

- API REST do FDM

. CLIFTD

- arquivo de solucao de problemas do mdédulo FTD ou Firepower

Ul FMC

Siga estas etapas para verificar a versdo do VDB na interface do usuario da FMC:

1. Escolha Ajuda > Sobre:
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2. Verificar versao do VDB:

IEIIISIEL;I F.lf.ep-O.W.er Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Depiloy Q, @ &+ @ adminw
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F— 2.1.0-(bulid 90) Copyright 2004-2021, Cisce and/or its affliates. All rights reserved.
035 Cisco Firepower Extensible Operating System (FX-05) 2.11.1 (build154)

Snor Version 2.9.19 (Build 92)

Snort3 Version 3.1.7.1 (Build 108)

Rule Update Version 2022-05-02-003-wrt

Rulepack Version 2703

Module Pack Version 3070
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Goolocation Update Version  2022-04-25-002
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Hostname FMC-4600-2

CLIFMC

Siga estas etapas para verificar a versdo do VDB na CLI do FMC:

1. Acesse o FMC via SSH ou conexao de console.
2. Execute o comando show version:

> show version

----------- [ FMC-4600-2.cisco.com ]------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
UuID : all0ed34e-d127-11e8-b440-728439d95305

Rules update version : 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version : 354

FMC REST-API

Siga estas etapas para verificar a versdo do VDB por meio de um FMC REST-API. Use um cliente
REST-API para verificar a versdo do software. Neste exemplo, o curl é usado:



1. Solicite um token de autenticagao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token
<X-auth-access-token: 7acdb34c-ea85-47bf-83fe-d77b63£012da

2. ldentifique o dominio que contém o dispositivo. Na maioria das consultas REST API, o

parametro domain é obrigatorio. Use o X-auth-access-token nesta consulta para recuperar a lista
de dominios:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63f012da’' | python -m json.tool
{

"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",
"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"
}
1.,
"links": {
"self": "https://10.62.184.21/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"
},
"paging": {
"count": 1,
"limit": 25,
"offset": O,
"pages": 1

arquivo de solucao de problemas do FMC

Siga estas etapas para verificar a versdo do VDB no arquivo de solugao de problemas do FMC:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-troubleshoot
tar/results-<date>—xooo/dir-files/etc/sf/.versiondb
2. Abra o arquivo vdb.conf e localize a linha com a chave CURRENT_BUILD:

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/.versiondb
# cat vdb.conf

CURRENT_VERSION=4.5.0

CURRENT_BUILD=344

CURRENT_APPID_VER=82

CURRENT_NAVL_VER=106

Ul do FDM

Na pagina principal, verifique o VDB:
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API REST do FDM

Siga estas etapas para verificar a versdo do VDB através de uma solicitagcdo de FDM REST-API.
Use um cliente REST-API para verificar a versao do software. Neste exemplo, o curl € usado:

1. Solicite um token de autenticagao:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json'
-d '{ "grant_type": "password", "username": "admin", "password": "Admin#l1324" }'
'https://192.0.2.2/api/fdm/latest/fdm/token’

{

"access_token":
"eyJhbGciOiJIUZI1INiJ9.eyJpY¥YXQiOjE2NTIyNDKSNTcsInN1YiI6ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
V3§ LTk4ZWMtNDA1ZTQwODkwMDV] I iwibmImIjoxNjUyMjQ50TU3LCI1eHALIOFE2NTIYNTE3NTcsInJ1ZnJI1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1M7jI1MjM1INZQ1NywidG9rZW5UeXB1lIjoiS1dUX0FjY2VzeyIsInVzZXJIVAWlkIjoiYTU3ZGVmMM] gt Y2M3MC
0xMWV5jLTk4ZWMtZjk40ODEXNjNj ZWIwIiwidXN1clJIvbGUiOiJSTOXFX0FETUlOIiwib3JpZ2luljoicGFzc3dvemQiLCJ1lc2
VybmFtZSI6ImFkbWluInO.lJLmHAAJ2jaVRmpdXF6qg48qgdBcyRuit94DLobCJILI ",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token":

"eyThbGciOiJIUZIINiJY . eyJpYXQiOjE2NTIZOTQOxNjksInN1YiI6 ImFkbWluliwianRpIjoiMGUONGIXYzQtZDIOM 0xMW
VILTk4AZWMtYT110T1kZGMwN2Y 0TI iwibmImIjoxNjUyMzkOMTY5LCI1eHAIOFE2NTIZOTY1Njks ImFjY2VzclRva2vVuRXhwaX
J1cOF0IjoxNjUyMzkl1O0TYS5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiO0iTKVIREUMVMcmVzaCIsInVzZXJIVAW
1kIjoiYTU3ZGVMM]gt Y2M3MCOXMWV]LTk4 ZWMt Zjk40DEXNI N ZWIwIiwidXN1clIvbGUiOiJSTOXFXOFETUL1OIiwib3JIpz2
luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluInl.Avga0-isDjQB527d3QWzQb7AS4a%ea5wlbYUn-A%9aPw",
"token_type": "Bearer"

)
2. Use o valor access_token nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUZI1INiJ9.eyJpYXQiOjE2NTIONDU30DksInN1YiI6ImFkbWluIliwianRpIjoiM2U1INFg0YjYtZDIiYSOXMWV
FLTk4ZWMtZGI2YFRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJ1leHALiOjE2NTIONDc10DksInJ1lZnJ1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMYNSwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1lkIjoiYTU3ZGVmMMjgtY2M3MCO
XMWV LTk4ZWMt Zjk4ODExXNjNF ZWIWIiwidXN1clJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2V
ybmFtZSI6IMFkbWluInO.kXtsUu3_ WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4'
'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default’ | grep -i vdb

"vdbVersion" : {

"lastSuccessVDBDate" : "2022-05-05 12:44:09z2",



"vydbCurrentVersion" : "346",

"vdbCurrentBuild" : "0",
"vdbReleaseDate" : "2021-08-24 21:48:15",
"type" : "vdbversion"

FTD ou CLI do médulo Firepower

Siga estas etapas para verificar a versdo do VDB na CLI do FTD ou na CLI do médulo Firepower
(SFR):

1. Acesse o FTD por SSH ou conexao de console. No caso do modulo Firepower, acesse o

modulo via SSH ou do ASA CLI por meio do comando session sfr.
2. Execute o comando show version na CLI:

> show version

———————————————————— [ fpr2k-1 J-------------————————

Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 0bla9c94-8ba8-11lec-b2fd-93263934908d
LSP version : lsp-rel-20220510-1044

VDB version : 354

> show version

———————————————— [ sfrl J---------------—~

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UuID : c049dad8-c42e-11e9-986d-bdeff3ce399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

FTD ou arquivo de solugéo de problemas do médulo Firepower

Siga estas etapas para verificar a versao do VDB no FTD ou no arquivo de solugéo de problemas
do mddulo Firepower:

1. Abra o arquivo de solugao de problemas e navegue até a pasta <filename>-
troubleshoot.tar/results-<date>—xooxx/command-outputs/

2. Abra o arquivo usr-local-sf-bin-sfcli.pl show version.output e encontre a linha com a versao
VDB:

# pwd
/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output”

———————————————————— [ fpr2k-1 J--—--m——mmmmmm o
Model : Cisco Firepower 2110 Threat Defense (77) Version 7.1.0 (Build 90)
UuUID : 0bla9c94-8ba8-1lec-b2£fd-93263934908d

LSP version : lsp-rel-20220510-1044

VDB version : 354

# pwd

/var/tmp/results-05-12-2022--199172/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfr1 ]----————=—-------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8-c42e-11e9-986d-bdeff3ce399%9e Rules update version : 2022-05-10-001-vrt VDB version : 354



Versoes de atualizacao da regra de intrusao

As atualizagbes da regra de intrusdo fornecem regras de intrusao novas e atualizadas e regras de
pré-processador, estados modificados para regras instaladas e configuragdes de politica de
intrusdo padrao modificadas.

As atualizagdes de regras seguras (SRU) sao aplicaveis ao Snort versao 2 e as atualizagbes do
Lightweight Security Package (LSP) sao aplicaveis ao Snort versao 3.

A versao do software SRU/LSP pode ser verificada com o uso destas opgoes:

- UIFMC

- FMC REST-API

. arquivo de solucao de problemas do FMC

- Ul do FDM

- API REST do FDM

- FTD ou CLI do médulo Firepower

- arquivo de solucao de problemas do mdédulo FTD ou Firepower

Ul FMC

Siga estas etapas para verificar as versdes de SRU/LSP na interface do usuario da FMC:

1. Escolha Ajuda > Sobre:

Fir jer nter
ilisifes I 6[}0'.‘\@ Ma ﬁageme nt Centel Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q Q@ +] @) admin ¥
cisco naaw | Dash L t ’
Page-level Help Secure Firewall on Cisco.com
How-Tos Firepower Migration Teol
Name Documentation on Cisco.com Parner Ecosystem
What's New in This Release Ask a Question
Access Controlled Usor Statistics
Software Download TAC Support Cases
Secure Firewall YouTube About
Application Statistics —
Application Statistics (7.1.0) sdmin No No LY
f WS O
Connaetion Summary ; i No Mo ™o w
Detailed Dashboard admin No Mo "a A9
A
Detailed Dashboard (7.0.0) adnin No No *as s
Files Dashboard admin No No [*Q 7w
Security Intelligance Statistics admin No Mo [ Q i
Summary Dashboard adrmin No Yes o #u

2. Verifique a versao de atualizagido da regra e a versao LSP:



'é'l:s:élc',' Fire powgr Ma nagement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy =} P 4+ @ adminw
Mod . i = . o For technical [systermn questions, e-mail tac@cisco.com
Model Claco Fimpower Management Cenier 4500 or call us at 1-B00-553-2447 or 1-408-526-7200
Senal Number o234

Copyright 2004-2021, Cisco and/or its affillates. All rights reserved.

Soliware Viersion 7.1.0 {build 30)
05 Cisco Firepower Extensible Operating System (FX-05) 2.11.17 (build154)
Snor Viersion 2.8.19 (Build 92)
Snort3 Version 3.1.7.1 (Build 108)

| Rule Update Version 2022-05-02-003-vnt
Rulepack Version 2703
Module Pack Version 3070

| LsP Version Isp-rol- 20220502-1613
Goeclocilion Update Verson  2022-04-25-002
VDB Varsion build 354 { 2022-04-27 19:39:56 )
Hostname FMC-4600-2

CLI FMC

Siga estas etapas para verificar as versées de SRU/LSP na CLI do FMC:

1. Acesse o0 FMC via SSH ou conexao de console.
2. Execute o comando show version na CLI:

> show version
——————————— [ FMC-4600-2.cisco.com ]J------------

Model : Cisco Firepower Management Center 4600 (66) Version 7.1.0 (Build 90)
UuID : all0ed34e-d127-11e8-b440-728439d95305

Rules update version s 2022-05-02-003-vrt

LSP version : lsp-rel-20220502-1613

VDB version : 354

FMC REST-API

Siga estas etapas para verificar a versdo do software por meio de uma solicitagdo REST-API.

um cliente REST-API para verificar a versao do software. Neste exemplo, o curl é usado:

1. Solicite um token de autenticacao:

# curl -s -k -v -X POST 'https://192.0.2.1/api/fmc_platform/vl/auth/generatetoken' -H
'Authentication: Basic' -u 'admin:Ciscol23’ | grep -i X-auth-access-token

< X-auth-access-token: 9408fe38-c25c-4472-b7e6-3571bb4e2b8d

2. Use o X-auth-access-token nesta consulta:

# curl -s -k -X GET 'https://192.0.2.1/api/fmc_platform/vl/info/serverversion' -H 'X-auth-
access-token: 7acdb34c-ea85-47bf-83fe-d77b63£f012da’ | python -m json.tool
{
"items": [
{
"geoVersion": "2022-05-09-001",
"lspVersion": "lsp-rel-20220510-1044",
"serverVersion": "7.1.0 (build 90)",
"sruVersion": "2022-05-10-001-vrt",
"type": "ServerVersion",

Use




"vdbVersion": "build 354 ( 2022-04-27 19:39:56 )"

1,

"links": {

"self": "https://10.62.184.21/api/fmc_platform/vl/info/serverversion?offset=0&1imit=25"
Y,
"paging": {

"count": 1,

"limit": 25,

"offset": O,

"pages": 1

arquivo de solugao de problemas do FMC

Siga estas etapas para verificar a versdo de SRU no arquivo de solugéo de problemas do FMC:

1. Abra o arquivo de solucao de problemas e va para a pasta <filename>.tar/results-
<date>—xoood/dir-files/etc/sf/

2. Abra o arquivo sru_version.conf e encontre as linhas com as chaves
Intrusion_Rules_Update:

# pwd
/var/tmp/results-05-06-2022--199172/dir-archives/etc/sf/
# cat sru_versions.conf

Intrusion Rules_Update=2022-04-25-003-vrt

Rule_Pack=2699

Sourcefire_Decoder_Rule_Pack=2088
Sourcefire_Policy_Pack=2763

Module_Pack=3066

snort=2.9.16-4022

Siga estas etapas para verificar a versdo LSP no arquivo de solugao de problemas do FMC:

1. Abra o arquivo de solucao de problemas e va para a pasta <filename>.tar/results-
<date>—xoo0oxx/command-outputs
2. Abra o arquivo find var-sf-Isp -maxdeep 2 -Is.output e verifique a linha com /var/sf/lsp/ative-

Isp

# pwd
/var/tmp/results-05-06-2022--199172/command-outputs
# cat "find var-sf-lsp -maxdepth 2 -ls.output"

Output of find /var/sf/lsp -maxdepth 2 -1ls:

19138123 4 drwxrwxr-x 3 www root 4096 May 11 04:01 /var/sf/lsp

19142268 0 lrwxXrwxrwx 1 root root 33 May 11 04:00 /var/sf/lsp/installed-
lsp -> /var/sf/lsp/lsp-rel-20220510-1044

19138299 4 drwxrwxXr-x 5 www root 4096 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510-1044

19142266 600 -rwXrwxr-x 1 www root 614400 May 10 14:55 /var/sf/lsp/lsp-rel-
20220510-1044/1sp.icdb.RELEASE. tar

19142234 4 drwxrwxr-x 5 www root 4096 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510-1044/ntd_metadata

19268898 4 drwxrwxr-xX 2 www root 4096 May 10 14:55 /var/sf/lsp/lsp-rel-

20220510-1044/icdb



19138303 4 drwxrwxr-xX 6  www root 4096 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510-1044/talos_content

19142269 46640 -rw-r--r-- 1 root root 47759360 May 11 04:01 /var/sf/lsp/lsp-rel-
20220510-1044/1sp-rel-20220510-1044.tar.xz.REL. tar

19142267 4 -YWXTwXr-X 1 www root 238 May 11 04:00 /var/sf/lsp/lsp-rel-
20220510-1044/ .snort-versions

19142265 4 -TWXIWXYr-X 1 www root 26 May 10 14:51 /var/sf/lsp/lsp-rel-
20220510-1044/1spd_ver.properties

19139198 260 -rw-r--r-- 1 root root 264403 Feb 12 03:32 /var/sf/lsp/pigtail-
all-1644636642.1og

19142270 0 lrwxrwxrwx 1l root root 33 May 11 04:01 /var/sf/lsp/active-1lsp
-> /var/sf/lsp/lsp-rel-20220510-1044

Ul do FDM

Na pagina principal, verifique a Atualizacao da regra de intrusao:

alualn Einsinmiar Tieaisa KB RaGE it e - ] admin
CISCO e Hhaeb e Maenitaring Policias Objects evice: KSEC-FPR2100-... Administrator
Mode! Software VDB Intrusion Rule Update Cloud Services High Availability
Ciseo Firepower 2120 Threat Defense 7.1.0-90 346.0 20211110-1348 Not Registered | Register Not Configured
Interfaces Routing Updates System Settings
Geolocation, Rule, VDB, System Upgrade, A £o
Enabled 3 of 17 Security Intelligence Feads
View All Interfaces > View Configuration > View Configuration >

API REST do FDM

Siga estas etapas para verificar a versao do VDB através de uma solicitacdo de FDM REST-API.
Use um cliente REST-API para verificar a versdo do software. Neste exemplo, o curl € usado:

1. Solicite um token de autenticacgao:

# curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json’
-4 '{ "grant_type": "password", "username": "admin", "password": "Admin#1324" }'
'https://192.0.2.2/api/fdm/latest/£fdm/token’

{

"access_token":

"eyJhbGciOiJIUZIINiJ9.eyJpYXQiOjE2NTIYNDk5SNTcsInN1YiI6 ImFkbWluIiwianRpIjoiNDk3MmRjNjAtZDBmMi 0xMW
VjLTk4ZWMtNDA1ZTQwODkwMDVj IiwibmJImIjoxNjUyMjQ50TU3LCI1eHALIOjE2NTIYNTE3NTcsInJlZnJ1lc2hUb2t1bkV4cG
1yZXNBACI6MTY1MFI1MjMINZQINywidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAWlkIjoiYTU3ZGVmMMjgtY2M3MC
0xMWV5jLTk4ZWMt Zjk4ODEXNjNj ZWIWIiwidXN1clJvbGUiOiJSTOxFX0FETUlOIiwib3JpZ21luljoicGFzc3dvemQiLCJdlc2
VybmFtZSI6ImFkbWluInO.lJLmHAdJ2jaVRmpdXF6qg48qgqdBcyRuit94DLobCJILI",

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_ token":

"eyJThbGci0iJIUzZIINiJY . eyIpYXQiOjE2NTIZOTQxNjksInN1YiI6ImFkbWluIiwianRpIjoiMGUONGIxYzQtZDIOMi0xMW
VIiLTk4ZWMtYT110T1kZGMwN2YO0IiwibmImIjoxNjUyMzkOMTYS5LCIJ1eHAIOJE2NTIzOTY1INjksImFjY2VzclRva2VuRxhwaX



J1cO0F0IjoxNjUyMzklOTY5MDcwLCIYyZWZyZXNoQ291bnQi0i0xLCI0b2t1blR5¢cGUiIO0iJKVIREUMVmMcmVzaCIsInVzZXIVAW
1kIjoiYTU3ZGVMM] gt Y2M3MCOXMWV ] LTk4ZWMt Zjk40DEXNIN] ZWIwIiwidXN1c1lIvbGUi0iJSTOXFXOFETU10Iiwib3Ipz2
luIjoicGFzc3dvemQiLCJI1lc2VybmFtZSI6ImFkbWluInO.Avga0-1isDjQB527d3QWzQb7AS4a%ea5wlbYUn-A%9aPw",
"token_type": "Bearer"

}

2. Use o valor access_token nesta consulta:

# curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer
eyJhbGciOiJIUzZIINiJ9.eyIJpYXQiOjE2NTIONDU3ODksINN1YiI6ImFkbWluIiwianRpIjoiM2UINjg0YjYtZDJiYSOxMWV
FLTk4ZWMt ZGI2YjRiYTMIMTU2IiwibmImIjoxNjUyNDQINzg5LCJI1eHALIOFE2NTIONDc10DksInJ1ZnJI1lc2hUb2t1bkV4cGl
YZXNBACI6MTY1MjQOODE4OTMyNSwidG9rZW5UeXBlIjoiS1dUX0FjY2VzcyIsInVzZXJVAW1kIjoiYTU3ZGVMMjgtY2M3MCO
XMWV LTk4ZWMtZjk4ODEXNjNjZWIwIiwidXN1lclJvbGUiOiJSTOXFX0FETUlOIiwib3JpZ21luIljoicGFzc3dvemQiLCJ1lc2V
ybmFtZSI6IMFkbWluInoO.kXtsUu3_WWtOWu9wOmSDfJjwcyiVCa5dgyzNjCGnlF4 "'

'https://10.62.148.181/api/fdm/v6/operational/systeminfo/default' | grep -Ei "sru|lsp"
"sruVersion" : {
"sruVersion" : "20211110-1348",
"lastSuccessSRUDate" : "2022-05-12 18:29:00z2",
"lspVersions"™ : [ "20211110-1348" ],
"type" : "sruversion"

FTD ou CLI do médulo Firepower

Siga estes passos para verificar a versao SRU/LSP na CLI FTD ou na CLI do médulo Firepower:

1. Acesse o FTD por SSH ou conexao de console. No caso do modulo Firepower, acesse o
mddulo via SSH ou do ASA CLI por meio do comando session sffr.
2. Execute o comando show version na CLI:

> show version
———————————— [ FIREPOWERl.cisco.com ]----=--------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1cbe9952-ccb6f-1lec-b63a-aed636e42209

LSP version : lsp-rel-20211110-1348

VDB version : 346

or

> show version
———————————— [ FIREPOWERl.cisco.com ]----=--------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1cbe9952-ccb6f-1lec-b63a-aed636e42209

Rules update version : 2022-05-11-001-vrt

VDB version : 346

———————————————— [ sfrl J-------------—-——~

Model : ASA5516 (72) Version 7.1.0 (Build 90)
UuID : c049dad8-c42e-11e9-986d-bdeff3ce399e
Rules update version : 2022-05-10-001-vrt

VDB version : 354

Note: O comando "show version" mostra a versao de atualizagdo de SRU se o Snort 2 for
usado. A versédo do LSP do Snort 3 é exibida.



FTD ou arquivo de solugido de problemas do médulo Firepower

Siga estas etapas para verificar as versdes de SRU/LSP no arquivo de solu¢ao de problemas do
modulo FTD ou Firepower:

1. Abra o arquivo de solugcao de problemas e va para a pasta <filename>-
troubleshoot.tar/results-<date>—xooxx/command-outputs/

2. Abra o arquivo usr-local-sf-bin-sfcli.pl show version.output e encontre a linha com a versao
SRU/LSP:

# pwd
/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————— [ FIREPOWERl.cisco.com ]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 1cbe9952-ccb6f-1lec-b63a-aed636e42209

LSP version : lsp-rel-20211110-1348

VDB version : 346

or

# pwd

/var/tmp/results-05-06-2022--163203/command-outputs/
# cat "usr-local-sf-bin-sfcli.pl show version.output"
———————————— [ FIREPOWERl.cisco.com ]------------

Model : Cisco Firepower 2120 Threat Defense (77) Version 7.1.0 (Build 90)
UuID : 70727d06-8ba7-1lec-bfcc-999f61£27102

Rules update version : 2022-05-11-001-vrt

VDB version : 346

# pwd

/var/tmp/results-05-12-2022--199172/command-outputs

# cat "usr-local-sf-bin-sfcli.pl show version.output"

———————————————— [ sfrl1 ]-----———-—-------- Model : ASA5516 (72) Version 7.1.0 (Build 90) UUID :
c049dad8-c42e-11e9-986d-bdeff3ce399e Rules update version : 2022-05-10-001-vrt

VDB version : 354

Problemas conhecidos

ID de bug da Cisco CSCwb34098 ENH: Mostrar versao do FMC na saida do comando 'show
managers'

ID de bug da Cisco CSCve13470 ENH: Ative OIDs relacionadas ao software no FirePOWER 6.x

ID de bug da Cisco CSCwb85969 ENH: Incluir a saida do comando "show version" FMC CLISH
no arquivo de solucao de problemas

ID de bug da Cisco CSCvu15709 ENH: Suporte para OIDs SNMP para pesquisar versdes de
localizacdo SRU/VDB/GEO em plataformas Firepower


https://tools.cisco.com/bugsearch/bug/CSCwb34098
https://tools.cisco.com/bugsearch/bug/CSCve13470
https://tools.cisco.com/bugsearch/bug/CSCwb85969
https://tools.cisco.com/bugsearch/bug/CSCvu15709

Informagdes Relacionadas

. Guia de inicio rapido da APl REST do Secure Firewall Management Center, versao 7.1

- Configurar SNMP _em dispositivos Firepower NGFW

.- Guia da API REST do Cisco Firepower Threat Defense

. Referéncia de API REST do Cisco FXOS

- Compatibilidade do Cisco ASA

- Pacotes Firepower 1000/2100 e Secure Firewall 3100 ASA e FXOS versoes
. Componentes em pacote

- Solucao de problemas do Firepower: procedimentos de geracdo de arquivos



/content/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/pt_br/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
/content/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html
/content/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
/content/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

	Verificar versões do software Firepower
	Contents
	Introduction
	Prerequisites
	Requirements
	Componentes Utilizados

	Verificar versões de software
	Versão do software FMC
	UI FMC
	CLI FMC
	FMC REST-API
	arquivo de solução de problemas do FMC
	FTD ou CLI do módulo Firepower
	FTD ou arquivo de solução de problemas do módulo Firepower

	Versão do software FDM
	UI do FDM
	API REST do FDM
	CLI FTD
	SNMP FTD
	arquivo de solução de problemas de FTD


	Versão do software FXOS
	UI do FCM
	CLI FXOS
	REST-API FXOS
	SNMP FXOS
	Arquivo show-tech do chassi FXOS

	Versão do software FTD
	CLI FTD
	SNMP FTD
	UI FMC
	API REST do FMC
	UI do FDM
	FDM REST-API
	arquivo de solução de problemas do FTD
	UI do FCM
	CLI FXOS
	REST-API FXOS
	Arquivo show-tech do chassi FXOS

	Versão do software ASA
	CLI ASA
	SNMP ASA
	Arquivo show-tech do ASA

	UI do FCM
	CLI FXOS
	REST-API FXOS
	Arquivo show-tech do chassi FXOS

	Versão do software do módulo Firepower

	UI FMC

	FMC REST-API

	CLI do módulo Firepower
	Arquivo de solução de problemas do módulo Firepower
	CLI ASA
	Arquivo show-tech do ASA


	Verificar versões de Snort, VDB e SRU
	Versão do Deep Packet Inspection Engine (Snort)
	UI FMC
	FMC REST-API
	UI do FDM
	API REST do FDM
	FTD ou Firepower CLI
	FTD ou arquivo de solução de problemas do módulo Firepower

	Versão do banco de dados de vulnerabilidade (VDB)
	UI FMC
	CLI FMC
	FMC REST-API
	arquivo de solução de problemas do FMC
	UI do FDM
	API REST do FDM
	FTD ou CLI do módulo Firepower
	FTD ou arquivo de solução de problemas do módulo Firepower

	Versões de atualização da regra de intrusão
	UI FMC
	CLI FMC
	FMC REST-API
	arquivo de solução de problemas do FMC
	UI do FDM
	API REST do FDM
	FTD ou CLI do módulo Firepower
	FTD ou arquivo de solução de problemas do módulo Firepower


	Problemas conhecidos

	Informações Relacionadas


