Configurar o cluster FTD no FP9300 (intra-
chassi)
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Introduction

Este documento descreve como configurar e verificar o recurso de cluster no dispositivo
FPR9300.

Caution: As informacgdes fornecidas neste documento abrangem a instalagao/configuragao
inicial do cluster. Este documento nao se aplica a uma substituicao de unidade
(procedimento de autorizagdo de devolugao de material - RMA)

Prerequisites

Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sdo baseadas nestas versdes de software e hardware:

- Dispositivo de segurancga Cisco Firepower 9300 executando 1.1(4.95)



- Firepower Threat Defense (FTD) executando 6.0.1 (build 1213)
- FireSIGHT Management Center (FMC) executando 6.0.1.1 (build 1023)

Hora de conclusao do laboratério: 1 hora.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacgdes de Apoio

- No dispositivo FPR9300 com FTD, vocé pode configurar o Clustering intra-chassi em todas
as versoes suportadas.

- O agrupamento entre chassis foi apresentado na segao 6.2.

- O canal de porta 48 ¢ criado como um link de controle de cluster. Para o agrupamento entre
chassis, este link utiliza o painel traseiro Firepower 9300 para comunicacdes em cluster.

- Interfaces de dados individuais ndo sao suportadas, com exceg¢ao de uma interface de
gerenciamento.

- A interface de gerenciamento é atribuida a todas as unidades no cluster.

Configurar
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Tarefa 1. Criar interfaces necessarias para o cluster FTD

Requisito de tarefa:

Crie um cluster, uma interface de gerenciamento e uma interface de dados do canal de porta.
Solugao:

Etapa 1. Crie uma interface de Dados do canal da porta.

Para criar uma nova interface, vocé precisa fazer login no FPR9300 Chassis Manager e navegar




até a guia Interfaces.

Selecione Add Port Channel e crie uma nova Port Channel Interface com estes parametros:

ID do canal da porta 5

Tipo Dados

Enable Yes

ID do membro Ethernet1/3, Ethernet 1/4

Selecione OK para salvar a configuragdo como mostrado na imagem.

Add Port Channel ? %
Port Channel ID; 5 nabile

Type: Data w

Speed: 1gbps v

Available Interface Member ID

b Search | Ethernetl/3

| Ethernetl,/2 . Ethernet1/4
Etherneti/3
Ethernetl/4

.| Ethernetl/s
_| Ethernet1/6
| Ethernetl/7
| Ethernet1/8

Add Interface

_| Ethernet2/1
| Ethernet2/2
| Ethernet2/3
| Ethernet2/4
] Ethernet3/1
|_i| Ethernet3/2

OK Cancel

Etapa 2. Crie uma interface de gerenciamento.
Na guia Interfaces, escolha a interface, clique em Edit e configure a interface Management Type.

Cligue em OK para salvar a configuragdo como mostrado na imagem.



Edit Interface - Ethernet1/1 Tix
NBmia: Ethernetl/1 [ERjEnable
Typa: mgmi -
Spead: Lgbps v |
0K Canoel

Etapa 3. Crie uma Interface de Link de Controle de Cluster.

Clique no botao Add Port Channel e crie uma nova Port Channel Interface com esses parametros
e conforme mostrado na imagem.

ID do canal da porta 48
Tipo Cluster
Enable Yes
ID do membro -
Add Port Channel Tix
Port Channel [D: | 48 8
Type: Cluster -
Spead: 1g|:|p5 W o
Available Trterface Member 10
. Searnch
| Bthernetl)2
7| Ethermetl/5
| Ethernet 156
| Bthernetls?
| Ethermet /8
7] Ethernesa/1 Add Interface
7| Ethermietd) 2
" Bthermet2/ 3
Ethernet2
| Bthernetds1
| Bthernetd)2
| Etharnet3/ 3
|| EBthermetd/4d
] Cancel

Tarefa 2. Criar cluster FTD



Requisito de tarefa:

Crie uma unidade de cluster FTD.

Solucao:

Etapa 1. Navegue até Dispositivos ldgicos e clique no botdo Adicionar dispositivo.

Crie o cluster FTD da seguinte maneira:

Nome de dispositivo FTD_cluster
Defesa contra ameacas do

Modelo . .

Cisco Firepower
Versao da imagem 6.0.1.1213
Modo do dispositivo Cluster

Para adicionar o dispositivo, clique em OK conforme mostrado na imagem.

Add Device

Device Name: FTD_cluster

Template: Cisco Firepower Threat Defense ¥
Image Version: 6.0.1.1213 v
Device Mode: Standalone @ Cluster

| OK Cancel

Etapa 2. Configure e implante o cluster FTD.

Depois de criar um dispositivo FTD, vocé é redirecionado para a janela Provisioning-
device_name.

Clique no icone do dispositivo para iniciar a configuragdo conforme mostrado na imagem.



Overview  Interfaces EETLERESUILS N Security Modules

Flatfoern Settings

Provisioning - FTD_thster
Clustered | Cisco Firepower Threst Defesse | 6.0.1.1213

FTD - &0.1.1313

Configure a guia Informagdes do Cluster FTD com essas configuragdes e conforme mostrado na
imagem.

Chave do cluster cisco

Nome do grupo de cluster FTD_cluster
Interface de gerenciamento  Ethernet1/1




Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information | Settings Interface Information  Agreement

Security Module(SM)
Security Module-1,Security Module-2,Security Module-3

Interface Information

Cluster Key: J—

Cluster Group Name: FTD cluster

Management Interface: Ethernett/1

i Canoe

Configure a guia Configuragdes do FTD com essas configuragdes e conforme mostrado na
imagem.

Chave de registro cisco
Senha Admin123
IP do Firepower Management 10.62.148.73
Center
Dominios de pesquisa cisco.com
Modo de firewall Roteado
Servidores DNS 173.38.200.100
Nome de host totalmente .
o ksec-fprok-1-1-3.cisco.com
qualificado

Interface de evento Nenhum



Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information | Settings | Interface Information  Agreement

Registration Key: ETaT
Passwond: R

Firepower Management 10.62.148.73

Center [P:

Search domains: CIS00.C0m

Firewall Mode: Riouted w
DNS Servers: 173.38.200.100

Fully Qualified Hostname: |  ksec-fprok-1-1-3.cisco.com

Eventing Interface: MNone w

ikl Cancel

Configure a guia Interface Information FTD com essas configuracoes e conforme mostrado na
imagem.

Tipo de endereco Somente IPv4
Médulo de seguranga 1

IP de gerenciamento 10.62.148.67
Mascara de rede 255.255.255.128
Gateway 10.62.148.1
Médulo de seguranga 2

IP de gerenciamento 10.62.148.68
Mascara de rede 255.255.255.128
Gateway 10.62.148.1
Médulo de seguranga 3

IP de gerenciamento 10.62.148.69
Mascara de rede 255.255.255.128

Gateway 10.62.148.1



Cisco Firepower Threat Defense - Configuration 7 X
Cluster Information  Settings

Address Type:

Security Module 1
[P

Management IP:
Mebwork Mask:

Gateway:

Security Module 2
[P

Management 1P:
Metwork Mask:

Gateway:

Security Module 3
[Py

Management 1P:
Network Mask:

Gateway:

Interface Information

Agreement

IPvd only

10.62.148.67
255.255.255.128

10.62.148.1

10.62.148.68
255.255.255.128
10.62.148.1

10.62. 148,69
255.255.255.128

10.62.148.1

Cancel

Aceite o Contrato na guia Contrato e clique em OK conforme mostrado na imagem.




Cisco Firepower Threat Defense - Configuration * X
Cluster Information  Settings  Interface Information | Agreement

End Usir Licenss Agreament

IMPORTANT: PLEASE READ THIS END USER LICENSE
AGREEMENT CAREFULLY. IT IS VERY IMPORTANT
THAT YOU CHECK THAT YOU ARE PURCHASING
CISCO SOFTWARE OR EQUIPMENT FROM AN
APPROVED SOURCE AND THAT YOU, OR THE ENTITY
YOU REPRESENT (COLLECTIVELY, THE
"CUSTOMER") HAVE BEEN REGISTERED AS THE END
USER FOR THE PURPOSES OF THIS CISCO END
USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAVE NO
LICENSE TO USE THE SOFTWARE AND THE LIMITED
WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU
HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-S8UPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY
LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC, ("CISCO") IS WILLING TO LICENSE
THIS SOFTWARE TO YOU ONLY UPON THE
CONDITION THAT YOU PURCHASED THE SOF TWARE

FFA &R RPN S P P SR B T 0w

]

Etapa 3. Atribuir interfaces de dados ao FTD.

Expanda a area de Portas de Dados e clique em cada interface que deseja atribuir ao FTD. Apos
a concluséo, selecione Salvar para criar um cluster FTD como mostrado na imagem.

Ovarview Intarfaces Secwrty Modules  Platforrm Settings

Pravisioning - FTD_cluster E —
Clustered | Cisco Firepower Threat Defenss | 6.0.1.1213

FTD - §.0.1.1213
Ethersatl/1

Serurty Module 1.1,1

Py
L]

Far-chasvesiil
Fart-chasels

- Security Modula |r - Varsdon ~ Managsmant IF - Gateway  Managemant Port | Seatus 4 i
d  Securicy Madul 1 FTD [T RNk 10,62 148 &7 10.62.148.1 Etmarsstl1

Chuater [nterfaces: PFortchanneidl
i Security Moduis T FTo [T EEEiL] LEEREC T 35 82 148.1 Erhaimat/f1
Chuster [rterfnoes Bort-channgll

d  gecurty Maduls 3 o 000213 V062 148.49 30.62.148.1 Baemetll

Chater [reerfnces Part:channeisl

Aguarde alguns minutos para que o cluster seja implantado, apds os quais a eleigdo da unidade



mestre ocorrera.

Verificagao:

- Na GUI do FPR9300, como mostrado na imagem.

Overview Interfaces QGLILEIRRANTSEN Security Modules  Platform Settings System Tools Help admin
= FTD_cluster Clustered Status: ok R | i -
Security Module Application Varsion Management 1P Gataway Management Part Status
< Security Module 1 FTD E0.1.1213 10.63.148.67 10U62. 1441 EtPwrnetls] W coiine L
Ports: Attribarbes:
Cluster DPErationsl SLatUs @ in-custer
Data Inberfaces: Pt -channel 5 Firepower Management IP : 10.82. 148867
Cluster Rsly vy
Cluster Interfaces: Pesrt-channeidg Hanagemant AL P TTOVRE. 148 7Y
UuiD biFad 2bbe- Sdal-1 1 el-afle-ehdblitleat 1
4 Sepuity Module 2 FTD E0.1.1213 10.53.148.68 10U62.148.1 Etrernetls1 W coiine L ]
Ports:
Th-ouser
Data Interfaces Port -channels P 10082 148.68
sacondany
Cluster [nterfaces Pt -channalag Management LEL Feton. 1 DU, V4B, T
wuiD BT 0 Sa0- 11 -0 T NataSnnC 10
4 Seowity Module 3 FTo £.0.1.1213 10.62. 14860 10U62.148. 1 Etrarnatly1 @ criine [ ]
Ports: Adtribarie:
Dta Inberfacos et -channal P 1 10082 Y4800
saconday
Clustor intarfaces: Pest-channalai s TR AT V4T
teidcalh Sciall 71 ed DBOG G306M 1 fa4D

- Da CLI FPR9300

FPROK- 1- A#
FPROK- 1- A# scope ssa
FPROK- 1- A /ssa # show app-instance

Appl i cation Nane Slot ID Adm n State Qperational State Runni ng Version Startup
Version Cluster Qper State

ftd 1 Enabl ed Online 6.0.1.1213 6.0.1.1213
In Cluster

ftd 2 Enabl ed Online 6.0.1.1213 6.0.1.1213
In Cluster

ftd 3 Enabl ed Online 6.0.1.1213 6.0.1.1213
In Cluster

- Da CLI do LINA (ASA)

firepower# show cluster info

Cluster FTD_ cluster:
I nterface node:
This is

1D
Ver si on
Seri al

CCL IP
CCL MAC
Last join :
Last | eave:

No. :

"unit-1-

On

spanned

1" in state MASTER

0

9.6(1)

FLML9216KK6

127.2.1.1

0015. ¢500. 016f

21:51: 03 CEST Aug 8 2016
N A

O her nenbers in the cluster:

"unit-1-3"
1D
Ver si on
Seri al
CCL IP
CCL MAC
Last join :

Uni t

No. :

in state SLAVE

1

9.6(1)

FLML9206H/T

127.2.1. 3

0015. ¢500. 018f

21:51: 05 CEST Aug 8 2016



Last | eave: N A
Unit "unit-1-2" in state SLAVE

I D D2

Ver si on 1 9.6(1)

Serial No.: FLML9206H71
CCL IP 00 127.2.1.2

CCL MAC : 0015. c500. 019f

Last join : 21:51:30 CEST Aug 8 2016
Last | eave: NA

firepower# cluster exec show cluster interface-mode
cluster interface-node spanned

unl t_l_3- R O R S S O R O O S

cluster interface-node spanned

unl t_l_2- R O O S S S O S

cluster interface-node spanned
firepower#

firepower# cluster exec show cluster history

From St ate To State Reason

21:49: 25 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 18 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:51: 03 CEST Aug 8 2016
ELECTI ON MASTER_POST_CONFI G Enabl ed from CL

21:51: 03 CEST Aug 8 2016
MASTER_POST_CONFI G~ MASTER Mast er post config done and waiting for ntfy

unl t_l_3- R b O O

From St ate To State Reason

21:49: 44 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 37 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CL

21:50: 37 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 41 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 46 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage



21:50: 46 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 51 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:50: 51 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 56 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 56 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:51: 01 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:51: 04 CEST Aug 8 2016
ONCALL SLAVE_COLD Recei ved cl uster control nessage

21:51: 04 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51: 05 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFI G Sl ave application configuration sync done

21:51: 17 CEST Aug 8 2016
SLAVE_CONFI G SLAVE_BULK_SYNC Configuration replication finished

21:51:29 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

unl t_l_2- R S S S

From St ate To State Reason

21:49: 24 CEST Aug 8 2016
DI SABLED Dl SABLED Di sabl ed at startup

21:50: 16 CEST Aug 8 2016
DI SABLED ELECTI ON Enabl ed from CLI

21:50: 17 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:50: 21 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 21 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cluster control nessage

21:50: 26 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage



21:50: 31
ONCALL

21:50: 31
ELECTI ON

21: 50: 36
ONCALL

21: 50: 36
ELECTI ON

21:50: 41
ONCALL

21:50: 41
ELECTI ON

21:50: 46
ONCALL

21:50: 46
ELECTI ON

21:50: 51
ONCALL

21:50: 51
ELECTI ON

21: 50: 56
ONCALL

21: 50: 56
ELECTI ON

21:51: 01
ONCALL

21:51: 01
ELECTI ON

21:51: 06
ONCALL

21:51: 06
ELECTI ON

21:51:12
ONCALL

21:51:12
ELECTI ON

21:51: 17
ONCALL

21:51: 17
ELECTI ON

21:51: 22
ONCALL

21:51: 22

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

CEST

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016
ONCALL

2016
ELECTI ON

2016

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved

Recei ved cl uster control

Recei ved

Recei ved

Recei ved

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

cl uster

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

control

message

message

message

message

message

message

message

message

message

message

message

message

nmessage

nmessage

nmessage

nmessage

nmessage

message

nmessage

nmessage

message



ELECTI ON ONCALL Recei ved cl uster control nessage

21:51: 27 CEST Aug 8 2016
ONCALL ELECTI ON Recei ved cl uster control nessage

21:51: 27 CEST Aug 8 2016
ELECTI ON ONCALL Recei ved cl uster control nessage

21:51:30 CEST Aug 8 2016
ONCALL SLAVE_COLD Recei ved cl uster control nessage

21:51:30 CEST Aug 8 2016
SLAVE_COLD SLAVE_APP_SYNC Client progression done

21:51:31 CEST Aug 8 2016
SLAVE_APP_SYNC SLAVE_CONFI G Sl ave application configuration sync done

21:51: 43 CEST Aug 8 2016
SLAVE_CONFI G SLAVE_BULK_SYNC Configuration replication finished

21:51: 55 CEST Aug 8 2016
SLAVE_BULK_SYNC SLAVE Configuration replication finished

firepower#

Tarefa 3. Registrar cluster FTD no FMC

Requisito de tarefa:

Adicione os dispositivos l6gicos ao FMC e agrupe-os em um cluster.

Solugao:

Etapa 1. Adicione dispositivos logicos ao FMC. A partir da versao 6.3 do FMC, vocé deve registrar
apenas um dispositivo FTD (recomendado para ser o mestre). O resto dos DTFs sao descobertos

automaticamente pelo CVP.

Efetue login no FMC e navegue até a guia Devices > Device Management e clique em Add
Device.

Adicione o primeiro dispositivo l6gico com as configuragdes mencionadas na imagem.

Clique em Registrar para iniciar o registro.



Add Device T X

Host: 10.62.148.67

Display Name: FTD1

Registration Key: cisco

Group: Mone -
Access Control Policy: | FTD9300 i
smart Licensing

Malware:

Threat:

URL Filtering:

» Advanced

@ On version 5.4 devices or earlier, the licensing options will need to be

specified from licensing page.
| Register ' Cancel

A verificagado € como mostrado na imagem.

B FTD_cluster
Ciseo Firepewer 9000 Series SM-36 Threat Defense Cluster

@ FTDA(primary) Firepower 9000 Series SM-36 Thre Base, Threst, M mL F FID9300
[ 10.62.148.67 - Cisco Firepower [S000 Series 5M-36 Threat Defense - v6.0.1 - routed Cltecor Fires it 9000 Series SM-35 Thre e
L Cisco Firepower 9000 Series SM-36 Thre Base, Threst, Mabware, UAL Fitering  FIDS300 1
10.62.148.68 - Cisco Firepower 9000 Series 5M-36 Threat Defonse - v6.0.1 - routed J X J
o o3 m .
Cisco Pirepower 9000 Series SM-38 Thre Base, Threat, Mabware, URL Filtering DS ]

10.62.148.69 - Cisco Firepower 2000 Series SM-36 Threat Deferse - v6.0.1 - routed

Tarefa 4. Configurar subinterfaces de canal de porta no FMC

Requisito de tarefa:

Configure subinterfaces para a interface Dados do canal de porta.
Solucgéo:

Etapa 1. Na GUI do FMC, selecione o botdo FTD_cluster Edit.

Navegue até a guia Interfaces (Interfaces) e clique em Add Interfaces > Sub Interface (Adicionar
interfaces), conforme mostrado na imagem.



Owerview Analysis Policies m Dhbjects AMP

FTD_cluster

Cieco Pirapower $000 Sarkes $M-36 Thraat Deferme

&

[DoviceMansgement ] a7 Vot setigs

Cluster  Devices Routing NAT @ Inline Sets DHCP
=

O cancel

Interface Logical Mame
T perr-channais

W Port-channalan

& Evsrnetaia dimgnemtic

EtharChannal

EtherChannel

Physical

o Sk Jrterlpces

3 Sub interface I

Configure a primeira subinterface com esses detalhes. Selecione OK para aplicar as alteragdes e
conforme mostrado nas imagens.

Nome

guia Geral
Interface

ID da subinterface
ID da VLAN

guia IPv4

Tipo de IP

IP Address

Interna

Canal de porta 5
201
201

Usar IP estatico
192.168.75.10/24

Add Sub Interface

? X
Name: Inside Enabled
Security Zone: w
Description:
R [pv4 1PV Advanced
MTU: 1500 (64 - 9000}
Interface *: Part-channels v Enabled
Sub-Interface ID *: 201 (1 - 4294967295)
VLAN ID: 201 (1 - 4094)

OK

Cancel




Add Sub Interface
Name: Inside
Security Zone:

Description:

General IPvE

Enabled

Advanced

IP Type:

IP Address:

Use Static IP w

192.168.75.10/24

eg. 1.1.1.1/255.255.255.228 or 1.1.1.1/25

oK

Cancel

Configure a segunda subinterface com esses detalhes.

Nome

guia Geral
Interface

ID da subinterface
ID da VLAN

guia IPv4

Tipo de IP

IP Address

Externa

Canal de porta 5
210
210

Usar IP estatico
192.168.76.10/24

Clique em OK para criar a subinterface. Clique em Salvar e em Implantar alteragcées no
FTD_cluster, como mostrado na imagem.

Verificagao:




Overview Analysis Policies slST=0 Objects AMP

Device Management HAT VPN Platform Settings
FTD_cluster ) comem

Cisco Firepower 9000 Series SM-36 Threst Deferse

Cluster Dewices Routing NAT m Inline Sets  DMHCP

- Add Imiertaces -

LLagical Mame Typa Security Zome Mac Addrews Active Standby} 1F Address

’H‘ Pert-channaif 250 Outside Subirterisce 192 060, 7 10/ 24 Sea ¥

Tarefa 5. Verificar a conectividade basica

Requisito de tarefa:

Crie uma captura e verifique a conectividade entre duas VMs.
Solugao:

Etapa 1. Criar capturas em todas as unidades de cluster.

Navegue até LINA (ASA) CLI da unidade Master e crie capturas para as interfaces interna e
externa.

firepower#

firepower# cluster exec capture capi interface inside match icmp any any
unl t_l_ 1(L(I:AL) R R R I I R I S R I R I R S I R R I R R I I S I I I I I S I 2 I R S

unl t_1_3- R R b S R R R S b S R R R ok O S SRR Rk Sk kb S b S R R R S o R R O

unl t_1_2- R R b R R R S b S S R ok R SRR Rk Ik b S S S SRRk S ok S R T

firepower#

firepower# cluster exec capture capo interface outside match icmp any any
unl t_l_ 1(L(I:AL) CEE R R I I I I I R I R I R S I R R I R R I I S I 2 I I I S I I kI S

unl t_1_3- R R b R R R S b S S R R ok O R R S ok R R S Sk kS R Rk I R T

unl t_l_ 2 ER R I O S S O S S S R I O S O
firepower#
Verificagao:

firepower# cluster exec show capture
unl t_l_ l(LCx:AL) EEE R R R R R R I R

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

unl t_l_3- R b O kS S

capture capi type rawdata interface Inside [Capturing - O bytes]



match icnp any any
capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match icnp any any

unl t_l_2- R S O S O O O

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

Etapa 2. Execute o teste de ping da VM1 para a VM2.

Faca o teste com 4 pacotes. Verifique a saida da captura apds o teste:

firepower# cluster exec show capture

unit_l_l(ch:AL):******************************************************

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface CQutside [Capturing - O bytes]
match icnmp any any

unl t_l_3- R R O b S kO Rk kS kR SRk O R R O

capture capi type rawdata interface |Inside [Capturing - 752 bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - 752 bytes]
match icnp any any

unl t_l_2- R R O bk O R O kS Rk I Rk I

capture capi type rawdata interface Inside [Capturing - O bytes]
match icnp any any

capture capo type rawdata interface Qutside [Capturing - O bytes]
match icnp any any

firepower#

Execute o comando para verificar a saida da captura na unidade especifica:

firepower# cluster exec unit unit-1-3 show capture capi

8 packets captured

1: 12:58:36.162253 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

2. 12:58:36.162955 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

3. 12:58:37.173834 802. 1Q vl an#201 PO 192. 168. 75. 100 > 192. 168
request

4. 12:58:37.174368 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

5. 12:58:38.187642 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

6: 12:58:38.188115 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

7. 12:58:39.201832 802. 1Q vl an#201 PO 192.168. 75. 100 > 192. 168
request

8. 12:58:39. 202321 802. 1Q vl an#201 PO 192. 168. 76. 100 > 192. 168

8 packets shown
firepower# cluster exec unit unit-1-3 show capture capo

8 packets captured

76.

75.
76.

75.
76.

75.
76.

75.

100:

100:
100:

100:
100:

100:
100:

100:

i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:

echo

echo
echo

echo
echo

echo
echo

echo

reply

reply

reply

reply



1: 12:58:36. 162543 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76
request

2: 12:58:36.162894 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75

3: 12:58:37.174002 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76
request

4: 12:58:37.174307 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75

5: 12:58:38.187764 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76
request

6: 12:58:38.188085 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75

7: 12:58:39.201954 802.1Q vl an#210 PO 192. 168. 75. 100 > 192. 168. 76
request

8: 12:58:39.202290 802.1Q vl an#210 PO 192. 168. 76. 100 > 192. 168. 75

8 packets shown
firepower#

Apos concluir esta tarefa, exclua as capturas com o proximo comando:

firepower# cluster exec no capture capi
unl t_l_ 1( L(IAL) R S kS Sk S S S kR S S I I R I R R I I S I I S I R S I S S I S S

uni t_1_3- ER R O O kO R O O O I O O O O

uni t_1_2- ER R O O Sk S O R S S O I O O O O

firepower# cluster exec no capture capo
unl t_l_ 1( L(IAL) R S R S Sk I I S S I S b S I I S I R I S I R R I R R I I S I I S Sk S S I S S

uni t_1_3- ER R O O ok S S O O S S O I O O O

uni t_1_2- ER R O O kS S O R o S O I O

Etapa 3. Faca o download de um arquivo da VM2 para a VM1.
VM1 foi pré-configurado como um servidor FTP, VM2 como um cliente FTP.

Crie novas capturas com estes:

100:

100:
100:

100:
100:

100:
100:

100:

i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:
i cnp:

i cnp:

echo

echo
echo

echo
echo

echo
echo

echo

firepower# cluster exec capture capi interface inside match ip host 192.168.75.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk I b R b O R SRRk R b Sk kb R SR O b Sk b b O b o O R

unl t_1_3- R R I bk S R R R Rk kO bk O R R Rk Ik b O R Rk I b ok kb

unl t_1_2- R R I b b Sk R R R Rk kO R R Rk R R R kR Rk kO b

firepower# cluster exec capture capo interface outside match ip host 192.168.775.100 host

192.168.76.100

unl t_l_ 1( LG:AL) Rk I b b O R Rk Rk kS kb R R O b Sk O b R R

unl t_1_3- R R I b b S R R R Rk kO b kR R Rk kR R kR kR b

unl t_1_2- R R I bk kR R R Rk kO kR R Rk kS S SRRk S O

Baixe o arquivo de VM2 para VM1 com o uso de cliente FTP.

reply

reply

reply

reply



Verifique a saida show conn:

firepower# cluster exec show conn all

Unl t_l_ 1( L(I;A\L) EE IR R R I I S R R Rk I R R S I I I I R R I R R S R R S I S S R R S S I R Sk S 2
20 in use, 21 nost used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 52 nost used

centralized connections: 0 in use, 6 nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:32, bytes 665, flags
UIOeN

UDP cluster 255.255.255.255:49495 NP Identity Ifc 127.2.1.1:49495, idle 0:00:00, bytes
17858058, flags -

TCP cluster 127.2.1.3:10844 NP ldentity Ifc 127.2.1.1:38296, idle 0:00:33, bytes 5496, flags
U

TCP cluster 127.2.1.3:59588 NP ldentity Ifc 127.2.1.1:10850, idle 0:00:33, bytes 132, flags UO

unl t_1_3- R R b R R S Rk e b ok S R R S ok S S S S IR R Sk e b ok S R R

12 in use, 16 nobst used

Cluster:

fwd connections: 0 in use, 4 nost used

dir connections: 1 in use, 10 nost used
centralized connections: 0 in use, 0O nost used

TCP Outside 192.168.76.100:49175 Inside 192.168.75.100:21, idle 0:00:34, bytes 0, flags vy
TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.3:48493, idle 0:00:52, bytes 224, flags U

TCP cluster 127.2.1.1:64070 NP ldentity Ifc 127.2.1.3:10847, idle 0:00:11, bytes 806, flags UO

unl t_1_2- R R b R R S S R e e b ok R IR R S ok S b S S IR R Sk e b ok S R O R

12 in use, 15 nobst used

Cluster:

fwd connections: 0 in use, 2 nobst used

dir connections: 0 in use, 3 nbst used
centralized connections: 0 in use, O nost used

TCP cluster 127.2.1.1:10851 NP ldentity Ifc 127.2.1.2:64136, idle 0:00:53, bytes 224, flags U

TCP cluster 127.2.1.1:15859 NP ldentity Ifc 127.2.1.2:10847, idle 0:00:11, bytes 807, flags UO
Mostrar saida da captura:

firepower# cluster exec show cap
unl t_l_ l( LCX:AL) B R R R I R R R S R I O T

capture capi type rawdata interface Inside [Buffer Full - 523954 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524028 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100

unl t_l_3- R IR O bk S R O R R Sk R R R Rk O

capture capi type rawdata interface Inside [Buffer Full - 524062 byt es]
match ip host 192.168.75.100 host 192.168. 76. 100
capture capo type rawdata interface Qutside [Buffer Full - 524228 bytes]

match i p host 192.168.75.100 host 192.168. 76. 100



unl t_l_2- R S S S

capture capi type rawdata interface Inside [Capturing - O bytes]
match i p host 192.168.75. 100 host 192.168. 76. 100

capture capo type rawdata interface Qutside [Capturing - 0O bytes]
match i p host 192.168.75. 100 host 192.168. 76. 100

Captura de cluster da IU do Gestor de Chassi

Na imagem a seguir, vocé pode ver um cluster de 3 unidades no FPR9300 com 2 canais de porta
(8 e 48). Os dispositivos logicos sdo ASAs, mas no caso do FTD sera o mesmo conceito.O
importante a ser lembrado é que, embora existam 3 unidades de cluster, do ponto de vista da
captura ha apenas um dispositivo légico:

Overview Interfaces QIGLITCIREWTLEN Security Modules Platform Settings System Tools Help admin

& Refresh | &) Add Device

Logical Device List

~| ASA Clustered Status:ok .* &5/
Security Module Application Version Management IP y t Port Status
= Security Module 1 ASA 9.6.2.7 0.0.0.0 0.0.0.0 Ethernetl/1 @ anline {_:EE ) ..t
Ports: Attributes:

Cluster Operational Status: in-cluster

Management IP VIRTUAL : 10.111.8.206
Data Interfaces: port-channel8

Cluster Role : master
Cluster Interfaces: Port-channel4s Management URL https://10.111.8.206/
Management 1P :10.111.8.193
3 Security Module 2 ASA 9.6.2.7 0.0.0.0 0.0.0.0 Ethernetl/1 @ online (3 L) ‘t
Ports: Attributes:
Cluster Operational Status: in-cluster
Management IP VIRTUAL : 10.111.8.
Data Interfaces: Port-channelg anagement 1RTU 0 8.206
Cluster Role : slave
Cluster Interfaces: Port-channel4s Management URL  hitps://10.111.8.206/
Management 1P :10.111.8.189
F security Module 3 ASA 2.55.2.7 0.0.0.0 0.0.0.0 Ethernet1/1 @ cniine &N,
Ports: Attributes:
Cluster Operational Status @ in-cluster
Management IP VIRTUAL : 10.111.8.206
Data Interfaces: port-channels
Cluster Role slave
Cluster Interfaces: Port-channel43 Management URL hitps://10.111.8.208/

Management IP - 10.111.8.190



Overview Interfaces Logical Devices Security Modules Platform Settings System [RGGIEN Help admin
Packet Capture

Save and Run Save Cancel

| ASA Session Name*

Selected Interfaces ~ Ethernetl/s

Ethernet1/1

Buffer Size 256 MB bl

Ethernet1/8
(Portchannel48) |—— Snap length: 1518 Bytes

Fthernet1/7 Store Packats | overwiite  [[JEFERRIE

(Portchannel48)

Ethernetl/6
(Portch l48) —ul 4
(Portchannelas) Capture Filter Apply Filter Capture All
Ethernetl/s g
\
(Portchannel48) | ’ ASA
Ethernetl/9, Ethernetl/10, Ethernetl/11,
Ethernet1/4 Ethernetl/12, Ethernet1/13, Ethernetl/14

(Portchannel48)

Ethernetl/3
(Portchannel4s)

Ethernet1/2
(Portchannel48) ——-_—_

Ethernet2/2
(Portchannelg)

Ethernet2/1
(Portchannel8) e

Tarefa 6. Excluir um dispositivo escravo do cluster

Requisito de tarefa:
Efetue login no FMC e exclua a unidade Slave do cluster.
Solugao:

Etapa 1. Faga login no FMC e navegue até Device > Device Management (Dispositivo >
Gerenciamento de dispositivos).

Clique no icone de lixo ao lado da unidade de escravos, como mostrado na imagem.

B FTD_cluster
Ciseo Fireperer 9000 Series SM-36 Threat Defense Cluster - 1

& FTD1[primany) - . — BRI il Tl
10.62.148,67 - Cisco Firepower 5000 Series SM-36 Threat Deferse - v6.0.1 - routed =10 T epower 9000 Series SM-36 Thre Base, Threat, Matware, URL Finering  FIDS000
- o2 - K 1 pl [l -1 PR FT

10,62.148,68 - Cisco Firepower 9000 Series SM-36 Threat Deforse - v6.0,1 - routed 010 Firepower 9000 Series SM-36 Thre Base, Threat, Mabware, UAL Fikering TS0
3 FTD3

" v SO0 SM-36 Th i AL Filering FIC#a0
10,82, 148,60 - Clsco Firepower 9000 Series SM-38 Threat Defanss - v8.0.1 - routed  =»<2 Firapower §000 Saries 5M-36 Thra Base, Thraat, Mabwars, UAL Filtering L3

A janela de confirmagéo € exibida. Selecione Sim para confirmar como mostrado na imagem.



Confirm Delete

» Device *FTD2® will be deleted from
| Cluster *FTD_cluster™ In Firepower
Management Center but will be
avallable In Firepower Security Appllance.
Do you wank to continue?

Vs Mo

Verificagao:

- Do FMC, como mostrado na imagem.

B FTD_cluster
Ciseo Firgpower 9000 Series SM-36 Threat Defense Oluster

&) FTDA(peimany )
10.62.140.67 - Ccoffirepower 000 Seres SM-36 Threat Defense - vB.0.1 - routed

5 FTed

10,62.148.6% - Ciscolfirepower 9000 Senes SM-36 Threat Defense - vB.0.1 - routed

Cimca Firepower 9000 Senes 5436 Thre Base

Cisco Firepower 9000 Seres 5M-36 Thre Base, Threat, Malware, URL Filtering

Threat, Malware, UEL Fife

EIDR3c)

Fifg FTIDS300 1

- Da CLI do FXOS.

FPROK- 1- A# scope ssa
FPROK- 1- A /ssa # show app-instance

Appl i cati on Nane Slot ID Adm n State
Version Cluster Qper State

ftd 1 Enabl ed

In Custer

ftd 2 Enabl ed

In Custer

ftd 3 Enabl ed

In Custer

. Na CLI do LINA (ASA).

firepower# show cluster info
Cluster FTD cluster: On

Interface node: spanned

This is "unit-1-1" in state MASTER
1D 00
Ver si on 9.6(1)
Serial No.: FLML9216KK6
CCL IP 127.2.1.1
CCL MAC 0015. ¢500. 016f
Last join : 21:51:03 CEST Aug 8 2016
Last leave: NA

O her nenbers in the cluster:

Unit "unit-1-3" in state SLAVE
1D 1
Ver si on 9.6(1)
Serial No.: FLML9206H7T
CCL IP 127.2.1.3
CCL MAC 0015. ¢500. 018f
Last join : 21:51:05 CEST Aug 8 2016
Last leave: NA

Unit "unit-1-2" in state SLAVE
1D D2
Ver si on 9.6(1)
Serial No.: FLML9206H71
CCL IP 127.2.1.2

CCL MAC 0015. c500. 019f

Oper at i onal

Ol ine
Ol ine
Ol ine

State

Runni ng Version Startup

6.0.1.1213 6.0.1.1213
6.0.1.1213 6.0.1.1213
6.0.1.1213 6.0.1.1213




Last join : 21:51:30 CEST Aug 8 2016
Last |eave: NA
firepower#

Note: O dispositivo n&o foi registrado no FMC, mas ainda € um membro do cluster no
FPR9300.

Verificar

Use esta segao para confirmar se a sua configuragao funciona corretamente.

A verificacao é concluida e abordada em tarefas individuais.

Troubleshoot

Atualmente, ndo existem informacgdes disponiveis especificas sobre Troubleshooting para esta
configuragao.

Informagdes Relacionadas

- Todas as versdes do guia de configuracado do Cisco Firepower Management Center podem
ser encontradas aqui:

https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-
roadmap.html#id 47280.

- Todas as versdes dos guias de configuragdo do FXOS Chassis Manager e CLI podem ser
encontradas aqui:

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfld-
121950.

- O Cisco Global Technical Assistance Center (TAC) recomenda enfaticamente este guia visual
para um conhecimento pratico profundo sobre as tecnologias de seguranga de préxima
geracao do Cisco Firepower, incluindo as mencionadas neste artigo:

http://www.ciscopress.com/title/9781587144806.

- Para todas as Notas técnicas de configuragcéo e solugado de problemas referentes as
tecnologias Firepower.

https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-
home.html.

. Suporte Técnico e Documentacao - Cisco Systems
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