Configurar a autenticagcao de maquina e usuario
com EAP-TTLS
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Introducao

Este documento descreve como configurar a autenticagdo de maquina e usuario com EAP-TTLS
(EAP-MSCHAPvV2) no Secure Client NAM e no Cisco ISE.



Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos antes de prosseguir com esta
implantagao:

+ Cisco ldentity Services Engine (ISE)
* Modulo de Analise de Rede de Cliente Seguro (NAM)
* Protocolos EAP

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

+ Identity Services Engine (ISE) versao 3.4
* Switch C9300 com software Cisco IOS® XE, versao 16.12.01
* Windows 10 Pro Versao 22H2 Construido 19045.3930

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padréo) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Topologia de rede
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Configurar

Configuragoes
Parte 1: Baixe e instale o Secure Client NAM (Network Access Manager)

Etapa 1. Va para Download do Software Cisco. Na barra de pesquisa de produtos, digite Secure
Client 5.



https://software.cisco.com/download/home

Este exemplo de configuragéo usa a versao 5.1.11.388. A instalagdo € executada usando o
método de pré-implantacao.

Na pagina de download, localize e baixe o Cisco Secure Client Pre-Deployment Package
(Windows).

Cisco Secure Client Pre-Deployment Package (Windows) - 22-Aug-2025 129.05 MB
includes individual MSI files

@

cisco-secure-client-win-5.1.11.388-predeploy-k9.zip

Advisories []

Note: O Cisco AnyConnect foi preterido e ndo esta mais disponivel no site de download
de software da Cisco.

Etapa 2. Depois de fazer o download e extrair o arquivo, clique emSetup.



Profiles File folder 8/14/2025 4:55 PM

Setup File folder 8/14/2025 4:56 PM
ﬂ‘ cisco-secure-client-win-2.9.0-thou... Windows Installer Package 10,172KB No 11,204KB  10% 8/14/2025 4:04 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 19886 KB Mo 22535KB 12% 8/14/2025 4:47 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5404KB No 6956KB 23% 8/14/2025 4:48 PM
ﬂ cisco-secure-client-win-5.1.11.388-.. Windows Installer Package 3470KB No 4738KBE 27T% 8/14/2025 4:31 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 5289KB No T136KB 26% 8/14/2025 4:28 PM
ﬂ cisco-secure-client-win-5.1.11.388-... Windows Installer Package 22159KB Neo 24112KB 9% /14/2025 4:42 PM
ﬁ cisco-secure-client-win-3.1.11.388-... Windows Installer Package 3245TKB No J4035KB 5% 8/14/2025 4:27 PM
ﬂ cisco-secure-client-win-3.1.11.388-... Windows Installer Package 2080KB No 3082KB 33% 8/14/2025 4:49 PM
ﬁ cisco-secure-client-win-5.1,11.388-... Windows Installer Package 3955KE Mo 5287TKB 26% B/14/2025 4:39 PM
ﬂ cisco-secure-client-win-3.1.11.214..  Windows Installer Package 26,383KB  No 31,876KB  18% 8/14/2025 4:04 PM
[ Setup Application 375KB No 1,011KB 63% 8/14/2025 4:32 PM
[ setup HTML Application 5KB No 23KB 82% 8/14/2025 4:09 PM

Arquivo Zip Pré-Implantagao

Etapa 3. Instale oCore & AnyConnect VPN, o Network Access Manager e os médulos Diagnostics
and Reporting.



Select the Cisco Secure Client 5.1.11.388 modules you wish
to mnstall:

Core & AnyConnect VPN
Start Before Login
Network Access Manager
Secure Firewall Posture
Network Visibility Module
Umbrella
ISE Posture
ThousandEvyes
Zero Tst Access
Select All

Magnostic And Reporting Tool

m Lock Down Component Services

Instalador de cliente seguro

Clique em Instalar selecionado.

Etapa 4. Uma reinicializagdo é necessaria apés a instalagcao. Clique em OK e reinicie o
dispositivo.




Cisco Secure Client Install Selector X

You must reboot your system for the installed changes to take effect.

o |

Pop-up Reinicializagdo Necessaria
Parte 2: Baixe e instale o Secure Client NAM Profile Editor

Etapa 1. O Editor de Perfis pode ser encontrado na mesma pagina de downloads que o Cliente
Seguro. Este exemplo de configuragao usa a versao 5.1.11.388.

Profile Editor (Windows) 22-Aug-2025 14.76 MB L

tools-cisco-secure-client-win-5.1.11.388- profileeditor-k9.msi
Advisories [

Editor de perfis
Baixe e instale o Editor de perfis.

Etapa 2. Execute o arquivo MSI.



#¥ Cisco Secure Client Profile Editor Setup x

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Csco Secure Chent Profie Editor
on your computer, Chck Next” to continue or "Cancel” to
exit the Setup Wizard,

ek [ Net> ] [ cancd |

Inicio da Instalagcéo do Editor de Perfis

Etapa 3. Use a opgao de configuragao Typical e instale o NAM Profile Editor.



ﬂ Cisco Secure Chent Profile Editor Setup >

Choose Setup Type
Choose the setup type that best suits your needs

Typical
ﬁ Installs the most common program features. Recommended for
most USers.

Custom

W

Sﬁg Alyws usars to chaose which program featres will be nataled
and where they wil be nstalled, Recommended for advanced
LEETE,

o Complete
L'gcg Al program features will be installed. (Requires most disk
space)

Advanced Instaler

< Back Mext > Cancel

Configuragao do Editor de perfis
Parte 3: Permitir que as Credenciais de Cache do Windows sejam Acessadas pelo NAM

Por padréao, no Windows 10, no Windows 11 e no Windows Server 2012, o sistema operacional
impede que o Network Access Manager (NAM) recupere a senha da maquina necessaria para a
autenticacdo da maquina. Como resultado, a autenticagao da maquina usando a senha da
maquina nao funciona a menos que uma corregao de registro seja aplicada.

Para permitir que 0 NAM acesse as credenciais da maquina, aplique a corregcao Microsoft KB
2743127 na area de trabalho do cliente.


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/release/notes/release-notes-cisco-secure-client-5-1.html#ID-1454-000002d1
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/release/notes/release-notes-cisco-secure-client-5-1.html#ID-1454-000002d1

Caution: A edigao incorreta do Registro do Windows pode causar problemas sérios.
Certifique-se de fazer backup do registro antes de fazer alteragdes.

Etapa 1. Na barra de pesquisa do Windows, digite regedit e clique em Editor do Registro.



Alf e Gy LR O W

Best match

rae  Registry Editor

*3a:rn'

Erlated “regedet mrs

wearch the web

B regedit - See more search results 3
L regedit exe >
A regedit windows 11 >
L regedit nun »

o

Fsechit windows 10 ."-'



Neste exemplo, o certificado do né PSN é emitido por varshaah.varshaah.local. Assim, a
regra Nome comum termina com .local € usada. Esta regra valida o certificado que o
servidor apresenta durante o fluxo EAP-TTLS.

Vocé também pode especificar o nome comum do certificado de autenticagdo EAP do Policy
Service Node (PSN).

» Em Certificate Trusted Authority, duas opgdes estao disponiveis.
Neste cenario, a opgao Trust any Root Certificate Authority (CA) instalada no SO é usada
em vez de adicionar um certificado CA especifico.

Com esta opgao, o dispositivo Windows confia em qualquer certificado EAP assinado por
um certificado incluido em Certificados - Usuario atual > Autoridades de Certificagao Raiz
Confiaveis > Certificados (gerenciado pelo sistema operacional).

» Cliqgue em Avancar para continuar.



MNetworks
Profile: Untitled

Certificate Trusted Server Rules

T S ———————)

Certficate Feld Match Vale
Common Mame w  endswath w Jocal
Resgror it
Certrficate Trusted Authority

() Trust any Root Certificate Authority (CA) bnstalled on the OF

() Inchade Root Cortifcate Autherity (CA) CorSficabes

Certificados do Editor de Perfis do NAM

Etapa 6. Na secao Credenciais da maquina, selecione Usar credenciais da maquina e clique em
Avancar.



Metworks
Profile: Untitled

Belnctungs Ticesnibty
Unprotected [dentty Pattem: Pt B S

[l ke s
() Lise Machune Credien sl

() Use Stale Credensaly

Feact Gl

Credenciais do Editor de Perfis do NAM
Etapa 7. Configure a segao User Auth.

+ Selecione EAP-TTLS em Métodos EAP.

* Em Inner Methods, selecione Use EAP Methods e selecione EAP-MSCHAPV2.

» Cliqgue em Next.



Matworks
Profile: Untitled

EAP Methaods
() EAP DS () R TLS
() EAPMSCHAPYE ) EAPTTLS
() EapGTC () PEAP
() EAPFAST
[_] Extersd user connection beyond log off
EAP-TTLS Settngs
f] Valdate Server Identay
Emmw
Bt Mok
() g EAP Methosds
[C] Eap405
A Eap pscrapvz |
(L) PAP (legacy) () MECHAP fegacy)
() CHAP Jegacy) () MSCHAPE (egady]
Mext Caruel

Autenticagdo de Usuario do Editor de Perfil NAM

Etapa 8. Em Certificados, configure as mesmas regras de validacao de certificado descritas na
Etapa 5.

Etapa 9. Em Credenciais do Usuario, selecione Usar Credenciais do Signon Unico e clique em
Concluido.



Metworks
Profile: Untitled

LUser [denbity
Unproteched [denaty Pattem: L opead - R

Profected [dentity Pattern: [userrama’

Umer Credentas
() U Single Sign On Credentisls

() Prompt for Credentisls
Fermembser Forever
Rprrarrdeer e LMoy o | aned O
Fewer Bismsmhey

() Use: Skt Cradeniials

Passwodd!

[ ooe ]| | coce

Credenciais do usuario do Editor de perfis do NAM

Parte 6: Salvar o arquivo de configuracao de rede

Etapa 1. Clique em Arquivo > Salvar.



B Crco Secure Chent Profile Editor - Metwork Access Manager

File Help
New ssiaage | Networks
Y
Open... or, Py Profile: Untitled
_S.ch... - Metwork
M Mada Type o™
Exit g:d wred Giohal

NAM Profile Editor Salvar Configuragdo de Rede

Etapa 2. Salve o arquivo como configuration.xml na pasta newConfigFiles.
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Salve a configuracao de rede

Parte 7: Configurar AAA no Switch

C9300-1#sh run aaa
|
aaa authentication dotlx default group Tabgroup
aaa authorization network default group Tabgroup
aaa accounting dotlx default start-stop group labgroup
aaa accounting update newinfo periodic 2880
|
!
!
|
aaa server radius dynamic-author
client 10.76.112.135 server-key cisco
!
!
radius server Tlabserver
address ipv4 10.76.112.135 auth-port 1812 acct-port 1813
key cisco
!
|
aaa group server radius Tabgroup

server name labserver
1

-] E:g,




|
|

!

aaa new-model

aaa session-id common
|

|

C9300-1(config)#dotlx system-auth-control

Note: O comando dot1x system-auth-control ndo é exibido na saida show running-config,
mas € necessario habilitar 802.1X globalmente.

Configure a interface do switch para 802.1X:



C9300-1(config)#do sh run int gigl/0/44
Building configuration...

Current configuration : 242 bytes
|
interface GigabitEthernetl/0/44
switchport access vlan 96
switchport mode access
device-tracking
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication host-mode multi-auth
authentication periodic

mab
dotlx pae authenticator
end

Parte 8: Configuracdes do ISE

Etapa 1. Configurar o switch no ISE.
Navegue até Administration > Network Resources > Network Devices e clique em Add.

Digite aqui o nome do switch e o endereco IP.

= ‘i Identity Services Engine Administration / Network Resources

J| Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers More

[
Dashboard I Netwark Devices

51 » EAP-TTLS-lab

i — fault Davice

2 Context Visibilit os .
7 Network Devices

Device Security Settings

"\ Operations

MName EAR-TTLS-lab
l Policy
Description
& Administration
i Work Centers
IP Address o " IP: 10.127.196.56 /| 32 &

Adicionando o dispositivo de rede ISE

Insira o segredo compartilhado RADIUS, o mesmo que o configurado anteriormente no switch.



il Identity Services Engine Administration / Network Resources

J|  Bookmarks Metwork Devices Wetwork Device Groups Metwork Device Profiles External RADIUS Servers More

8%  Dashboard e Dovieas B -~ RADIUS Authentication Settings

T Default Devi
11 Context Visibility efaull Dovice RACIIS UDP Setiings
Device Security Settings

9. Operations Protocol RADIUS
[ | Policy Shared Secret Show
£ Administration [CJ use Second Shared Secret ()
Al Work Centers Second Shared
Secret Show
7! Interactive Features Cod Port 1700 Set To Default

ISE de segredo compartilhado RADIUS

Etapa 2. Configurar a sequéncia de origem da identidade.

* Navegue até Administracdo > Gerenciamento de identidades > Sequéncias de origem de
identidade.

» Clique em Adicionar para criar uma nova sequéncia de origem de identidade.

» Configure as fontes de identidade em Authentication Search List.



E&F_TTLS

identity Source Sequence

déntity Source Sequance

EAP_TTLS

Cartificate Based Authentication

duthentication Searnch Ligl

A sat ol identity sources that will be sooessed n Seguanca untd first suthenboation suCoeeds

Availabln el b

Sequéncia de origem de identidade do ISE

Etapa 3. Configurar o conjunto de politicas.

Navegue para Politica > Conjuntos de politicas e crie um novo conjunto de politicas. Configure as
condicdes como Wired_802.1x OU Wireless_802.1x. Para protocolos permitidos, escolha Default
Network Access:

Policy Sets Reset Policyset Hitcounts

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View
G

E  wired_so2.1x
[ EAP-TTLS OR efault Network Access 0 {@} »

[El  wireless_soz.1x

Conjunto de politicas EAP-TTLS

Crie a politica de autenticagao para dot1x e escolha a sequéncia de origem de identidade criada
na Etapa 4.



~ Authentication Policy(2)

Status Rule Name
Q
Q Dotlx
(] Default

Politica de autenticagdo EAP-TTLS

Conditions

[F]  wired_g02.1%

OR

[F]  wireless_g02.1%

Use Hits
0
> Options
1]
> Options

Para a politica de autorizagao, crie a regra com trés condigdes. A primeira condigao verifica a
condigao de que o tunel EAP-TTLS seja usado. A segunda condi¢ao verifica se EAP-MSCHAPv2
€ usado como o método EAP interno. A terceira condigao verifica o respectivo grupo AD.

wAuthorization Policy(3)

Status Rule Name

Q User Authentication AND

Q Machine
Authentication

AND

Politica de Autorizagéo Dot1x

Verificar

Conditions

Results

Profiles

Network Access-EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPWZ

varshaah-ad-ExternalGroups
EQUALS
varshaah.local /Builtin/Users

Network Access:EapTunnel
EQUALS EAP-TTLS

Network
Access-EapAuthentication
EQUALS EAP-MSCHAPWZ

varshaah-ad-ExternalGroups
EQUALS
varshaah.local/Users/Domain
Computers

Security Groups Hits

Actions

Vocé pode reinicializar a maquina com o Windows 10 ou sair e entrar. Sempre que a tela de login
do Windows ¢ exibida, a autenticagao da maquina é acionada.



= 45 Reset Repeat Counts 1 Export To

Tima Status Details Repeat ... ldentity

I Idontity
Sep 23, ... . a ] host/DESKTOP-QSCE4P3
Sap 23, .. [- ] a hest/DESKTOP-OSCE4P3

Autenticagdo do Computador de Log ao Vivo

Endpoint 1D Endpoint Profile  Authentication Policy

Endpaoint ID Endpaoint Profile Authontication Fodicy

B4:96:01:26:E9:AB Intel-Device EAP-TTLS »> Dotix

B4:96:01:26:E9:AB Intel-Devica EAP-TTLS »=» Datlx

Filter 2
Authorization Policy Authorization Profiles
Authorization Policy Authorization Profiles
EAP-TTLS >> Machine Authentication PermitAccess

EAP-TTLS »» Machine Authantication  ParmitAscoss

Quando vocé faz login no PC com credenciais, a autenticagdo do usuario € acionada.

Cisco Secure Client | EAP-TTLS

X

Please enter your username and password for the

Password:

network: EAP-TTLS

labuser

l!:tﬂ#lﬂ

Show Password

[ 10

Cmt:el__.

Credenciais de Autenticagdo de Usuario



Note: Este exemplo usa credenciais de usuario do Ative Diretory para autenticagao.
Como alternativa, vocé pode criar um usuario interno no Cisco ISE e usar essas
credenciais para fazer login.

Depois que as credenciais sao inseridas e verificadas com éxito, o ponto final € conectado a rede
com autenticagao de usuario.



9 Cisco Secure Client — X

ﬁ AnyConnect VPN:

p Ready to connect.
<

[ASA (IPsec) IPv4

Network:
Connected (10.127.196.57)

@

EAP-TTLS

— e

ﬁ ||IF||I|I
L%
EAP-TTLS conectado

5 Reset Repeat Counts (T Export To Filter

Time Status Details Repea... Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles
x R Identity Endpoint 1D Endpoint Profile Authentication Policy Authorization Policy Autharization Profiles

Sep 23, ... . a o labuser B4:96:01:26:ED:AB Intel-Device EAP-TTLS »> Dat1x EAP-TTLS »» User Authentication PermitAccess

Sep 23, .. ] a labuser B4:96:91:26:E0:AB Intal=Devies EAP=TTLS »> Dat1x EAP=TTLS »» Usar Authertication PermitAceess

Autenticacéo de Usuario do Log ao Vivo

Analisar registros em tempo real do ISE RADIUS

Esta secéo ilustra as entradas de log ao vivo do RADIUS para autenticagdo bem-sucedida de
maquina e usuario.

Autenticacdo da maquina

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TL S ServerDone message ... ... 12803 Extracted TL S ChangeCipherSpec message 12804 Extracted TL S Finished message



12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TLS Finished message 12816 TL S handshake succeeded ... ... 11806
Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985 Prepared EA P-Request with another EAP-TTLS
challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-Request ... ... 12971 Extracted EAP-Response
containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-M SCHAP challenge-response for inner
method and accepting EAP-M SCHAP as negotiated ... ... 24431 Authenticating machine against Active Directory - varshaah-ad 24325
Resolving identity - host/DESK TOP-QSCE4P3 ... ... 24343 RPC Logon reguest succeeded - DESKTOP-QSCE4P3$@varshaah.local 24470
Machine authentication against Active Directory is successful - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing M SCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - host/ DESKTOP-QSCE4P3
24211 Found Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device IP Address 15048 Queried PIP - Network
Access.EapTunne 15016 Selected Authorization Profile - PermitAccess... ... 11002 Returned RADIUS Access-Accept

Autenticacdo de usuario

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/Identity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TL S handshake started 12805 Extracted TLS ClientHello
message 12806 Prepared TL S ServerHello message 12807 Prepared TL S Certificate message 12808 Prepared TL S ServerK eyExchange message
12810 Prepared TL S ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TL S ChangeCipherSpec
message 12804 Extracted TL S Finished message 12801 Prepared TL S ChangeCipherSpec message 12802 Prepared TL S Finished message
12816 TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-
MSCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 24430 Authenticating user against Active
Directory - varshaah-ad 24325 Resolving identity - labuser@varshaah.local ... ... 24343 RPC Logon request succeeded - |abuser@varshaah.local
24402 User authentication against Active Directory succeeded - var shaah-ad 22037 Authentication Passed ... ... 12971 Extracted EAP-
Response containing EAP-TTLS challenge-response 11810 Extracted EAP-Response for inner method containing MSCHAP challenge-response
11814 Inner EAP-M SCHAP authentication succeeded 11519 Prepared EAP-Success for inner EAP method 12975 EAP-TTL S authentication
succeeded ... ... 15036 Evaluating Authorization Policy 24209 Looking up Endpoint in Internal Endpoints IDStore - labuser 24211 Found
Endpoint in Internal Endpoints IDStore 15048 Queried PIP - Network Access.Device |P Address 15048 Queried PIP - Network
Access.EapTunnel 15016 Selected Authorization Profile - PermitAccess.... ... 11002 Returned RADIUS Access-A ccept

Analisar registros NAM

Os logs do NAM, especialmente depois que vocé habilita o Log Estendido, contém uma grande
quantidade de dados, a maioria dos quais € irrelevante e pode ser ignorada. Esta segao lista as
linhas de depuragao para demonstrar cada etapa que o NAM executa para estabelecer uma
conexao de rede. Quando vocé trabalha em um registro, essas frases-chave podem ser uteis
para localizar parte do registro relevante para o problema.

Autenticacdo da maquina

2160: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]:

80



O cliente recebe um pacote EAP-TTLS do switch de rede, iniciando a sessdo EAP-TTLS. Este é o
ponto de partida para o tunel de autenticagao da maquina.

2171: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]: EA
2172: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER
2173: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11812] [comp=SAE]: CER

O cliente recebe o Server Hello do ISE e comeca a validar o certificado do servidor
(CN=varshaah.varshaah.local). O certificado foi encontrado no repositério de confianga do cliente
e adicionado para validacgao.

2222: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11768]: Validating th
2223: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.696 +0900: %csc_nam-6-INFO_MSG: %[tid=11768]: Server certif

O certificado do servidor foi validado com éxito, concluindo o estabelecimento do tunel TLS.

2563: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2564: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11812][comp=SAE]: NE
2565: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.789 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-

O cliente sinaliza que a autenticacao foi aprovada. A interface é desbloqueada, e a maquina de
estado interno faz a transi¢ao para USER_T_NOT_DISCONNECTED, indicando que a maquina
agora pode transmitir trafego.

2609: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2610: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2611: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2612: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2613: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-
2614: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11824][comp=SAE]: NE
2615: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.821 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11768]: Network EAP-

O adaptador relata authenticated, e o NAM AccessStateMachine faz a transi¢céo para
ACCESS_AUTHENTICATED. Isso confirma que a maquina concluiu com éxito a autenticagao e
tem acesso total a rede.

Autenticacido de usuario



100: DESKTOP-QSCE4P3: Sep 25 2025 14:01:26.669 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Network EAP-TT

O cliente NAM inicia o processo de conexdao EAP-TTLS.

195: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Binding adapte
198: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT

O NAM vincula o adaptador fisico a rede EAP-TTLS e entra no estado ACCESS_ATTACHED,
confirmando que o adaptador esta pronto para a autenticagao.

204: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3252]: Network EAP-TT
247: DESKTOP-QSCE4P3: Sep 25 2025 15:09:11.780 +0900: %csc_nam-7-DEBUG_MSG: %[tid=3680] [comp=SAE]: STAT

O cliente faz a transicdo de ATTACHED para CONNECTING, iniciando a troca 802.1X.

291: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.388 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: 8021

O cliente envia um EAPOL-Start para disparar o processo de autenticacao.

331: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: PORT
332: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: 8021
340: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.435 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6644][comp=SAE]: EAP

O switch solicita uma identidade e o cliente se prepara para responder com uma identidade
externa.

402: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9580]: EAP-CB: creden
422: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: processin
460: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.685 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia

O NAM envia a identidade externa. Por padrao, € anénimo, indicando que a troca € para
autenticagao de usuario (ndo maquina).

488: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP sugges



489: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-6-INFO_MSG: %[tid=6088]: EAP: EAP reques
490: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: EAP metho
491: DESKTOP-QSCE4P3: Sep 25 2025 13:15:36.497 +0900: %csc_nam-7-DEBUG_MSG: %[tid=6088]: EAP: credentia

O cliente e o servidor concordam em usar EAP-TTLS como o método externo.

660: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG: %[tid=8296] [comp=SAE]: EAP
661: DESKTOP-QSCE4P3: Sep 25 2025 14:01:27.185 +0900: %csc_nam-7-DEBUG_MSG: %[tid=8296] [comp=SAE]: EAP

O cliente envia o Hello do cliente e recebe o Hello do servidor, que inclui o certificado ISE.

706: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: 802
717: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: EAP
718: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.967 +0900: %csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT
719: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-6-INFO_MSG: %[tid=11932] [comp=SAE]: CERT
726: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932] [comp=SAE]: EAP

O certificado do servidor € apresentado. O cliente procura o CN varshaah.varshaah.local,
encontra uma correspondéncia e valida o certificado. O handshake é pausado enquanto o
certificado X.509 é verificado.

729: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EAP
730: DESKTOP-QSCE4P3: Sep 25 2025 13:04:31.983 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916] [comp=SAE]: EAP
1110: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS
1111: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.044 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9644]: Auth[EAP-TTLS

O tunel esta estabelecido. O NAM agora solicita e prepara a identidade protegida e as credenciais
para autenticagdo interna.

1527: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.169 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916][comp=SAE]: EA
1528: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.169 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11916][comp=SAE]: EA
1573: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA
1574: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA
1575: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.184 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11932][comp=SAE]: EA

O handshake TLS é concluido. Um tunel seguro foi estabelecido para autenticagao interna.

1616: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262 +0900: %csc_nam-6-INFO_MSG: %[tid=9664]: Protected iden
1620: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.262 +0900: %csc_nam-7-DEBUG_MSG: %[tid=9664]: Auth[EAP-TTLS



1689: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277 +0900: %csc_nam-7-DEBUG_MSG:

A identidade protegida (nome de usuario) € enviada e aceita pelo ISE.

1708: DESKTOP-QSCE4P3: Sep 25 2025 14:01:46.277 +0900: %csc_nam-7-DEBUG_MSG:

1738: DESKTOP-QSCE4P3: Sep 25 2025 13:01:44.758 +0900: %csc_nam-6-INFO_MSG:

1741: DESKTOP-QSCE4P3: Sep 25 2025 13:04:42.200 +0900: %csc_nam-7-DEBUG_MSG:

O ISE solicita a senha. O NAM envia a senha protegida dentro do tunel TLS.

1851:
1852:
1853:
1854:
1855:

DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:
DESKTOP-QSCE4P3:

Sep 25 2025 13:04:42.262
Sep 25 2025 13:04:42.262
Sep 25 2025 13:04:42.262
Sep 25 2025 13:04:42.262
Sep 25 2025 13:04:42.262

+0900:
+0900:
+0900:
+0900:
+0900:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[t1d=9664]: Auth[EAP-TTLS

%[tid=9456] [comp=SAE]: EAP
%[tid=11768]: Protected pas
%[tid=9644]: Auth[EAP-TTLS

%[tid=9644]: Auth[EAP-TTLS
%[tid=11932] [comp=SAE]: ST
%[tid=9644]: Auth[EAP-TTLS
%[tid=11932] [comp=SAE]: ST
%[tid=11932] [comp=SAE]: ST

O ISE valida a senha, envia as transicbes EAP-Success e NAM para AUTHENTICATED. Neste
ponto, a autenticagao do usuario esta concluida e o cliente tem permissao para acessar a rede.

Troubleshooting

Ao solucionar problemas do Network Access Manager (NAM) com o Cisco ISE e a integracao do
switch, os registros devem ser coletados de todos os trés componentes: Secure Client (NAM),
Cisco ISE e o switch.

Logs de cliente seguro (NAM)

1. Ative o log estendido do NAM seguindo estas etapas.

2. Reproduza o problema. Se o perfil de rede nao se aplicar, execute o Reparo de Rede no

Cliente Seguro.

3. Colete o pacote DART usando a ferramenta de diagnodstico e relatérios (DART).

Logs do Cisco ISE

Ative estas depuragdes no ISE para capturar a autenticacao e as interagoes de diretorio:

runtime-AAA

nsf
nsf-session


https://www.cisco.com/c/pt_br/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1588749281
https://www.cisco.com/c/pt_br/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--902319264
https://www.cisco.com/c/pt_br/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html#toc-hId--1981776291

Logs do switch

Depuracgdes basicas

request platform software trace rotate all

set platform software trace smd switch active RO radius debug
set platform software trace smd switch active RO aaa debug

set platform software trace smd switch active RO dotlx-all debug
set platform software trace smd switch active RO eap-all debug
debug radius all

Depuragdes avangadas (se necessario)

set platform software trace smd switch active RO epm-all debug
set platform software trace smd switch active RO pre-all debug

comandos show

show version

show debugging

show running-config aaa

show authentication session interface gix/x details

show dotlx interface gix/x

show aaa servers

show platform software trace message smd switch active RO

Falha de autenticacdo de usuario devido a credenciais invalidas

Quando um usuario insere credenciais incorretas, o Secure Client exibe uma senha genérica que
estava incorreta para a rede: Mensagem EAP-TTLS. O erro na tela n&o especifica se o problema
é devido a um nome de usuario ou senha invalidos.



Cisco Secure Client | EAP-TTLS X

Password was incorrect for the network: EAP-TTLS

Username: |

Password:

Show Password

[oc ] conee

Se a autenticacao falhar duas vezes consecutivas, o Secure Client exibira esta mensagem:
Ocorreu um erro de autenticagcao para a rede 'EAP-TTLS'. Tente novamente. Se o problema
persistir, entre em contato com o administrador.

Erro de Senha Incorreta

Cisco Secure Client X

An authentication error occurred for network EAP-TTLS'.
Please try again. If the issue persists, contact your
administrator.

| OK I

Problema de Autenticagéo de Usuario

Para identificar a causa, revise os logs do NAM.




1. Senha incorreta:

Quando um usuario digita uma senha incorreta, os registros do NAM mostram entradas
semelhantes a esta saida:

3775: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3776: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.921 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:
3777: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.922 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]:

Nos registros em tempo real do Cisco ISE, o evento correspondente aparece como:
Event 5400 Authentication failed

24408 User authentication against Active Directory failed since

Failure Reason
user has entered the wrong password

Check the user password credentials. If the RADIUS request is
Resolution using PAP for authentication, also check the Shared Secret
configured for the Network Device

User authentication against Active Directory failed since user

Root cause
has entered the wrong password

Senha incorreta

Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 0 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 0 11808 Extracted EAP-Response containing EAP-
M SCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected I dentity Source -
varshaah-ad 0 24430 Authenticating user against Active Directory - varshaah-ad 0 24325 Resolving identity - labuser@varshaah.local 4 24313
Search for matching accounts at join point - varshaah.local 0 24319 Single matching account found in forest - varshaah.local 0 24323 | dentity
resolution detected single matching account 0 24344 RPC L ogon request failed - STATUS WRONG_PASSWORD,
ERROR_INVALID_PASSWORD, labuser @var shaah.local 20 24408 User authentication against Active Directory failed since user has
entered the wrong password - varshaah-ad 1 ... ... 11823 EAP-M SCHAP authentication attempt failed ... ... 11815 Inner EAP-MSCHAP
authentication failed O ... ... 12976 EAP-TTLS authentication failed O ... ... 11003 Returned RADIUS Access-Reject

2. Nome de usuario incorreto:

Quando um usuario insere um nome de usuario incorreto, os registros do NAM mostram entradas
semelhantes a esta saida:

EA
EA
EA



3788: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300] [comp=SAE]: EA
3789: DESKTOP-QSCE4P3: Oct 02 2025 15:29:39.923 +0900: %csc_nam-7-DEBUG_MSG: %[tid=11300]: EAP-CB: EAP

Nos registros em tempo real do Cisco ISE, o evento correspondente aparece como:

Event 5400 Authentication failed
Failure Reason 22056 Subject not found in the applicable identity store(s)

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been

Resolution
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Root cause Subject not found in the applicable identity store(s).

Nome de usuario incorreto

11001 Received RADIUS Access-Request 11017 RADIUS created anew session ... ... 11507 Extracted EAP-Response/ldentity 12983
Prepared EAP-Request proposing EAP-TTL Swith challenge.... ... 12978 Extracted EAP-Response containing EAP-TTL S challenge-
response and accepting EAP-TTL S as negotiated 12800 Extracted first TLS record; TLS handshake started ... ... 12810 Prepared TLS
ServerDone message ... ... 12812 Extracted TL S ClientK eyExchange message 12803 Extracted TLS ChangeCipherSpec message ... ... 12816
TL S handshake succeeded ... ... 11806 Prepared EAP-Request for inner method proposing EAP-M SCHAP with challenge 12985
Prepared EAP-Request with another EAP-TTLS challenge 11006 Returned RADIUS Access-Challenge 11001 Received RADIUS Access-
Request ... ... 12971 Extracted EAP-Response containing EAP-TTLS challenge-response 11808 Extracted EAP-Response containing EAP-
M SCHAP challenge-response for inner method and accepting EAP-M SCHAP as negotiated ... ... 15013 Selected Identity Source -
All_AD_Join_Points 24430 Authenticating user against Active Directory - varshaah-ad 24325 Resolving identity - user@varshaah.local 24313
Search for matching accounts at join point - varshaah.locd ... ... 24352 ldentity resolution failed - ERROR_NO_SUCH_USER 24412 User not
found in Active Directory - varshaah-ad ... ... 15013 Selected Identity Source - Internal Users 24210 Looking up User in Internal Users
IDStore - user 24216 The user isnot found in theinternal usersidentity store... ... 22056 Subject not found in the applicable identity store(s)
22058 The advanced option that is configured for an unknown user is used 22061 The 'Reject’ advanced option is configured in case of afailed
authentication request 11823 EAP-M SCHAP authentication attempt failed ... ... 11815 Inner EAP-M SCHAP authentication failed ... ...
12976 EAP-TTL S authentication failed O ... ... 11504 Prepared EAP-Failure 1 11003 Returned RADIUS Access-Rej ect

Defeitos conhecidos

ID do bug Descrigao

O ISE 3.0 nao pode localizar o repositério de 1D
ID de bug da Cisco 63395 REST apds a reinicializagcdo dos servigos



https://tools.cisco.com/bugsearch/bug/CSCvv63395

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



