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Introdução

Este documento descreve os links da documentação do Advanced Threat Solutions (ATS) para 
produtos como Cisco Secure Endpoint, Cisco Secure Malware Analytics, Cisco Threat Response 
(CTR) e Cisco SecureX.

Pré-requisitos

Requisitos

Não existem requisitos específicos para este documento.

Componentes Utilizados

Este documento não se restringe a versões de software e hardware específicas.

As informações neste documento foram criadas a partir de dispositivos em um ambiente de 
laboratório específico. Todos os dispositivos utilizados neste documento foram iniciados com uma 
configuração (padrão) inicial. Se a rede estiver ativa, certifique-se de que você entenda o impacto 
potencial de qualquer comando.

Informações de Apoio

O artigo a seguir é um guia de referência para a configuração/solução de problemas dos produtos 
Advanced Threat Solutions. Este artigo pode ser consultado antes de contratar o Cisco TAC.

Links da documentação do Cisco Secure Endpoint

Portais de produtos Artigos relacionados Tags

Documentação geral 

Endereços de servidor necessários para 
operações seguras apropriadas de 
análise de malware e endpoint
Política de Suporte do Conector de Ponto 
Final Seguro
Guia do usuário da Cisco Security 
Account

Configurar Autenticação de Dois Fatores 
em Ponto de Extremidade Seguro

Metodologia de implantação segura de 
endpoint e práticas recomendadas

Nuvem pública

Nuvem nos EUA 
Nuvem da UE 
Nuvem da APJC

https://console.amp.cisco.com/docs
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf
https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf
https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215435-configure-two-factor-authentication-in-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215435-configure-two-factor-authentication-in-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215435-configure-two-factor-authentication-in-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215435-configure-two-factor-authentication-in-a.html
/content/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
/content/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
/content/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com


Qualificação para endpoint seguro

Ativar login seguro para contas de 
segurança da Cisco
E-mails de notificação de endpoints 
seguros
Configurar e 
Gerenciar 
Exclusões no Ponto 
de Extremidade 
Seguro

Vídeo 

Alterações da lista de exclusão mantidas 
pela Cisco para o console de endpoint 
seguro
Práticas recomendadas para exclusões 
de endpoints seguros
Configurar uma lista de detecção 
personalizada simples no Secure 
Endpoint Portal
Console de endpoint seguro e o filtro visto 
por último

Exportar listas de bloqueio de aplicativos 
do Secure Endpoint Portal com APIs

Como criar um fluxo de eventos com APIs 
de endpoint seguras

Como enviar um arquivo no Secure 
Malware Analytics a partir do Secure 
Endpoint Portal?

Aceite e ative a pesquisa avançada orbital 
na implantação de endpoints seguros

Troubleshooting de falhas de atualização 
de definições TETRA
Integração segura de endpoint com o 
Splunk
Configurar Notificação Pop-Up em Ponto 
de Extremidade Seguro
Solucionar problemas de eventos de 
análise de arquivo com falsos positivos 
em um endpoint seguro

Endpoint seguro - Registros orbitais 
preenchendo com erros - CSCwh73163

Endpoint seguro no AWS Workspaces - 
Scripts de inicialização e configuração 

https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://docs.castle.amp.cisco.com/cisco-secure-sign-on-csa.pdf
https://docs.castle.amp.cisco.com/cisco-secure-sign-on-csa.pdf
https://docs.castle.amp.cisco.com/cisco-secure-sign-on-csa.pdf
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://video.cisco.com/detail/video/6038252112001?autoStart=true&q=exclusions
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
/content/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
/content/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
/content/en/us/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/pt_br/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/pt_br/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/pt_br/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html


para Golden Images
Informações de snapshot forense de 
endpoint seguro
Revisar verificações do Windows do 
Secure Endpoint (CSE)

Obtenha dados de solução de problemas 
em um dispositivo Android para endpoint 
seguroConector Android
Compatibilidade de SO do Conector 
Android de Ponto de Extremidade Seguro

Compatibilidade com o Cisco Security 
Connector Apple iOS
Criar relatório de problemas/dados de 
diagnóstico a partir do conector de 
segurança seguro da Cisco para 
endpoints

Clareza do iOS

Como supervisionar um dispositivo iOS 
para uso com o Cisco Security Connector 
(CSC)?

Coleta de Dados de Diagnóstico de um 
Conector de Ponto de Extremidade 
Seguro em Execução no Windows
Compatibilidade de SO do Conector do 
Windows de Ponto de Extremidade 
Seguro
Requisitos de reinicialização de 
atualização do Conector do Windows de 
Ponto de Extremidade Seguro

Anúncio de fim do suporte para versões 
do conector de endpoint seguro

Anúncio de fim de suporte para Windows 
XP, Windows Vista e Windows 2003 para 
o conector de endpoint seguro

Perguntas frequentes para clientes atuais 
a partir de 8 de janeiro de 2020 sobre 
novos pacotes de endpoint seguros

Conector do Windows

Configurar a Política 
do Windows no 
Ponto de 

Vídeo

https://www.cisco.com/c/pt_br/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/pt_br/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://video.cisco.com/detail/video/6147796312001?autoStart=true&q=Windows%20Policy
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html


Extremidade Seguro
[Externo] - Switches de Linha de 
Comando para Instalador do Conector de 
Ponto de Extremidade Seguro
Switches de linha de comando Secure 
Endpoint

Force manualmente 
a atualização de 
definições TETRA - 
endpoint seguro

Vídeo

Etapas de Configuração do Servidor de 
Atualização de Ponto de Extremidade 
Seguro
Como coletar logs do ProcMon para 
solucionar problemas do Secure Endpoint 
na inicialização

Crie uma lista de detecção personalizada 
avançada no Cisco Secure Endpoint

Analisar o pacote Secure Endpoint 
Diagnostic para CPU alta

Como desinstalar o conector do Windows 
do ponto de extremidade seguro com o 
modo de segurança
Procedimento para desinstalar o conector 
de ponto de extremidade seguro se a 
senha for esquecida
Processo do Windows inicia antes da 
solução alternativa do conector de 
endpoint seguro - endpoint seguro
Compatibilidade do mecanismo de 
prevenção de exploração de endpoint 
seguro com EMET

Prevenção de exploração

Guia do Cisco Secure Endpoint para 
persistência de identidade

Lista de Certificados Raiz Necessários 
para a Instalação Segura de Ponto de 
Extremidade no Windows
Códigos de Saída do Instalador do 
Conector do Windows de Ponto de 
Extremidade Seguro
Solucione problemas de proteção de 

https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/pt_br/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
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https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
/content/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html
/content/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html
/content/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html
/content/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214486-fireamp-private-cloud-3-0-1-upgrade-proc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214486-fireamp-private-cloud-3-0-1-upgrade-proc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/214486-fireamp-private-cloud-3-0-1-upgrade-proc.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215472-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215472-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215472-end-of-support-announcement-for-amp-for.html


Eficácia/Correção/Conformidade Epidemia/Infecção (Resposta a Incidente)

Cisco Secure Malware Analytics Appliance

Portais de produtos Artigos relacionados Tags

Guias de configuração

Guias de instalação e atualização

Versão do sistema do Secure Malware 
Analytics Appliance

Anúncio de fim das vendas e fim da vida útil

Configurar o Secure Malware Analytics 
Appliance para operações de cluster
Gerar instantâneo de suporte analítico de 
malware seguro e habilitar sessão de suporte 
ao vivo
Configurando o cliente SSH para o Cisco 
Secure Malware Analytics Appliance

Atualizar modo Air-Gap do Secure Malware 
Analytics Appliance

Gerar instantâneo de suporte analítico de 
malware seguro e habilitar sessão de suporte 
ao vivo
Configure o Secure Malware Analytics 
Appliance com o software de monitoramento 
Prometheus
Como inicializar o Secure Malware Analytics 
Appliance no modo de recuperação com o EFI 
Shell e adicionar o modo de recuperação às 
opções de inicialização

Atualizar modo Air-Gap do Secure Malware 
Analytics Appliance

Configurar Secure Malware Analytics RADIUS 
sobre autenticação DTLS para Console e 
Portal OPadmin

Configurar Integrações de Terceiros do 
Secure Malware Analytics Appliance

Cisco Secure Malware 
Analytics Appliance

https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/200618-Work-with-the-Advanced-Malware-Protectio.html
https://www.cisco.com/c/pt_br/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/pt_br/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/pt_br/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/pt_br/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
/content/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
/content/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
/content/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
/content/en/us/products/security/amp-threat-grid-appliances/eos-eol-notice-listing.html
/content/en/us/products/security/amp-threat-grid-appliances/eos-eol-notice-listing.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215515-configure-threatgrid-appliance-for-clust.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215515-configure-threatgrid-appliance-for-clust.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215515-configure-threatgrid-appliance-for-clust.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215097-setting-up-ssh-client-for-cisco-threatgr.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215097-setting-up-ssh-client-for-cisco-threatgr.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215097-setting-up-ssh-client-for-cisco-threatgr.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215471-configure-threatgrid-appliance-third-par.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215471-configure-threatgrid-appliance-third-par.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215471-configure-threatgrid-appliance-third-par.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html


Amostras de solução de problemas e 
dispositivos não presentes no painel do 
Secure Malware Analytics Appliance
Solução de problemas de integração do 
Secure Malware Analytics Appliance com o 
FMC

Lista de reprodução de vídeo Secure Malware 
Analytics

Cisco SecureX

Portais de produtos Artigos relacionados Tags

Guias de configuração

Guia de referência do SecureX

Blogs do SecureX

Perguntas frequentes do SecureX

Biblioteca Cisco Live sob demanda

Cisco SecureX

Nuvem nos EUA 
Nuvem da UE 
Nuvem da APJC

Lista de reprodução de vídeo do Cisco 
SecureX

Integre o CTR e Secure Malware Analytics

Integre o Cisco Threat Response e o 
Firepower
Solução de problemas na integração FMC 
e CTR
Cisco Threat Response 
(CTR) e integração ESA Vídeo

ESA: Reputação de arquivos e análise de 
arquivos

Integrar o WSA com o CTR

Perguntas frequentes do CTR

Resposta a ameaças 
SecureX

[antigo Cisco Threat 
Response(CTR)]

Nuvem nos EUA 
Nuvem da UE 
Nuvem da APJC

https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://cs.co/TGvideos
https://cs.co/TGvideos
https://cs.co/TGvideos
https://cs.co/TGvideos
https://www.cisco.com/c/pt_br/support/security/securex/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/pt_br/support/docs/security/securex/216018-securex-integrations-and-troubleshooting.html
https://www.cisco.com/c/pt_br/support/docs/security/securex/216018-securex-integrations-and-troubleshooting.html
https://www.cisco.com/c/pt_br/support/docs/security/securex/216018-securex-integrations-and-troubleshooting.html
https://blogs.cisco.com/tag/securex
https://blogs.cisco.com/tag/securex
https://blogs.cisco.com/tag/securex
https://cs.co/SecureX_faq
https://cs.co/SecureX_faq
https://www.ciscolive.com/on-demand/on-demand-library.html?search=securex#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=securex#/
https://www.ciscolive.com/on-demand/on-demand-library.html?search=securex#/
https://cs.co/SecureX_videos
https://securex.us.security.cisco.com
https://securex.eu.security.cisco.com
https://securex.apjc.security.cisco.com
https://cs.co/SecureX_videos
https://cs.co/SecureX_videos
https://www.cisco.com/c/pt_br/support/docs/security/threat-grid-cloud/215568-integration-with-ctr-and-threat-grid-clo.html
/content/en/us/support/docs/security/amp-endpoints/215382-integrate-cisco-threat-response-and-fire.html
/content/en/us/support/docs/security/amp-endpoints/215382-integrate-cisco-threat-response-and-fire.html
/content/en/us/support/docs/security/amp-endpoints/215382-integrate-cisco-threat-response-and-fire.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215547-toubleshoot-on-the-fmc-and-ctr-integrati.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215547-toubleshoot-on-the-fmc-and-ctr-integrati.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215547-toubleshoot-on-the-fmc-and-ctr-integrati.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://video.cisco.com/video/6159336218001
/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html
/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html
/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html
/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html
https://www.cisco.com/c/pt_br/support/docs/security/web-security-appliance/215622-wsa-ctr-integration.html
https://www.cisco.com/c/pt_br/support/docs/security/web-security-appliance/215622-wsa-ctr-integration.html
https://www.cisco.com/c/pt_br/support/docs/security/web-security-appliance/215622-wsa-ctr-integration.html
https://cs.co/CTR_FAQ
https://cs.co/CTR_FAQ
https://cs.co/ctr_configuration_guides
https://cs.co/ctr_configuration_guides
https://visibility.amp.cisco.com
https://visibility.eu.amp.cisco.com/
https://visibility.apjc.amp.cisco.com/


Tutoriais de configuração da Cisco Threat 
Response

Playlist do vídeo de resposta às ameaças 
da Cisco

Tutorial de orquestração SecureX

Pondering Automations - Comunidade 
Cisco

SecureX Orchestrator

Nuvem nos EUA 
Nuvem da UE 
Nuvem da APJC

ActionOrchestratorContent - Github

Artigos relacionados a integrações

Portais de produtos Artigos relacionados Tags

Integração do Secure Endpoint com o FMC

Instalação e configuração do módulo AMP 
por meio do AnyConnect 4.x e do AMP 
Enabler
ESA/CES - Procedimento para registrar 
dispositivos em cluster para endpoint 
seguro

Endpoint seguro da Cisco

Nuvem nos EUA 
Nuvem da UE 
Nuvem da APJC

Integre endpoints seguros e análises de 
malware seguras com o WSA

Integração de análise de malware segura e 

https://cs.co/ctr_configuration_guides
https://cs.co/ctr_configuration_guides
https://cs.co/CTRvideos
https://cs.co/CTRvideos
https://cs.co/CTRvideos
https://cs.co/CTRvideos
https://developer.cisco.com/securex/orchestration/
https://community.cisco.com/t5/custom/page/page-id/search?filter=location:4436-blogs-data-center&q=Pondering%20Automation&mode=board
https://community.cisco.com/t5/custom/page/page-id/search?filter=location:4436-blogs-data-center&q=Pondering%20Automation&mode=board
https://securex-ao.us.security.cisco.com/orch-ui/workflows/
https://securex-ao.eu.security.cisco.com/orch-ui/workflows/
https://securex-ao.apjc.security.cisco.com/orch-ui/workflows/
https://github.com/cisco/ActionOrchestratorContent
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/214259-integrating-amp-for-endpoints-with-fmc-f.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/pt_br/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://www.cisco.com/c/pt_br/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide


abrangente
Cisco Secure Malware 
Analytics

Nuvem nos EUA 
Nuvem da UE

ID do cliente de análise de arquivo em 
dispositivos de segurança de conteúdo 
(ESA, SMA, WSA) e DC/FMC

Demonstração do CTA com endpoint 
seguroAnálise cognitiva de 

ameaças / 

Alertas globais de ameaças

(CTA)

 

Perguntas frequentes de fim de serviço 
sobre alertas de ameaças globais (GTA) 
para endpoints seguros

https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide
https://www.cisco.com/c/pt_br/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://panacea.threatgrid.com
https://panacea.threatgrid.eu
https://www.cisco.com/c/pt_br/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://www.cisco.com/c/pt_br/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://www.cisco.com/c/pt_br/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://docs.amp.cisco.com/CTA%20Demo.pdf
https://docs.amp.cisco.com/CTA%20Demo.pdf
https://www.cisco.com/c/pt_br/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html
https://cta.eu.amp.cisco.com/CWSP/ctaLogin
https://www.cisco.com/c/pt_br/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html
https://www.cisco.com/c/pt_br/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html
https://www.cisco.com/c/pt_br/support/docs/alerts-news/221599-cisco-secure-endpoint-global-threat-aler.html


Sobre esta tradução
A Cisco traduziu este documento com a ajuda de tecnologias de tradução automática e
humana para oferecer conteúdo de suporte aos seus usuários no seu próprio idioma,
independentemente da localização.
 
Observe que mesmo a melhor tradução automática não será tão precisa quanto as realizadas
por um tradutor profissional.
 
A Cisco Systems, Inc. não se responsabiliza pela precisão destas traduções e recomenda
que o documento original em inglês (link fornecido) seja sempre consultado.


