Analisar o comportamento de administracao do
dispositivo AAA para ASA
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Introduction

Este documento descreve o comportamento de administragdo do dispositivo quando um ASA é
configurado para autenticagao e autorizagdo usando um servidor AAA. Este documento mostra o
uso do Cisco Identity Service Engine (ISE) como um servidor AAA com um Ative Diretory como o
External Identity Store. TACACS+ é o protocolo AAA em uso.

Contribuido por Dinesh Moudgil e Poonam Garg, Engenheiros HTTS da Cisco

Prerequisites

Requirements

A Cisco recomenda que vocé tenha conhecimento destes topicos:

. Conhecimento basico da CLI e do ASDM do ASA
.- Conectividade entre o servidor ASA e AAA
- Configuragao de AAA no Cisco ISE para autenticagao e autorizagao

Componentes Utilizados



As informagdes neste documento sdo baseadas na seguinte versédo de software:

- ASAv executando 9.9(2)
- Cisco Identity Service Engine 2.6

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Informacoes de Apoio

O Cisco ASA suporta a autenticagao de sessdes administrativas usando um banco de dados de
usuario local, um servidor RADIUS ou um servidor TACACS+. Um administrador pode se
conectar ao Cisco ASA por meio de:

- Telnet

- Secure Shell (SSH)

- Conexao de console serial

- Cisco ASA Device Manager (ASDM)

Se estiver se conectando via Telnet ou SSH, o usuario podera repetir a autenticagao trés vezes
em caso de erro do usuario. Apos a terceira vez, a sessao de autenticagao e a conexao com o
Cisco ASA sao fechadas.

Antes de iniciar a configuragéo, vocé deve decidir qual banco de dados de usuario sera usado
(servidor AAA local ou externo). Se vocé estiver usando um servidor AAA externo, conforme
configurado neste documento, configure o grupo de servidores AAA e o host conforme abordado
nas segoes abaixo. Vocé pode usar os comandos aaa authentication e aaa authorization para
exigir a autenticacao e a verificagdo de autorizagao respectivamente ao acessar o Cisco ASA
para administragao.

Diagrama de Rede
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Estas sdo as informagdes usadas para todos os exemplos neste documento.

a) Configuracado do ASA:

aaa-server |SE protocol tacacs+
aaa-server |SE (internet) host 10.197.164.22
key * k k k%

b) Configuracdo AAA:
A autenticacido no servidor AAA é executada em relagao a sequéncia do repositério de

identidades, que consiste em AD e banco de dados local

Caso 1: Autenticagdo ASA configurada através do servidor AAA

No ASA:

aaa aut hentication ssh console | SE LOCAL
No servidor AAA:
Resultados da autorizagao:

a) Perfil da shell



Privilégio padrio: 1
Privilégio maximo: 15

b) Conjunto de comandos
Permitir tudo

Comportamento do administrador:

Connection to 10.197.164. 28 cl osed.

DMOUDG L- M N1D9: ~ dnoudgi | $

DMOUDG L- M N1D9: ~ dnoudgi | $

DMOUDG L- M N1D9: ~ droudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o0.197.164.28"' s password:

User ASA privl logged in to ciscoasa

Logins over the last 9 days: 11. Last login: 12:59:51 I ST May 7 2020 from 10. 65. 81. 163
Fail ed | ogins since the last login: O.

Type help or '?' for a list of avail abl e commands.

ci scoasa> enabl e

Passwor d:

ci scoasa#

ci scoasa# show curpriv

Usernane : enable_15

Current privilege level : 15

Current Mode/s : P_PRIV

Logs do ASA:

May 07 2020 12:57:26: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 07 2020 12:57:26: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 07 2020 12:57:26: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unane: ASA privl

May 07 2020 12:57:26: %ASA-6-605005: Login pernmitted from 10.65. 81. 163/56048 to
internet:10.197. 164. 28/ ssh for user "ASA privl"

May 07 2020 12:57:30: %ASA-7-111009: User 'enabl e_15" executed cnd: show | oggi ng

May 07 2020 12:57:40: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 07 2020 12:57:40: %ASA-5-111008: User 'ASA privl executed the 'enable' conmand.

Observagoes:

1. A autenticacao para sessao SSH é executada através do servidor AAA

2. A autorizagao é feita localmente, independentemente do privilégio configurado no servidor AAA
no resultado da autorizacao

3. Depois que o usuario € autenticado através do servidor AAA, quando o usuario digita a palavra-
chave "enable" (que ndo tem senha definida por padrdo) ou digita a senha de ativagao (se
configurada), o nome de usuario correspondente usado é enable_15

May 07 2020 12:57:40: %ASA-5-502103: User priv |evel changed: Uname: enable_15 From 1 To: 15

4. O privilégio padrao para enable password € 15, a menos que vocé defina enable password com
privilégio especifico. Por exemplo:



enabl e password Clscol23 |evel 9

5. Se vocé estiver usando habilitar com privilégios diferentes, o0 nome de usuario correspondente
que aparece no ASA é enable_x (onde x € o privilégio)

May 07 2020 13: 20:49: %ASA-5-502103: User priv |evel changed: Unane: enable_8 From 1 To: 8

Caso 2: Autenticagdo ASA e autorizagdo exec configuradas através do servidor
AAA

No ASA:

aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server

No servidor AAA:
Resultados da autorizagao:
a) Perfil da shell

Privilégio padrao: 1
Privilégio maximo: 15

b) Conjunto de comandos
Permitir tudo

Comportamento do administrador:

DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o. 197. 164. 28" s password:

User ASA privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 14:12:52 | ST May 7 2020 from 10. 65. 81. 163
Fail ed | ogins since the last login: O.

Type help or '"?' for a list of avail abl e commands.

ci scoasa> show curpriv

Username : ASA privl

Current privilege level : 1

Current Mdde/s : P_UNPR

ci scoasa> enabl e

Passwor d:

ci scoasa# show curpriv

Username : enable 15

Current privilege level : 15
Current Mdde/s : P PRV
Logs do ASA:

May 07 2020 13:59:54: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl



May 07 2020 13:59:54: %ASA-6-302013: Built outbound TCP connection 75 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/ 49068

(10.197. 164. 28/ 49068)

May 07 2020 13:59:54: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 07 2020 13:59:54: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 13:59:54: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unane: ASA privl

May 07 2020 13:59:54: %ASA- 6- 605005: Login pernmitted from 10.65. 81. 163/ 57671 to
internet:10.197. 164. 28/ ssh for user "ASA privl"

May 07 2020 13:59:59: %ASA-5-502103: User priv level changed: Uname: enable_ 15 From: 1 To: 15
May 07 2020 13:59:59: %ASA-5-111008: User 'ASA privl executed the 'enable' conmand.

Observagoes:

1. A autenticagao e a autorizagao exec sao executadas através do servidor AAA
2. A autorizagao Exec controla o privilégio de usuario para todas as solicitagdes de conexdes de
console (ssh, telnet e enable) configuradas para autenticacao

Note: Isso ndo inclui a conexao serial com o ASA

3. O servidor AAA é configurado de forma a fornecer o privilégio padrao 1 e o privilégio maximo
de 15 como resultado da autorizacao

4. Quando o usuario faz login no ASA via credenciais TACACS+ configuradas no servidor AAA, o
usuario recebe inicialmente o privilégio 1 pelo servidor AAA

5. Quando o usuario digitar a palavra-chave "enable", pressione enter novamente (se a senha de
ativacado nao estiver configurada) ou digite enable password (se configurada), ele entrara no
modo privilegiado, onde o privilégio muda para 15

Caso 3: Autenticagdo ASA, autorizagao de exec e autorizagdo de comando
configurados via servidor AAA

No ASA:

aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server
aaa aut horization command | SE LOCAL

No servidor AAA:
Resultados da autorizagao:
a) Perfil da shell

Privilégio padrao: 1
Privilégio maximo: 15

b) Conjunto de comandos
Permitir tudo

Comportamento do administrador:



DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o. 197. 164. 28" s password:
User ASA privl logged in to ciscoasa

Logins over the last 1 days: 7. Last login: 17:12:23 I ST May 9 2020 from 10. 65. 81. 163
Failed logins since the last login: 0. Last failed login: 17:12:21 I ST May 9 2020 from
10. 65. 81. 163

Type help or '?" for a list of avail abl e commands.

ci scoasa> show curpriv

Username : ASA privl

Current privilege |evel 1

Current Mbde/s : P_UNPR

ci scoasa> enabl e

Passwor d:

ciscoasa# show curpriv
Command authorization failed

Logs do ASA:

May 09 2020

: user
May 09 2020
internet: 10.
(10.197. 164.
May 09 2020
to identity:
May 09 2020
: user
May 09
May 09
Uname:
May 09
Unane:
May 09 2020
internet: 10.
May 09 2020
to identity:
May 09 2020
May 09 2020
May 09 2020
internet: 10.
(10.197. 164.
May 09 2020
May 09 2020
to identity:
May 09 2020
May 09 2020
May 09 2020
May 09 2020
May 09 2020
internet: 10.
(10.197. 164.
May 09 2020

2020
2020

2020

10.197.164.22 :

May 09 2020
to identity:
May 09 2020
May 09 2020
May 09 2020
internet: 10.
May 09 2020

10.197.164.22 :

17:13: 05: %ASA- 6- 113004: AAA user authentication Successful : server 10.197.164.22

ASA privl

17:13: 05: %ASA- 6-302013: Built outbound TCP connection 170 for
197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/21275
28/ 21275)

17:13: 05: %ASA- 6- 302014: Teardown TCP connection 169 for
10. 197. 164. 28/ 30256 duration 0: 00: 00 bytes 67 TCP Reset-|
17:13: 05: %ASA- 6-113004: AAA user authorization Successful :

internet:10.197. 164. 22/ 49
frominternet
10.197.164.22

server

ASA privl

Y%ASA- 6- 113008:
Y%ASA- 6- 611101

17:13: 05:
17:13: 05:

AAA transaction status ACCEPT : user = ASA privl
User authentication succeeded: IP address: 10.65.81.163,

ASA privl

17: 13: 05: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81. 163,

ASA privl

17: 13: 05: %ASA- 6- 605005:
197. 164. 28/ ssh for user "ASA privl"

17:13: 05: %ASA- 6- 302014: Teardown TCP connection 170 for internet:10.197.164. 22/ 49
10. 197. 164. 28/ 21275 duration 0: 00: 00 bytes 61 TCP Reset-lI from i nternet

17:13: 05: %ASA- 7- 609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
17:13: 07: %ASA-7-609001: Built I ocal-host internet: 10.197.164.22

17:13: 07: %ASA- 6-302013: Built outbound TCP connection 171 for

197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/53081

28/ 53081)

17:13:07: %ASA-7-111009: User 'ASA_privl' executed cmd:
17:13: 08: %ASA- 6- 302014: Teardown TCP connection 171 for internet:10.197.164.22/49
10. 197. 164. 28/ 53081 duration 0:00: 00 bytes 82 TCP Reset-|I from i nternet

17:13: 08: %ASA- 7- 609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
17:13:10: %ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
17: 13: 10: %ASA-5-111008:

Login permtted from 10. 65. 81. 163/ 49218 to

show curpriv

User 'ASA privl' executed the 'enable' command.
17:13:12: %ASA-7-609001: Built I ocal-host internet:10.197.164.22
17:13:12: %ASA- 6-302013: Built outbound TCP connection 172 for

197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164. 28/ 46803

28/ 46803)
17:13:12:

Y%ASA- 6- 113016: AAA credentials rejected :
user = ***** : ysger IP 10.65.81.163

17:13:12: %ASA- 6-302014: Teardown TCP connection 172 for internet:10.197.164. 22/ 49
10. 197. 164. 28/ 46803 duration 0: 00: 00 bytes 82 TCP Reset-|I from i nternet

17:13:12: %ASA-7- 609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
17:13: 20: %ASA-7-609001: Built I ocal-host internet: 10.197.164.22

17:13: 20: %ASA- 6-302013: Built outbound TCP connection 173 for

197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/6934 (10.197. 164. 28/ 6934)
17:13: 20: %ASA-6-113016: AAA credentials rejected :
10.65.81.163

reason Unspecified : server

reason Unspecified : server

user = ***** : ysger IP



Observacgoes:

1. A autenticacao e a autorizacao exec sao executadas através do servidor AAA

2. A autorizagao Exec controla o privilégio de usuario para todas as solicitagdes de conexdes de
console (ssh, telnet e enable) configuradas para autenticagéo

3. A autorizagdo do comando é executada pelo servidor AAA usando o comando "aaa
authorization command ISE LOCAL"

Note: Isso ndo inclui a conexao serial com o ASA

4. Quando o usuario faz login no ASA via credenciais TACACS+ configuradas no servidor AAA, o
usuario recebe inicialmente o privilégio 1 pelo servidor AAA

5. Quando o usuario digitar a palavra-chave "enable", pressione enter novamente (se a senha de
ativagao nao estiver configurada) ou digite enable password (se configurada), ele entrara no
modo privilegiado, onde o privilégio muda para 15

6. A autorizagao do comando falha com esta configuragado porque o servidor AAA mostra o
comando sendo emitido pelo nome de usuario "enable_15" em vez do usuario autenticado com
logon real.

7. Qualquer comando executado em uma sessao existente também falhara devido a falha de
autorizagcao do comando

8. Para lidar com isso, crie um usuario chamado "enable_15" no servidor AAA ou no AD e ASA
(para fallback local) com uma senha aleatoéria

Quando o usuario é configurado no servidor AAA ou AD, o seguinte comportamento é observado:

|. Para autenticacgao inicial, o servidor AAA verifica 0 nome de usuario real do usuario conectado
ii. Quando a senha de ativacéo € inserida, ela é verificada localmente no ASA, pois a
autenticagao de ativagdo nao aponta para o servidor AAA nessa configuragao

iii. Depois de habilitar a senha, todos os comandos s&o executados com o nome de usuario
"enable_15" e AAA permite esses comandos devido a existéncia desse nome de usuario no
servidor AAA ou AD

Quando o usuario "enable_15" é configurado, o administrador pode fazer a transigao do modo
privilegiado para o modo de configuragao no ASA.

Comportamento do administrador:

DMOUDG L- M N1D9: ~ dnoudgi | $ ssh ASA priv1@l0. 197. 164. 28

ASA priv1@.o. 197. 164. 28" s password:

User ASA privl logged in to ciscoasa

Logins over the last 1 days: 2. Last login: 16:50:42 | ST May 9 2020 from 10. 65. 81. 163
Failed logins since the last login: 5. Last failed login: 16:53:55 I ST May 9 2020 from
10. 65. 81. 163

Type help or '"?" for a list of avail abl e commands.

ci scoasa> show curpriv

Username : ASA privl

Current privilege level : 1

Current Mbde/s : P_UNPR

ci scoasa> enabl e



Passwor d:

ci scoasa# show curpriv
Usernanme : enabl e_15

Current privilege level : 15
Current Mdde/s : P_PRIV

ci scoasa# configure termnal

Logs do ASA:

May 09 2020 17:05:29: %ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %ASA-6-302013: Built outbound TCP connection 113 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/31109

(10.197.164. 28/ 31109)

May 09 2020 17:05:29: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 09 2020 17:05:29: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:05:29: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unane: ASA privl

May 09 2020 17:05:29: %ASA-6-302014: Teardown TCP connection 112 for internet: 10.197. 164.22/49
to identity:10.197.164.28/ 7703 duration 0:00: 00 bytes 67 TCP Reset-1 fromi nternet

May 09 2020 17:05:29: %ASA-6-605005: Login pernmitted from 10.65.81. 163/ 65524 to

internet:10.197. 164. 28/ ssh for user "ASA priv1l"

May 09 2020 17:05:29: %ASA-6-302014: Teardown TCP connection 113 for internet:10.197. 164.22/49
to identity:10.197. 164. 28/ 31109 duration 0:00:00 bytes 61 TCP Reset-|I frominternet

May 09 2020 17:05:29: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:32: %ASA-7-609001: Built |ocal-host internet:10.197.164. 22

May 09 2020 17:05:32: %ASA-6-302013: Built outbound TCP connection 114 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164. 28/ 64339

(10.197. 164. 28/ 64339)

May 09 2020 17:05:32: %ASA-7-111009: User 'ASA privl' executed cnd: show curpriv

May 09 2020 17:05:32: %ASA-6-302014: Teardown TCP connection 114 for internet:10.197. 164.22/49
to identity:10.197. 164. 28/ 64339 duration 0:00:00 bytes 82 TCP Reset-|I frominternet

May 09 2020 17:05:32: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:35: %ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 09 2020 17:05:35: %ASA-5-111008: User 'ASA_privl' executed the 'enable' command.

May 09 2020 17:05:37: %ASA-7-609001: Built |ocal-host internet:10.197.164. 22

May 09 2020 17:05:37: %ASA-6-302013: Built outbound TCP connection 115 for

internet: 10.197. 164.22/49 (10.197.164.22/49) to identity:10.197.164. 28/ 4236 (10.197.164. 28/ 4236)
May 09 2020 17:05:37: %ASA-7-111009: User 'enable_15' executed cmd: show curpriv

May 09 2020 17:05:37: %ASA-6-302014: Teardown TCP connection 115 for internet: 10.197. 164.22/49
to identity:10.197.164. 28/ 4236 duration 0:00: 00 bytes 82 TCP Reset-1 fromi nternet

May 09 2020 17:05:37: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:05:44: 9%ASA-7-609001: Built |ocal -host internet:10.197.164. 22

May 09 2020 17:05:44: %ASA-6-302013: Built outbound TCP connection 116 for

internet:10.197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/ 27478

(10.197. 164. 28/ 27478)

May 09 2020 17:05:44: 9%ASA-5-111007: Begin configuration: 10.65.81.163 reading fromterninal

May 09 2020 17:05:44: %ASA-5-111008: User 'enable_15' executed the 'configure terminal' command.
May 09 2020 17:05:44: %ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'

Note: Se a autorizagdo do comando via TACACS estiver configurada no ASA, é obrigatério
ter "local" como um fallback quando o servidor AAA néo estiver acessivel.

Isso ocorre porque a autorizagao de comando se aplica a todas as sessoes do ASA
(console serial, ssh, telnet) mesmo quando a autenticagdo nao esta configurada para o
console serial. Nesse caso em que o servidor AAA nao esta acessivel e o usuario
"enable_15" ndo esta presente no banco de dados local, o administrador recebe o seguinte
erro:



Autorizacao de rechamada. O nome de usuario 'enable_15' ndo esta no banco de dados
LOCAL
Falha na autorizagao do comando

Logs do ASA:

%ASA- 4- 409023: Attenpting AAA Fal | back nethod LOCAL for Authentication request for
Aut h-server group | SE unreachabl e
%ASA- 6- 113012: AAA user authentication Successful : local database : user = cisco
%ASA- 4- 409023: Attenpting AAA Fal | back nethod LOCAL for Authentication request for
Aut h-server group | SE unreachabl e

%ASA- 6- 113004: AAA user authorization Successful : server = LOCAL : user = cisco

user cisco :

user cisco :

Y%ASA- 6- 113008:
Y%ASA- 6- 611101:
Y%ASA- 6- 611101:
YASA- 6- 605005

"cisco"

Y%ASA- 5- 502103
%ASA- 5-111008:
YASA- 4- 409023

ci sco
10.65.81.163,

AAA transaction status ACCEPT : user =
User authentication succeeded: IP address:
User authentication succeeded: |P address
Login permtted from 10. 65. 81. 163/ 65416 to internet: 10.197. 164
User priv level changed: Uname: enable_15 From: 1 To: 15
User 'cisco' executed the 'enable' command.

Attempting AAA Fallback method LOCAL for Authorization request

: Auth-server group ISE unreachable

Y%ASA- 5- 111007
%ASA- 5- 111008:
%ASA- 5-111010:

t er m nal

YASA- 4- 409023

Begi n configuration: 10.65.81.163 reading fromternina
User 'enable_15' executed the 'configure terminal' command.
User 'enable_15', running 'CLI' from|P 10.65.81. 163, executed

Attempting AAA Fallback method LOCAL for Authorization request

Uname:
10. 65. 81. 163, Unane:

cisco
cisco
.28/ ssh for

user

for user enable_15

‘configure

for user enable_15

: Auth-server group ISE unreachable

Note: Com a configuragao acima, a autorizagao do comando funcionara, mas a
contabilidade do comando ainda mostrara o nome de usuario "enable_15" em vez do nome
de usuario real do usuario conectado. Isso se torna dificil para os administradores
determinarem qual usuario executou qual comando especifico no ASA.

Para resolver esse problema contabil relacionado ao usuario "enable_15":
1. Use a palavra-chave "auto-enable" no comando exec authorization no ASA

2. Defina o privilégio padrao e maximo como 15 no perfil do shell TACACS atribuido ao
usuario autenticado

Caso 4: Autenticacao ASA, autorizagdo de exec usando "habilitagcido automatica" e
autorizagdo de comando configurada através do servidor AAA

No ASA:

aaa aut hentication ssh console | SE LOCAL
aaa aut horization exec authentication-server
aaa aut horization command | SE LOCAL

auto-enable

No servidor AAA:
Resultados da autorizagao:

a) Perfil da shell



Privilégio padréo: 15
Privilégio maximo: 15

b) Conjunto de comandos
Permitir tudo

Comportamento do administrador:

DMOUDG L- M N1D9: ~ droudgi | $ ssh ASA priv1@l0. 197. 164. 28
ASA priv1@o0.197.164.28' s password:
User ASA privl logged in to ciscoasa
Logins over the last 1 days: 8. Last
Fail ed | ogins since the last |ogin:
10. 65. 81. 163

Type help or '?' for a list of avail abl e commands.
ci scoasa# show curpriv
Usernanme : ASA privl
Current privilege |evel
Current Mode/s : P_PRIV
ci scoasa# configure termnal
ci scoasa(config)#

| ogi n:
0. Last failed |ogin:

17:13: 05 I ST May 9 2020 from 10. 65. 81. 163
17:12:21 1 ST May 9 2020 from

15

Logs do ASA:

May 09 2020 17:40: 04:
: user ASA privl
May 09 2020 17:40: 04: %ASA-6-302013: Built outbound TCP connection 298 for
internet:10.197. 164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/57617
(10.197. 164. 28/ 57617)

%ASA- 6- 113004: AAA user authentication Successful : server 10.197.164.22

May 09 2020 17:40:04: %ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40: 04: %ASA-6-113008: AAA transaction status ACCEPT : user = ASA privl

May 09 2020 17:40: 04: %ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:40: 04: %ASA-6-611101: User authentication succeeded: |P address: 10.65.81.163,
Unane: ASA privl

May 09 2020 17:40: 04: %ASA- 6-605005: Login pernmitted from 10.65. 81. 163/ 49598 to
internet:10.197. 164. 28/ ssh for user "ASA privl"

May 09 2020 17:40: 04: %ASA- 6-302014: Teardown TCP connection 297 for internet:10.197. 164. 22/ 49
to identity:10.197. 164. 28/ 6083 duration 0:00: 00 bytes 67 TCP Reset-1 fromi nternet

May 09 2020 17:40: 04: %ASA-7-609001: Built local -host internet:139.59.219.101

May 09 2020 17:40: 04: %ASA-6-302015: Built outbound UDP connection 299 for
internet:139.59.219.101/123 (139.59.219.101/123) to ngnt-gateway: 192. 168. 100. 4/ 123

(10.197. 164. 28/ 195)

May 09 2020 17:40: 04: %ASA- 6-302014: Teardown TCP connection 298 for internet:10.197. 164. 22/ 49
to identity:10.197. 164. 28/ 57617 duration 0:00:00 bytes 61 TCP Reset-l from i nternet

May 09 2020
May 09 2020
May 09 2020
internet: 10.

YASA- 7- 609002: Teardown | ocal - host internet:10.197.164. 22 duration 0:00: 00
17:40: 09: %ASA-7-609001: Built I ocal-host internet: 10.197.164.22

17:40: 09: %ASA- 6-302013: Built outbound TCP connection 300 for

197.164. 22/ 49 (10.197.164.22/49) to identity:10.197.164.28/4799 (10.197.164. 28/ 4799)

17: 40: 04:

May 09 2020 17:40:09: %ASA-7-111009: User 'ASA_privl' executed cmd: show curpriv

May 09 2020 17:40:09: %ASA- 6-302014: Teardown TCP connection 300 for internet:10.197.164.22/49
to identity:10.197. 164. 28/ 4799 duration 0:00: 00 bytes 82 TCP Reset-1 fromi nternet

May 09 2020 17:40:09: %ASA-7-609002: Teardown | ocal -host internet:10.197.164.22 duration 0:00: 00
May 09 2020 17:40: 14: %ASA-5-111007: Begi n configuration: 10.65.81.163 reading fromterm nal

May 09 2020 17:40: 14: %ASA-5-111008: User 'ASA_privl' executed the 'configure terminal' command.
May 09 2020 17:40:14: %ASA-5-111010: User 'ASA_privl', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’

Observacgoes:



1. A autenticagao e a autorizagao exec sdo executadas através do servidor AAA
2. A autorizagao Exec controla o privilégio de usuario para todas as solicitagdes de conexdes de
console (ssh, telnet e enable) configuradas para autenticagéo

Note: Isso nao inclui a conexao serial com o ASA

3. A autorizagdo do comando é executada pelo servidor AAA usando o comando "aaa
authorization command ISE LOCAL"

4. Quando o usuario faz login no ASA via credenciais TACACS+ configuradas no servidor AAA, o
usuario recebe o privilégio 15 do servidor AAA e, portanto, faz login no modo privilegiado

5. Com a configuragédo acima, o usuario nao precisa digitar enable password, e o usuario
"enable_15" ndo precisa ser configurado no servidor ASA ou AAA.

6. O servidor AAA agora relatara a solicitacao de autorizagdo de comando proveniente do nome
de usuario real do usuario conectado

Informacgdes Relacionadas

Aqui estao alguns documentos para referéncia relacionados ao AAA Device Administration para
ASA:

https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-
deployment-quide/ta-p/3738365#toc-hld--1046199281

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200207-ISE-2-0-
ASA-CLI-TACACS-Authentication.pdf



https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
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