Troubleshooting de Falha de Verificagao da
Chave do Host SSH
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Introducao

Este documento descreve o processo para corrigir o problema de falha na verificagao da chave
do host SSH.

Background

Este erro ocorre quando um usuario tenta fazer SSH para a linha de videira do DNACenter apés a
atualizagcao da imagem do DNACenter. Até agora, esse problema foi visto apenas em usuarios do
macOS.

Descricao

Depois que o DNACenter é atualizado para uma nova imagem, o arquivo de registro da chave
SSH do usuario local mantém a chave SSH usada para se conectar a compilagao de vinhas do
DNACenter anterior. Este € o erro:

MPAVLOVI-M-902T:~ mpavlovi$ ssh grapevine@l72.16.21.86 -p 2222
[dddddddddddddddddddededddeddddedddeedddedddddddaddedededddeddeededd
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
[dddddddddddddddddddededddeddddedddeedddededddddddddedededdddeddeededd
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.
The fingerprint for the ECDSA key sent by the remote host is
SHA256 : +dnn+NRIXTDMmgpUNbeqdjDQscabBBWmC35F01ZFnLs.
Please contact your system administrator.
Add correct host key in /Users/mpavlovi/.ssh/known_hosts to get rid of this message.
Offending ECDSA key 1in /Users/mpavlovi/.ssh/known_hosts:16
ECDSA host key for [172.16.21.86]:2222 has changed and you have requested strict checking.
Host key verification failed.

MPAVLOVI-M-902T:~ mpaviovi$

Solucao



Para resolver esse problema, a chave SSH do grapevine anterior precisa ser excluida do arquivo
de registro known_host no diretério local ~/.ssh/.

Para excluir as chaves SSH anteriores, va para o terminal e use o editor de texto de sua escolha
para abrir 0 arquivo:

MPAVLOVI-M-902T:~ mpavilovi$ vim ~/.ssh/known_hosts

Exclua a linha que inclui o enderego IP do DNACenter

[10.197.218.12]:2222 ecdsa-sha2-nistp256 AAAAE2VFZHNhLXNoYTItbm1zdHAYNTYAAAAIbm1zdHAYNTYAAABBBKkToWAUhe
[172.16.21.86]:2222 ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbm1zdHAYNTYAAAAIbm1zdHAYNTYAAABBBKz40bQLQE?7



Observacao: a modificacdo de outras chaves pode afetar seu acesso SSH a outros
dispositivos/sites. Exclua SOMENTE as chaves SSH necessarias.

[10.197.218.12]:2222 ecdsa-sha2-nistp256 AAAAE2VFZHNhLXNoYTItbml1zdHAYNTYAAAAIbm1zdHAYNTYAAABBBKkToWAUhe

Salve as alteragdes no editor de texto e tente novamente usar SSH no DNACenter grapevine.
Digite a palavra "yes" quando solicitado.

MPAVLOVI-M-902T:~ mpavlovi$ ssh grapevine@l72.16.21.86 -p 2222

The authenticity of host '[172.16.21.86]:2222 ([172.16.21.86]:2222)' can't be established.
ECDSA key fingerprint is SHA256:+dnn+NRIXTDMmgpUNbeqdjDQscabBBWmC35F01ZFnLs.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[172.16.21.86]:2222"' (ECDSA) to the 1ist of known hosts.



Usar senha de credencial do grapevine.

grapevine@l172.16.21.86's password:
Welcome to the Cisco APIC-EM Appliance - Powered by Grapevine

System information as of Wed Jul 19 22:20:17 UTC 2017

System load: 1.02 Users logged in: 1

Usage of /: 11.7% of 365.80GB  IP address for ethO: 12.99.1.2
Memory usage: 41% IP address for ethl: 172.16.21.86
Swap usage: 0% IP address for grape-br0: 169.254.0.1
Processes: 695

APIC-EM Version: 2.0.0.3757

Grapevine Version: 2.0.0.3757.dev1065-ge50d0c?2

Last login: Wed Jul 19 21:45:22 2017 from 10.41.49.41

(grapevine)

[Wed Jul 19 22:20:18 UTC] grapevine@12.99.1.2 (grapevine-root-1) ~
$



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



