Integre o Catalyst SD-WAN ao ServiceNow
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Introducao

Este documento descreve o processo passo a passo para integrar o Catalyst SD-WAN ao
ServiceNow para geracao de tiquetes com base em eventos.

Pré-requisitos
Requisitos

A Cisco recomenda:

» Conhecimento da solucéo Cisco Catalyst SD-WAN.
» Uma conta ativa no ServiceNow com privilégios de administrador.
» O alcance da Internet a partir do gerenciador de SD-WAN transporta a Rede Virtual Privada
(VPN).
- Se o ServiceNow estiver hospedado no local, assegure a conectividade com ele a
partir do SD-WAN Manager na VPN 0.

Componentes Utilizados



As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

» Cisco Catalyst SD-WAN Manager executando a versao 20.15.3.1.
+ C8000v executando o Cisco IOS® XE Catalyst SD-WAN versao 17.15.3.

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Diagrama de Rede

@ Webhook servicenow

SD-WAN Manager

Diagrama de conectividade

Configuracoes

Tip: Para essa integracédo, usamos Webhooks do SD-WAN Manager diretamente para o
ServiceNow.

Ha duas partes nesta configuragao:

1. Configurando a API do ServiceNow e deixando-a pronta para aceitar e processar
mensagens HTTP POST do Gerenciador SD-WAN.
2. Configurando o Webhook do Gerenciador de SD-WAN.

Configuracao do ServiceNow
Criar uma instancia
1. Faga login no portal do ServiceNow para desenvolvedores
https://developer.servicenow.com/dev.do usando suas credenciais do ServiceNow.

2. Na pagina Bem-vindo, clique em "Solicitar sua instancia" e escolha qualquer versao
(Zurique, Yokohama ou Xanadu).



https://developer.servicenow.com/dev.do

Start building

Get your personal developer instance and explore the latest plotform features

[ Request your instance J [ Learn about PDls II

Figura -1

Request an Instance X

Choose your release

Zurich Yokohama Yanadu
Release notes ) Release notes Release notes [
. J

Figura -2
3. Aguarde alguns minutos enquanto sua instancia fica pronta.

4. Atualize sua pagina apdés alguns minutos e crie sua PDI (Personal Developer Instance).

Your PDI: dev271953

Last used: less than 1 hour ago

Status App Engine Studioc Cregtor Studio Version

ED  nstales installed Zurich

[ App Engine Studio ] [ Creator Studio ]

Figura -3



Criar um Aplicativo

5. Clique em App Engine Studio.
6. Feche a caixa de didlogo de boas-vindas.

7. Clique em Criar aplicativo.

Hi, System

How do you want to get started?

Quick start
f— —
'
P s L5y
o
Create an app Add a table Add an experience

Figura -4
8. D& um nome a este aplicativo e clique em Continuar.

CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
¥ou can also add a thumbnail image.

Mame & &
ud-vmanage
+
il it Browse or drag
Describe this app to upload
Figura -5

9. Deixe as fungbdes como padréao e clique em Continuar.

& Import app

Add an automated flow



CREATE APF

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

© Adds role
Boke name % (D Description (O
admin Default admin role g
Fode name k& (0 Deseription (D)
7]
user Default user role

Figura -6
10. Aguarde alguns minutos para que este aplicativo seja criado.
11. Va para o painel do aplicativo.

CREATE APP

Great! Let's add more to your app.

You can increase your app's functionality by adding data,
experiences, automation, or security. Go to the app dashboard to
add them before submitting this app to your administrator for

review.
o E ---------- 3
= —
Data Expriencd Automation Security
Go to app dashboard
Criar APP

12. Em App Home, clique em "Experimente" para abrir o ServiceNow Studio.



SErviCenow App Engine Studic

App Home N »
ud-vmanage

ServiceNow Studio

The future of application development

evelopment and streamiine your workflows with seamless o ollaboration, all

7 Try it out

=~ ud-vmanage ) (0] [ sourceconwrol ~ | [[EETY |
Al (2 Data Experience  Logit and automation  Security (2)

Figura -7
13. Observe o URL. E algo como PDI-ID.service-now.com.

14. No painel de navegacao esquerdo, clique no nome do aplicativo. Nesse caso: ud-vmanage

) ServiceNow Studio

+ e Open list
= @Custom T
o B ud-wmanage
m
0

Figura -8

15. Clique no icone (+) e em Criar Arquivo.

¢  ud-vmanage [
2 © = = App detalls
* [ Security
B & Rale (2)
* 0O Crher

* O Embedded Help Role Priority (2)

Criar arquivo



16. Pesquise e selecione APl REST com script.

) ServicoMow Studis =

+ PR AgE ety Create File

L.ﬁ ud-wmanage

1 chocte whare 1o crewse this il by selecting the applcation. Then, dhoase » file type

1y Seripred

Search Scripted Porzprocesuoes

GRe [ serioearestam
|=

- D) Soipoed Web Sarvie

A

-

[T m O scripred REST Hesder 2.8 s s

Piar

o O soipied REST Hmsion

=] L

- T — S .

= Youre on your way to creating a file
A D GraphQlL Seripted Rescher

= saet youTl P 30 SEEOmURRY 15 provide more detals
£l

s Y scripted REST Query Parsmeter

o

A D) teorh Saripred Pess-processer

Seripted REST Header Asiacistion

]

Figura -9
17. Clique em Continuar.
18. Crie um novo registro para o Servico REST com Script.

1. Inserir nome da API
2. 1D da API
3. Clique no icone de cadeado ACLs padrao:
1. Clique no botao de pesquisa para selecionar o registro de destino.
2. Na Pesquisa de controle de acesso, pesquise e clique em "Padrao externo REST com
script”.

) ServiceNow Studio =

T udvmanage

Scripted REST Service .
Maw record

(@) You can easdy create a new REST AL To get stared, give your AP a name and 10
]
o * Name | ud-m-snow ADPRCATON  LE-VIMANagE
+ APID | ud_ven_snow APi namespace  x_1831932_ud_vema 0
Protechon polcy | - None m

Drfaull ACLS Mary be selscied 10 Apgly 10 81 [BS0UICES, bUl INGKIGLM MESOUICES CAN OVEMOs This etling
Thes Dt ACLS e enfionted foF 3 FESmurce when

« The fesouics "Requiies SulEnlcaton’ 36 Requines ACL Sulfonzalion’ hiids 5 Ssecd, and
« T TeSCuCE RSEN 005 NOT FEferencd iy ACL Fecoeds

ACCEss 18 graneed If al least one malching ACL recond s fourd
Iore infg

+ Defaull ACLs



Figura -10

= ' AccessControls| Name - | Search |
All > Name == Scripted REST default
2 Mame = -
|. Search |
& Scripted REST External Default
@ Scripted SOW on-call rest api E
® Sync -
® Sync =
& sys_gen_ai_skill L
& Table AP |
@ Tracked File Reader
& Ul Builder Admin Scripted REST
@ LUl Builder Any Logged in User L
& Ul Builder Dev Scripted REST
- . . ) ) L
1{to200f34 » 0 |

Figura -11

19. Clique em Submeter.

e i)

Seriped REST Service R
Mew record - -

udsmanage
g En o App detals
(0 You can easily create a new REST AP1. To gel staed, give your AP & name and 10
= O Sequriy
& MAME | U3--SN0W APPRCANSN  B3NEANagHE 0]

b8 ol (1)
- 3 Oxmer # AFID | ud_vm_snow ARl namespace  x_1831932_ud_vma_0

b O Embedaed Help Bale Priory (21

Predection policy | — Hone — ~

Defaull ACLS My be saiected 10 Apply 10 8 FES0UrCes, but INARMOUAI MESOUNTES CAN TWerTide IS Lsing.
The Defaull ACLS ane enforced for a resource when:

= The restuice Réquines duthenlicalion’ 85 Tiequines ACL aulhorEalion” Neids ae sdecied, and
= The restuice Riell dos ol neference any ACL recoids

Access s granted if al least one malching ACL record i kend
More info

# Defaunl ACLs | Soripled REST Exiermal Defaull ~

o

Select taiget redtoed

Novo Registro de Servico REST com Script

20. Crie um novo recurso.



03 ServicoMow Studio =

Seripted REST Sarvice

e vmanage T anc = | Update | Dwlete
+
* Hame | ENTRSHON Appication  udwmanage
=
. N W APYID | sd_Vm_saciw AR Paaspace  ¥_1831932_ud_vma_0
o Acve @ Base APIpaTY  8pUE_1 IV 1532_ud_vma_0hua_wim_sncw
* O Emiseddied Hels Roie Prioriy (2 Protection policy | — Nons — ¥

Content Negoliahion | DoCamentation

Detalt ACLS may be sekecied to apply o all resources, but indvidual IE30UICEs can averride This selting
Tne Defaul ACLS are enforced for a resource when

* The resource Fequines authentication’ and Fiquines ACL auhorZation’ fekds ae seected, and
= The resource fsail does not reerence any ACL reconds

Access s granted i af keast one matching ACL record is found
Migee ity

# Detall ACLS | & | Seripled REST Extaral Defaull

Update | Delete

Related Links
Enatie

Hame = HTTP method Rulative path Resource path AP wersion Active

Figura -12

21. Dé o nome desse novo recurso, selecione o método HTTP como POST.

) SendiceNow Studio =

Scripted REST Rasource
© wdvmansge gt
* e i App CeLal -
API SeSnRicn  US-vM-SHow ) APPRCEIIC  U-VTANEgE
[
Bl - O Secuney # Mame | atams actve B

Request routing
The route coNfigeration Specifies the "HTTR memo and Felathve It These fields Getenmine how HTTR CHents BOCESS s resounce.
Trie refathve path isenafies. tfa SUD-DAIN 10 TN NESOUCS fRLATYE 1 o8 BAse AP path. The netathe IR CaN CONLMN Dath DArBMEers Such as abcloy. The nequesting client specifirs ine i vakas, avalabie 10 e SCREC B rusime vea the: Bequest AP|

L b

& HTTR maihca | POST . Fotative path

Imphement the rescurce
AcCess feques! detals Ncluding LRI paT) parameters, query parameters, headers, and ihe nequest body wsing he- Recues! AR
CONfgars the ISHORsS INCUGNG SHING e HT TP SLMus ende, feSpanss Body. and any IEsponse Neadens using the: Bessdess AD)

lkge il
* Senipt Tum o ECMAZCrpt 2021 (E512) mode
E3 % 4 >
1 (fu ocess |/ "RES =/ response
(request, response):
Protecton polcy | — None - :

Figura -13

22. Na secgao de script, crie um javascript para processar o JSON do Gerenciador SD-WAN e crie
tickets no ServiceNow.

Exemplo de script:

(function process(request, response) {
try {
var payload = request.body.data;



gs.info(" @ € vManage Webhook Received: " + JSON.stringify(payload));

var alertMessage = payload.message || 'No message';
var alertSeverity = payload.severity || 'medium’;
var deviceld = payload.deviceIld || 'Unknown device';

var inc = new GlideRecord('incident');
inc.initialize();

inc.short_description = "vManage Alert: " + alertMessage;
inc.description = "Device ID: " + deviceld + "\nSeverity: " + alertSeverity + "\n\n" + JSON.str:
inc.urgency = (alertSeverity === 'critical') ? 1 : 2;

inc.impact = 2;
inc.insexrt();

response.setStatus(201);
response.setBody({ message: "Webhook received and processed." });

} catch (err) {

gs.error(" X vManage Webhook Error: " + err.message);
response.setStatus(500);
response.setBody({ error: "Error processing webhook: " + err.message });

}

H(request, response);

A

aviso: Este é um script de exemplo. Valide completamente o script antes de usa-lo no
laboratério ou no ambiente de producgao.

23. Clique em Enviar.

) ServicoMow Studio =

P Scripoed REST Resource
vmanage o = m

+
AP SEANRGN  UD-VIT-BION ) AppCION  US-VIIENIgE

L
. & Name | atarms Acthoe

Request routing

W—— The roiste configurason speciies thi 'HT TP memod and Reiatiee pattt. These fields determine how HTTF chents acoess this resource
Thi: reiathe path KEnfess thir SuB-path 10 hes resouce Felative 1o Mt Base APY path. The refathat LRI £ contain [ath parameters Such 25 VAol The: Fequesng cent species B id vale, avalabie bo the SCript at runeme va the: Request AP
e iy
¥ HTTE method | POST - Risative path

Inplersent the resoufce
Actess request detalls ncluding LRI path paramelers, quéry paramelérs, hiaders, and the reques! body using the: Bequest AP
Configure e pesponse including sefing the HTTP status code, response body, and any response headers wsing Be- Besponse AP

e iy
¥ Scrpt Tum on ECMASCIpt 2021 (ES12) mode
5 o (50| Q| w | & || E | @||H | % &
1 (function processiregqutit, response

war payload = request.body.data;

gs.infol” & asage Webhook Recelved: ™ + JS0N.stringlifylpayload));

war alertMessage - paylosd.sessage
lartieverity = payload. severity

war deviceId = payload.deviceld || “Usknown device

& dzei);
fmc t_description

. © & alertMessage;
imt . description « “Device iSeverdey:
"

+ alertSaverity & “Wm\n” + JSON.stelnglfy

Novo Registro de Recurso REST com Script



24. Anote o caminho do recurso. Este é o URL que precisamos inserir na configuragdo Webhook
do Gerenciador de SD-WAN.

25. URL do Webhook: https://PDI.service-now.com/Resource path.

URL de exemplo neste guia de configuragao: https://dev271953.service-
now.com/api/x 1831932 ud vma 0O/ud vm snow

Configuracao do gerenciador SD-WAN

Nesta sec¢ao, configuramos o Webhook do Gerenciador de SD-WAN para enviar os alarmes para
a API ServiceNow: https://dev271953.service-now.com/api/x 1831932 ud vma 0O/ud vm snhow

Je

Tip: Para um Gerenciador SD-WAN de varios usuarios, aplique a respectiva configuragao
na exibicao de locatario para enviar eventos Webhook para esse locatario. Também é
possivel aplicar essa configuragdo na visualizagao Provedor para receber alarmes de
dispositivos de dominio do Provedor.

Webhook SD-WAN

1. Faca login no SD-WAN Manager e navegue para Monitor > Logs > Alarm Notifications.

ik Catalyst SD-WAN

Monitor | & assies

Overview  Devices  Applications  Security  Multicloud  Tunmnels  Logs

Alwms  Events  Auditlogs  ACLLogs

Alarm Notifications

mpscied Eritles Savering O bt Alarm Type Mestage Fulabed Event Duabe & Time Astion

Figura -14
Notificacdo de alarme SD-WAN

2. Clique em Adicionar Notificagdes de Alarme.


https://PDI.service-now.com/Resource_path
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

o) Monitor | & ansies

Overview Devices  Applications Security  Multicloud Tunnels  Logs

Alarms  Events  Auditlogs  ACLLags

Alarms Alarm Motilication Settings

Acd Alarm Notifications {5

Wsatic stion Bule Hame Severtty Alarm Hams Oibject fcount) Accsunt Detals Upddated By Laat Updabed Wabhook LS1 Wabhook LIBL Execution Username  Acklons

Reports 4 E
o woo-
~

Figura -15
3. Informe os respectivos campos para configurar a notificagdo de alarme.

1. Nome da notificacéo
2. Tipo de alarme
3. Método de entrega: WebHook

1. Escolha um canal para webhook: Personalizado

2. URL do WebHook (API criada na etapa 24 da configuragao do ServiceNow):
https://dev271953.service-now.com/api/x 1831932 ud vma 0/ud vm snow

3. Limite do WebHook: 100

4. Deixe o nome de usuario e a senha em branco.

Caution: Deixar os campos de nome de usuario e senha em branco na produgao é um
risco a seguranga. Mova-se com cuidado.

4. Clique em Adicionar Notificacao.


https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow

il Catalyst SD-WAN = ® Q| 2 sun ~
- Monitor | + ansites . | Add Alarm Notifications
Mliwrutine
Overview  Devices  Applications  Security  Multicloud  Tunnels
a,
Alarms Events Audit Logs ACL Logs

digrarat Motification Hams

ul AMlarms Alarm Motification Settings o

hytics. Al Type

Object Type Object List Severity Types

'4\ Motification Rule Name Saverity Alarm Hama

Dolivery Method

Raports "
L
L]
[rT— "

Choose a Channel for Webhook:

WebHook URL WebHook Threshokd

Username Password

Figura -16

Verificar

pagina de tiquetes do ServiceNow

1. Vamos navegar até a pagina de tiquetes do ServiceNow.
1. Para isso, use esta URL para acessar o espaco de trabalho principal do ServiceNow.
E o seu PDl.service-now.com/nav_to.do.
1. Exemplo: https://dev271953.service-now.com/nav_to.do

SErvIiCenOW A1 Favorites  Mistory Workspaces  Admin

ServiceNow Studio

7 Open ServiceNow Studio

GO FURTHER

Power your workflow applications

espaco de trabalho do ServiceNow

2. Cliqgue em Todos e pesquise e clique em Incidentes.


https://dev271953.service-now.com/nav_to.do

serviCennw | Al Favorites  History Workspaces  Admin ServiceMow

ndden 1 @ L) b3

FAVORITES

No Results

ALL RESULTS dio

v Self-Service

Incidents 1e unified,

Incident ATF Suites

GO FURTHER

Power your workflow applications
Figura -17

3. A pagina Incidente é aberta.

0
SErviCenow Al Favordtes  History  ‘Workspaces  Admin Incidents View: Self Service 1
B Incidents View: Self Service | Number + | Search ¥ @ | Actionson seected rows - m
Numits = Opened Short description
M 5.07. o ATE - Test

pagina Incidente

4. No vshell da CLI do Gerenciador de SD-WAN, execute o comando CURL em diregcao ao
ServiceNow:

curl -X POST "<your_webhook_url_towards_servicenow>"

Mensagem de éxito:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"result": {"message":"Webhook received and processed."}}

5. Observe um incidente criado no ServiceNow.



= Y &3 Incidents View: Self Service | for text - | Search

All > Active = true

[ @ Number Opened Short description
INC0O010038 2025-10-09 00:29:25 vManage Alert: No message
Figura -18

Se vocé notar um erro de autenticagao na CURL, como abaixo:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"error":{"message":"User is not authenticated","detail":"Required to provide Auth information"},"statu

Etapas para corrigir o erro de autenticagao

1. Volte para a pagina do ServiceNow Studio e acesse seu aplicativo (exemplo: ud-vmanage)
no painel de navegacao esquerdo e selecione sua APl REST com script (exemplo, ud-vm-
snow).

D) ServiceMow Studio ~ ud
< ud-vmanage A
D o rC App detai

¥ & Integrations (Inbound)
* [ Scripred REST API (1)
O ud-vm-snow
* D Security
k&, Rale (2)
* O3 Ocher
¥ O Contained Role (2)
F D Cross scope privilege (6)
¥ [ Embedded Help Role Priority (2)
¥ ¥ Scripred REST Resource (1)

Figura -19

2. Role para baixo até Recursos e clique no recurso (exemplo: alarmes).



03 ServicoMow Studio =

Scripted REST Service ]
Rl = | Update || Derte

© udvmanage
* Name | [INTESNOW ADpRCATON  Ud-vInAnage
b APID | ud_vm_snow AP namespace  x_1831332_ud_vma_0

Actve Buse AFY pan  fapdax 1839002 _ud, ven_(Nas_vin_snow

Protection policy | - None -~ -

ity | Conlent Negotiaion | Documentiation

Detauit ACLS may be selecied 1o apply 10 all resounces, but Indnidual resounces can overmde this sefting
The Detaull ACLS a0e entoeced 10f  MES0UFE when

= The fesounce Requires suthentication’ and ‘Requires ACL SUROMZMON ek afe seleced, and
= The resource Bself aoes nol reference any ACL recons

Access i granted ¥ at least cne matching ACL recond i found
Hdsre infg

+ Detaull ACLs | & | Scripled REST Extemal Defaull
Update | Debete

Related Links
Enial g
T AP

Regquest Hesder | Ousry Parsmeii

Hame - HTTP mathod Rulatve path Resource path AP varsion Actrog

POST apw_ 1831932 _wd_vma_iud_vm_sniw (emngey) e

EER

Figura -20

3. Role para baixo até Security e desmarque a autenticagao e a autorizagdo da ACL como
mostrado abaixo.

a. Requer autenticacao
b. Requer autorizagao da ACL

c. Clique em Update

v | Content Negotiation | DOCumentation

ResOUNCes Can specily sacurty seftings hal overnide the parent seftings.
By defaull resources. ‘Require authentication’ and ‘Require ACGL auhorzation’. To make a resolnce public, meaning no authentication is requined 10 access e resource, uncheck ‘Requires authentication”. For more info about configuring Scripted

REST APIs see 0UF pIOBUCE 00CS
To require aufhorization, select the Requires ACL authorization® check box and select an ACL record(s). Leave the 'ACL" field blank io enfonce he Default ACLs' from the parent AP Access is granied if af least one maiching ACL recond i found
Mg o

Requines authenticason Requires ACL authorization [

ACLs | &

Update | Delate

Related Links
Explore REST AP
AR anahiics

Run Poing Scan

Figura -21

4. Execute o comando CURL novamente a partir do vshell do Gerenciador de SD-WAN, que &
bem-sucedido desta vez.

Gerando alarmes

5. Agora, gere um alarme no SD-WAN Manager, por exemplo:

a. Desligando uma interface de um Roteador de Borda WAN dentro da sua sobreposi¢cao SD-




WAN.

b. Limpando as conexdes de controle de qualquer gerenciador SD-WAN ou de qualquer roteador

de borda WAN.

c. Execucéo de um salto de porta.

S

Verifique o site desejado para gerar alarmes durante a configuracdo do Webhook.

6. Observe os incidentes criados na pagina ServiceNow.

Admin

2025-10-08 15:24:40
20 SI437  wamape Alert
viManage Alert
VMariage Alkrt
VMarage Alert
viManage Aert

viMarupe Alert

Operd Short description
20051008 152640 viMaruge Alerl- The intertace oper-state cfanged o up
vManage Akert: The interface admin-state changed o up

vBond state changed

The interface oper-state changed to-down
No acthve controd vBond

The interface aderin-state changed ta down
No messape

o messsape

Figura -22

servicenow

Priority State

Moderate  New

=W

Moderate New

Moderate  Mew

3-Moderste  MNew

Mew Inguiry | Helg
3-Mederste  Mew Inguiry / Hislp
3 - Moderat New Inguiry / Help
3-Moderate  Mew Inguiry / Help

Imcident - INCOO10005

femgityl
ety
fempty)
Empty)
fempty)
empty)

lempty)

¥ @ | Actomcnssectediows. v m
Assigned to Upsated = Upsdated by
femety) 20251008 1526:60  guest
lemety) 251008 1526:40  guest
ferety) 20251008 152637 guest
lemgey) 251008 152637 guest
lemgty) 251008 152637 guest
ferety) 20251008 152637 guest
fempty) 0251008 152315 guest
femety) 0251008 185653 guest

History
- Inzident
INCOOI0005
Number | INCOO10005
# Caller | Guet
Category | Inguiry / Help -
Subeategory | - Nane - -
Service

Serviee olfesing

Conll

ation item

% Short description

Daseriptish

widanage Alert: The interface oper-state changed to down

Disvics: |0 Unkenanim cavice
Sarverity; Critical

Notes | Related Records | Resolution information

Wiatch st

Work motes

Figura -23
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Channel
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impact

Urgency
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Assigned 1o

Related Search Results

Work motes. Bt

2« Medium

2 - Medium

3 - Moderate

= | Discuss Follow

Comments (Customer visible) | Pest

Update
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Delete | T L
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sServicenow Al Favorites  History  Worspaoes  Admin Incident = INCOO10005

mgﬂm‘ms § + H -~ | Discuss Foliow Update | Resobve || Delete

Feelated Search Results
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Troubleshooting

1. No lado do SD-WAN Manager, verifique o conteudo de /var/log/nms/vmanage-server.log
quanto a erros relacionados as mensagens HTTP POST.

Exemplo de Webhook bem-sucedido:

03-0ct-2025 12:21:05,394 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###%%**
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [EventDataCollector] (device-event-processing
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###***
03-0ct-2025 12:21:06,745 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:21:07,192 UTC INFO T[] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-9) ||
03-0ct-2025 12:21:07,196 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-1) ||

Exemplo de solicitagao de Webhook malsucedida:

03-0ct-2025 12:24:46,949 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ##%%**
03-0ct-2025 12:24:48,065 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-15) |
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-14) |

2. Também podemos executar a captura de pacotes para confirmar a integridade da sessao entre
o SD-WAN Manager e o ServiceNow.
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Captura de pacotes com IP publico oculto

Informacdes Relacionadas

Standard query Oxf3cd AAAA dev2T 1953 service -now.com

Standard query response Oxf3cd AAAA dev27 1953 service-now.com S04 edns140.uliradns.com
Standard query response Dxfi2 A dev2? 1953 service-now.com A

45872 — 443 [SYN] Seq=0 Win=54240 Len=0 M55=1460 SACK_PERM WS=128

443 — 46872 [SYN, ACK] Seq=0 Ack=1 Win=23200 Len=0 MS5=1300 SACK_PERM WS=512

46872 — 443 [ACK] Seq-1 Ack-1 Win=64256 Len-0
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https://www.cisco.com/c/pt_br/support/docs/routers/sd-wan/214615-vmanage-configure-alarm-email-notificat.html
https://www.cisco.com/c/pt_br/support/index.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



