Configurar SD-WAN para VPN site a site sobre
firewall seguro
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Introducao

Este documento descreve cenarios de implantagao de VPN baseada em rota com roteamento de
sobreposi¢ao de BGP usando o recurso SD-WAN no Firewall Seguro.

Pré-requisitos

Todos os hubs e spokes estao executando o software FTD 7.6 ou posterior e sdo gerenciados
pelo mesmo FMC, que também esta executando o software 7.6 ou posterior.

Requisitos
A Cisco recomenda que vocé tenha conhecimento destes tépicos:

+ |IKEv2

* VPN de rota

Interfaces de tunel virtual (VTI)
* IPsec

« BGP

Componentes Utilizados

As informacdes neste documento sdo baseadas em:

» Cisco Secure Firewall Threat Defense 7.7.10



» Cisco Secure Firewall Management Center 7.7.10

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacodes de recurso

O Management Center simplifica a configuracao de tuneis VPN e o roteamento entre centrais
(hubs) e filiais remotas (spokes) usando o novo assistente SD-WAN.

- Automatiza a configuracdo de VPN aproveitando DVTI (Dynamic Virtual Tunnel Interface) em
hubs e SVTI (Static Virtual Tunnel Interface) em spokes, com roteamento de sobreposicao
habilitado através do BGP.

- Atribui automaticamente enderecgos IP SVTI para spokes e envia por push a configuragéo VTI
completa, incluindo parametros de criptografia.

- Fornece configuracao de roteamento facil e em uma etapa dentro do mesmo assistente para
ativar o BGP para roteamento de sobreposicao.

- Permite o roteamento escalavel e ideal, aproveitando o atributo de refletor de rota para BGP.

- Permite que varios spokes sejam adicionados simultaneamente com intervencdo minima do
usuario.

Topologias cobertas

Neste artigo, varias topologias sdo cobertas para garantir que os usuarios estejam cientes de
varios cenarios de implantagao.

HUB & Spoke (ISP unico)

Diagrama de Rede
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» Navegue até Devices > VPN > Site to Site > Add > SD-WAN Topology > > Create.



Create VPN Topology

Topology Name *
HUB-Spoke-VEN-Single-ISP

/PN Type

e,

© SD-WANTopology ||| O Route-Based VPN || @ Policy-Based vPN

A SASE Topology cannot be
selected because Gisco
Select VPN Topology Select VPN Topology Umbrella Connection is not
Salect VPN Topology configured

5_ @ Hub and Spoke Prerequisites

Prerequisites i ' Refresh

Cancel

- Adicione um hub e crie um DVTI na extremidade do hub. Como parte da configuragdo do DVTI,
certifique-se de selecionar a interface de origem do tunel correta de acordo com a topologia.



Edit Virtual Tunnel Interface

General

Tunnel Type

Device* @

Mame:*
[mn - ]

VPN-0OUT-1_dynamic_wti_1
Dynamic Virtual Tunnel Interface (DVTI)* @ ¥ Enabled
VPN-OUT-1_dynarmic_vt_T v|+ 2 Description:

Tunnel Source: VPN-OUT-1 (IP Address: 203.0.113.1)

Hub Gateway IP Address @

Security Zone:
[ 203.0.113.1

VPN-OUT-1

Spoke Tunnel IP Address Pool*
[Select.._

Virtual Tunnel Interface Details

Template [D:*

Tunnel Source:
GigabitEthernet0/0 (VPN-OUT-1) = | | 203.0.113.1
[Psec Tunnel Details

IPsec Tunnel Mode:*
® |Pvd IPvé

IP Address:*
]

Loopbackl (VPN-Loopback-1B... = |

VPN Tepology Usage

Cancel OK

» Crie um pool de enderecos IP do Spoke Tunnel, clique em Salvar e em Adicionar. O pool de
enderecos IP é usado para atribuir enderecos IP de tunel VTI aos spokes.



Add IPvd Pool

Name*
VPN-POOL-198.51.100.0

Description

IPuvd Address Range®
198.51.100.10-198.51.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1=-10.72.1.150
Mask*
255.255.255.0

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

FMC )
Site To Site Overview Analysis Policies Devices Objects Integration Deply Q ¢ 3 @ admin -~
—
HUB-Spoke-VPN-Single-ISP#
Hub and Spoke Route-Based (VTI) VPN Topology
© v
Device Dynamie Virtual Tunnel Interface (DVTI) Hub Gateway IP Address  Spoke Tunnel IP Atdress Pool
frd1 Virtual-Template1 (VPN-OUT-1_dynamic_vti_1) 20801751 VPN-POOL-198.51.100.0 e
Threat Defense Source:GigabitEthernetd/0 (VPN-OUT-1) T Range: 198.51.100.10-198.51.100.20 .
2 Spokes @ Edit
3 Authentication Settings @ Edit
Edit

4 SD-WAN Settings

» Clique em Avancar para continuar e adicionar os spokes. Vocé pode aproveitar qualquer
opcao de adicdo em massa se tiver nomes de interface/zona comuns ou adicionar spokes



individualmente.

FMC

Site To Site Overview Analysis Policies
Site To Site

HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @
Device ftdl DVTI VPN-OUT-1_dynamic_wti_1

o Spokes @

3 Authentication Settings @

¢  SD-WAN Settings

Devices Objects Integration Deploy Q, Qm i @9 admin -

Edit

Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0

Add Spokes (Bulk Addition) Add Spoke

No spokes are configured. Add a spoke.

Edit

Edit

» Selecione os dispositivos e especifique um padrao de nomenclatura para a interface
WAN/externa. Se os dispositivos compartilharem o mesmo nome de interface, o uso de
iniciais sera suficiente. Clique em Avancar e, se a validagao for bem-sucedida, clique em
Adicionar. Para adicdes em massa, vocé também pode usar o nome da regidao da mesma

forma.



Add Bulk Spokes

@ Aaddpevices

Available Devices"*

S, Search

Select VPN Interface Using *

2

(#) Interface Name Pattern @

|out

) Security Zone @

Select...

Validate Devices

Selected Devices*

ftd2
ftd3

frda




Add Bulk Spokes

N e
| Add

Device Name: fid2, Interface Name: VPN-OUT-1
Device Name: ftd3, Interface Name: VPN-OUT-1
Device Name: ftdd, Interface Name: VPN-OUT-4

Cancel Back

 Verifique os spokes e os detalhes da interface de sobreposigao para garantir que as
interfaces corretas estejam selecionadas e clique em Avancar.



FMC
Site To Site

HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VT1) VPN Topology

1| Hubs @

Device ftd1

o Spokes @

Device
fud2
Threat Defense

frd3
Threat Dafense

freid
Threat Defense

i Authentication Settings @

4 SD-WAN Settings

Querview

DVTI WPN-OUT-1_dynamic_vti_1

Gateway IP Address 203.0.113.1

VPN Interface

VPN-OUT-1 (GigabitEthemet(/0)
1P Address:203.0.113.2

VPN-0UT-1 (GigabitEthemet0/0)
P Address:203.0.113.3

VPN-OUT-4 (GigabitEthemet0/0)
P Address:203.0.113.4

Palicies Devices Objects Integration

Deploy Q. @{} 9 admin

Edit

Spoke Tunnel IP Address Pool VPN-POOL-198.51,100.0

Local Tunnel (IKE) Identity
Type: Key ID
Value: HUB-Spoke-YPN-Single-ISP_fud2

Type: Key ID
Value: HUB-Spoke-VPN-Single-1SP_ftd3
Type: Key ID
Walue: HUB-Spoke-VPN-Single-15P_ftd4

Add Spokes (Bulk Addition) | | Add Spoke

Viewing 1-30f 3

Edit

Edit

» Vocé pode reter os parametros padrao para a configuragcao IPsec ou especificar cifras

personalizadas conforme necessario. Clique em Avancgar para continuar. Neste documento,
vocé esta usando os parametros padréo.



HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI1) VPN Topology

Hubs @ Edit

Device ftdl DVTI VPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0

2| Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device fd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) ldentity Key ID: HUB-Spoke-VPN-Single-1SP_ftd3
ftadd VPN-0UT-4 Key ID; HUB-Spoke-VPN-Single-ISP_ftd4

o Authentication Settings @

Authentication Type* Transform Sets (IPsec Proposals)* IKEv2 Policies*
Pre-shared Automatic Key ~ AES-GEM x ® o AES-GCM-NULL-SHA-LATEST x X

Pre-shared Key Length*
24 The range is 110 127.

4 SD-WAN Settings Edit

» Finalmente, vocé pode configurar o roteamento de sobreposi¢ao dentro do mesmo
assistente para essa topologia especificando os parametros BGP apropriados, como o
numero AS, o anuncio de interface interna e as tags de comunidade para filtragem de
prefixo. A zona de seguranga pode ajudar na filtragem de trafego por meio de politicas de
controle de acesso, enquanto vocé também pode criar um objeto para interfaces e usa-las
na redistribuigao de interfaces conectadas se o nome for diferente do nome interno ou n&o
for simétrico entre os dispositivos na topologia.



;::C;n Site Overview Analysis Policies Devices Objects Integration Deploy Q @ It @ admin
HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit
Device ftdl DVTI VPN-OUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.32
2 ) Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device ftd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-ISP_ftd3
ftdd VPN-OUT-4 Key ID: HUB-Spoke-VPN-Single-ISP_ftd4
3 | Authentication Settings @ Edit

Authentication Pre-shared Automatic Key Pre-shared Key Length 24
@ sD-WaN Settings

Spoke Tunnel Interface Auto Generation

Static Virual Tunnel Interfaces (SVTls) are auto generated on each spoke wsing the spoke’s VPN interface as tunnel source io establish a VPN to the DWTI on each of the hubs.,

Spoke Tunnel Interface Security Zone
‘VPN-OUT—'I X v |+

Overlay Routing Configuration

BGP tan be anabled on the VPN overlay topology for seamless VPN connactivity from the spokes to the hub, and for spoke-to-spoke connectivity via the hub. View maore

View more

| Enable BGP on the VPN Overlay Topology
Autonomous System Number* @ Community Tag for Local Routes* @

| | 65500 | [[101000
Redistribute Connected Interfaces@

|'L‘.t-"a_|'. nside* w ‘ -+

Enable Multiple Paths for BGP

Adlowes multiple BGP routes to be used al the same Uime 1o reéach thi: same destination. Enables BGP 1o load-balance trafhc across multiple lnks.

You have unsaved changes

* Clique em Avancar, em Concluir e, finalmente, em Implantar para concluir o processo.

Verificagcao

» Vocé pode verificar o status do tunel navegando para Devices > VPN > Site to Site.

Firewall Management Center

Davices | VPR / Site To Site Ovendew  Arabysis Pobcies  Dmices  Objects benegration Deploy O, @0 @ | osdmin o | ko
—
Last Updatpd: 12:06 PM m m
T Se 3 | Ftesh |
Topaegy Name PN Ty Netwnr. Tapsley Tusrel S1atus Devariution e R
v HUB-Sooke NPH-Siegle- 1R Fasute Based (VTH) SINAN Topolagy — o s u
Huky Epoke

Desice. WP Itnitace Vil imertace Daice VPN Imertace VTiiatertace

GO VPN-OUT-1 (20301821 WPH-OUT-1_dhymam.. [10.18.89.254) . IS ha2 VEN-DUT-1 (202.0.113.3) WEN-OUT-1_siatic_... (158.51.100.10)

el VEN-QUT-1 {193,0,193.1] WEHOUT-1_dymaen. (10,189,550} . e Al VBN-OUT-1 (309,0.113.3 WENOUT-1_vtatic_... [16R59,160.11]

GO VPN-QUT-1 §203.0.193.1) WP OAIT-1 o [10.18.89.254) . o mat VPN-OUT-4 (203.0.113.4) WP OAIT-4_static_... {196.50.100.12)

Wiewing 1-Jof 3

» Detalhes adicionais podem ser verificados navegando até Overview > Dashboards > Site to



Site VPN.

., Firewall Management Center . . . § . ’ _—
| Overview § Dashboands § Ste to Site VPN Ovarview nalysia Policies Devicas Otjects Incegration Deply O @F & @  admn - ECURE
* Refroshovery [Sminctes | 1l
Wade A Nade B Tapadogy Stasia Latt Upguned
'} (VPN P 203.0.003.1) fod2 (VPN P 203011320 HUE -Spoke -VPH -Single - 155 & Aove 2025-09-03 DE0E 15
i) VPN P 202017 T) POl (VPN 2P 200.0.1 133 MU -Spoke VPN-Gingle 58 1 Aot 2025-09-09 06415
100% Active i (VPR 20301511 2 2000 HUE <Spake VPN Single L5 O Actve 03509409 060615
3 connections
Tepology
Mame ) o -]
HUB-Spoke-VIN-Sigh-.. a o 2

» Para obter mais informacgdes, selecione o tunel e clique em View Full Information.

i Firewall Management Center : . . . . 3 S " -
11| Ovorvew f Dashboards f Site to Site VPN A,y L Otjects  Inbegration Dpy % @ O @ aawn Sl SECURE

—
|| Febesh Refrash avery |5 srirutes T
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B 200121 T3 (VPN 0 20201723 LI gk -VPH-Single 155 & heive. 2034-00-00 640815
100% Active ol (VN I 013 6) Tkl (VPR 303 P L) LI~ 5ok VDA - Siagle 1D & Active 025-00-00 BE08:15
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Tepology
Mame ° o o
HUE-Spoke-VPN-Single-... o L] 3
- Firewall Management Center . " : . e . 2
1| Ovenview ¢ Dashboards | Site to Site VPN Overview Anahysi Policies Devices Cbjnets Inegratian Depley Q@ O @ admin

% || Refresh Refrosh every 5 minutes v »
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Oveniew  Anaiysis Posties  Diniess  Obiets Inlagraos Doy O, @ B @ | admn v

ot % || Refresh Rufresh svery N

At B:fed2 x

1 (VPN P 2000, 112.1) 3.z HUB-5poke -VPN-Singl
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ftd2 (VPN Inter 1P: 208.9.113.2)

show crypto dpsec sa peer 193.0.113.1

Vi 1-3 643

» A saida é mostrada diretamente da CLI do FTD e pode ser atualizada para exibir contadores
atualizados e informacdes importantes, como detalhes do indice de Parametros de
Seguranga (SPI).



Tunnel Details (7]

Summary

Node A (203.0.113.1/500) ] ) Node B (203.0.113.2/500) [§
(B

IPsec Security Associations (1)
0.0.0.0/0.0.0.0/0/0 0.0,0.0/0.0.0.0/0/0

ftdl (VPN Interface IP: 203.8.113.1) ftd2 (VPN Interface IP: 203.0.113.2)

show crypto ipsec sa peer 203.90.113.2 show crypto ipsec sa peer 203.9.113.1
peer address: 203.8.113.2 peer address: 203.8.113.1
interface: VPN-OUT-1_dynamic_vti_1_va9 interface: VPN-OUT-1_static_vti 1
Crypto map tag: VPN-OQUT-1_dynamic_wti_1_vtemplate_dyn_map, seq n Crypto map tag: __wvti-crypto-map-Tunnell-@-1, q num: 65288, log

Protected vrf (iv Global Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (90.0.0.0/0.90.0.08/0/0) local ident (addr/m rot/port): (9.9.0.0/0.0.8.0/0/
remote ident (addr/mask/prot/port): (9.0.0.0/0.0.0.08/0/0) remote ident (addr/ fprot/port): (0.90.0.8/0.80 f
current_peer: 203.0.113.2 current_peer: 2083.0.113.1

#pkts encaps: 155, #pkts encrypt: 155, #pkts digest: 155 #pkts encaps: 154, #pkts encrypt: 154, #pkts diges

#pkts decaps: 154, #pkts decrypt: 154, #pk verify: 15 155, #pkts decrypt: 155, #pkts verify: 155

#pk compressed: @, #pkts decom sed: @ i ed: @, #pkts decompressed: @

#pkts not compressed: 155, #pkts comp Tailed: @, #pkts decomp not compr d: 154, #pkts comp failed: @, #pkts decomp f

#pre-frag successes: @, #pre-frag failures: @, #fragments crea #pre-frag successes: @, #pre-frag failures: @8, #fragments creatf
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing rea #PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reag
#TFC rcvd: @, #TFC @ #TFC rcvd: @, #TFC t: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @ #Valid P Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#pkts not offload decrypted: 154 #pkts not offload dec

#send errors: @, #recv errors: @ #send errors: @, #recv errors: @

local crypto endpt.: 3.0.113.1/5088, remote crypto endpt.: 20 local crypto endpt.: 203.0.113.2/500, remote crypto endpt.:
path mtu 1508, ipsec overhead 55(36), media mtu 1560 path mtu 1588, ipsec overhead 55(36), media mtu 1580

PMTU time remaining (sec @, DF policy: copy-df PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC pa L d bl ICMP error val tion: disabled, ackets: disabled
current outbound spi: 3EE69843 current outbound spi: D113FBF4

current inbound spi : D113FBF4 current inbound spi : 3EE69843

inbound 5851 inbound esp sas:
spi: 28) E62843 (1055299651)
SA State: active SA State: active
form: esp-ae m-256 esp-null-hmac no compression transform: esp esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, } 1 settings ={L2L, Tunnel, IKEvZ, VTI, }
slot: @, _id: 9, crypto-map: VPN-OUT-1_dynamic_wti_1_wvt4

lifetime (sec):

* A CLI do FTD também pode ser usada para verificar informagdes de roteamento e o status
de peering do BGP.

No HUB

<tfroot>

HUB1# show bgp sunmary

BGP router identifier 198.51.100.3, Tocal AS number 65500
BGP table version 1is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory



1/1 BGP path/bestpath attribute entries using 208 bytes of memory

1 BGP community entries using 24 bytes of memory

1 BGP route-map cache entries using 64 bytes of memory
0 BGP filter-1list cache entries using 0 bytes of memory
BGP using 856 total bytes of memory

BGP activity 2/0 prefixes, 4/2 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver
198.51.100.10 4 65500 4 6 7

<<<<< spoke 1 bgp peering

198.51.100.11 4 65500 5 5 7

<<<<< spoke 2 bgp peering

198.51.100.12 4 65500 5 5 7

<<<<< spoke 3 bgp peering

<tfroot>

HUB1# show route bgp

InQ OutQ Up/Down State/PfxRcd

0

0

0

0 00:00:45 O

0 00:00:44 1

0 00:00:52 1

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS inter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.0 255.255.255.248 [200/1] via 198.51.100.10, 00:00:18

<<<<<<<< spoke 1 inside network

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.11, 00:08:08

<<<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.12, 00:08:16

<<<<<<<< spoke 3 inside network

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.0/29 198.51.100.10 1 100 0 7

<<<<<<<<<< routes received fromspoke 1

Total number of prefixes 1

<{froot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 11 routes

<<<<< to check only prefix receieved fromspecific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.11 1 100 0 7

<<<<<<<<<< routes received fromspoke 2

Total number of prefixes 1

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100.12 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.12 1 100 0o 7

<<<<<<<<<< routes received from spoke 3

Total number of prefixes 1

No lado do raio



A mesma verificacao também pode ser executada nos dispositivos spoke. Aqui esta um exemplo
de um dos spokes.

<#froot>

Spokel# show bgp sumary

BGP router identifier 198.51.100.4, Tocal AS number 65500
BGP table version is 12, main routing table version 12

3 network entries using 600 bytes of memory

3 path entries using 240 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
2 BGP rrinfo entries using 80 bytes of memory

1 BGP community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1360 total bytes of memory

BGP activity 5/2 prefixes, 7/4 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver 1InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 12 11 12 0 0 00:07:11 2

<<<<<<<<< BGP peering with HUB

<tfroot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.1 routes

BGP table version 1is 12, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 2

*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 3

Total number of prefixes 2

<ffroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.1 adverti sed-routes

BGP table version is 12, Tocal router ID is 198.51.100.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.0/29 0.0.0.0 0 32768 7

<<<<<<<< route advertised by this spoke into BGP

Total number of prefixes 1

<{froot>

Spokel# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42
<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 3 inside network

HUB duplo e spoke (ISP unico para HUB redundante via EBGP entre HUB
secundario e spokes)

Diagrama de Rede



AS65500 AS65510

HUB 2
WAN IP 203.0.113.1 WAN IP 203.0.113.2
XX Loed)

HUB 1 ISP HUB 2 ISP

A AR
xxx xxix
Spoke 1 ISP Spoke 2 ISP

WAN IP 203.0.113.3




Apds adicionar o primeiro HUB, continue adicionando o segundo HUB usando as mesmas etapas
anteriormente usadas para o HUB1.

FMC

Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ fe N | admin -

Dual-HUB-Spoke-VPN-Single-ISP~»

Hub and Spoke Route-Based (VTI) VPN Topology

© Hiso
Device Dynamic Virtual Tunnel Interface (DVTI) :zzrm 1P Spoke Tunnel IP Address Pool
frd1 Virtual -Telrnplalle1 (VPN=-OUT=1_dynamic_vti_1) 203.0.112.1 VPN-POOL-198.51.100.0 7
Threat Defense Source:GigabitEthernet0/0 (VPN-0OUT-1) Range: 198.51.100.10-198.51.1

» Continue para criar a Dynamic Virtual Tunnel Interface (DVTI).

Add Loopback Interface

Goneral IPvd IPvé

Mame:
| VPN-OUT-LOOPBACK
® Enabled
Loopback ID;*
1

Oeu-rim'mn

» Um novo pool de enderecos IP é necessario para tuneis VTl do HUB 2 no lado do spoke.
Crie e configure o novo pool e salve as alteragdes.



Device* @
fud2

Diynamnéc Virtual Tunnel Interface (DVTI)* @

VPN-OUT-1_dynarnic_wti_1 v |+ #

Tunnel Source: VPN-0UT-1 (I Address: 203.0.113.2)

Hub Gateway IP Address @
202.0.112.2

Spoke Tunnel IP Address Pool *
VPN-POOL-198.51.100.32

Firewall Management Center

Devices | VPN | Site To Site Qverdew Analysis olicies. Devices Objects Integration Deploy o @ & @ admin A CECURE
—
Dual-HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VTI) VPN Topology
© ruso
d Hu
Device Bynambc Virtual Tuseed Interface [OVTT) Hub Gaveway 1P Spoke Tunnel IF Address Pool
1 . Wirtual-Template 1 {(WPN-OUT-1_dynamic_vei_1] WPHN-POOL-198.51.100.0 -
Thieat Defense L) Pamar Source:GigabitEthemetd/o (VPN-OUT-1) AN Range: 198.51.100.10-198.51.100.20 ,u
[t ®» Wirtual-Tempiate ] (VPN-OUT=1_dynamic_vei_1) 2000.112.2 WPH-POOL-198.51.100.32 P
Threat Defense SourceGoaIENMeD (VPN-OUT-1) o Fange: 198.51,100.40-198.51.100.50 .
¢ Spokes @ Eiit
a3 VPN-OUT-1 Key |0 HUB-Spoie-VPN-Single-ISP_fd3
Davica VPN Interface VPH-OLT-4 Loeal Tunnel (IKE) Identity Key ID: HUB-Spok-VPN-Single-1SP_fild
3 Authentication Settings @ Edit
Auth ion Pro-shared icKoy  Pro-sharod Koy Longth 24
4 SD-WAN Settings Edit
BGP on Overlay Enabled
Hulbs and spokes are conbgured with intemal BGP and AS number 65500,

Para configurar o peering eBGP entre o segundo HUB e os spokes, modifique as

configuragbes de SD-WAN na etapa final. Habilite a opgao O HUB secundario esta em um
sistema autdbnomo diferente e especifique o numero do sistema auténomo (AS) para o HUB
secundario. O IBGP também pode ser usado se nao houver limitagao de usar um numero
AS diferente em seu ambiente, deixando a opgao O HUB secundario esta em um sistema
autdbnomo diferente desmarcada. Isso envia a mesma marca de comunidade e numero AS
para o HUB secundario também. O artigo concentra-se no eBGP para a configuragao atual.



Firewall Management Center

o WPH [ Sits To Site Overview Analysis Policies Devices Objects Inteqration
Dual-HUB-Spoke-VPN-Single-ISP.~
Hub and Spoke Route-Baszed (VTI) VPN Topology
1) Hubs @
e VPN-OUT-1_dyrarmic_ti_1 200.0113.1 VPN-POOL-198.51.100.0

Device yn  OVT! vpm-oUT-1 oymamie w1 CoewaVIPAddress o o qngg  SokeTunnelIP Address Pool 1 ooot-198.51.100.32
Spakes @
pevice ™2 ypninterface YPROUTT oo Tunnel (IKE) Identity <€Y 10 HUB-Spoka-VPN-Single-1SP_fid3

Ftdd VPN-0UT-4

Authentication Settings @

Authentication Pre-shared Aulomatic Key

© S0-WAN Settings

Spoke Tunnel Interface Auto Benoration

Spoke Tunnel Interface Security Zone @
VPN-OUT-1

X v | +

Onsitay Routing Configuration

Enable BGP on the VPN Overlay Topology
Autonomous System Number* @
65500
Redistribute Connected interfaces@
Default inside® w | +

Kay I0: HUB-Spakn-YPN-Single-15P_fidd

Pre-shared Key Length 24

Cammunity Tag for Local Rautes * @
101010

Secondary Hub is in different Autonomous Systemdd

Autenamaus System Number *

Community Tag for Leamad Routes* @

85510 010
Enable Multiphe Paths for BGP
Alcewrs musitiphe BGP routess 10 be used a1 the same time 1o reach the same dessnatio ables BGP o load-balance tafc a0mss muliple Bnks

m You have unsaved changes

Depiy O & & @

admin ~

Certifique-se de que o numero do sistema auténomo (AS) e a marca de comunidade sejam

exclusivos nesta configuracao.

Verificagao

Este diagrama ilustra a topologia de sobreposicao.

ewes SECLUR



AS65500

Primary
<4—Backup—»

HUB 1 DVTI

VTI Tunnel

SVTI1  SVTI2

Spoke 1
Inside 192.0.2.8/29

AS65510

HUB 2 DVTI

VTI Tunnel / \

VTI Tunnel

VTI Tunnel

SVTI 1 SVTI 2

Spoke 2
Inside 192.0.2.16/29

* No FMC, navegue até Devices > VPN > Site to Site.

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy G @& o @ admin ghi== o
Last Updated: 02:20 PM
* || Refrosh
Tapology Mame VEN Type Natwork Tapology Tunnal Status Distribution IKEv1 W2
v Duusl-HUB-Spoke- VPN -Single- 159 Route Based (VT1) SD-WAN Tepology o s u
Hub Spoke

Device VPN Interface VTl Intertace Device VPH Interface T intertace

™ fdl VPN-OUT-1 (203.0.113.1) WPH-OUT-1_dyram...  (196.51.100.1) FID fd3 VPN-OUT-1 [203.0.113.3) VPN-OUT-1_static_... [198.51.100.10)

™ fidl VPN-OUT-1 (200.0.113.) VPN-OUT-1_dymam._. {158.51.100.1) FD fdd WPH-OUT-& (203.0.112.2) VPN-OUT-4_static_.. (198.61.100.11)

FTD a2 VPR-OUT-1 (203.0.113.3) VPN QUT=1_gyeaem... (198,51,100.2) Ho o3 WRN-OUT-1 (203.0.113.3) WPN=OUT=1_static_... (198.51.100,40)

FiD  fud2 VPN-OUT-1 (203.0.113.2) VPN OUT-1_dynam...  (198.51.100.2) FID fadd VPH-OUT-& (203.0.113.4)

VPN-OUT-4_static_... (198.51.100.41)

* Todas as outras etapas permanecem inalteradas.

Vigwing 1-4 of 4




HUB e spoke duplos (ISP duplo para HUB e ISP redundantes via EBGP entre HUB
e spokes secundarios)

Diagrama de Rede
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A implantagao para esta topologia € ignorada usando o primeiro ISP, pois isso € abordado na
topologia anterior.

Topalogy Mama VPN Type Natwork Topaiagy Tunnel Status Dissribution wev mevz

v Gual-HUB- Spoke-VPH-Dual-15P-1 Foute Based (VT SO-WAN Topology — By £ ¥

Hub Spoke

Davice VPN Interface VTiinterface. IDavice VPN Intarface Tl Interface

FB i VPN-OUT-1 (20301131} VPN-OUT-1_dynam... (198.51.100.1) » Ao fod VPN-OUT-1 (20201133 VPN-OUT-1_static_.. [198.51.100.10)

FE o WPN-OUT-1 (20301131} VPN-OUT-1_gynam... (198,51.100.1) - Mo hod VPH-OUT-4 (20301134} VPN-OUT-4_statie_.. (198,51.100.11)

FIB tdZ VPN-OUT-1 (202.0.11332) WPN-OUT-1_chymam... (194.51.100.2] . Ao o3 VEN-OUT-1 (2020.013.3) VEN-OUT-1_static_... [198.51.100.40)

FE haz WPH-DUT-1 {203.0,113.3) VPN-OUT-1_gynam... (198,51.100.2) - 76 hdd VPH-OUT-4 (20301434} VPH-OUT-4_statie_... (198.51.100.41}

Viewing 1-4 of 4

» Em seguida, prossiga para adicionar a segunda topologia criando duas interfaces DVTI
adicionais por HUB, cada uma utilizando a interface subjacente para ISP 2 (VPN-OUT-2).

Add Virtual Tunnel Interface

General Path Manitoring
Tunnid Type

Marme:*
| VPN-OUT-1_dynamic_vii_2

Enabled
Description:

Secuity Zone:
Device* @
[

Priority:

Dynamic Virtual Tunnel interface (DVTI)* @
[Selost...

Virtual Tunnel Interface Details
Hub Gateway IP Address @ . '

Template 1D:*
2

Tunnel Source:

GigabitEthernetd/1 (VPN-QUT-2) » | | 203.0.113.33

WPsee Tunnel Details

IPsec Tunnel Mode:*
* IPva 1Pv

IP Address:”
L]

Loopback2 (VPN-2-LOOPBACK... » | 4

S

» Um pool adicional de enderecos IP da VPN é provisionado especificamente para enderecos
da Interface de Tunel Virtual (VTI - Virtual Tunnel Interface) spoke.



Davice* @
fed1

Dynamic Virtual Tunnel Interface (DVTI)* @
VPN-QUT-1_dynamic_wvii_2
Tunnel Source: VPN-OUT-2 (IP Address: 203.0.113.33)

Hub Gateway IP Address @
203.0.113.33

Spake Tunnel IP Address Pool*
VPN-POOL-198.51.100.70

ggﬁ,“:ﬁlmaﬂfﬁ?gm Center Overdaw Analysis Palicies Ddices Objocts Integration ey O & 3 @ admin bl SECURE
—
Dual-HUB-Spoke-VPN-Dual-ISP-2#
Hub and Spoke Route-Based (VT1) VPN Topology
O Hs e
Dewice Drynamis Virnaal Tunned Interface (DVTI} Hub Gatewary IP Address Spelo Tunned IP Address Pool
fud1 Wirtual -Templane 2 (VPN-OUT- 1_dynamsc_vi_2) 203.0.113.53 VPN-POOL-158.51.100.70 PL
Trreat Defense SourcsGRMEEherra0/1 (VPN-CUT-2) B Range: 198:51,100.70- 196.51,100.80 "
z Spokos @ Edit
3 Authentication Settings @ Eit
4 SD-WAN Settings Edit
S - |

» Para adicionar um hub secundario, repita o processo criando o DVTI 2 usando a interface
ISP secundaria (VPN-OUT-2) e configure um pool IP adicional para enderecgos VTI de
extremidade de spoke.



Add Virtual Tunnel Interface

General Path Monitoring

Tunnel Type

Narme:*
VPN=0UT=1_dynamic_vti_2

Enabled
Description:

Security Zone:
VPN-OUT-2

Priority:

Virtual Tunnel interface Details

Template ID:*
2

Tunnel Source:

GigabitEthernetd/1 (VPN-OUT-2) » | | 203.0.113.34

IPsec Tunnel Details
IPsec Tunnel Mode:*

2 IPvd IPvE

1P Address:”
L]

| Loopback2 (VPN-2-LOOPBACK) + | +

Device* @
fre2

Dynamic Virtual Tunnel Interface (DVTI) " @
WPN-DUT-1_dynaric_wti_2 v | + 4
Tunnel Source: VPN-0UT-2 (IP Address: 203.0.113.34)

Hub Gateway IP Address @
203.0.113.34

ke Tunnel IP Address Pool *
VPN-POOL-198.51.100.100

Cancel m

+ Ao adicionar um spoke, certifique-se de que a interface de WAN/base correta esteja
especificada para os tuneis VTI. Essa topologia esta usando a interface secundaria do ISP



VPN-OUT-2.

Add Bulk Spokes

1 Add Devices

~ Device Name: fid3, Interface Mame:
~" Device Name: ftdd, Interface Mame:

Firewall Management Center

Devices / VPN | Site To Site Overdew Analysis Policies Devices Objects Integration Deploy @ @ 4t @ admin -~
—
Dual-HUB-Spoke-VPN-Dual-ISP-2~
Hub and Spoke Route-Based (VTI) VPN Topology
(1) Hubs @ Edit
_ frdt VPN-OUT-1_dynamic_wii_2 203.0.113.33 VWPN-POOL-198.51.100.70
Device ftd2 oVl VPN-OUT-1_dynamic_wi_2 Gateway IP Address 203.0.113.24 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.100
o Spokes @
View Generated Tunnel Interfaces Add Spokes (Bulk Addition) ] | Add Spoke
Device VPN Interface Local Tunned (IKE) Identity
frd3 VPN-QUT-2 (GigabitEthernet0/1) Type: Key ID e
Threat Defense IP Address:203.0.113.35 Value: Dual-HUB-Spoke-VPN-Dual-ISP-2_ftd: "
ficid VPN-OUT-2 (GigabitEthernetd/1) Type: Key ID P
Threat Defense 1P Address:203.0.113.36 Value: Dual-HUB-Spoke -WPN-Dual-I5P-2_frd: .
1€ < Viewing 1-2 of 2 >
3 Authentication Settings @ Edit
4 SD-WAN Sattings Edit



» Ao configurar o roteamento, certifique-se de que as tags de comunidade e os numeros de
AS para ambos os HUBs nessa topologia sejam consistentes com aqueles usados na
topologia anterior do ISP1. A topologia esta usando diferentes zonas de seguranga, mas as
configuragdes restantes, como numeros de AS para HUBs primarios e secundarios,
juntamente com marcas de comunidade, sdo as mesmas. Isso é obrigatorio para que a
interface do usuario conclua a validacao da topologia.

E:‘reﬁ\:altman??-er?eom Center Overview Analysis Policies Devices Objects Integration Deploy Q @ & @ admin
—

Dual-HUB-Spoke-VPN-Dual-ISP-2#

Hub and Spoke Route-Based (VTI) VPN Topology

Hubs @ Edit

Tt VPN=-0UT=1_dynamic_vti_2 203.0.113.33 . VPN=-POOL-198.51.100.70
Dy » VTl Gateway |P Address Spoke T ol IP Address Pool

evice a2 VPN-OUT-1_dynamic_vi_2 ateway ress 203.0.113.34 poke Tunne ddress Pool | -POOL-198.51.100.1

2 | Spokes @ Edit

_ fid3 VPN-OUT-2 .. Key ID: Dual-HUB-Spoke -VPN=Dual-ISP-2_ftd3
Device VPN Interface Loeal Tunnel (IKE) ident
Bvic ftd nterfac VPN-QUT-2 ocal Tunnel (IKE) ldentity Key 1D: Dual-HUB-Spoke-VPN-Dual-ISP-2_fidd

i | Authentication Settings @ Ediit

Authentication Pre-shared Automatic Key Pre-shared Key Length 24

© so-wan settings
Spoke Tunnel Interface Auto Generation
Spoke Tunnel Interface Security Zone @
VPN-QUT-2 oW
Owverlay Routing Configuration
& Enable BGP on the VPN Overlay Topology

Autonomous System Number® @ Community Tag for Local Routes ™ @
65500 101010

Redistribute Connected Interfacesi
v | +

Secondary Hub is in different Avtonomous System@
Autonomous System Number® Community Tag for Leamed Routes® @

65510 010

Enable Multiple Paths for BGP

You have unsaved changes

» Todas as outras configuragbes permanecem inalteradas. Conclua o assistente e continue
com a implantacgao.

Verificacao

+ A topologia é exibida conforme mostrado.
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Spoke 1 Spoke 2
Inside 192.0.2.8/29

Inside 192.0.2.16/29

Navegue até Devices > VPN > Site to Site para visualizar a topologia.




Firewall Management Center
Darvices | VPN [ Site To Sity

Ovensew Analysis Policies Devices Objects Insegration Depky O @ & @ admin - oy
—
[PRIPESREEIL TN foosn W waTExemions W Aca |
T ® || Refrash
Topobogy Hama VPN Type Netweek Topology Tunnel Status Distribution KEv IKEVZ
w  Dual-HUB-Spoke-VPN- Dual-15P- 1 Route Based (VT S0-VWAN Tapology s - £u
Hub Spake
Oevice VPN Intarface Tl Interface Davice PN Interface VTl Intartace
a0 VPR-OUT-1 (0300130 qus 1Pt VPH-QUT-1_shram.., [198,51.100.1) Ao hd VPN-OUT-1 (203.0.113.3] VPH-OUT=1_staic_.. (196.51,100.10)
tid1 VPH-OUT-1 (202.0.113.1) WPH-BUT-1_dynam_. (188.51.100.1) 6 Hdd VBN-OUT-2 (209.00113.4) VPH-OUT-4_static__.. (198.51.100.11)
a2 VPH-OUT-1 (203.0.113.2) VEMOUT=1_dyram_. (198.51.100.2) Mo ho3 WPN-OUT-1 (203.0.113.3) VPH-OUT=1_static__.. (198.51.100.40)
HUB 2 ISP
LoH VPH-OUT-1 [303.0.912.2) VPH-OUT-1 _dyrarm..  [198.51.100.2) D Mdd VPN-OUT-4 (202.0.113.4) VO OUT-4_ static (198.51.100.41)
Viewing 1-4 of 4
= DualsHUB - Spoin-VPH: Dual=ISP- 2 Route Based (VT SD-WAN Topology g - o £u
Hub Spoke
Desvice VPN Interface VTl Interface Device PN Interface T Interface
frd1 VPH-OUT-2 (203.0113.33) VPM-OUT-1_dyram_. (196.51.100.3) hd3 VPN-OUT-2 (203.0.113.35) VPH-OUT-2_static_... (198.51.100.70)
il 1I5F
et VPH-OUT-2 (303.0.113.33) NPM-DUT-1_gyeam... (198.51.100.3) Mo hod VPN-OUT-2 (202.0.113.36) VPN OUT-2_statie_.. (198.51,100.71)
L-H VPH-OUT-2 [203.0.112.34) VPH-OUT-1_dyram.. (198.51.100.4) AR fdd WPN-OUT-2 (203.0.113.35) VPH-OUT-Z_static_... (198.51.100.100)
HUB 2 15P 2
fudz VPH-OUT-2 (203.0.113.34) WEM-OUT-1_dyram_. (198.51.100.4) tidd VPH-OUT-2 (202.0.113.26) VPH-OUT-2_static__.. (198.51.100.101)
Viewing 1-4 of 4

Essa configuracao resulta em quatro peerings BGP por dispositivo e cada spoke tem as rotas
apropriadas para acessar outros spokes. Como exemplo, vocé pode recuperar a saida de um dos

spokes.

Para Spoke 1

<tfroot>

Spokel#show bgp summary

BGP router identifier 203.0.113.35, Tocal AS number 65500
BGP table version is 4, main routing table version 4

2 network entries using 400 bytes of memory

7 path entries using 560 bytes of memory

1 multipath network entries and 2 multipath paths

3/2 BGP path/bestpath attribute entries using 624 bytes of memory
1 BGP rrinfo entries using 40 bytes of memory

1 BGP AS-PATH entries using 40 bytes of memory

2 BGP community entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1712 total bytes of memory

BGP activity 2/0 prefixes, 7/0 paths, scan interval 60 secs

Neighbor

198.51.100.

<LLLLLL L L LL

198.51.100.

<L L L L LL

198.51.100.

<L L L L LL

Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
1 4 65500 229 226 4 0 0 04:07:22 1
HUB 1 ISP 1 VTI
2 4 65510 226 230 4 0 0 04:06:36 2
HUB 2 ISP 1 VTI
3 4 65500 182 183 4 0 0 03:16:45 1

HUB 1 ISP 2 VTI



198.51.100.4 4 65510 183 183 4 0 0 03:16:30 2

<<<<<<<<<< HUB 2 ISP 2 VTI

<tfroot>

Spokel#show bgp i pv4 uni cast neighbors 198.51.100.1 routes <<<< check for specific prefixes received vi:

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 1 tunne

Total number of prefixes 1

<#root>

Spokel#show bgp i pv4 uni cast nei ghbors 198.51.100.3 routes <<<< check for specific prefixes received vi:

BGP table version 1is 4, Tlocal router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*mil92.0.2.16/29 198.51.100.3 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 2 tunne

Total number of prefixes 1

<{froot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.2 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.2 100 0 65510 65510 ?

<<<<<<< inside network receieved cause we advertised it to HUB 1 from ISP 2 topol ogy

* 192.0.2.16/29 198.51.100.2 100 0 65510 65510 ?



<<<<<<<< spoke 2 network received via HUB 2 ISP 1 tunnel but not preferred

Total number of prefixes 2

<tfroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.4 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<< inside network recei eved cause we advertised it to HUB 2 from ISP 1 topol ogy
* 192.0.2.16/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<<< spoke 2 network received via HUB 2 | SP 2 tunnel but not preferred

Total number of prefixes 2

A tabela de roteamento é exibida como mostrado, confirmando que o trafego tem balanceamento
de carga entre os dois links no lado do spoke.

<tfroot>

Spokel#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.3, 03:23:53
<<<<< mul tipath for spoke 2 inside network

[200/1] via 198.51.100.1, 03:23:53

<<<<< mul tipath for spoke 2 inside network

<tfroot>



Spokel#show bgp 192.0.2. 16

BGP routing table entry for 192.0.2.16/29, version 4
Paths: (4 available, best #4, table default)
MuTltipath: eBGP 1iBGP
Advertised to update-groups:
2 4
65510 65510
198.51.100.4 from 198.51.100.4 (198.51.100.4)

<<<< HUB2 | SP2 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.3 from 198.51.100.3 (198.51.100.3)

<<<< HUB1l | SP2 next - hop

Origin incomplete, metric 1, Tocalpref 100, valid, internal, multipath
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3
65510 65510
198.51.100.2 from 198.51.100.2 (198.51.100.4)

<<<< HUB2 | SP1 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.1 from 198.51.100.1 (198.51.100.3)

<<<< HUB1l | SP1 next - hop

Origin incomplete, metric 1, localpref 100, valid, internal, multipath, best
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3

Conclusao

A finalidade deste artigo é explicar varios cenarios de implantacdo que podem ser facilmente
implementados usando um unico assistente de configuragao.

Informacgdes Relacionadas

« Para obter assisténcia adicional, entre em contato com o TAC. E necessario um contrato de
suporte valido:Cisco Worldwide Support Contacts.
* Vocé também pode visitar a Cisco VPN Community aqui.



https://www.cisco.com/c/pt_br/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



