Configurar e solucionar problemas de
autenticacao SMTP baseada em OAuth no ISE
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Introducao

Este documento descreve a configuragao do OAuth 2.0 no ISE para permitir a comunicagao por
e-mail através dos servidores SMTP do Microsoft Exchange Online Mail.

Pré-requisitos

Requisitos

A Cisco recomenda que vocé tenha um conhecimento basico da funcionalidade do servidor Cisco
Identity Services Engine (ISE) e Simple Mail Transfer Protocol (SMTP) e da autorizagdo OAuth.

Componentes Utilizados
ISE versao 3.5 P1 (3.2 Patch 8, 3.3 Patch 8, 3.4 Patch 4 também suporta essa funcionalidade)

Acesso ao centro de administracao do Microsoft EntralD e Microsoft 365

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Configurar

Esta secéo descreve a configuracdo no Microsoft Entra ID e ISE para suportar notificagbes por e-



mail usadas para:

» Envie notificacdes de alarme por email para qualquer usuario administrador interno com a
inclusdo de alarmes do sistema em opg¢des de email habilitada. Para configurar o enderecgo
de email do remetente, clique em Administracdo > Sistema > Configuragdes >
Configuragdes do Alarme > Notificagdo do Alarme e digite o enderego de email para o
configurado no Microsoft 365 admin center

» Os patrocinadores devem enviar uma notificagdo por e-mail aos convidados com suas
credenciais de login e instrugdes de redefinicdo de senha. Para o fluxo de Convidado e
Patrocinador, o e-mail do remetente é configurado em Centros de Trabalho > Acesso para
Convidado > Configuragdes > Configuragdes de e-mail de Convidado > Endereco de e-mail
'De' padrao para o configurado no centro de administragdo do Microsoft 365

+ Permita que os convidados recebam automaticamente suas credenciais de login depois que
se registrarem com éxito e com agdes a serem tomadas antes que suas contas de
convidado expirem.

* Envie emails de lembrete para usuarios administradores do ISE/usuarios de rede interna
configurados no ISE antes da data de expiragdo da senha.

Nés do ISE que enviam e-mails

Finalidade do e-mail N6 que envia e-mail

Expiragado do acesso de convidado No principal de administragcédo de politica (PAN)

N6 ativo de monitoramento e solugao de

Alarmes problemas (PMnT)

Notificagbes de patrocinadores e convidados

dos portais de patrocinadores e convidados N© de servico de politica (PSN)

Expiragao da senha PAN Principal

Diagrama de Rede

Para usar OAuth com ISE, 3 etapas s&o necessarias:
1. Registrar o aplicativo ISE com a ID do Microsoft Entra
2. Obtenha um token de acesso do servidor de token (IDP)

3. Autentique as solicitagdes de conexao com o Servidor SMTP com um token de acesso.



SMTP with OAuth Flow
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https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage

adicione o0 nome e o sobrenome do usuario, o nome de exibicdo, o FQDN e a senha e clique
em Avangar.

3. Selecione o local e atribua ao usuario uma licenga de produto (Microsoft 365 E5 Developer),
clique em Avangar

Add a user

Basics Set up the basics

To get started, fill out some basic information about who you're adding as a user.

Optional settings

First name Last name

®
|

() Product licenses
|

O
|

@

Finish

| |

Display name *

‘ no-reply ‘

Username * Domains

no-reply l @ ‘ .onmicrosoft.com ' l

n Automatically create a password

Require this user to change their password when they first sign in

Adicionar um usuario

Add a user

© sasics Assign product licenses

_. Product licenses Assign the licenses you'd like this user to have.

) Optional settings
1 Select location *

Licenses (1) * P

\i' Assign user a product license

ﬂ Mi; ft 365 ES Develop ithout Windows and Audic
Conferencing)
13 of 25 licenses available

Micreseft Power Automate Free
9909 of 10000 licenses available

{j Create user without product license (not recommended)

They may have limited or no access to Microsoft 365 until you assign a product
license.

Apps (76) hd

. | cane




4. Em Configuragdes Opcionais, Atribua a Fungao Usuario (sem acesso ao centro de
administracao)

5. Revise e clique em Concluir adigéo.

6. Escolha os aplicativos onde esta conta de usuario pode acessar o email do Microsoft 365: No
centro de administragdo do Microsoft 365, va para Users > Ative users > selecione a conta do
usuario e clique em Mail. Em Aplicativos de email > Gerenciar aplicativos de email. Verifique se
Authenticated SMTP também esta selecionado junto com outros aplicativos.

no-reply

€L Reset password (%) Block sign-in =, Delete user

Change photo

Account Devices Licenses and apps Mail CneDrive

Mailhox storage

Learn more about mailbox storage quotas

Mailbox permissions Email apps
Read and manage permissions ({) All apps allowed
Send as permissions (0) Manage email apps

Send on behalf of permissions (0)

Show in global address list Email forwarding

Yes Mone

tManage global address list visibility Manage email forwarding
Automatic replies More actions

Off Convert to shared mailbox
Manage automatic replies Edit Exchange properties

Manage litigation hold



Gerenciar aplicativos de email

e

Manage email apps

Choose the apps where poongarg can access Microsoft 365 email.

Outlock on the web
Outlook desktop (MAPI)
Exchange web services

Mobile (Exchange ActiveSync)

IMAP
Pop

Authenticated SMTP

PASSO 2: Registrar aplicativo ISE na ID do Microsoft Entra

1. Entre no centro de administracdo do Microsoft Entra usando sua conta do MS Azure que
tem uma assinatura ativa e deve ser pelo menos um Desenvolvedor de Aplicativos.

2. Navegue até Entra ID. Pesquise o servigo App registations, clique em New Registration

3. Insira um Nome significativo para seu aplicativo e, em Tipos de conta suportados,
especifique quem pode usar o aplicativo, escolha "Somente locatario unico - seu locatario
EntralD "e cliqgue em Registrar para concluir o registro do aplicativo.



https://entra.microsoft.com/#home

Microsoft Entra admin center 22 Search resources, services, and docs (G+/)

nitra IU
Home - Enterprise applications | All applications © App registrations > smtp-oauth- | Quickstart - App registrations

® Overview N s s

Register an application
R Users
A Groups * Name

The user-facing display name for this application (this can be changed later).
I Devices

| smitp-cauth:
Agent ID (Preview)
[ Enterprise apps

Supported account types

I B app registrations Choose the account types that can use this application or access this API
Single tenant only R Help me choose

3‘ Roles & admins
% Delegated admin partners
B Domain services Redirect URI {OptiOHa”

We'll return the authentication response to this UR! after successfully authenticating the user, Providing this now is
¥ Conditional Access optional and it can be changed later, but a value is required for most authentication scenarios.
) Multifactor authentication Select a platform W e.g. https./fexample.com/auth

- " f Enterprise i 5

7] Idlentity Secure Score Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise application
B Authentication methods
& Account recovery (Preview)
B Password reset
B Custom security attributes
B Certificate authorities
ﬂjEl External ldentities

M Cross-tenant synchronization

€@ Entra Connect By proceeding. you agree to the Micresoft Platform Policies o

LL4

Registrar um aplicativo

4. A pagina Visao Geral da aplicacao é exibida. Registre a ID do aplicativo (cliente), que identifica
exclusivamente seu aplicativo. Além disso, sua ID de diretério (locatario), a ser usada na
configuracdo SMTP do ISE.

Microsoft Entra sdmin center 2 Search rscuscas, senices, and doc (641 _

@ Entra D -~ Homit © App regEIrationd
@ Overview B smip-cauth pessgey -

it © Deachase @ Deite B indprinis 1 Preview fatres
' Groups B Oreeview

AL A cersicane o seeret it expinieg soen. Create & niew oo =
B Devices

. Easemtishy

B Agent I Previen]
¥ Diagnose and sobve problems
B Erserprie apps

Masage = il
|£ﬂ App regiarations et S5ad Gh 08
B iheanding & properies
fi1odd e TE

S Mot e s Y —

Detalhes de Registro do Aplicativo

5. Agora adicione as credenciais do Aplicativo a este Aplicativo MS Entra para autenticar-se com
seguranca e acessar a APl da Web sem interagao do usuario.

1. No aplicativo recém-registrado, navegue até Gerenciar > Certificados e segredos. Em



Segredos do cliente clique em Novo segredo do cliente. Insira uma Descricado em Adicionar
um segredo do cliente e defina a Duragao da expiragao e clique em Adicionar.

2. Anote o Valor do segredo do cliente pois os valores do segredo do cliente ndo podem ser
exibidos, exceto imediatamente apos a criagado. Certifique-se de salvar o segredo quando
criado antes de sair da pagina.

3. Anote também a data de expiracao da chave.

Microseft Entra admin center £ Search resources, servioes, and docs (G+/)

$ EntralD ~ Home © App registrations - smitp-oauth
@ smtp-ocauth- gy | Certificates & secrets =
B users ¢ "
7 Got feedback?
A
W Groups B Overview
B Devices Guuicksiart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
i tart
scheme). For a hi igher evel of assurance. we recommend us ng a cerufscate (irstead of a chient secret) as a oredential.
" Integration assistant
ED  Agent D (Preview) 4
# Diagnose and sobve problems
B  Enterprise apps 0 Apoicaion regatration comificates, secrets dnd federated crecentials can by found i 1he Tabs Beiow
Manage
I B App registrations
BT dranding & properties = . . -
alab Certificates (0) Client secrets (1) Federated credentials (0)
% Roles & admins D Authentication (Preview)
A gecret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password
48 Delegated admin partners Certificates & secrets
I Token configuration New client secret
O  Domain services . 7 "

& AP permissians Description Expires Value Secret ID
¥ Conditional Access
@ Expose an AP smitp-key 2026 & T ——

W ultifscn e -
@ Multifsctor authentication B App i

Configuragao do Segredo do Cliente de Aplicativo

6. Os aplicativos sao autorizados a chamar APIls quando recebem permissoes de
usuarios/administradores. Agora adicione permissées SMTP ao Aplicativo MS Entra.

1. No aplicativo recém-registrado, navegue até Gerenciar > permissdes de API. Selecione
Adicionar uma permissao.

2. Selecione a guia APIs que minha organizagao usa e procure por "Office 365 Exchange
Online".

3. Clique em Permissodes de aplicativo.

. Para acesso SMTP, escolha a permissao SMTP.SendAsApp.

5. O consentimento do Administrador de Locatarios € necessario para esta permissao. Clique
em Conceder consentimento administrativo para <nome do locatario>

1N

Hofme © ADD FegHIrAGRE ¢ SMMp-odith

5 smtp-oauth- IE | AP permissions  #

Refresh Gat feedback?

dh, Granting tenam wide coment may revoke permiziions that have already been granced tenant-wide bor thal application. Permissions that users have already granted en their awn behaif aren's affected. Leam morg

& Dasgnone and solve probless

0 The "Admen coren required” Cohumn Shaws The defsull value fof an OIQINIIELON. HOWEVE!, USEr CONSENL Can be CURNOMZEd per PorMasion, user, Of app. Ths Column may not reflen the vilut i yOur AQINITELICR, OF in SAQNINIoNS where this app will B+ wied Legrn morg
Manage
B Granding & properties Configured permissions

Appiications are suthorized 10 call APls when they are granted permeissions by users/admins a5 part of the consent process. The kst of configuned permission shoukd indude
all the o8 about permisaions and Consem

Delegated  Sign in and read wwer profile Ho & Gravted for

£. Roles and adminisirators SMTPSendAsAnp Application  Application sccess for sending emalls wa SMTP AUTH e O Grasted bor
i Manden

Suppart « Troubleshaating T view and manage consented permissions for individual apgs. as well as your tenant’s consent settings. try Enterprive applications

Atribuir permissao de API ao aplicativo



<ffroot>
Not e:

User.Read Permission for Microsoft Graph is added by default (No Admin consent for the tenant)

7. Entidades de servigo no Exchange sao usadas para permitir que os aplicativos acessem as
caixas de correio do Exchange por meio do fluxo de credenciais do cliente com os protocolos
SMTP, POP e IMAP.

Assim que um administrador de locatarios consentir seu aplicativo Microsoft Entra, o
administrador deve registrar sua entidade de servi¢o de aplicativo Entra no Exchange através do
Exchange Online PowerShell. Esse registro é habilitado pelo cmdlet New-ServicePrincipal.

1. Instale o Powershell, se ja ndo estiver instalado no laptop

abc@abc-M-506L ~ % brew install --cask powershell
abc@abc-M-506L ~ % sh

sh-3.2% brew update

sh-3.2% brew upgrade powershell

PS /Users/| > brew install powershell
Auto—updating Homebrew...
Adjust how often this is run with ~$HOMEBREW_AUTO_UPDATE_SECS ™ or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with “$SHOMEBREW_NO_ENV_HINTS=1" (see “man brew’).
Downloading https://ghcr.iofv2/homebrew/core/portable-ruby/blobs/sha256:1c98fa4%eacc935640a6fBel0a2bf33f14cfc276804b
71lddb&658eat5ha?9dl6T

R R R R R R R R AR R AR R R SRR R R R F AR RER R ERRRERRRERERRRRERARARERFRGRARANERRRFFEARARAR 100 . 80
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions=up: Tool to update GitHub Actions to latest versions with SHA pinning

Instalar o Powershell

Il. Para usar o cmdlet New-ServicePrincipal, instale o ExchangeOnlineManagement e conecte-se
ao seu locatario como mostrado no snippet:

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnline -0Organization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory


https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
mailto:poongarg@POONGARG-M-506L

PS /Users/| ssy> Connect-ExchangeOnline f1188d3¢

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXO% prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent

ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https://aka.ms/exov3-module

Starting with EX0 V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,

Conectar-se ao Espaco do Exchange Online

Ill. Registro de uma entidade de servigo do aplicativo Microsoft Entra no Exchange. Use o AppID
e 0 ObjectID [O OBJECT_ID é a ID do Objeto na pagina Visao Geral do n6 de Aplicativo
Empresarial (Portal do Azure) para o registro do aplicativo. Ele NAO é o ID do objeto da pagina
Visao geral do né Registros de aplicativo. O uso da ID de objeto incorreta resulta em falha de
autenticagao].

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXxXx6a953e -ObjectId blOaxXxx-XXXX-

&
PS /Users/ > New-ServicePrincipal efc@713s O =5a953e bl@aadd’ - = e189bb

Registrar entidade de servigo de aplicativo Entra no Exchange

IV. Verifique seu identificador da entidade de servigo registrado usando o cmdlet Get-
ServicePrincipal

PS/Users/abc> Get-ServicePrincipal | fl


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal

PS /Users/ > Get-ServicePrincipal | fl

: efc@7134 - —— =6a953e

: bl@aaed: | 2189bb
5-1-5-21-12508255160-1655375293-4198951263-24398743

: {3

s : False

: bl@aa@d - = . 2189bb

. blPaa@d: - - 189bb

: True

: 1.1 (15.0.0.8)
bl@aa@d - - e189bb

: CN=blBaa@d’ 2189bb, OU= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= $85 , DC=PROD, DC=0UTLOOK , DC=COM

: %305 . PROD . OUTLOOK. COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}

: 16/12/2025 12:53:16 PM
16/12/20825 12:53:86 PM

: 16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeest: - a32cle

: T . onmicrosoft.com

@85 .PROD.OUTLOOK.COM/Microsoft Exchange Hosted

Organizations/ . .onmicrosoft.com — Wi =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 " .onmicrosoft.com/Configuration

: FhOOST2H-Ri Nl - Bl 32c 10

atingSe : ==5DCOB4 , B =aA085. PROD.OUTLOOK. COM
Ob State Changed

Verificar identificador de entidade de servigo registrado

V. O administrador de locatarios agora pode adicionar as caixas de correio especificas no
locatario que pode ser acessado pelo seu aplicativo. Essa configuragao é feita com o cmdlet Add-
MailboxPermission.

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS /Users/ms meig> Add-MailboxPermission 0 ft.com" blBaaed
el8%bb FullAccess

964d0d41-a43f-4257-.. S-1-5-21-1250255160.. {FullAccess

Adicionar permissao de caixa de correio para acessar o aplicativo

Seu aplicativo Microsoft Entra agora pode acessar as caixas de correio permitidas por meio dos
protocolos SMTP, POP ou IMAP usando o fluxo de concessao de credenciais do cliente OAuth
2.0.

PASSO 3: Configurar a autenticagao de usuario SMTP do ISE via OAuth do MS Exchange Online

Para configurar um servidor SMTP, clique no icone Menu (=) e escolha Administragao > Sistema
> Configurac¢des > Servidor SMTP. Configure os campos.

* Na area Configuragdes do servidor SMTP:
- Servidor SMTP: smtp.office365.com
Porta SMTP: 587


https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

- Tempo limite da conexao: 60 segundos
» Na area Authentication Settings, use o switch de alternancia para ativar a opg¢ao Use
Authentication Settings.

Escolha MS Exchange Online OAuth: Digite esses valores para configurar o OAuth do Microsoft
Exchange Online.

* No campo Nome de Usuario, insira o endereco de email completo do Nome de Usuario do
Exchange Online.

* No campo ID do Cliente, insira a ID do cliente do aplicativo Azure Entra ID.

* No campo ID do Locatario, insira a ID do locatario do aplicativo Azure Entra ID.

* No campo Segredo do Cliente, insira o segredo do cliente do aplicativo Azure Entra ID.

* No campo Expiry Date, insira a data de expiragcao do segredo do cliente.

Os alarmes de expiragao de segredo do cliente sdo acionados com base nesta configuragao.

» Os arquivos API de Ponto de Extremidade de Token OAuth e Escopo sao preenchidos
automaticamente.

A configuracao pode ser salva somente apos a operagao Testar Conexao bem-sucedida.

el |dentity Services Engine Administration / System

J|  Bockmarks Deployment Licensing Cartificates Lagging Maintenance Upgrade & Rollback Health Checks Backup & Restora Admin Access Settings

BT  Dashbeard

SMTP Server Settings

Jd  Context Visibility

iy Setting Coenfigure & Simphe Mail Transfer Protacol(SMTP) server 1o send email notifieations for alarms, to enable
A Operations Alarm spansors 1o send emall n s and passwaord resst instructions,
nable guests ftor they successfully register
Ganaral MDM / UEM Sattiags hemsehe:
1) Policy ! ] themselves and w
4. Administration
SMTP Server®
Prafiing
Al Werk Centars smip.office365.com
Protocols
SMTP Part®
Enapaint Seripts 567
Interactive Help
Proxy Connection Timeout
&0 seconds
SMTP Server

Encryption settings

Enable TLS/SSL connection eneryption 1o reguire ISE 1o astablish an encrypled connection
to the SMTP mall server before sending e-mall,

AR Settings

Metwork Success Diagnostics

Authentication Settings

DHCP & DNS Senvices

Max Sosslons



Email Address

no-reply@s s onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID
efc07132 W rg— = 3e f1108d3¢ — - wwbe76
Client Secret Expiry Date
ER L2 AR R L R L R R LR L R SHOW [:_: |'fr\'
Mar 15, 2026 =

OAuth Token Endpoint API Scope
https://login.microsoftonline.com/f1108d36-ea07: https://outlook.office.com/.default

Test Connection () Successfully connected to smtp.office365.com.

Exito ao testar conexdo com servidor SMTP

<tfroot>
Not e:

To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

Verificar

Para verificar, defina as Configura¢des de e-mail de convidado. Navegue até Centros de trabalho
> Acesso de convidado > E-mail de convidado Configuragdes. Selecione Ativar notificagées de e-
mail para convidados e configure o Enderego de e-mail ‘De’ Padrdo da conta sem resposta
configurada durante a Etapa 1 da configuragéo e Salvar.



i |dentity Services Engine Work Centers / Guest Access

€15€Q

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

=
= Dashboard Guest Account Purge Policy

Guest Email Settings
','_l Context Visibility Custom Fields

Guest Email Settings
Eadi i SMTP server:smip.office365.com

. Operations Guest Locations and SSIDs

' Policy Guest Username Policy Configure SMTP server at::Work Centers » Guest Access > Administration > SMTP Server
Guest Password Policy H Enable email notifications te guests

4, Administration DHCP & DNS Services

A Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor’s email address (If sponsored)

T Interactive Help

() Always send notifications from the default email address

-

Reset W Save

Alterar Configuragdes de Email de Convidado

Envie um e-mail de teste navegando até Centros de trabalho > Acesso de convidado > Portal e
componentes > Portais de convidado > Portal de convidado autorregistrado (padréo) >
Personalizagao da pagina do portal > Notificagdes > E-mail.

No lado direito do painel de visualizagao, clique em Configuragdes > Enviar e-mail de teste,
Adicionar seu ID de e-mail e clique em Enviar.

= iy Wentity Services Engine Waork Conters / Guest Access

Pl Boskmans Gvervie w Kentitees identity Groups (e M Portais & Manage Accounts Palicy [lements Policy Sats Reparts Custom Portal Fises Settings

Approval Message for Sell- Registration Guests

o Gaat Acoment Cradentaly

Appeovnl Message Tor Socisl Login Guests

—
|

o Aiteni ApSrieed

Testar e-mail do portal de autorregistro

Seu Outlook deve receber um e-mail de uma conta sem resposta configurada na etapa 1 da
verificacdo. Exemplo de e-mail na captura de tela.



Your Guest Account Credentials

- no-reply@?”
To: Poonam Garg

® .onmicrosoft.com <no-reply@?#

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Walid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00

Person being visited:
Reason for visit:

.onmicrosoft.com>

D N & 2

=

Today at 8:54 AM

Exemplo de e-mail recebido no Outlook

<ttroot>

Guest.log at debug Tevel:

2026-02-02 05:17:34,608 INFO

sendMai | Message

2026-02-02 05:17:34,608 INFO

Submitting Mail Job

snt p. of fi ce365. com

2026-02-02 05:17:
2026-02-02 05:17:

2026-02-02 05:17

sendMai | Message

134,609 INFO
2026-02-02 05:17:
2026-02-02 05:17:

34,609 INFO
34,609 INFO

39,365 INFO
39,365 INFO

Future. get status:

[admin-http-poo1139][[]]

[admin-http-poo1139][[]]

[admin-http-poo1139][[]]
[admin-http-poo1139][[]]
[GUEST_ACCESS_SMTP_RETRY_
[GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm.
[admin-http-poo1139][[]] cpm.guestaccess.

cpm.guestaccess.

cpm.guestaccess.

cpm.guestaccess.
cpm.guestaccess.
THREAD][[]1] cpm.

Time taken for Future.get method call is 4756 Milliseconds.

apiservices.

apiservices.

apiservices.
apiservices.
.apiservices.util.Sm
guestaccess.
apiservices.

guestaccess

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh

apiservices.util.Sm
util.SmtpMsgRetryTh

Teste também no portal do patrocinador, reenviando as credenciais do usuario ao usuario

convidado pelo administrador do patrocinador.



CISCO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password

O Username State First Name

Help

Notices (0)

Refresh

Email Address Mobile Num__ Expiration _

) 2026-05-03
Qs 10:25

Welcome sponsoruser

. Time Left

72D 13H
1M

Teste do Portal do patrocinador

. Resend

Deliver notification using:

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ lssssssmenm . onmicrosoft.com

Enviar credenciais para usuario Convidado

Exemplo de e-mail recebido pelo usuario convidado:



Your Guest Account Credentials © « & ~

2 no-reply@m e
To: (2 Poonam Garg i

= onmicrosoft.com <no-reply@m s onmicrosoft.coms Today at 10:44 AM

; e no-reply® .anmicroseft.com

obile Numbar:
Valid From: 2026-02-02 10:25:00
Valid To: 2026-05-03 10:25:00
Duration: 90 days
Person being visited:
Reason for visit:
If unused, this account will expire on: 05/03/2026 10:25

Notificacdo de e-mail para usuario convidado

Troubleshooting

Comece verificando se ha expiracdo do Segredo do Cliente nos alarmes. Novos alarmes
relacionados ao segredo do cliente OAuth SMTP s&o adicionados ao ISE.

= b dantity Services Engine

Administration / System

Lt

§|  Bookmarks Deplayment Lizenging Certificates Lagging Maintenance Upgrade & Rellback Health Checks Backup & Restore Admin Access Settings

ES  Dashboard

Alarm Settings

 Gontext Vislbiiity

%, Operations [ P —— Alarm Conligaration Algern Notification
T———— " Ten
eneral MOM | UEM Setings
0 Palicy General MIOM { UEM Setting:
Pasture
4. Administration
Proimag Alaren Hame Category Sewarity Statun User Defined Candiz
Al Work Centers
Prosacals smip
Endpcin Scripts SMTP Outh Ellent Secret about to ba expied Ademirisirathee snd Dperations! Audit
Intoractive Help
SMTP Qubuth Cllean Secret ke expired Asministratios st Dperations! Audit o

Fray

Para Troubleshooting adicional, ative os logs de depuragao nos nés PAN, PSN ou PMnT de
acordo com o problema que vocé esta solucionando.

« Componente de Log: guest-access-admin, guestaccess
» Arquivo de log: guest.log

Testar operacao de conexao

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:

58:
58:
58:
58:
58:
58:

21,501
21,501
21,501
21,513
21,513
21,513

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]

cpm
cpm
cpm
cpm
cpm
cpm

.guestaccess.

.guestaccess

.guestaccess.

.guestaccess

.guestaccess.
.guestaccess.

apiservices.
.apiservices.
apiservices.
.apiservices.
apiservices.
apiservices.

util.
util.
util.
util.
util.
util.



2026-02-02 05:59:14,872 DEBUG [admin-http-pool1136][[]1]
2026-02-02 05:59:14,872 DEBUG [admin-http-pool1136][[]1]
2026-02-02 05:59:15,630 DEBUG [admin-http-poo1136][[]1]
2026-02-02 05:59:15,630 DEBUG [admin-http-poo1136][[]1]
2026-02-02 05:59:15,630 DEBUG [admin-http-poo1136][[]1]
2026-02-02 05:59:20,146 DEBUG [admin-http-pool1136][[]1]
2026-02-02 05:59:20,146 DEBUG [admin-http-pool1136][[]1]

Salvar operacao

2026-02-02 05:54:07,337 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,337 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,339 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,339 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,339 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,339 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,339 DEBUG [admin-http-poo1129][[1]
2026-02-02 05:54:07,357 DEBUG [admin-http-poo1129][[1]

Solucao de problemas de conectividade

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

1. Erro de GUI: Falha na conexdo com smtp.office365.con.

Email Address
no-reply@ .onmicrosoft.com

Exchange Online mailbox

admin.guestaccess.action.SmtpServerSettingsA
admin.guestaccess.action.SmtpServerSettingsA
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA

admin.
admin.
admin.
admin.
admin.
admin.
admin.
admin.

guestaccess.
guestaccess.
.action.
action.

guestaccess

guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.

action.

action

action

action

SmtpServerSettingsA

.SmtpServerSettingsA

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA

Client ID Tenant ID
efc071 6a953e f1108d )e999be76
Client Secret Expiry Date
LR e R Rt SHOW -1 f'i'\

SHON m om, 2026 L)W
OAuth Token Endpaoint AP Scope
https:/flogin.microsoftonline.com/f1108d36-ea07: https://outlook.office.com/.default

(Ej connect timed out

Erro de tempo limite de conexao

<tfroot>

2026-02-09 03:24:58,658 ERROR [admin-http-pooT1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a

nested exception is:
java.net.SocketTimeoutException: connect timed out



Guest.log mostra o tempo limite de conexao atingido. A configuragéo do proxy precisa ser
corrigida para resolver esse problema.

2. Erro de GUI: Identificador de locatario ou ponto de extremidade OAuth invalido -
Autoexplicativo. E necessario verificar a ID do Locatario.

3. Segredo do cliente invalido - O mesmo, é necessario verificar o valor do segredo do cliente

Email Address
no-reply@ .onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID
efc07 1! HE H5a953e f1108m= - 199be76
Client Secret Expiry Date

—

A TR TR AR A A AT T TR TR AT AT T TR T RS ST
SFUY

Mar 15, 2026

OAuth Token Endpoint APl Scope
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

@ Invalid client secret

Erro de segredo de cliente invalido

4. Endereco de E-mail Invalido- Verifique se a configuracédo do Principio do Servigo esta correta.

Email Address

no-reply@ we= s onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID
efc071 [ = [ mma953e f1108dum == i mem899be76
Client Secret Expiry Date
FE AT LR A A A A AT TR TN T R TS ST '

e 15,2026 [ ) U
Cauth Token Endpoint API Scope
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

@ Invalid email address

Erro de Endereco de Email Invalido



5. Nao é possivel encontrar um caminho de certificagcao valido para o Destino solicitado:
Certifique-se de que os certificados da cadeia de certificados Entra ID (CA de Emissao de TLS
RSA do Microsoft Azure e CA raiz do DigiCert, etc, de acordo com o pcap) estejam presentes no
repositério de certificados Confiaveis do ISE e sejam Confiaveis para a fungao "Confianca para
autenticacao no ISE e comunicagao Cliente-Servidor (Infraestrutura)".

Verifique todos os certificados enviados pela EntralD usando um pcap.

no-reply@ =.COM

. 2027

https://login.microsoftonline.com/905582f8-e148 hittps:/foutlook.office.com/.default

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Usage

Certificate Status Validation

Trusted For: ()

Trust for authentication within ISE and Client-Server communication



Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



