Implante a configuracao de alta disponibilidade
do C8000v no AWS
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Introducao

Este documento descreve como configurar um ambiente de alta disponibilidade com roteadores



Catalyst 8000v na nuvem do Amazon Web Services.
Pré-requisitos
Requisitos

A Cisco recomenda que vocé tenha conhecimento anterior sobre estes topicos:

» Conhecimento geral do AWS Console e seus componentes
» Compreensao do software Cisco IOS® XE
» Conhecimento basico do recurso HA.

Componentes Utilizados

Estes componentes sao necessarios para este exemplo de configuracao:

* Uma conta do Amazon AWS com fun¢ao de administrador
* Dois dispositivos C8000v executando Cisco IOS® XE 17.15.3a e 1 Ubuntu 22.04 LTS
VM IAM na mesma regiao

As informacdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Topologia

Ha varios cenarios de implantagao de HA com base nos requisitos de rede. Para este exemplo, a
redundancia de HA é configurada com estas configuracgdes:

* 1x - Regiao

* 1x-VPC

» 3x - Zonas de disponibilidade

* 6x - Interfaces/sub-redes de rede (3x publica/3x privada)
+ 2x - Tabelas de rota (publica e privada)

* 2x - Roteadores C8000v (Cisco IOS® XEDenali 17.15.3a)
* 1x - VM (Linux/Windows)

Ha 2 roteadores C8000v em um par HA, em duas zonas de disponibilidade diferentes. Pense em
cada zona de disponibilidade como um data center separado para obter resiliéncia de hardware
adicional.

A terceira zona € uma VM, que simula um dispositivo em um data center privado. Por enquanto, o
acesso a Internet é habilitado através da interface publica para que vocé possa acessar e
configurar a VM. Geralmente, todo o trafego normal deve fluir pela tabela de rotas privadas.



Para simular o trafego, inicie um ping a partir da interface privada da maquina virtual,
atravessando a tabela de rota privada através de R1 para alcancar 8.8.8.8. No caso de um
failover, verifique se a tabela de rota privada foi atualizada automaticamente para rotear o trafego
através da interface privada do roteador R2.
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Resumo da Tabela

Para resumir a topologia, esta € a tabela com os valores mais importantes de cada componente
no laboratorio. As informacgdes fornecidas nesta tabela sao exclusivas para este laboratorio.



Dica: o uso desta tabela ajuda a manter uma visao geral clara das principais variaveis em
todo o guia. E recomendavel coletar as informag¢des neste formato para simplificar o

processo.
Dispositivo Zona de Interfaces Enderecos IP |[RTB ENI
P Disponibilidade ¢
rtb- eni-
GigabitEthernet1{10.100.10.254 |0d0e48f25c9b00635|0645a881¢c13823696
(publico)
R1 us-east-1a
rtb- eni-
GigabitEthernet2(10.100.110.254 091.’>df1 Oad4de426eb8 070e14fbfde0d8e3b
(privado)
rtb- eni-
R2 us-east-1b GigabitEthernet1{10.100.20.254 |0d0e48f25c9b00635

0a7817922ffbb317b




(publico)

rtb- :
o eni-
GigabitEthernet2(10.100.120.254 09§df1 0a4de426eb8 0239fda341bad7e41
(privado)
rtb- eni-
ens5 10.100.30.254 OdIOe.48f25c9b00635 0b28560781b3435b1
. (publico)
VM Linux |us-east-1c
rtb- eni-
ens6 10.100.130.254 09§df1 0ad4de426eb8 05d025688b6355808
(privado)
Restricoes

« Em qualquer sub-rede criada, ndo use o primeiro endereco disponivel dessa sub-rede.
Esses enderecos IP sao usados internamente pelos servicos AWS.
* Nao configure as interfaces publicas dos dispositivos C8000v dentro de um VRF. O HA nao
funcionara corretamente se isso estiver definido.

Configuracao

O fluxo geral de configuragcédo se concentra em criar as VMs solicitadas na regido apropriada e
seguir para a configuragao mais especifica, como rotas e interfaces de cada uma delas. No
entanto, é recomendavel entender a topologia primeiro e configura-la na ordem desejada.

Etapa 1. Selecionar uma Regiao

Para este guia de implantagao, a regido Oeste dos EUA (Virginia do Norte) - leste dos EUA-1 é

selecionada como a regiao VPC.

Console Home ..

# Recently visited e

B «
@

Etapa 2. Criar o VPC

@
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-

]

United States

i Applications (0) we

Fiegion: US East (M. Vieginda)

Select Region
us-2as-1 [Curront Region)

No AWS Console, navegue para VPC > VPC Dashboard > Create VPC.




VPC dashboard < [ Create VPC I{ Launch ECZ Instances j

Mote: Your nstances will launch in the Undted States region

ECZ Global Wiew [

Filter by VPC v Resources by Region
You are us.ln-g the ru'.l-nwmg Amazon YVPL nesources
* Virtual orivate cloud

Ao criar o VPC, selecione a opgéao VPC only. Vocé pode atribuir uma rede /16 para usar como
desejar.

Neste guia de implantagéo, a rede 10.100.0.0/16 € selecionada:
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Apos clicar em Create VPC, a marca VPC-0d30b9fa9511f3639 com HA é agora criada:
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Etapa 3. Criar um Grupo de Seguranca para o VPC

No AWS, os Grupos de Seguranca funcionam como ACLs, permitindo ou negando o trafego para
VMs configuradas em um VPC. No Console do AWS, navegue para a se¢géo VPC > VPC
Dashboard > Seguranga > Grupos de Seguranga e clique em Criar grupo de segurancga.

©® oo ®

@ Export security groups to CSV Create security group
1 &

v | Description v | Owner v

15 Created by Auto Remedlation Guardrall Q737153984176

Em Inbound Rules (Regras de entrada), defina o trafego que vocé deseja permitir. Para este
exemplo, Todo o trafego € selecionado usando a rede 0.0.0.0/0.
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Etapa 4. Criar uma Fungao IAM com uma Politica e Associar ao VPC

O IAM concede aos seus AMIs o0 acesso necessario as APls da Amazon. O C8000v é usado
como um proxy para chamar comandos APl do AWS para modificar a tabela de rotas no AWS.
Por padrao, as instancias EC2 nao tém permissao para acessar as APls. Por esse motivo, uma
nova funcao do IAM deve ser criada e sera aplicada durante as criagoes do AMI.

Navegue até o painel IAM e va até Gerenciamento de acesso > Fungdes > Criar fungdo. Esse
processo consiste em 3 etapas:

> Robes ® &

Identity and Access < Roles (65) v« @ Dielet

Management [IAM) A 1AM role b an identity you can create that has specfic permitstions with credentials that are valid for short durations. Roles can be astumed by entities that you tnst

Q1 Search M Q 123 &4 B
Rl masmie A | Trasved estities | wasn meniviey =

Dashboard admin Wentity Provider: amaws 0757 52 days ago

v Agcess management NS Service: appstream

User groups
WS Service: application-autesealiy -
Users
Roles NS SErvice: Codestar
Policies

AW Service: ¢l
Idientity previders
ACOOUNE SETRINGS NS Servioe; elasticeanstalk

RSt BECRSS MANBHIMERT New AWN'S Service: ec2, and 1 more. [3

¥ Acess reports

Acoess Analyzer

WS Service: sum (Service-Linked o 42 minutes ago

orARIGaAtEwHY K0S Service: opsaplaateway iServic -

Primeiro, selecione a opgao AWS Service na sec¢ao Tipo de entidade confiavel e EC2 como o
servico atribuido para esta politica.



= 1AM > Roles > Create role

Step 1
(®) select trusted entity

| stepz
) Add permissions

Step 3
O Name, review, and create

Select trusted entity ..«

Trusted entity type

© AWS sorvice
Al AWS services like EC2,
Lamibsda, or athers to perform
actions in this accaunt,

) AWS account
Allew entities in ather AWS
accounts belonging to you or 3
Zrd party to perform actions in
this account.

| Web identity

Allgws users fed erated by the
spacified axtemnal wab identity
provider to assumae this role to
perform actions in this sccount.

SAML 2.0 federation

Altow users federated with SAML
2.0 from a corporate directory to
perform actions in this account,

I,

Custom trust policy

Create a customn trust palicy to
enable others to perform actions.
in this account.

Use case

Allow an AWS service like ECZ, Lambda, or others to perfarm actions in this account.

Service or use case

| Ecz

Choose a use case for the specified service.

Use case

O Ecz

Allews ECZ instances to call AWS services on your bBehalf,

) EC2 Role for AWS Systems Manager
Allpws EC2 Instances to call AWS services like ClaudWatch and Systems Manager on your behalf.

! EC2 Spot Fleet Role

Allows EC2 Spot Fleet to request and terminate Spot Instances on your behalf.

) ECZ - Spot Fleet Auto Scaling

Allows Auto Scaling to access and update EC2 spot fleets on your behalf

EC2 - Spot Fleet Tagging

d att:

Allows EC2 to Launch spot inst:

ECZ - Spot Instances

ch tags te the launched i an yaur behalf.

Allows EC2 Spot Instances to launch and manage spot instances an your behalf

() EC2 - Spot Fleet

Allgws ECZ Spot Fleet to launch and manage spot fleet instances on your behalf.

() EC2 - Scheduled Instances

Allows EC2 Scheduled Instances to manage instances on your behalf,

Ao terminar, clique em Avancar:

Cancel




= 1AM > Roles > Create role Qo @

o

@ Select trusted entity Add permissions Info
Step 2
@ Add permissions Permissions policies (1062) it ©
Step 3 Choose ane or more policies to attach to your new role.
) Name, review, and create Filter by Type
[O.Isemch ] All types v ¢ 1 2 3 4 5 6 7 .54 @
Palicy name [ a | Type v | Deseription
[ §F sdministratoraccess AWS managed - job function Provides full access to AWS services an...
I i AdministratorAccess-Amplify AWS managed Grants account administrative permiss...
[ N Administratoraccess-AWSElasticBeanstalk AWS managed Grants account administrative permiss...
[ [ # AlDpsAssistantPolicy AWS managed Provides ReadOnly permissions requir...
E ¥ AlOpsConsoleadminPolicy AWS managed Grants full access to Amazon Al Opera...
N [ W AlDpsOperatorAccess AWS managed Grants access to the Amazon Al Opera...
O = W Al OpsReadOnlyAccess AWS managed Grants ReadOnly permissions to the A...
[ §# plexaForBusinessDeviceSetup AWS managed Provide device setup access to AlexaFo..,
N ¥ AlexaForBusinessFullAccess AWS managed Grants full access to AlexaForBusiness ...
E W alexaForBusinessGatewayExecution AWS managed Provide gateway execution accessto A...
[ [ Wi AlexaForBusinessLifesizeDelegatedAccessP. .. AWS managed Provide access to Lifesize AVS devices
E ¥ AlexaForBusinessPolyDelegatedaccessPollcy AWS managed Provide access to Poly AVS devices
] E W AlexaForBusinessReadOnlyAccess AWS managed Provide read enly access to AlexaFor®...
O E Wi AmazonAPIGatewayAdministratar AWS managed Provides full access to create/fedit/dele...
E W AmazonAFIGatewaylnvokeFullAccess AWS managed Provides full access to invoke APIS In A...
[0 [ W AmazonAPIGatewayPushToCloudWatehLogs AWS managed Allows AP Gateway to push logs to us...
[ WF smazonAppFlowFullaccess AWS managed Provides full access to Amazon AppFlo...
C ¥ AmazonAppFlowReadOnlyAccess AWS managed Provides read enly access to Amazon A...
E ¥ AmazonAppStreamFullAccess AWS managed Provides full access to Amazon AppStr....
0 E W AmazonAppStreamPCAACCess AWS managed Amazon AppStream 2.0 acoess to AWS...

» Set permissions boundary - optional

-

Por fim, defina o Nome da funcgao e clique no botao Criar funcao.



= WM » Roles » Create role

Step 1

@ Select trusted entity Name, review, and create

Step 2
@ Add permissions Role details
sl Fole name
(8) Mame, review, and create Ertter 3 meaningful name ba ke fy this role

reute-table-change

Maximum 64 characters. Use alphanumeric and "s= - characters.

Allpws ECZ instances to make changes on the reute table

Maximum 1000 characters. Use letters (A-7 and a-F], numbers (0-9), tabs, mew lines, o any of the following characters _so, @[5 %0
Step 1: Select trusted entities
Trust policy
-1
2 "Version™: "2012-19-17",
3~ “Statement”: [
fiz
5 “Effect™: "Allow",
B~ “Action®™: [
7 "sts:AssumeRole”
8 1.
9= “Principal”: {
18- "Service™: [
11 "ee2. amazoncs . com”
12 ]
13 }
14 }
15
16
Step 2: Add permissions
Permissions policy summary
Peliey name [3 - Type

Step 3: Add tags
Add tags - optional e

Tags are bey-value pairs that you tan add to AWS ressurces b help identify, organize, or seardh for resources.

Mo tags assoclated with the resaunce.

Add new tag

v Attached as

Cancel

Etapa 5. Criar e Anexar uma Diretiva de Confianga a uma Funcao do IAM

Edit

[ Edit )

i @

Depois que a Funcgao € criada, uma Politica de Confianga deve ser feita para adquirir a habilidade
de modificar as tabelas de roteamento AWS quando necessario. Va para a se¢ao Politicas no
dashboard do IAM. Clique no botdo Create Policy. Esse processo consiste em duas etapas:

e 1AM > Policies

Identity and Access <
Management (IAM)

Policies (1367) i

A policy is an object in AWS that defines permissions.

Filter by Type
| Q SsearchiAM
| Q. Search All types
Dashboard Policy name
= il AccessAna lyzerServiceRolePolicy

¥ Access management

User groups ¥ AdministratorAccess
Users . . )
Il AdministratorAccess-Amplify
Roles
Policies ¥ AdministratorAccess-AWSElasticBeanstalk

Identity providers ¥ AlOpsAssistantPolicy

Account settings
Tl inPoli
Root access management New AlDpsConscleAdminPolicy

|
¥ Access reports I¥ AlOpsOperatorAccess

B B B B B B B

Access Analyzer il AlOpsReadOnlyAccess

Type

AWS managed

AWS managed - job function
AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

2

Actions ¥

3

4

Delete

Used as

None
Permissions poli
None
None
None
None
None

None



Primeiro, certifique-se de que o editor de politicas esteja usando JSON e aplique os comandos
mostrados abaixo. Depois de configurada, clique em Avancar:

= 1AM > Policies > Create policy ® 8
Step 1
@ Specify permissions Speclf’y Permissions .
r— Add permissions by selecting services, actions, resources, and i Build p t ts using the JSON editor.
top
Review and create
Policy editor Visual Actions ¥ =

1ei{
2 “Version®: "2012-18-17°, Edit statement

3w “Stotement™: [

4w
5 “Effect™: "Allow”,
6w “Action™: [
7 “ec2:AssocioteRouteToble”,
B Select a staterment
9
1e Select an existing statement in the policy or
5 |
add a new statement
12  “eci:DeseribeRouteTables”,
13 "ec2:DeseribeVpes”, + Add new statement

14 “ecd:ReplaceRoute®,

15 “eci:DisosseciateRouteTable”,

16 “ec2:ReplaceRouteTobleAssociation”
17 ),

18 “Rescurce™; "

1% 3

28 ]

p}

+ Add new statement

5825 of 6144 characters remaining

Samatl

JSOM Ln 21, Gl

Este é o cddigo de texto usado na imagem:

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:AssociateRouteTable",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation”
1,
"Resource":
}

]

}

myen

Posteriormente, defina o Nome da politica e clique em Criar politica.



= 1AM > Polices > Create policy @ [c]

Step 1 .
® Specify permissions Review and create i«
o Review the permissions, specify detalls, and tags.
tep 2
(@) Review and create

Policy details

Policy name

Enter 3 meaningful
CEOO0v-HA
Maximum 128 characters. Use alphanumeric and '+=,.-_" characters.

Description - optiomal

Add 3 shart explanation for this palicy

Allows ECZ instances to make route changes on AWS

™ 1,000 characters. Use alghanumseric and '+
Permissions defined in this policy i ( Edit )
Permisgions defined in this palicy document specify which actions are allowed or denied. To define permissions for an LAM identity (user, user group, or role), attach a policy to it

Q Search
Allow (1 of 441 services) (B Show remaining 440 services
Service &~ Access level v Resource Request condition
ECZ Limited: List, Write Al resources. None

Add tags - optional 1.1

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Mo tags associated with the resauree.

(" Addnewtag )

Wou can add up to §0 more tags

Cancel [ Previeus

Depois que a diretiva for criada, filtre e selecione a diretiva e clique na opgao Anexar no menu

suspenso Agoes.
e 1AM > Palicies ® @6

Identity and Access < Policies (1/1368) i (G) (_ actions & ) [ petere ) (Fcreate policy )
Management (1AM) A policy Is an object in AWS that defines permissions.
Fllter by Type
QL Search IAM
Q. caoo * All types ¥ | 1match 1 @
Poli v | Used v | Descriptl
Dashbeard Ll L 4 | Type sed as scription \
o [E  CBODOV-HA Customer managed None Allows EC2 instandes to make route ch... |
* Access management L = J
User grougs
Users
Roles
Palirine

Uma nova janela esta aberta. Na sec¢ao Entidades IAM, filtre e selecione a fungao IAM criada e
cligue em Anexar politica.

IAM > Policies > C8000w-HA > Attach policy (o c]

Attach as a permissions policy

To define permissiens for an (AM identity (user, user growp, or role), attach a policy to it

IAM Entities (1/69)
Entities are IAM users, user groups and roles.
Filter by Entity type
Q. route * All types ¥ | 1match 1 fo:]
Entity name - Entity type v
- -
Imute—tmn-r.nznge I Roles I

{ cancet )

Etapa 6.Configurar e iniciar as instéancias do C8000v

Cada roteador C8000v tera 2 interfaces (1 publica, 1 privada) e sera criado em sua propria zona



de disponibilidade.

No Painel EC2, clique em Iniciar instancias:

Q, Search

©

EC2 {

Dashboard
EC2 Global View [?

Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity Reservations

¥ Images
AMIs
AMI Catalog

Resources

You are using the following Amazon EC2 resources in the United States (N. Virgin

Instances (running) 1 Auto Scaling Groups
Dedicated Hosts 0 Elastic IPs

Key pairs 17 Load balancers
Security groups 19 Snapshots

Launch instance
To get started, launch an Amazon EC2 instance, which is a virtual server in
the cloud.

Launch instance v ¢ Migrate a server [? ::'

.

Mote: Your instances will launch in the United States (M. Virginia) Region

Filtre o banco de dados AMI com o nome Cisco Catalyst 8000v para SD-WAN e roteamento. Na
lista AWS Marketplace AMIs, clique em Select.

Choose an Amazon Machine Image (AMI)

Cancel

An AMI I 3 temiplate that contains the software configuration (operating system, application server, and applications)
required to lAUAEN YoUF INSTANEE. You £an select an AMI provided by AWS, BUF USer community, of the AWS Marketplace; or

yau £an select one of your own AMIS,

Selected AME (ami-05e6187a47903347¢) (Quick Start AMIs)
Q, Cisco Catalyst 8000v for SD-WAN & Routing

Quick Start AMIs (0 My AMis (§91) AWS Marketplace AMis

Commanty used AMis by

Community AMIs [500)

% & trusted thisd-party A

Published by anyone

¥ Refine results

Categaries

Clsto Catalyst 8000v for SO-WAN & Routing (1 result) showing 1- 1

Infrastructure Software (1)

w Publisher

Clsco Systems, Inc. (1) Mmim
cIsco

* Pricing model
Bring Your Own
Liceénse (1)

Operating system

* All Linux/Unix

¥ Architecture

Cisco Catalyst BOOOV for SD-WAN & Routing

By Cisen Systems, Ine. [7 | vier 1795022

As part of Ciseo's Cloud connect portfolio, the Bring Your Own License (BYOL) version of Cisco® Catalyst® 8000V Edge Software (Catalyst
BO0OOV) delivers the maximum p
Catalyst 8000V {CBOOOV)...

Sort By: Relevance v

networking services & VPN In the AWS cloud. This AMI supports all the

for virtual enterpi

Selecione o tamanho correspondente para o AMI. Para este exemplo, o tamanho c5n.large é



selecionado. Isso pode depender da capacidade necessaria para sua rede. Depois de
selecionado, clique em Inscrever-se agora.

Cisco Catalyst 8000V for SD-WAN & Routing

wilivilis Cisco Systems, Inc. [
cisco 0 AWS reviews [2
Bring Your Own License

Overview Product details Pricing Usage Support

Bring Your Own License
Available for customers with current licenses purchased via other channels.

p Cisco Catalyst 8000V for SD-WAN & Routing $0/Hour
EC2 - c5n.large vendor recommended $0.108/Hour

p EBS volume

Cancel ( Subscribe on instance launch ) Subscribe now

Etapa 6.1. Configurar o par de chaves para acesso remoto

Uma vez inscrita na AMI, uma nova janela com varias opgoes € exibida. Na se¢édo Par de chaves
(login), se um par de chaves nao estiver presente, clique em Criar novo par de chaves. Vocé pode
reutilizar uma unica chave para cada dispositivo criado.

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

| fsimmond-pem v | (& |Ereate new key pair |

Uma nova janela pop-up sera exibida. Para este exemplo, € criado um arquivo de chave .pem
com criptografia ED25519. Depois que tudo estiver definido, clique em Criar par de chaves.



Create key pair X

Key pair name
Key pairs allow you to connect to your instance securely.

[ fsimmond-ed-pem ]

The name can include up to 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type

") RSA © ED25519
RSA encrypted private and public key ED25519 encrypted private and public

pair key pair

Private key file format

© .pem

For use with OpenssH

) .ppk
For use with PuTTY

/% When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more [

Cancel Create key pair

Etapa 6.2. Criar e Configurar as Sub-Redes para o AMI

Na secao Configuragdes de rede, clique em Editar. Algumas novas opg¢des dentro da segéo ja
estao disponiveis:

1. Selecione o VPC desejado para este trabalho. Para este exemplo, o VPC chamado HA é
selecionado.

2. Na secao Firewall (grupos de seguranca), selecione Select existing security group.

3. Depois que a opgao 2 for selecionada, a opgao Grupos de seguranga comuns estara
disponivel. Filtre e selecione o grupo de seguranga desejado. Para este exemplo, o grupo de
seguranca All traffic HA esta selecionado.

4. (Opcional) Se nenhuma sub-rede para esses dispositivos for criada, clique em Criar nova sub-



rede.

¥ Network settings info

VPC - required | info

‘ vpe-0d30b9fag5113639 (HA)
| 10.100.0.0/16

v ‘ (&}

Subnet Info

| subnet-ObG64fSe74443d28f publie-R1-CE000v
VPC: vpe-0d30b9fad511f3639  Owner: 0723713984176 Availability Zone: us-east-1a
| Zone type: Availability Zone  |P addresses available: 251 CIDR: 10.100.10.0/24)

v

Auto-assign public IP | Info

| Disable

Firewall (security groups) | Info

A security group is a set of firewall rules that control the traffefer-pemr-irstarmee—fdd-roterto-atiow-sreefietraff

| ) Create security group [ © select existing security group

Common security groups = Info

I Select security groups

- “

All traffic HA  sg-029461ba80052f10¢ X
VPC: vpe-0d30b3fag511f3639

'

Security groups that you add or remove here will be added to or removed from all your network Interfaces.

» Advanced network configuration

| Create new subnet [

h your Instance.

2

3

(' Compare security group rules

Uma nova guia no navegador da Web é aberta, levando-o a segao Criar sub-rede:

1. Selecione o VPC correspondente para esta configuragao na lista suspensa.

2. Defina um nome para a nova sub-rede.

3. Defina a Zona de Disponibilidade para esta sub-rede. (Consulte a se¢ao Topologia deste

documento para obter mais informagdes sobre a configuragao)

4. Defina o bloco de sub-rede que pertence ao bloco CIDR do VPC.

5. Além disso, todas as sub-redes que serdao usadas poderao ser criadas clicando-se na se¢ao
Adicionar nova sub-rede e repita as etapas de 2 a 4 para cada sub-rede.

6. Quando terminar, clique em Criar sub-rede. Navegue até a pagina anterior para continuar com

as configuracgdes.



= v Subnets Create subnet

Create subnet ...

VPC

VPCID

wpe-0d3009a951 113639 (HA) =

Associated VPE CIDR:

1Pwd CIDRS
10100.0.0/16

Subnet settings

Specify the CIOR blocks and Availability Zane for the subnet.

Subnet 10f1

Subnaet name

: tame and a value that you specify
public.f1-CB000¢ 2

Availability Zone Info

o0 et Amazon chaose ome for you
United States (N. Virginia) / us-east-1a [ 3 L

1Pvd WPC CIDR black  Info
Ehoose the VPE's iPvd CIDR b

10.900.0.0/ 16 L

IPvd subnet CIDR black
10,100,100/ 24 4

3 3 A

¥ Tags - aptional
Kiey Valuie - aptianal
0, Mame X 0 public-R1-CBOO0V b4 Remave

Add new tag
o can sdd 49 miore tage

Remave

5 A
et

Na subsecao Subnet da secao Network Settings, clique no icone Refresh para obter as sub-redes
criadas na lista suspensa.

Etapa 6.3. Configurar as interfaces AMI

Na secao Network Settings, expanda a subseg¢ao Advanced Network configuration. Estas op¢des
sdo exibidas:



¥ Advanced network configuration

Network interface 1
Device index = Info Network interface  Info Description | Info
New Interface v | Public-R1
Subnet  Info Security groups  Info Auto-assign public IP | info
subnet-0be64fse74443d28f Select security groups ¥ |  C | Disable v |
IP addresses available: 249
Primary IP | Info Secondary IP | info IPv6 IPs  Info
| 10.100.10.254 |{ | setect v

The selected subnet does not support IPvE IPs.

IPv4 Prefixes  info IPv6 Prefixes Info Assign Primary IPv6 IP Info

[ select v -'|
The selected subnet does not support IPv6 prefixes because A primary IPv6 address is only compatible with subnets that
it does not have an IPvG CIDR. support IPvG,

Delete on termination  Info Interface type = Info Network card index  info

| No v | Select v

The selected instance type does not support mulripls!
network cards.

ENA Express  Info ENA Express UDP  info ENA queues Info

The selected instance type does not support ENA Express. The selected instance type does not support ENA Express. The selected instance type does not support ENA queues

Idle connection tracking timeout  Info
|| Enable

( Add network interface )

Neste menu, defina os parametros Description, Primary IP, Delete on termination.
Para o parametro Primary IP, use qualquer enderecgo IP, exceto o primeiro enderego disponivel da
sub-rede. Isso € usado internamente pela AWS.

O parametro Delete on termination neste exemplo esta definido como No. No entanto, isso pode
ser definido como sim, dependendo do seu ambiente.

Devido a essa topologia, uma segunda interface € necessaria para a sub-rede privada. Clique em
Add network interface e este prompt sera exibido. No entanto, a interface oferece a opgao de
selecionar a sub-rede desta vez:

Network interface 2

Device index Info Network interface  Info Description | Info
| New interface v | [ Private-R1 ]
Subnet  Info Security groups  Info Auto-assign public IP | Info
|| subnet-0a5f13361443951d2 v | Select security groups v (&) | Select v |
IP addresses available: 250

Primary IP  info Secondary IP  info IPv6 IPs  Info

| 10.100.110.254 | select v

The selected subnet does not support IPv6 IPs,



Depois que todos os parametros estiverem definidos como foi feito na Interface de rede 1,
continue com as proximas etapas.
Etapa 6.4. Definir o perfil da instancia IAM como AMI

Na secao Detalhes avangados, selecione a fungao |IAM criada no parametro perfil da instancia
IAM:

v Advanced details inf

Domain join directory | Info

| Select v | O Create new directory [

1AM instance profile | Info

route-table-change

v C Create new 1AM profile [
arn:aws:iam:0737139841 76 instance-profile/route-table-change
Hostname type | Info
| IP name v

DNS Hostname Info

Enable resource-based IPv4 (A record) DNS requests

Etapa 6.5. (Opcional) Definir as Credenciais no AMI

Na secao Detalhes avangados, navegue até a se¢ao Dados do usuario - opcional e aplique esta
configuracao para definir um nome de usuario € uma senha enquanto a instancia é criada:

ios-config-1="username <username> priv 15 pass <password>"



Note: O nome de usuario fornecido pelo AWS para SSH no C8000v pode estar listado
incorretamente como raiz. Altere isso para ec2-user se necessario.

Etapa 6.6. Finalizar a Configuracao da Instancia

Depois que tudo estiver configurado, clique em Iniciar instancia:



v Summary

Mumber of instances  Info

g "

1

. -

Software Image (AMI)

Cisco Catalyst 8000V for SD-WA...read more
ami-03cc286883c62bdee

Virtual server type (instance type)
c5n.large

Firewall (security group)
All traffic HA

Storage (volumes)
1 volumel(s) - 16 GIB

g ™

@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance
usage (or t3.micro where t2.micro isn't available) when
used with free tier AMIs, 750 hours per month of public
IPv4 address usage, 30 GiB of EBS storage, 2 million
I/Os, 1 GB of snapshots, and 100 GB of bandwidth to
the internet.

G Preview code



Etapa 6.7. Desativar a verificacao da origem/destino nos ENI

Depois que a Instancia for criada, desabilite a funcionalidade de verificagao de src/dst no AWS
para obter a conectividade entre interfaces na mesma sub-rede. Na se¢do EC2 Dashboard >
Network & Security > Network interfaces, selecione os ENIs e clique em Actions > Alterar
origem/destino. verificar.

Note: Vocé deve selecionar os ENIs um por um para disponibilizar essa opc¢ao.



e ECZ » Metwork interfaces @ @ B
¢ Networkcinterfaces (1/7) ws it ©[Cacioms o | GRS

Q, Search < @
Dashboard Detach
EC2 Global View [@ [-] Mame - | Network interface 1D v Subnet ID v VPCID Bl | Security group n... ¥ 5
elete
Events 0 eni-0a4340f4&f3f975b1 subnet-0488¢419198b04fk3 [3 vpe-0Bee365F2 cats-global-sg 3
Manage IP addresses

¥ Instances O semadrig-dev... eni-06b5e2592bcedddad subnet-0ca78afc3d9f74a7b [2 vpc-0Beeb365F2 jate address semadrig-devnet-ex... 5
Instaness | @ eni-0b5484e241918207b subnet-Ob6E4fEe74443d28F [2 vpc-0d30b9fad%  nycacenciate address Al traffic HA s
Instance Types (] eni-0e3315e55326d6ded subnet-0a5f13361443951d2 [2 vpc-0030091a%  Modify public hostname type Al traffic HA 5
Launch Templates O eni-0d9d8c101cbb 13652 subnet-Oc9TBafc3daf74a7h [3 vpc-0Bccb365f2  Change termination behavior semadrig-devnet-ex... H
Spot Requests O eni-07¢10f0e26Tc T Iebe subnet-0B0B52db28Sefdclic [A vpe-0141e83a4._ Change security grou Cisco Catalyst B00OV... 5
Savings Plans ] £ni-0556463389ff6d244 subnet-ObdacbaB3894b2¢5f [ vpe-0Bee636563  Change source/dest. check semadrig-devnet-ex.. s
Reserved Instances Manage tags
Dedicated Hosts Manage prefixes
Capatity Reservations Change description

v Images Modify idle connection tracking timeout
AMis Create flow log
AMI Catalog Manage ENA Express

Manage ENA queues

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

* Network & Security

Uma nova janela é exibida. No novo menu, desative a caixa de selegao Enable e clique em Save.

Change source/destination check

Network interface
eni-0b5484e24f918207b

Source/destination check
[7] Enable

Etapa 6.8. Criar e associar um IP elastico ao ENI publico da instancia

Na secdo EC2 Dashboard > Network & Security > Elastic IPs, clique em Allocate Elastic IP
address.

e EC2 > Elastic IP addresses @ ®

EC2 < Elastic IP addresses (2) i

© (aaion: )| D \

| Q, Find elastic IP addresses by attribute or tag [

1 @

Dashboard

EC2? Global View [A

Fvents

A pagina o conduz a outra segao. Para este exemplo, a opgdo Amazon pool of IPv4 addresses é
selecionada junto com a zona de disponibilidade us-east-1. Uma vez concluida, clique em
Allocate.



= ECZ » Elastic IP addresses > Allocate Elastic IP address

Allocate Elastic IP address i

Elastic IP address settings ..

Public IPv4 address pool
O Amazon's pool of IPvd addresses

Learn more [3

Natwork border group Infa
Q us-gast-1

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This can help improve the avallability and latency for your user traffic by using the Amazon global

network, Learm more [3

( Create accelerator [3

Tags - optional

A tag i a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Wo tags assedated with the resource.

" Add new tag )

Wou can add up to S0 mare tag

Canal

Quando o endereco IP for criado, atribua-o a interface publica da instancia. Na secdo EC2
Dashboard > Network & Security > Elastic IPs, clique em Actions > Associate Elastic IP address.

Elastic IP addresses (1/1) we

Q, Find elastic IP oddresses by ottribute or tag

: ’ Actions &  Allocate Elastic IP address

Wiew details

Release Elastic IP addresses

@

=
Assoclate Elastic IP address J

Public IPv4 address JE3 (" clear fitters )
Name © | Allocated IPvd addr...
[ 3

eipalloe-0948346735ab2017¢

v Privat

Update reverse DNS =
Enable transfers
Disable transfers
Accept transfers

Nesta nova sec¢ao, selecione a opgao Network interface e procure o ENI publico da interface
correspondente. Associe o endereco IP publico correspondente e clique em Associate.



Note: Para obter a ID ENI apropriada, navegue para a se¢ao EC2 Dashboard >
Instances. Em seguida, selecione a instancia e marque a se¢ao Networking. Procure o
endereco IP de sua interface publica para obter o valor ENI na mesma linha.



Associate Elastic IP address i

Choose the instance or network interface to associate to this Elastic IP address (& |

Elastic IP address: ©

Resource type

Choose the type of resource with which to associate the Elastic IP address
() Instance

|O Network interface

£\ If you associate an Elastic IP address with an instance that already has an Elastic IP address associated, the previously associated Elastic IP address will be
disassociated, but the address will still be allocated to your account. Learn more[7

If no private IP address is specified, the Elastic |P address will be associated with the primary private IP address.

Network interface

Q. eni-0b5484224f918207b x| ©
Private IP address
The private IP address with which to associate the Elastic IP address.,

Q. 10.100.10.253 x

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

Cancel Associate

Etapa 7. Repita a Etapa 6 para criar a segunda instancia do C8000v para HA

Consulte a se¢cao Topologia deste documento para obter as informagdes correspondentes para
cada interface e repita as mesmas etapas de 6.1 a 6.6.

Etapa 8. Repita a Etapa 6 para criar uma VM (Linux/Windows) no AMI Marketplace.

Para este exemplo, o servidor Ubuntu 22.04.5 LTS é selecionado no AMI Marketplace como o
host interno.

O ens5 é criado por padrao para a interface publica. Para este exemplo, crie uma segunda
interface (ens6 no dispositivo) para a sub-rede privada.

<tfroot>

ubuntu@ip-10-100-30-254:~% sudo apt install net-tools

ubuntu@ip-10-100-30-254:~$ ifconfig
ens5: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 30. 254

netmask 255.255.255.0 broadcast 10.100.30.255
inet6 fe80::51:19ff:fea2:1151 prefixlen 64 scopeid 0x20<1ink>
ether 02:51:19:a2:11:51 txqueuelen 1000 (Ethernet)
RX packets 1366 bytes 376912 (376.9 KB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 1417 bytes 189934 (189.9 KB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

ens6: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 130. 254



netmask 255.255.255.0 broadcast 10.100.130.255
inet6 fe80::3b:7eff:fead:dbe5 prefixlen 64 scopeid 0x20<Tink>
ether 02:3b:7e:ad:db:e5 txqueuelen 1000 (Ethernet)
RX packets 119 bytes 16831 (16.8 KB)
RX errors 0 dropped 0 overruns O frame 0O
TX packets 133 bytes 13816 (13.8 KB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Note: Se for feita alguma alteragao nas interfaces, sincronize a interface ou recarregue a
VM para aplicar essas alteracoes.

Etapa 9. Criar e Configurar um Gateway de Internet (IGW) para o VPC

Na se¢ao VPC Dashboard > Virtual Private Cloud > Internet Gateways, clique em Create

Internet Gateway.



e VPC > Internet gateways ® 6 B

VPC dashboard ¢ Internet gateways (3) info @j (" Actions v )| ( Create internet gateway

| Q. Find internet gateways by attribute or tag | 1 ]

Nesta nova seg¢éao, crie uma marca name para este gateway e clique em Create internet
gateway.

= VPC > Internet gateways » Create internet gateway @

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.
HA-internet-gateway| ]
Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional
Q, Mame x Q4 HA-internet-gateway b 4 \ Remove ;-

-\ Add new tag \,

You can add 43 mone Tags

Cancel Create internet gateway

Depois que o IGW for criado, anexe-o ao VPC correspondente. Navegue até a se¢cao VPC
Dashboard > Virtual Private Cloud > Internet Gateway e selecione o IGW correspondente.

Clique em Ag¢oes > Anexar ao VPC.

e VPC » Internet gateways © 6 B
VPC dashboard ¢ Internet gateways (1/1) e (;-, (" metions & ) ([ Create internet gateway
QL Find internet gateways by attribute or tog igw detai
EC2 Global View [3 r = —_—
[ Ha | x (" Clear filters ) _ Attach to VPC - &
Filter by VPC v =
Narre L Intérnet gateway ID w State v VPC ID M @ Jwiner
¥ Virtual private cloud arge tags _—
I HA-internet-gateway lgw-089adf1becd 7bdad 7 (=) Detached I - Delete internet gateway 1T3T13984176
our 5 —
Subnets

Nesta nova segéo, selecione o VPC chamado HA. Para este exemplo, clique em Anexar

gateway de Internet.

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPL

Q select a VPC

» AWS Command Line Interface command

cancel |[ Attach Internet gateway

O IGW deve indicar o estado Attached (Anexado) como mostrado:



e VPC » Internet gateways » igw-08%adf1bcedTbdad?

VPC dashboard <

EC2 Global View [3 Details inie

Filter by VPC A Internet gateway 1D

[0 igw-089adf1becd7hdad?

4

Virtual private cloud
Your VPCs

Subnets Tags

Route tables Q_Search tags

Internet gateways Key Value
Egress-only internet Hame

gateways

igw-089adf1bccd7bdad7 / HA-internet-gateway

State

) Attached

HA-internet-gateway

VPCID
vpe-0d30b9fa951 13639 | HA

o 6 &

| Actions ¥ )

Owner
[0 073713984176

(_ Manage tags )

1 @

Etapa 10. Criar e Configurar Tabelas de Rotas no AWS para sub-redes Publicas e

Privadas

Etapa 10.1. Criar e configurar a tabela de rotas publicas

Para estabelecer o HA nessa topologia, associe todas as sub-redes publicas e privadas em suas
tabelas de rota correspondentes. Na secao VPC Dashboard > Virtual Private Cloud > Route
tables, clique em Create route table.

Route tables (6) o

e @ e o
2 minutes ago

Q, Find route tables by attribute or tag

| Name

v |

Route table ID

® o B

1 e

v | Explicit subnet associ... ¥ | Edge associations ¥ | Main

Na nova secao, selecione o VPC correspondente para esta topologia. Depois de selecionado,

clique em Create route table.

Create route table i

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

Route table settings
Name - gptional

Create a tag with a key of 'Name' and a value that you specify.

Public-Routes

VPC

The VPC to use for this route table.

vpe-0d30b9fa9511f3639 (HA)

Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Key
Q. Name

You can add 49 more tags

X

Value - optional

Q. Public-Routes

X

Remove

Cancel Create route table

Na secao Tabelas de rota, selecione a tabela criada e clique em Ag¢des > Editar associagdes de

sub-rede.



e VPC > Route tables o & B
Route tables (1/1) s s ©  Create route table
VPC dashboard < nte B minutes ago
Q, Find route tables by attribute or tag View details
EC2 Global View [2
( public-routes | X] ( Clear filters ) Set main route table o
Flterbyvee v ||\ REIEIMES
Edit subnet associations
v Virtual private cloud Name v | Route table 1D v | Explicit subnet assocl... g et Main
Your VPCs [ Public-Routes rth-0d0e4825¢9b00635 3 subnets Edit route propagation No
Subnets Edit routes
Rotuite tables Manage tags
Internet gateways Delete route table
Egress-only internet
Em seguida, selecione as sub-redes correspondentes e clique em Salvar associagdes.
Edit subnet associations
Change which subnets are asseclated with this route table.
Available subnets (3/6)
[’ Q. [ilter subnet assaciations ]
public | X [ Clear filters ) 1 @
8 name v | subnetip w | 1Pvd ClIDR v | IpveCiDR v | Route table 1D v
B public-R1-C000v subnet-0b6648e74443d28F 10.100.10.0/24 rtb-0d0e48125¢5b00635 / Public-Routes
Public-¥M-linux-1¢ - fshmmond subnet-04fbSded39e3 77800 10.100.30.0/24 rtb-Od0ed5f25c5b00635 f Public-Routes
public-R2-CE000W subnet-02d8 108842195129 10.100.20.0/24 rtb-0d0e48f25c9b00635 / Public-Routes

Selected subnets

[ subinet-0b6641Ee74443d281 [ public-R1-CBO00w % ] [ subnet-04/b3ded39e3778bb / Public-VM-linw-1¢ - fsimmand ] [ subnet-02d8 1088421513129 [ public-R2-CEO0O ¥ ]

Cancel

Quando as sub-redes estiverem associadas, clique no hiperlink ID da tabela de rotas para
adicionar as rotas apropriadas para a tabela. Em seguida, clique em Edit Routes:

Route tables (1/1) o

( Q, Find route tables by attribute or tag

[ public-routes

X)

Name

( Clear filters )

v |

Route table

[ Public-Routes

rtb-0d0e48f25c9b00635

Para obter acesso a Internet, clique em Add route e vincule essa rota publica tabela com a IGW
criada na Etapa 9 com esses parametros. Depois de selecionado, clique em Salvar alteragdes:



Edit routes

Destination Target Statiis Propagated

1010000416 local v | @ Active He
Q loeal x
Q o00.0/0 b4 Internet Gateway Ll @ Active L]
Q. igw-0B9adf 1beed TbdadT X

cancel Save changes

Etapa 10.2. Criar e Configurar a Tabela de Rotas Privadas

Agora que a tabela de rotas publicas foi criada, replique as Etapas 10 para a rota privada e as
sub-redes privadas, com excec¢ao da adicao do gateway de Internet em suas rotas. Para este
exemplo, a tabela de roteamento se parece com isso, ja que o trafego para 8.8.8.8 deve passar
pela sub-rede privada neste exemplo:

Edit routes
Destination Target Status Propagated
10.100.0.0/ 16 local v | @ Active No
QL locat X
Q. 888832 x Network Interface v |l - No
Q, enl-0239fda341bddTed1 X

cancel save changes

Etapa 11. Verificar e configurar a configuragao basica da rede, a conversao de
enderecos de rede (NAT), o tunel GRE com BFD e o protocolo de roteamento

Depois que as Instancias e sua configuragao de roteamento no AWS estiverem preparadas,
configure os dispositivos:

Configuragao do C8000v R1:

interface Tunnell

ip address 192.168.200.1 255.255.255.0
bfd interval 500 min_rx 500 multiplier 3
tunnel source GigabitEthernetl

tunnel destination <Public IPv4 address of C8000v R2>
|

interface GigabitEthernetl

ip address 10.100.10.254 255.255.255.0
ip nat outside

negotiation auto

|

interface GigabitEthernet2

ip address 10.100.110.254 255.255.255.0
ip nat inside

negotiation auto

|

router eigrp 1

bfd interface Tunnell



network 192.168.200.0

passive-interface GigabitEthernetl

!

ip access-Tist standard 10

10 permit 10.100.130.0 0.0.0.255

!

ip nat inside source list 10 interface GigabitEthernetl overload
!

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.10.1

ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.110.1

Configuragéo do C8000v R2:

interface Tunnell

ip address 192.168.200.2 255.255.255.0

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel destination<Public IPv4 address of C8000v R1>
!

interface GigabitEthernetl

ip address 10.100.20.254 255.255.255.0

ip nat outside

negotiation auto

!

interface GigabitEthernet2

ip address 10.100.120.254 255.255.255.0

negotiation auto

!

router eigrp 1

bfd interface Tunnell

network 192.168.200.0

passive-interface GigabitEthernetl

!

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1
!

ip access-Tist standard 10

10 permit 10.100.130.0 0.0.0.255

!

ip nat inside source list 10 interface GigabitEthernetl overload
|

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1

Etapa 12. Configurar a alta disponibilidade (Cisco IOS® XE Denali 16.3.1a ou
posterior)

Agora que a redundancia e a conexao entre as VMs estao definidas, defina as configuragdes de
HA para definir as alteragdes de roteamento. Defina os valores Route-table-id, Network-interface-
id e CIDR que devem ser definidos apés um erro AWS HA, como BFD peer down.



Router(config)# redundancy

Router(config-red)# cloud provider aws (node-id)
bfd peer <IP address of the remote device>
route-table <Route table ID>

cidr 1ip <traffic to be monitored/prefix>

eni <Elastic network interface (ENI) ID>

region <region-name>

O parametro bfd peer esta relacionado ao endereco IP do par de tunel. Isso pode ser verificado
usando a saida de show bfd neighbor:

R1(config)#do sh bfd neighbors
IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul

O parametro route-table esta relacionado a ID da tabela de rota privada localizada na segao VPC
Dashboard > Virtual Private Cloud > Route Tables. Copie a ID da tabela de rota correspondente.

Route tables (2) o

|: Q, Find route tables by attribute or tag

Routes )(] ( Clear filters )

1| Name v | Routetable ID v
] Private-Routes rtb-093df10added26eb8

| Public-Routes rtb-0d0ed48f25¢9b00635

O parametro cidr ip esta relacionado com o prefixo de rota adicionado na tabela de rota privada
(rotas criadas na Etapa 10.2):



rtb-093df10a4de426eb8 / Private-Routes

DEtail.s Info

Route table ID
[C] rtb-093df10ad4de426ebs

VFC
vpc-0d30b8fa9511f3639 | HA

Routes Subnet associations

Routes (2)

Main
0] Yes

Owner ID
0] 073713984176

Edge associations Route propagation

| Q Fitter routes

Destination

8.8.8.8/32

10.100.0.0/16

v | Target

eni-0239fda341bdd7ed1 [

local

Tags

O parametro eni esta relacionado com a ID ENI da interface privada correspondente da Instancia
que esta sendo configurada. Para este exemplo, o ID ENI da interface GigabitEthernet2 da

instancia é usado:

Instances (1/3) e

Q, Find instance by attribute or tag (case-sensitive)

Bl o) @ ( Connect :) ( Instance state ¥ ) ( Actions ¥ )
1 minute ago

| | Allstates v |
[ fsimmond I X ] ( Clear filters ) 1 &
& | Name & ¢ | Instance ID | Instancestate ¢ | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zon

C8000v-R2-fsimmond -0a1a91794f919f641 @ stopped @ Q c5n.large - View alarms + us-east-1b

Ubuntu VM - fsimmond I-03a306e81a0b99864 (S stopped Q m5.large - View alarms + us-east-1c
[ CBO00v-R1-fsimmand | 1 -0b9a50a09b089b03a @ Running @& @ c5n.large @ 3/3 checks passec  View alarms + us-east-1a
i-0b9a50a09b089b03a (C8000v-R1-fsimmond) 8 v

Details Status and alarms Monitoring Security Storage Tags
VPCID Subnet ID Availability zone
I} vpc-0d30b9fag511f3633 (HA) [3 ID) subnet-Ob664f8e74443d28f (public-R1-C8000v) [ D) us-east-1a
QOutpost ID
> IP addresses info
» Hostname and DNS i+fe
v Network Interfaces (2) info
Q Filter network interfaces
Interface ID | Device index [ Card index [ Description | Public IPv4 address Private IPv4 address Private IPv4 DNS 1Pvi
D 0 & 10.100.10.254
- b L .100.10. - -
eni-06453881c13823696
n}
1 o - - 10.100.110.254 - -

eni-070e14fbfde0dse3b 3




O parametro region esta relacionado ao nome de cddigo encontrado na documentagao do AWS
para a regiao onde o VPC esta localizado. Para este exemplo, a regido us-east-1 € usada.

No entanto, essa lista pode mudar ou crescer. Para encontrar as atualizagdes mais recentes,
visite o documento AmazonRegion and AvailabilityZones.

Levando todas essas informagdes em consideracgao, aqui esta o exemplo de configuragéo para
cada roteador no VPC:

Exemplo de configuracao para C8000v R1:

redundancy

cloud provider aws 1
bfd peer 192.168.200.2
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32
eni eni-070el4fbfde0d8e3b
region us-east-1

Exemplo de configuragédo para C8000v R2:

redundancy

cloud provider aws 1
bfd peer 192.168.200.1
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32
eni eni-0239fda341b4d7e4l
region us-east-1

Verificacao

1. Verifique o status da instancia do C8000v R1. Confirme se a redundéncia de Tunel e Nuvem
esta ativa e em execugao.

R1#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul

R1l#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.200.2 Tul 10 00:16:52 2 1470 0 2


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

R1#show redundancy cloud provider aws 1
Provider : AWS node 1

BFD peer 192.168.200.2

BFD intf = Tunnell

route-table = rtb-093dfl0a4de426eb8
cidr = 8.8.8.8/32

eni = eni-070el4fbfde0d8e3b

region = us-east-1

2. Execute um ping continuo para 8.8.8.8 a partir da VM do Host que esta atras dos roteadores.
Certifique-se de que o ping esteja passando pela interface privada:

ubuntu@ip-10-100-30-254:~% ping -I ens6 8.8.8.8
PING 8.8.8.8 (8.8.8.8) from 10.100.130.254 ens6: 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 tt1=114 time=1.36 ms
64 bytes from 8.8.8.8: icmp_seq=2 tt1=114 time=1.30 ms
64 bytes from 8.8.8.8: icmp_seq=3 tt1=114 time=1.34 ms
64 bytes from 8.8.8.8: icmp_seq=4 tt1=114 time=1.28 ms
64 bytes from 8.8.8.8: icmp_seq=5 tt1=114 time=1.31 ms

3. Abra 0 AWS WebGUI e verifique o status da tabela de roteamento. O ENI atual pertence a
interface privada da instancia de R1:

rtb-093df10ad4de426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags
Routes (2) goth ¥
Q, Filter routes 1 c]
Destination 7 | Target
| 8.8.8.8/32 eni-070e14fbtde0dse3b [3
10.100.0.0/16 local

4. Dispare a alteragao de rota desligando a interface Tunnel1 na Instancia R1 para simular um
evento de failover de HA:

R1l#config t
R1(config)#interface tunnell
R1(config-if)#shut

5. Verifigue novamente na tabela route em AWS, o ID ENI foi alterado para o ID ENI da interface
privada do R2:



rtb-093df10a4ded426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags
Routes (2)
Q, Filter routes
Destination v | Target
8.8.8.8/32 eni-0239fda341b4d7ed1 [A
10.100.0.0/16 local

Troubleshooting

Estes sdo os pontos mais comuns que geralmente s&o esquecidos/configurados incorretamente
durante a recriagao da implantagao:

+ Verifique se os recursos estdo associados. Ao criar VPC, Sub-redes, Interfaces, Tabelas de
Rotas e assim por diante, muitos deles nao s&o associados uns aos outros
automaticamente. Eles ndo tém conhecimento um do outro.

+ Certifique-se de que o IP elastico e qualquer IP privado estejam associados as interfaces
corretas, com as sub-redes corretas, adicionadas a tabela de rotas correta, conectadas ao
roteador correto e ao VPC e zona corretos, vinculados a fungédo IAM e aos grupos de
seguranca.

+ Desabilitar verificacdo de Origem/Destino por ENI.
Caso vocé ja tenha verificado todos os pontos discutidos nesta se¢ao e o problema ainda

esteja presente, reuna essas saidas, teste o failover de HA, se possivel, e abra um caso no
Cisco TAC:

show redundancy cloud provider aws <node-id>
debug redundancy cloud all
debug ip http all



Sobre esta tradugao
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