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Introdução

Este documento lista a documentação da Cisco relacionada às tecnologias de Rede Virtual 
Privada (VPN - Virtual Private Network) para Secure Firewall ASA, Secure Firewall Threat 



Defense (FTD - Firewall Threat Defense), Secure Client e Cisco IOS/IOS-XE.

Pré-requisitos

Requisitos

Não existem requisitos específicos para este documento.

Componentes Utilizados

Este documento não se restringe a versões de software e hardware específicas.

As informações neste documento foram criadas a partir de dispositivos em um ambiente de 
laboratório específico. Todos os dispositivos utilizados neste documento foram iniciados com uma 
configuração (padrão) inicial. Se a rede estiver ativa, certifique-se de que você entenda o impacto 
potencial de qualquer comando.

Informações de Apoio

Este artigo é um guia de referência que inclui informações gerais, configuração ou documentos de 
solução de problemas relacionados às tecnologias VPN no Cisco Secure Firewall, Cisco Secure 
Client (incluindo AnyConnect) e Cisco IOS/IOS-XE. Os documentos nesta lista podem ser 
consultados antes de contratar o Cisco TAC.

Observação: Ajude-nos a melhorar!  
Se você encontrar algum documento relevante da Cisco relacionado a tecnologias VPN que 
não esteja listado neste documento, entre em contato conosco usando o botão Feedback à 
direita.

Documentação do Cisco Secure Firewall ASA

VPN site a site - Com base em políticas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em políticas)

Configurar um túnel IPSec IKEv1 site a site entre um ASA e 
um roteador Cisco IOS

VPN site a site (com base 
em políticas) Configurar um túnel VPN site a site com ASA e Strongswan

VPN site a site (com base 
em políticas) Configurar ASA para ASA Dynamic para Static IKEv1/IPsec

VPN site a site (com base 
em políticas)

Configurar túneis de site a site IPsec IKEv1 com o ASDM 
ou a CLI no ASA

VPN site a site (com base 
em políticas)

Configurar o túnel de site a site IKEv2 IPv6 entre o ASA e o 
FTD

/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/215884-configure-a-site-to-site-vpn-tunnel-with.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119007-config-asa9x-ike-ipsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html


VPN site a site (com base 
em políticas)

Configurar VPN baseada em política e baseada em rota do 
ASA e do FTD para o Microsoft Azure

VPN site a site (com base 
em políticas)

Configurar o túnel IKEv2 site a site entre o ASA e o 
roteador

VPN site a site (com base 
em políticas)

Exemplo de configuração de túnel VPN IKEv2 de site para 
site dinâmico entre dois ASAs

VPN site a site (com base 
em políticas)

Solução de problemas de implementações de VPN site a 
site

VPN site a site (com base 
em políticas)

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN site a site (com base 
em políticas)

Usar depurações ASA IKEv2 para VPN site a site com 
PSKs

VPN de site para site - baseada em rota / interface de túnel virtual (VTI)

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em rota) Configurar a Conexão VTI IPsec ASA com o Azure

VPN site a site (com base 
em rota)

Configurar interfaces de túnel virtual ASA no cenário de 
ISP duplo

VPN site a site (com base 
em rota)

Configurar VPN baseada em política e baseada em rota 
do ASA e do FTD para o Microsoft Azure

VPN site a site (com base 
em rota)

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN site a site (com base 
em rota)

Usar depurações ASA IKEv2 para VPN site a site com 
PSKs

VPN de acesso remoto (RAVPN)

Recurso/tecnologia Artigos relacionados Tags
VPN de acesso remoto 
ASA

AnyConnect via IKEv2 para ASA com AAA e autenticação 
de certificado

VPN de acesso remoto 
ASA

ASA IKEv2 RA VPN com clientes VPN Windows 7 ou 
Android e configuração de autenticação de certificado

VPN de acesso remoto 
ASA

Classificação de SGT VPN ASA versão 9.2 e exemplo de 
configuração de aplicação

VPN de acesso remoto 
ASA

ASA: VPN de acesso remoto (AnyConnect) no modo 
multicontexto

VPN de acesso remoto 
ASA

Configurar um endereço IP estático em uma VPN de 
acesso remoto do AnyConnect com ISE e AD

VPN de acesso remoto Configurar Autenticação do AD (LDAP) e Identidade de 

https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html


ASA Usuário no FTD Gerenciado pelo FDM para Clientes 
AnyConnect

VPN de acesso remoto 
ASA

Configurar autenticação do AD (LDAP) e identidade do 
usuário no FTD gerenciado pelo FMC para clientes 
AnyConnect

VPN de acesso remoto 
ASA Configurar o acesso do cliente AnyConnect à LAN local

VPN de acesso remoto 
ASA

Configurar o bloqueio do AnyConnect e ocultar o 
AnyConnect da lista Adicionar ou remover programas do 
Windows

VPN de acesso remoto 
ASA

Configurar o túnel VPN de gerenciamento do AnyConnect 
no ASA

VPN de acesso remoto 
ASA

Configure o AnyConnect PerApp VPN para iOS com o 
Meraki System Manager

VPN de acesso remoto 
ASA

Configurar o AnyConnect Secure Mobility Client para Linux 
com a autenticação de certificado de cliente em um ASA

VPN de acesso remoto 
ASA

Configurar o AnyConnect Secure Mobility Client com senha 
única

VPN de acesso remoto 
ASA

Configurar o Anyconnect VPN Client no FTD: Servidor 
DHCP para Atribuição de Endereço

VPN de acesso remoto 
ASA

Configurar o tráfego de retorno do AnyConnect VPN Client 
no ASA 9.X

VPN de acesso remoto 
ASA Configurar o AnyConnect com autenticação LDAP no CSM 

VPN de acesso remoto 
ASA Configurar o AnyConnect com autenticação Radius no CSM

VPN de acesso remoto 
ASA

Configurar a autenticação do ASA AnyConnect Secure 
Mobility Client

VPN de acesso remoto 
ASA

Configurar ASA AnyConnect VPN com Duo MFA e Acesso 
Condicional do Microsoft Azure por SAML

VPN de acesso remoto 
ASA

Configurar o ASA como um servidor de CA local e headend 
do AnyConnect

VPN de acesso remoto 
ASA

Configurar o ASA como o gateway SSL para clientes 
AnyConnect usando a autenticação baseada em vários 
certificados

VPN de acesso remoto 
ASA

Configurar o encapsulamento de divisão dinâmica 
ASA/AnyConnect

VPN de acesso remoto 
ASA Configurar scripts do Secure Client (AnyConnect)

VPN de acesso remoto 
ASA

Configurar cliente seguro com tunelamento dividido em um 
ASA

VPN de acesso remoto 
ASA

Configurar o SSL Anyconnect com autenticação do ISE e 
atributo de classe para mapeamento de política de grupo

VPN de acesso remoto Implantar políticas de acesso dinâmico (DAP) do ASA 9.X

https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/security-manager-versions-418-/220645-configure-anyconnect-with-ldap-authentic.pdf
https://www.cisco.com/c/pt_br/support/docs/security/security-manager-versions-418-/220652-configure-anyconnect-with-radius-authent.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/220648-configure-secure-client-anyconnect-scr.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html


ASA
VPN de acesso remoto 
ASA

Integre o SSO SAML Duo com o Acesso Remoto Seguro do 
Anyconnect usando a Postura do ISE

VPN de acesso remoto 
ASA

Exemplo de configuração de mapas de atributos LDAP do 
usuário

VPN de acesso remoto 
ASA Processo de eleição do ASA VPN Load Balancing Diretor

VPN de acesso remoto 
ASA

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN de acesso remoto 
ASA

ASA: práticas recomendadas para otimização de 
desempenho de VPN de acesso remoto (AnyConnect)

VPN SSL sem cliente

Recurso/tecnologia Artigos relacionados Tags

VPN SSL sem cliente Notas de versão do Cisco ASA Series, 9.17(x): Sem suporte 
para VPN SSL sem cliente no 9.17(1) e posterior

VPN SSL sem cliente Exemplo de configuração de acesso sem cliente ASA com o 
uso do Citrix Receiver em dispositivos móveis

VPN SSL sem cliente Exemplo de Configuração de Tráfego VPN SSL Sem Cliente 
ASA sobre Túnel LAN a LAN IPsec

VPN SSL sem cliente ASA: Exemplo de Configuração de Túnel Inteligente Usando 
ASDM

VPN SSL sem cliente Configurar VPN SSL sem cliente (WebVPN) no ASA

Public Key Infrastructure (PKI)

Recurso/tecnologia Artigos relacionados Tags

PKI Instalar e renovar certificados no ASA gerenciado pelo 
ASDM

PKI Instalar e renovar certificados no ASA gerenciado pela CLI

Diversos

Recurso/tecnologia Artigos relacionados Tags
Diversos Exemplos de configuração de QoS no Cisco ASA

/content/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118078-technote-vpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
/content/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
/content/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client-tools/220282-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/82310-qos-voip-vpn.html


Documentação do Cisco Secure Firewall Threat Defense (FTD)

VPN site a site - Com base em políticas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em políticas)

VPNs site a site: Cisco Secure Firewall Management 
Center Device Configuration Guide, 7.4

VPN site a site (com base 
em políticas)

Configurar o failover para túneis de site a site IPSec com 
links de ISP de backup no FTD gerenciado pelo FMC

VPN site a site (com base 
em políticas) Configurar FTD BGP sobre IPSec VPN

VPN site a site (com base 
em políticas)

Configurar o túnel de site a site IKEv2 IPv6 entre o ASA e 
o FTD

VPN site a site (com base 
em políticas)

Configurar VPN baseada em política e baseada em rota 
do ASA e do FTD para o Microsoft Azure

VPN site a site (com base 
em políticas)

Configurar túneis Umbrella SIG com o Cisco Secure 
Firewall

VPN site a site (com base 
em políticas)

Migração do ASA para o Firepower Threat Defense — 
túnel de site a site baseado em mapa de criptografia 
dinâmico no FTD

VPN site a site (com base 
em políticas)

Monitoramento e solução de problemas de VPN: Guia de 
configuração de dispositivos do Cisco Secure Firewall 
Management Center, 7.4

VPN site a site (com base 
em políticas)

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN site a site (com base 
em políticas)

Usar depurações ASA IKEv2 para VPN site a site com 
PSKs

VPN de site para site - baseada em rota / interface de túnel virtual (VTI)

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em rota)

VPNs site a site: Cisco Secure Firewall Management 
Center Device Configuration Guide, 7.4

VPN site a site (com base 
em rota)

Configurar o DVTI com protocolos de roteamento 
dinâmico no firewall seguro

VPN site a site (com base 
em rota) Configurar DVTI com Multi-SA no Firewall Seguro

VPN site a site (com base 
em rota)

Configurar VPN baseada em política e baseada em rota 
do ASA e do FTD para o Microsoft Azure

VPN site a site (com base 
em rota)

Configurar o túnel VPN site a site baseado em rota no 
FTD gerenciado pelo FMC

VPN site a site (com base Configurar túneis Umbrella SIG com o Cisco Secure 

/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/security-vpn/216709-configure-failover-for-ipsec-site-to-sit.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/security-vpn/216709-configure-failover-for-ipsec-site-to-sit.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/216085-configure-ftd-bgp-over-ipsec-vpn.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
/content/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
/content/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
/content/dam/en/us/td/docs/security/firepower/migration-tool/migration-guide/s2s_dyn-map_psk.pdf
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-s2s.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/security-vpn/220322-configure-dvti-with-multi-sa-on-secure-f.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall


em rota) Firewall

VPN site a site (com base 
em políticas)

Monitoramento e solução de problemas de VPN: Guia de 
configuração de dispositivos do Cisco Secure Firewall 
Management Center, 7.4

VPN site a site (com base 
em políticas)

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN site a site (com base 
em políticas)

Usar depurações ASA IKEv2 para VPN site a site com 
PSKs

VPN de acesso remoto (RAVPN)

Recurso/tecnologia Artigos relacionados Tags

VPN de acesso remoto 
FTD

VPN de acesso remoto: Guia de configuração de 
dispositivo do Cisco Secure Firewall Management Center, 
7.4

VPN de acesso remoto 
FTD

Implementação da política de acesso dinâmico (DAP) no 
FTD com diferentes casos de uso 

VPN de acesso remoto 
FTD

Configurar Autenticação Baseada em Certificado do 
Anyconnect para Acesso Móvel

VPN de acesso remoto 
FTD

Configurar o túnel de divisão dinâmica do AnyConnect no 
FTD gerenciado pelo FMC

VPN de acesso remoto 
FTD

Configurar os módulos do AnyConnect para VPN de 
acesso remoto em FTD

VPN de acesso remoto 
FTD Configurar o AnyConnect Remote Access VPN no FTD

VPN de acesso remoto 
FTD

Configurar o AnyConnect SSO com Duo e mapeamento 
LDAP no firewall seguro

VPN de acesso remoto 
FTD

Configurar o AnyConnect VPN no FTD usando o Cisco 
ISE como um servidor RADIUS com CA raiz do Windows 
Server 2012

VPN de acesso remoto 
FTD

Configurar o Anyconnect com autenticação SAML no FTD 
Gerenciado via FMC

VPN de acesso remoto 
FTD

Configurar autenticação de certificado e autenticação 
SAML DUO

VPN de acesso remoto 
FTD

Configurar Atribuição de Política de Grupo Dinâmica com 
SAML no Firewall Seguro para Cliente Seguro

VPN de acesso remoto 
FTD

Configurar Mapa de Atributos LDAP para RAVPN no FTD 
Gerenciado pelo FDM 

VPN de acesso remoto 
FTD Configurar o acesso de LAN local para cliente seguro

VPN de acesso remoto 
FTD Configurar Cifras TLS e DTLS Modernas para RAVPN

VPN de acesso remoto Configurar o gerenciamento de senhas usando LDAPs 

https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-remote-access.html
/content/en/us/td/docs/security/secure-firewall/management-center/cluster/ftd_dap_usecases.html
/content/en/us/td/docs/security/secure-firewall/management-center/cluster/ftd_dap_usecases.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220247-configure-anyconnect-dynamic-split-tunne.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220247-configure-anyconnect-dynamic-split-tunne.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216495-configure-anyconnect-modules-for-remote.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220672-configure-anyconnect-sso-with-duo-and-ld.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220672-configure-anyconnect-sso-with-duo-and-ld.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/213905-configure-anyconnect-vpn-on-ftd-using-ci.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/216268-configure-anyconnect-with-saml-authentic.html
https://www.cisco.com/c/pt_br/support/docs/security/firepower-ngfw/216268-configure-anyconnect-with-saml-authentic.html
https://www.cisco.com/c/pt_br/support/docs/security/duo/220600-configure-certificate-authentication-d.html
https://www.cisco.com/c/pt_br/support/docs/security/duo/220600-configure-certificate-authentication-d.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/221173-configure-dynamic-group-policy-assignmen.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/221173-configure-dynamic-group-policy-assignmen.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-threat-defense/220566-configure-ldap-attribute-map-for-ravpn-o.html%20
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-threat-defense/220566-configure-ldap-attribute-map-for-ravpn-o.html%20
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/221024-configure-local-lan-access-for-secure-cl.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/220609-configure-modern-tls-and-dtls-ciphers-fo.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220880-configure-password-management-using-ldap.html


FTD para VPN RA no FTD gerenciado pelo FMC
VPN de acesso remoto 
FTD

Configurar a VPN RA com autenticação e autorização 
LDAP para FTD 

VPN de acesso remoto 
FTD

Configurar a VPN de Acesso Remoto no FTD Gerenciado 
pelo FDM

VPN de acesso remoto 
FTD Configurar SSL AnyConnect Management VPN no FTD

VPN de acesso remoto 
FTD

Configurar SSL Secure Client com autenticação local no 
FTD

VPN de acesso remoto 
FTD

Migração do DAP e do HostScan do ASA para o FDM 
através da API REST

VPN de acesso remoto 
FTD

Autenticação de dois fatores Duo para VPN Cisco 
Firepower Threat Defense (FTD) com AnyConnect

VPN de acesso remoto 
FTD Gerar relatórios FMC para usuários de VPN

VPN de acesso remoto 
FTD

Monitoramento e solução de problemas de VPN: Guia de 
configuração de dispositivos do Cisco Secure Firewall 
Management Center, 7.4

VPN de acesso remoto 
FTD

Solucionar problemas comuns de comunicação do 
AnyConnect no FTD

VPN de acesso remoto 
FTD

Solucionar problemas comuns de VPN IPsec de acesso 
remoto e L2L

VPN de acesso remoto 
FTD

Solucione problemas de falha de instalação de arquivo 
PKCS#12 com algoritmos PBE não compatíveis com 
FIPS

VPN de acesso remoto 
FTD

Implantação do AnyConnect com Firepower Threat 
Defense com postura e MFA

Acesso à rede com confiança zero (ZTNA)

Recurso/tecnologia Artigos relacionados Tags

Acesso de Confiança 
Zero

Zero Trust Access: Cisco Secure Firewall Management 
Center Device Configuration Guide, 7.4 (Acesso sem 
confiabilidade: Guia de configuração de dispositivos do 
Cisco Secure Firewall Management Center, 7.4)

Acesso de Confiança 
Zero

Configurar a Implantação de Acesso Remoto Zero Trust no 
Firewall Seguro

Public Key Infrastructure (PKI)

Recurso/tecnologia Artigos relacionados Tags

https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220880-configure-password-management-using-ldap.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216313-configure-ra-vpn-using-ldap-authenticati.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216313-configure-ra-vpn-using-ldap-authenticati.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215532-configure-remote-access-vpn-on-ftd-manag.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/secure-socket-layer-ssl/217040-configure-ssl-anyconnect-management-vpn.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217352-configure-ssl-anyconnect-with-local-auth.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217352-configure-ssl-anyconnect-with-local-auth.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216462-dap-and-hostscan-migration-from-asa-to-f.html
https://www.cisco.com/c/pt_br/support/docs/network-management/remote-access/216462-dap-and-hostscan-migration-from-asa-to-f.html
https://duo.com/docs/cisco-firepower
https://duo.com/docs/cisco-firepower
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-management-center/221440-generate-fmc-reports-for-vpn-users.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/vpn-monitoring.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216180-troubleshoot-common-anyconnect-communica.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216180-troubleshoot-common-anyconnect-communica.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/216234-troubleshoot-pkcs-12-file-installation-f.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/216234-troubleshoot-pkcs-12-file-installation-f.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/216234-troubleshoot-pkcs-12-file-installation-f.html
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-2348#/session/16360599963210017XB4
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-2348#/session/16360599963210017XB4
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/ztap.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-threat-defense/221242-configure-clientless-ztna-remote-access.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-threat-defense/221242-configure-clientless-ztna-remote-access.html


PKI Instalar e Renovar Certificado no FTD Gerenciado pelo FDM

PKI Instalar e Renovar Certificados no FTD Gerenciado pelo 
FMC

Documentação do Cisco Secure Client (incluindo AnyConnect)

Diversos

Recurso/tecnologia Artigos relacionados Tags

Cisco Secure Client Documentação do produto Cisco Secure Client (incluindo 
AnyConnect)

Cisco Secure Client Guia do administrador do Cisco Secure Client (incluindo 
AnyConnect), versão 5.1

Cisco Secure Client Guia do administrador do Cisco Secure Client (incluindo 
AnyConnect), versão 5

Cisco Secure Client Referência de implementação e desempenho/escalabilidade 
do AnyConnect para a preparação da COVID-19

Cisco Secure Client Usar detecção e correção do portal cativo AnyConnect
Cisco Secure Client Configuração do AnyConnect NVM e Splunk para CESA

Cisco Secure Client Personalizar a instalação do módulo Anyconnect em 
endpoints MAC

Cisco Secure Client Guia de solução de problemas de seleção de gateway ideal 
do AnyConnect

Cisco Secure Client Examinar o comportamento das consultas DNS e da 
resolução de nomes de domínio 

Cisco Secure Client Corrigir interrupções no fluxo de tráfego causadas por 
reconexões do AnyConnect 

Cisco Secure Client Coletar registros do AnyConnect DART no aplicativo iOS

Cisco Secure Client Solucionar problemas de consultas DNS do AnyConnect para 
mus.cisco.com

Cisco Secure Client Solucionar problemas de inclusão de telemetria do módulo de 
visibilidade de rede do AnyConnect na análise de rede segura

Cisco Secure Client Solução de problemas de telefone AnyConnect VPN - 
Telefones IP, ASA e CUCM

Cisco Secure Client Opções de integração Duo para Cisco AnyConnect VPN com 
ASA e FTD

Documentação do Cisco IOS/IOS-XE

https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/215850-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/pt_br/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
https://www.cisco.com/c/pt_br/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/118086-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200600-Install-and-Configure-Cisco-Network-Visi.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217216-gather-anyconnect-dart-logs-on-ios-app.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832


VPN site a site - Com base em políticas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em políticas) Configurando a segurança para VPNs com IPsec

VPN site a site (com base 
em políticas)

Configurar o túnel IKEv2 site a site entre o ASA e o 
roteador

VPN site a site (com base 
em políticas)

Exemplo de configuração de IKEv1/IKEv2 entre Cisco 
IOS e strongSwan

VPN site a site (com base 
em políticas)

Fundamentos de VPN IPsec com base em mapa de 
criptografia - negociação e configuração

VPN de site para site - baseada em rota / interface de túnel virtual (VTI)

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base 
em rota) Interface de Túnel Virtual IPsec

VPN site a site (com base 
em rota)

Configurar uma Interface de Túnel Virtual Multi-SA em um 
Roteador Cisco IOS XE

VPN site a site (com base 
em rota) Configurando IKEv2 VRF aware SVTI

Dynamic Multipoint VPN (DMVPN)

Recurso/tecnologia Artigos relacionados Tags

DMVPN Documentação do produto Dynamic Multipoint VPN 
(DMVPN)

DMVPN Cisco Dynamic Multipoint VPN: dados técnicos de 
comunicações simples e seguras de filial para filial

DMVPN DMVPN - Conceitos e configuração
DMVPN Endereçamento IP: Guia de configuração de NHRP

DMVPN Aprimoramentos de switching de atalhos para NHRP em 
redes DMVPN

DMVPN Configurar DMVPN hierárquica de fase 3 com spokes de 
várias sub-redes

DMVPN Túneis dinâmicos DMVPN entre raios por trás de um 
dispositivo NAT

DMVPN Exemplo de configuração de hub DMVPN como servidor CA 
para a rede DMVPN
Guia de solução de problemas de depurações da fase 1 do DMVPN

/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cfg-vpn-ipsec-0.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
/content/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/zZ-Archive/IPsec_Virtual_Tunnel_Interface.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/214938-configuring-ikev2-vrf-aware-svti.html
https://www.cisco.com/c/pt_br/support/security/dynamic-multipoint-vpn-dmvpn/series.html
https://www.cisco.com/c/pt_br/support/security/dynamic-multipoint-vpn-dmvpn/series.html
/content/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
/content/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
https://learningnetwork.cisco.com/s/article/dmvpn-concepts-amp-configuration
/content/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-16/nhrp-xe-16-book.pdf
/content/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
/content/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
/content/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/117688-config-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/117688-config-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/116957-technote-dmvpn-00.html


DMVPN

DMVPN Implementar o design de várias sub-redes da fase 3 do 
DMVPN

DMVPN Solucionar problemas de redirecionamento de NHRP da fase 
3 do DMVPN

DMVPN DMVPN desmistificante

Public Key Infrastructure (PKI)

Recurso/tecnologia Artigos relacionados Tags
PKI Formatos de dados PKI
PKI Visão Geral do Protocolo Simples de Registro de Certificado

PKI Guia de implantação do IOS PKI: projeto e implantação 
iniciais

PKI Processos de Intercâmbio de Pacotes IOS IKEv1 e IKEv2 
para Perfis com Vários Certificados

PKI Solucionar erros 404 recebidos da CA do Cisco IOS para 
implantações em larga escala

Acesso remoto FlexVPN

Recurso/tecnologia Artigos relacionados Tags
Acesso remoto FlexVPN Documentação do produto Cisco FlexVPN
Acesso remoto FlexVPN Dados técnicos do Cisco IOS FlexVPN

Acesso remoto FlexVPN Exemplo de configuração do AnyConnect para o headend 
do IOS sobre IPsec com IKEv2 e certificados 

Acesso remoto FlexVPN Configurar o AnyConnect Flexvpn com autenticação EAP 
e DUO

Acesso remoto FlexVPN Configurar o FlexVPN IKEv2 para clientes internos do 
Windows 

Acesso remoto FlexVPN Configurar FlexVPN: acesso remoto IKEv2 do 
AnyConnect com banco de dados de usuário local

Acesso remoto FlexVPN Configurar a postura do ISE com o FlexVPN

Acesso remoto FlexVPN Configurar o acesso remoto (SDRA) SD-WAN com 
AnyConnect e ISE Server

Acesso remoto FlexVPN Exemplo de configuração do cliente IKEv2 FlexVPN e 
Anyconnect 

Acesso remoto FlexVPN Implantação do FlexVPN: acesso remoto IKEv2 do 
AnyConnect com EAP-MD5 

Acesso remoto FlexVPN Exemplo de configuração de acesso remoto com 
reconhecimento de VRF do FlexVPN 

https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/116957-technote-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/220217-consider-dmvpn-phase3-routing-for-multi.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/220217-consider-dmvpn-phase3-routing-for-multi.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/218427-troubleshoot-dmvpn-phase3-nhrp-redirect.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/218427-troubleshoot-dmvpn-phase3-nhrp-redirect.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKSEC-3052#/session/16360601741440017UHN
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client/116039-pki-data-formats-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/211333-IOS-PKI-Deployment-Guide-Initial-Design.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/211333-IOS-PKI-Deployment-Guide-Initial-Design.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/117633-technote-ISAKMP-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/117633-technote-ISAKMP-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/118734-probsol-ca-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/118734-probsol-ca-00.html
https://www.cisco.com/c/pt_br/support/security/flexvpn/series.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115014-flexvpn-guide-cert-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115014-flexvpn-guide-cert-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220471-configure-flexvpn-ikev2-for-windows-buil.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220471-configure-flexvpn-ikev2-for-windows-buil.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html
https://www.cisco.com/c/pt_br/support/security/flexvpn/products-configuration-examples-list.html#:~:text=Configure%20ISE%20Posture%20with%20FlexVPN
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/217697-configure-sd-wan-remote-access-sdra-wi.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/217697-configure-sd-wan-remote-access-sdra-wi.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115941-flexvpn-ikev2-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115941-flexvpn-ikev2-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116000-flexvpn-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116000-flexvpn-config-00.html


Acesso remoto FlexVPN Exemplo de configuração do FlexVPN com criptografia de 
última geração 

Acesso remoto FlexVPN IKEv2 do Android strongSwan para Cisco IOS com EAP e 
autenticação RSA 

Acesso remoto FlexVPN IKEv2 com cliente VPN ágil e autenticação de certificado 
do Windows 7 IKEv2 no FlexVPN 

Acesso remoto FlexVPN Projeto de criptografia avançada de acesso remoto 
FlexVPN, IoT e site a site

FlexVPN 

Recurso/tecnologia Artigos relacionados Tags
FlexVPN Documentação do produto Cisco FlexVPN
FlexVPN Dados técnicos do Cisco IOS FlexVPN

FlexVPN Configurar ZTD (Zero Touch Deployment, implantação zero-
touch) de escritórios/spokes remotos da VPN

FlexVPN Configurando o FlexVPN spoke to spoke

FlexVPN Exemplo de configuração de migração de software DMVPN para 
FlexVPN

FlexVPN Configuração dinâmica do FlexVPN com listas de atributos AAA 
locais

FlexVPN Exemplo de configuração de hub duplo FlexVPN HA
FlexVPN Exemplo de configuração de site a site do FlexVPN 

FlexVPN Exemplo de configuração do spoke da FlexVPN no design de hub 
redundante com uma abordagem de nuvem dupla

FlexVPN Exemplo de configuração de spoke do FlexVPN no design de hub 
redundante com bloco de cliente do FlexVPN 

FlexVPN FlexVPN: Exemplo de configuração de implantação de IPv6 em 
um hub e spoke 

FlexVPN Migração forçada de DMVPN para FlexVPN em um hub diferente 
FlexVPN Guia de configuração de L2TPv3 sobre FlexVPN 

FlexVPN Migrar do EzVPN-NEM+ legado para o FlexVPN no mesmo 
servidor

Acesso Remoto VPN SSL

Recurso/tecnologia Artigos relacionados Tags
Acesso Remoto VPN SSL Documentação do produto Cisco IOS SSL VPN

Acesso Remoto VPN SSL Exemplo de configuração da conexão do telefone VPN do 
AnyConnect com um roteador Cisco IOS
Configurar o AnyConnect SSL VPN para ISR4k com Acesso Remoto VPN SSL

https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115730-flexvpn-suiteb-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115730-flexvpn-suiteb-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115907-config-flexvpn-wcca-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115907-config-flexvpn-wcca-00.html
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-3054#/session/16360600840250017x8G
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-3054#/session/16360600840250017x8G
https://www.cisco.com/c/pt_br/support/security/flexvpn/series.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/200031-Zero-Touch-Deployment-ZTD-of-VPN-Remot.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/200031-Zero-Touch-Deployment-ZTD-of-VPN-Remot.html
https://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116678-configure-product-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116678-configure-product-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116032-flexvpn-aaa-config-example-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116032-flexvpn-aaa-config-example-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/118888-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115782-flexvpn-site-to-site-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116412-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116412-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116528-config-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116528-config-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115727-flexvpn-hard-hub-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116207-configure-l2tpv3-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115013-flexvpn-migration-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115013-flexvpn-migration-00.html
https://www.cisco.com/c/pt_br/support/security/ios-sslvpn/series.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/authentication-authorization-accounting-aaa/116313-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/authentication-authorization-accounting-aaa/116313-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/ios-ssl-vpn/220267-configure-anyconnect-ssl-vpn-for-isr4k-w.html


autenticação local

Acesso Remoto VPN SSL Usar o AnyConnect para configurar a VPN SSL básica 
para o headend do roteador com CLI

VPN de transporte criptografado de grupo (GETVPN)

Recurso/tecnologia Artigos relacionados Tags

GETVPN Documentação do produto Transporte de VPN criptografado 
em grupo

GETVPN Alteração de Comportamento de Rechaveamento GETVPN 
KEK

GETVPN Guia de projeto e implementação de GETVPN (Group 
Encrypted Transport VPN)

GETVPN Guia de configuração de segurança e VPN, Cisco IOS XE 
17.x

GETVPN Guia de solução de problemas do GETVPN

Chave de troca de Internet (IKE) / IPsec

Recurso/tecnologia Artigos relacionados Tags

IKE/IPsec
IKEv2 com Marcação em linha TrustSec SGT e exemplo de 
configuração de firewall baseado em zona com 
reconhecimento de SGT 

IKE/IPsec Regras de seleção IOS IKEv1/IKEv2 para conjuntos de teclas 
e perfis - Guia de solução de problemas

IKE/IPsec Depurações IPSec e IKE do IOS - Troubleshooting do Modo 
Principal do IKEv1

IKE/IPsec Solucionar problemas de depuração do IOS IKEv2 para VPN 
site a site com PSKs 

IKE/IPsec Solucionar Falhas de Verificação de Antirrepetição de IPsec
IKE/IPsec Entender o protocolo IKEv1 IPsec

IKE/IPsec Verificar Erros %RECVD_PKT_INV_SPI de IPsec e 
Informações Inválidas do Recurso de Recuperação de SPI 

IKE/IPsec Dicas de Troubleshooting de VPN Site a Site

Diversos

Recurso/tecnologia Artigos relacionados Tags

Diversos Suporte à criptografia de próxima geração do Cisco IOS e 
IOS-XE

https://www.cisco.com/c/pt_br/support/docs/security/ios-ssl-vpn/220267-configure-anyconnect-ssl-vpn-for-isr4k-w.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/pt_br/support/security/group-encrypted-transport-vpn/series.html
https://www.cisco.com/c/pt_br/support/security/group-encrypted-transport-vpn/series.html
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Diversos Solucionar erros %CERM-4-TX_BW_LIMIT nas plataformas 
do roteador ISR 

Diversos
Identificar e Solucionar Problemas de Flaps IGP, Perda de 
Pacotes ou Bounce de Túnel em um Túnel VPN com EEM e 
SLAs IP

Diversos Entender as manutenções de atividades de túnel GRE

Ferramentas da Cisco

Ferramenta Link para a ferramenta Tags
Captura de pacotes 
Cisco Packet Capture Configuration Generator and Analyzer

Avaliador de 
desempenho Avaliador de desempenho do Cisco Secure Firewall (RA-VPN)

Cisco RADKit Kit de desenvolvimento de automação remota (RADKit) da Cisco

Informações Relacionadas

Para obter assistência adicional, entre em contato com o Technical Assistance Center 
(TAC). É necessário um contrato de suporte válido: Contatos de suporte da Cisco no mundo 
inteiro.

•

Suporte Técnico e Documentação - Cisco Systems•
Não perca! Mergulhe no mundo emocionante do Guia de referência do Secure Firewall•
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Sobre esta tradução
A Cisco traduziu este documento com a ajuda de tecnologias de tradução automática e
humana para oferecer conteúdo de suporte aos seus usuários no seu próprio idioma,
independentemente da localização.
 
Observe que mesmo a melhor tradução automática não será tão precisa quanto as realizadas
por um tradutor profissional.
 
A Cisco Systems, Inc. não se responsabiliza pela precisão destas traduções e recomenda
que o documento original em inglês (link fornecido) seja sempre consultado.


