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Informacdes Relacionadas

Introducao

Este documento lista a documentacao da Cisco relacionada as tecnologias de Rede Virtual
Privada (VPN - Virtual Private Network) para Secure Firewall ASA, Secure Firewall Threat



Defense (FTD - Firewall Threat Defense), Secure Client e Cisco I0S/I0OS-XE.
Pré-requisitos

Requisitos

Nao existem requisitos especificos para este documento.

Componentes Utilizados

Este documento ndo se restringe a versdes de software e hardware especificas.

As informacodes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratério especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a rede estiver ativa, certifique-se de que vocé entenda o impacto
potencial de qualquer comando.

Informacgdes de Apoio

Este artigo € um guia de referéncia que inclui informagdes gerais, configuragdo ou documentos de
solugéo de problemas relacionados as tecnologias VPN no Cisco Secure Firewall, Cisco Secure
Client (incluindo AnyConnect) e Cisco I0OS/IOS-XE. Os documentos nesta lista podem ser
consultados antes de contratar o Cisco TAC.

% Observacéao: Ajude-nos a melhorar!
Se vocé encontrar algum documento relevante da Cisco relacionado a tecnologias VPN que
nao esteja listado neste documento, entre em contato conosco usando o botdo Feedback a
direita.

Documentacao do Cisco Secure Firewall ASA

VPN site a site - Com base em politicas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags
VPN site a site (com base |Configurar um tunel IPSec IKEv1 site a site entre um ASA e
em politicas) um roteador Cisco 10S

VPN site a site (com base

Configurar um tunel VPN site a site com ASA e Strongswan

em politicas)

VPN site a site (com base Configurar ASA para ASA Dynamic para Static IKEv1/IPsec

em politicas)

VPN site a site (com base |Configurar tuneis de site a site IPsec IKEv1 com o0 ASDM
em politicas) oua CLI no ASA

VPN site a site (com base |Configurar o tunel de site a site IKEv2 IPv6 entre 0 ASA e o

em politicas) FTD



/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
/content/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/215884-configure-a-site-to-site-vpn-tunnel-with.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119007-config-asa9x-ike-ipsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/215522-configure-ikev2-ipv6-site-to-site-tunnel.html

VPN site a site (com base |Configurar VPN baseada em politica e baseada em rota do
em politicas) ASA e do FTD para o Microsoft Azure

VPN site a site (com base |Configurar o tunel IKEv2 site a site entre 0 ASA e o
em politicas) roteador

VPN site a site (com base |Exemplo de configurac&o de tunel VPN IKEvV2 de site para
em politicas) site dinamico entre dois ASAs

VPN siifc? a site (com base S_olucéo de problemas de implementacdes de VPN site a o
em politicas) site

VPN siirg a site (com base |Solucionar problemas comuns de VPN IPsec de acesso
em politicas) remoto e L2L

VPN si?g a site (com base |Usar depuracdes ASA IKEv2 para VPN site a site com I
em politicas) PSKs

VPN de site para site - baseada em rota / interface de tunel virtual (VTI)
Recurso/tecnologia Artigos relacionados Tags

VPN site a site (com base
em rota)

Configurar a Conexao VTI IPsec ASA com o Azure

Configuration

VPN site a site (com base
em rota)

Configurar interfaces de tunel virtual ASA no cenario de
ISP duplo

Configuration

VPN site a site (com base
em rota)

Configurar VPN baseada em politica e baseada em rota
do ASA e do FTD para o Microsoft Azure

Configuration

VPN site a site (com base
em rota)

Solucionar problemas comuns de VPN IPsec de acesso
remoto e L2L
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Troubleshoot

VPN site a site (com base

Usar depuracoes ASA IKEv2 para VPN site a site com

om rota) M Troubleshooting
VPN de acesso remoto (RAVPN)

Recurso/tecnologia Artigos relacionados Tags

VPN de acesso remoto |[AnyConnect via IKEv2 para ASA com AAA e autenticacao
ASA de certificado

VPN de acesso remoto |ASA IKEv2 RA VPN com clientes VPN Windows 7 ou
ASA Android e configuracdo de autenticacao de certificado

VPN de acesso remoto |Classificacdo de SGT VPN ASA versao 9.2 e exemplo de
ASA configuracéo de aplicacao

VPN de acesso remoto |[ASA: VPN de acesso remoto (AnyConnect) no modo
ASA multicontexto

VPN de acesso remoto |Configurar um endereco IP estatico em uma VPN de
ASA acesso remoto do AnyConnect com ISE e AD

VPN de acesso remoto |Configurar Autenticacdo do AD (LDAP) e Identidade de



https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118652-configure-asa-00.html
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://community.cisco.com/t5/security-knowledge-base/troubleshooting-site-to-site-vpn-implementations/ta-p/3140695
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/212478-configure-asa-virtual-tunnel-interfaces.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/113692-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/213246-asa-ikev2-ra-vpn-with-windows-7-or-andro.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200353-ASA-Multi-Context-Mode-Remote-Access-A.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/pt_br/support/docs/security/identity-services-engine/220438-configure-a-static-ip-address-on-an-anyc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html

ASA

Usuario no FTD Gerenciado pelo FDM para Clientes

AnyConnect

VPN de acesso remoto
ASA

Configurar autenticacdo do AD (LDAP) e identidade do

usuario no FTD gerenciado pelo FMC para clientes

AnyConnect

Configuration

VPN de acesso remoto
ASA

Configurar o acesso do cliente AnyConnect a LAN local

Configuration

VPN de acesso remoto
ASA

Configurar o blogueio do AnyConnect e ocultar o

AnyConnect da lista Adicionar ou remover programas do

Windows

Configuration

VPN de acesso remoto
ASA

Configurar o tunel VPN de gerenciamento do AnyConnect

no ASA

Configuration

VPN de acesso remoto
ASA

Configure o AnyConnect PerApp VPN para iOS com o

Meraki System Manager

Configuration

VPN de acesso remoto
ASA

Configurar o AnyConnect Secure Mobility Client para Linux

com a autenticacdo de certificado de cliente em um ASA

Configuration

VPN de acesso remoto
ASA

Configurar o AnyConnect Secure Mobility Client com senha

unica

Configuration

VPN de acesso remoto
ASA

Configurar o Anyconnect VPN Client no FTD: Servidor

DHCP para Atribuicido de Endereco

Configuration

VPN de acesso remoto
ASA

Configurar o trafego de retorno do AnyConnect VPN Client

no ASA 9.X

Configuration

VPN de acesso remoto
ASA

Configurar o AnyConnect com autenticacdo LDAP no CSM

Configuration

VPN de acesso remoto
ASA

Configurar o AnyConnect com autenticacido Radius no CSM

Configuration

VPN de acesso remoto
ASA

Configurar a autenticacdo do ASA AnyConnect Secure

Mobility Client

Configuration

VPN de acesso remoto
ASA

Configurar ASA AnyConnect VPN com Duo MFA e Acesso

Condicional do Microsoft Azure por SAML

Configuration

VPN de acesso remoto
ASA

Configurar o ASA como um servidor de CA local e headend

do AnyConnect

Configuration

VPN de acesso remoto
ASA

Configurar o ASA como o gateway SSL para clientes

AnyConnect usando a autenticacdo baseada em varios

certificados

Configuration

VPN de acesso remoto
ASA

Configurar o encapsulamento de divisdo dinAmica

ASA/AnyConnect

Configuration

VPN de acesso remoto
ASA

Configurar scripts do Secure Client (AnyConnect)

Configuration

VPN de acesso remoto
ASA

Configurar cliente seguro com tunelamento dividido em um

ASA

Configuration

VPN de acesso remoto
ASA

Configurar o SSL Anyconnect com autenticacdo do ISE e

atributo de classe para mapeamento de politica de grupo

Configuration

VPN de acesso remoto

Implantar politicas de acesso dindmico (DAP) do ASA 9.X

Configuration



https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217010-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/216955-configure-ad-ldap-authentication-and-u.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217157-configure-anyconnect-lockdown-and-hide-a.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/pt_br/support/docs/security/adaptive-security-appliance-asa-software/215442-configure-anyconnect-management-vpn-tunn.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220259-configure-anyconnect-perapp-vpn-for-ios.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/214612-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/213931-configure-anyconnect-secure-mobility-cli.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215854-configure-anyconnect-vpn-client-on-ftd.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/100918-asa-sslvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/security-manager-versions-418-/220645-configure-anyconnect-with-ldap-authentic.pdf
https://www.cisco.com/c/pt_br/support/docs/security/security-manager-versions-418-/220652-configure-anyconnect-with-radius-authent.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116111-11611-config-double-authen-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215935-configure-asa-anyconnect-vpn-with-micros.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-firewalls/200602-Configure-ASA-as-a-Local-CA-Server-and-A.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/212483-configure-asa-as-the-ssl-gateway-for-any.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215383-asa-anyconnect-dynamic-split-tunneling.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/220648-configure-secure-client-anyconnect-scr.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/119006-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215432-configure-ssl-anyconnect-with-ise-authen.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/108000-dap-deploy-guide.html

ASA

VPN de acesso remoto [Integre o SSO SAML Duo com o Acesso Remoto Sequro do

ASA Anyconnect usando a Postura do ISE

VPN de acesso remoto |Exemplo de configuracdo de mapas de atributos LDAP do

ASA usuario

VPN de acesso remoto . . .

ASA Processo de eleicido do ASA VPN Load Balancing Diretor  |(Teubleshosting )

VPN de acesso remoto |Solucionar problemas comuns de VPN IPsec de acesso e

ASA remoto e L2L )

VPN de acesso remoto [ASA: praticas recomendadas para otimizacdo de

ASA desempenho de VPN de acesso remoto (AnyConnect)

VPN SSL sem cliente

Recurso/tecnologia Artigos relacionados Tags

VPN SSL sem cliente Notas de versio do C!sco ASA Series, 9.17(x):. Sem suporte

para VPN SSL sem cliente no 9.17(1) e posterior
VPN SSL sem cliente Exemplo_dg conflqgracao d(_a ace§§o sem’ cllgnte ASA com o
uso do Citrix Receiver em dispositivos moveis
. Exemplo de Configuracdo de Trafeqgo VPN SSL Sem Cliente -

(Configuration )

VPN SSL sem cliente 1, < <obre Tanel LAN a LAN IPsec

VPN SSL sem cliente ﬁgg:MExemplo de Configuracao de Tunel Inteligente Usando

VPN SSL sem cliente  |Configurar VPN SSL sem cliente (WebVPN) no ASA

Public Key Infrastructure (PKI)

Recurso/tecnologia Artigos relacionados Tags

PKI 'IAr:;t[r;lll\jr e renovar certificados no ASA gerenciado pelo

PKI Instalar e renovar certificados no ASA gerenciado pela CLI

Diversos

Recurso/tecnologia Artigos relacionados Tags

Diversos Exemplos de configuracao de QoS no Cisco ASA



/content/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/215672-integrate-duo-saml-sso-with-anyconnect-s.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/118078-technote-vpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
https://community.cisco.com/t5/security-knowledge-base/asa-best-practices-for-remote-access-vpn-performance/ta-p/4070579
/content/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
/content/en/us/td/docs/security/asa/asa917/release/notes/asarn917.html#reference_yw3_ngz_vhb
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/116742-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/117739-configure-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/webvpn-ssl-vpn/119417-config-asa-00.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client-tools/220395-install-and-renew-certificates-on-asa-ma.html
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Documentacao do Cisco Secure Firewall Threat Defense (FTD)

VPN site a site - Com base em politicas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags

VPN site a site (com base |VPNs site a site: Cisco Secure Firewall Management

em politicas) Center Device Configuration Guide, 7.4

VPN site a site (com base |Configurar o failover para tuneis de site a site IPSec com

em politicas) links de ISP de backup no FTD gerenciado pelo FMC

\e/rzl\:);l;'[teic:\;lte (com base Configurar FTD BGP sobre IPSec VPN

VPN site a site (com base |Configurar o tunel de site a site IKEv2 |IPv6 entre o ASA e

em politicas) o FTD

VPN site a site (com base |Configurar VPN baseada em politica e baseada em rota

em politicas) do ASA e do FTD para o Microsoft Azure

VPN site a site (com base |Configurar tuneis Umbrella SIG com o Cisco Secure

em politicas) Firewall

VPN site a site (com base Miqracéo QO AS.A para o Firepower Threat I;)efensg — |

em politicas) tgntAeI de site a site baseado em mapa de criptografia
dindmico no FTD

VPN site a site (com base Mon.itoramNento e §o|uc§9 de prob!emas de VPN: Guia de |

em politicas) configuracéo de dispositivos do Cisco Secure Firewall
Management Center, 7.4

VPN site a site (com base [Solucionar problemas comuns de VPN IPsec de acesso

em politicas) remoto e L2L

VPN site a site (com base |Usar depuracdes ASA IKEv2 para VPN site a site com

em politicas) PSKs

VPN de site para site - baseada em rota / interface de tunel virtual (VTI)

Recurso/tecnologia Artigos relacionados Tags

VPN site a site (com base |[VPNs site a site: Cisco Secure Firewall Management

em rota) Center Device Configuration Guide, 7.4

VPN site a site (com base |Configurar o DVTI com protocolos de roteamento

em rota) dindmico no firewall seguro

Zrzl\:ostgf asite (combase | 4 urar DVTI com Multi-SA no Firewall Sequro

VPN site a site (com base |Configurar VPN baseada em politica e baseada em rota

em rota) do ASA e do FTD para o Microsoft Azure

VPN site a site (com base |Configurar o tunel VPN site a site baseado em rota no

em rota) FTD gerenciado pelo FMC

VPN site a site (com base |Configurar ttineis Umbrella SIG com o Cisco Secure
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https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
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https://www.cisco.com/c/pt_br/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/pt_br/support/docs/security/vpn-appliances/220320-configure-dvti-with-dynamic-routing-prot.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/security-vpn/220322-configure-dvti-with-multi-sa-on-secure-f.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214230-configure-policy-based-and-route-based-v.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/216276-configure-route-based-site-to-site-vpn-t.html
https://docs.umbrella.com/umbrella-user-guide/docs/configure-tunnel-with-cisco-secure-firewall

em rota)

Firewall

VPN site a site (com base
em politicas)

Monitoramento e solucdo de problemas de VPN: Guia de

configuracao de dispositivos do Cisco Secure Firewall

Management Center, 7.4

Troubleshooting

VPN site a site (com base
em politicas)

Solucionar problemas comuns de VPN |IPsec de acesso

remoto e L2L

Troubleshooting

VPN site a site (com base
em politicas)

Usar depuracoes ASA IKEv2 para VPN site a site com

PSKs

Troubleshooting

VPN de acesso remoto (RAVPN)

Recurso/tecnologia

Artigos relacionados

VPN de acesso remoto
FTD

VPN de acesso remoto: Guia de configuracdo de

dispositivo do Cisco Secure Firewall Management Center,

7.4

VPN de acesso remoto
FTD

Implementacdo da politica de acesso dinamico (DAP) no

FTD com diferentes casos de uso

VPN de acesso remoto
FTD

Configurar Autenticacio Baseada em Certificado do

Anyconnect para Acesso Movel

Configuration

VPN de acesso remoto
FTD

Configurar o tunel de divisido dinAmica do AnyConnect no

FTD gerenciado pelo FMC

Configuration

VPN de acesso remoto
FTD

Configurar os médulos do AnyConnect para VPN de

acesso remoto em FTD

Configuration

VPN de acesso remoto
FTD

Configurar o AnyConnect Remote Access VPN no FTD

Configuration

VPN de acesso remoto
FTD

Configurar o AnyConnect SSO com Duo e mapeamento

LDAP no firewall sequro

Configuration

VPN de acesso remoto
FTD

Configurar o AnyConnect VPN no FTD usando o Cisco

ISE como um servidor RADIUS com CA raiz do Windows

Server 2012

Configuration

VPN de acesso remoto
FTD

Configurar o Anyconnect com autenticacdo SAML no FTD

Gerenciado via FMC

Configuration

VPN de acesso remoto
FTD

Configurar autenticacao de certificado e autenticacao

SAML DUO

Configuration

VPN de acesso remoto
FTD

Configurar Atribuicio de Politica de Grupo Dindmica com

SAML no Firewall Seguro para Cliente Seguro

Configuration

VPN de acesso remoto
FTD

Configurar Mapa de Atributos LDAP para RAVPN no FTD

Gerenciado pelo FDM

Configuration

VPN de acesso remoto
FTD

Configurar o acesso de LAN local para cliente seguro

Configuration

VPN de acesso remoto
FTD

Configurar Cifras TLS e DTLS Modernas para RAVPN

Configuration

VPN de acesso remoto

Configurar o gerenciamento de senhas usando LDAPs

_|
g | 1Bl |2
-

Configuration
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https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/221173-configure-dynamic-group-policy-assignmen.html
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https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-threat-defense/220566-configure-ldap-attribute-map-for-ravpn-o.html%20
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https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/221024-configure-local-lan-access-for-secure-cl.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-client-5/220609-configure-modern-tls-and-dtls-ciphers-fo.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client-v4x/220880-configure-password-management-using-ldap.html

FTD

para VPN RA no FTD gerenciado pelo FMC

VPN de acesso remoto
FTD

Configurar a VPN RA com autenticacdo e autorizacdo
LDAP para FTD

Configuration

VPN de acesso remoto
FTD

Configurar a VPN de Acesso Remoto no FTD Gerenciado
pelo FDM

Configuration

VPN de acesso remoto
FTD

Configurar SSL AnyConnect Management VPN no FTD

Configuration

VPN de acesso remoto
FTD

Configurar SSL Secure Client com autenticacio local no
FTD

Configuration

VPN de acesso remoto
FTD

Migracdo do DAP e do HostScan do ASA para o FDM
através da API REST

Configuration

VPN de acesso remoto
FTD

Autenticacido de dois fatores Duo para VPN Cisco
Firepower Threat Defense (FTD) com AnyConnect

Configuration

VPN de acesso remoto
FTD

Gerar relatérios FMC para usuarios de VPN

Configuration

VPN de acesso remoto
FTD

Monitoramento e solucao de problemas de VPN: Guia de
configuracido de dispositivos do Cisco Secure Firewall
Management Center, 7.4

Troubleshooting

VPN de acesso remoto
FTD

Solucionar problemas comuns de comunicacdo do
AnyConnect no FTD

Troubleshooting

VPN de acesso remoto
FTD

Solucionar problemas comuns de VPN IPsec de acesso
remoto e L2L

Troubleshooting

VPN de acesso remoto
FTD

Solucione problemas de falha de instalacdo de arquivo
PKCS#12 com algoritmos PBE ndo compativeis com
FIPS

Troubleshooting

VPN de acesso remoto
FTD

Implantacdo do AnyConnect com Firepower Threat
Defense com postura e MFA

Cisco Live

Acesso a rede com confianga zero (ZTNA)

Recurso/tecnologia Artigos relacionados Tags
Zero Trust Access: Cisco Secure Firewall Management
Acesso de Confianca Center Device Configuration Guide, 7.4 (Acesso sem
Zero confiabilidade: Guia de configuracdo de dispositivos do
Cisco Secure Firewall Management Center, 7.4)
Acesso de Confianca Configurar a Implantacdo de Acesso Remoto Zero Trust no
Zero Firewall Seguro
Public Key Infrastructure (PKI)
Recurso/tecnologia Artigos relacionados Tags
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PKI Instalar e Renovar Certificado no FTD Gerenciado pelo FDM
PK] Instalar e Renovar Certificados no FTD Gerenciado pelo

FMC

Documentacao do Cisco Secure Client (incluindo AnyConnect)

Diversos

Recurso/tecnologia

Artigos relacionados

Tags

Cisco Secure Client

Documentacao do produto Cisco Secure Client (incluindo

AnyConnect

g

umentation

Cisco Secure Client

Guia do administrador do Cisco Secure Client (incluindo

AnyConnect), versao 5.1

umentation

Cisco Secure Client

Guia do administrador do Cisco Secure Client (incluindo

AnyConnect), versdo 5

g

umentation

Cisco Secure Client

Referéncia de implementacdo e desempenho/escalabilidade

do AnyConnect para a preparacdo da COVID-19

g

umentation

Cisco Secure Client

Usar deteccdo e correcao do portal cativo AnyConnect

Documentation

Cisco Secure Client

Configuracido do AnyConnect NVM e Splunk para CESA

Configuration

Cisco Secure Client

Personalizar a instalacdo do mdédulo Anyconnect em

endpoints MAC

Configuration

Cisco Secure Client

Guia de solucao de problemas de selecao de gateway ideal

do AnyConnect

Troubleshooting

Cisco Secure Client

Examinar o comportamento das consultas DNS e da

resolucdo de nomes de dominio

Troubleshooting

Cisco Secure Client

Corrigir interrupcoes no fluxo de trafeqgo causadas por

reconexdes do AnyConnect

Troubleshooting

Cisco Secure Client

Coletar reqgistros do AnyConnect DART no aplicativo iOS

Troubleshooting

Cisco Secure Client

Solucionar problemas de consultas DNS do AnyConnect para

Mmus.cisco.com

Troubleshooting

Cisco Secure Client

Solucionar problemas de inclusdo de telemetria do médulo de

visibilidade de rede do AnyConnect na andlise de rede sequra

Troubleshooting

Cisco Secure Client

Solucao de problemas de telefone AnyConnect VPN -

Telefones IP, ASA e CUCM

Troubleshooting

Cisco Secure Client

Opcoes de integracdo Duo para Cisco AnyConnect VPN com

ASA e FTD

Communit

Documentacao do Cisco I0S/IOS-XE
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https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/215849-certificate-installation-and-renewal-on.html
https://www.cisco.com/c/pt_br/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
https://www.cisco.com/c/pt_br/support/security/anyconnect-secure-mobility-client/series.html#~tab-documents
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
/content/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215331-anyconnect-implementation-and-performanc.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/118086-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200600-Install-and-Configure-Cisco-Network-Visi.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/215876-customize-anyconnect-module-installation.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116721-technote-ogs-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116016-technote-AnyConnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116881-technote-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217216-gather-anyconnect-dart-logs-on-ios-app.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/217713-troubleshoot-anyconnect-dns-queries-to-m.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-network-analytics/217925-troubleshoot-anyconnect-network-visibili.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832
https://community.cisco.com/t5/security-knowledge-base/duo-integration-options-for-cisco-anyconnect-vpn-with-asa-and/ta-p/4114832

VPN site a site - Com base em politicas/mapa de criptografia

Recurso/tecnologia Artigos relacionados Tags

VPN SIJ,[? a site (com base Configurando a seguranca para VPNs com IPsec

em politicas)

VPN site a site (com base [Configurar o tunel IKEV2 site a site entre 0 ASA e o

em politicas) roteador

VPN site a site (com base |[Exemplo de configuracdo de IKEv1/IKEv2 entre Cisco

em politicas) IOS e strongSwan

VPN site a site (com base [Fundamentos de VPN IPsec com base em mapa de

em politicas) criptografia - negociacéo e configuragao

VPN de site para site - baseada em rota / interface de tunel virtual (VTI)

Recurso/tecnologia Artigos relacionados Tags

VPN site a site (com base Interface de Tunel Virtual IPsec

em rota)

VPN site a site (com base |Configurar uma Interface de Tunel Virtual Multi-SA em um

em rota) Roteador Cisco 10S XE

Zrzl\:ostg‘; asite (combase |- o urando IKEV2 VRF aware SVTI

Dynamic Multipoint VPN (DMVPN)

Recurso/tecnologia Artigos relacionados Tags

DMVPN Documentacgao do produto Dynamic Multipoint VPN
(DMVPN)

DMVPN Cisco F)vnamic Multipoint VPN: dado§ f[écnicos .d.e
comunicacoes simples e seguras de filial para filial

DMVPN DMVPN - Conceitos e configura¢éo

DMVPN Enderecamento IP: Guia de configuracdo de NHRP

DMVPN Aprimoramentos de switching de atalhos para NHRP em
redes DMVPN

DMVPN Configurar DMVPN hierarquica de fase 3 com spokes de
varias sub-redes

DMVPN Tuneis dindmicos DMVPN entre raios por tras de um
dispositivo NAT

DMVPN Exemplo de configuracdo de hub DMVPN como servidor CA
para a rede DMVPN

DMVPN Guia de solucéo de problemas de depuracdes da fase 1 do



/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-cfg-vpn-ipsec-0.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/117258-config-l2l.html
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
https://community.cisco.com/t5/security-knowledge-base/crypto-map-based-ipsec-vpn-fundamentals-negotiation-and/ta-p/3153502
/content/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/zZ-Archive/IPsec_Virtual_Tunnel_Interface.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/214728-configure-multi-sa-virtual-tunnel-interf.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/214938-configuring-ikev2-vrf-aware-svti.html
https://www.cisco.com/c/pt_br/support/security/dynamic-multipoint-vpn-dmvpn/series.html
https://www.cisco.com/c/pt_br/support/security/dynamic-multipoint-vpn-dmvpn/series.html
/content/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
/content/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html
https://learningnetwork.cisco.com/s/article/dmvpn-concepts-amp-configuration
/content/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-16/nhrp-xe-16-book.pdf
/content/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
/content/en/us/td/docs/routers/ios/config/17-x/ip-addressing/b-ip-addressing/m_nhrp-switch-enhancemts-dmvpn-0.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/211292-Configure-Phase-3-Hierarchical-DMVPN-wit.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
/content/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16-9/sec-conn-dmvpn-xe-16-9-book/sec-conn-dmvpn-dt-spokes-b-nat.pdf
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/117688-config-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/dynamic-multipoint-vpn-dmvpn/117688-config-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/116957-technote-dmvpn-00.html

DMVPN
DMVPN Implementar o design de varias sub-redes da fase 3 do
DMVPN
DMVPN Solucionar problemas de redirecionamento de NHRP da fase
3 do DMVPN
DMVPN DMVPN desmistificante
Public Key Infrastructure (PKI)
Recurso/tecnologia Artigos relacionados Tags
PKI Formatos de dados PKI
PKI Visao Geral do Protocolo Simples de Registro de Certificado
PKI Guia de implantacdo do 10S PKI: projeto e implantacio
iniciais
PKI| Processo§ de Intercémbio d.e. Pacotes IOS IKEv1 e IKEvV2
para Perfis com Varios Certificados
PKI Solucionar erros 404 recebidos da CA do Cisco 10S para
implantacées em larga escala
Acesso remoto FlexVPN
Recurso/tecnologia Artigos relacionados Tags

Acesso remoto FlexVPN

Documentacédo do produto Cisco FlexVPN

Documentation

Acesso remoto FlexVPN

Dados técnicos do Cisco IOS FlexVPN

Documentation

Acesso remoto FlexVPN

Exemplo de configuracdo do AnyConnect para o headend

do I0S sobre IPsec com IKEvZ2 e certificados

Configuration

Acesso remoto FlexVPN

Configurar o AnyConnect Flexvpn com autenticacdo EAP
e DUO

Configuration

Acesso remoto FlexVPN

Configurar o FlexVPN IKEv2 para clientes internos do
Windows

Configuration

Acesso remoto FlexVPN

Configurar Flex\VVPN: acesso remoto IKEv2 do
AnyConnect com banco de dados de usuario local

Configuration

Acesso remoto FlexVPN

Configurar a postura do ISE com o Flex\VPN

Configuration

Acesso remoto FlexVPN

Configurar o acesso remoto (SDRA) SD-WAN com
AnyConnect e ISE Server

Configuration

Acesso remoto FlexVPN

Exemplo de configuracdo do cliente IKEv2 Flex\VPN e
Anyconnect

Configuration

Acesso remoto FlexVPN

Implantacdo do FlexVVPN: acesso remoto IKEv2 do
AnyConnect com EAP-MD5

Configuration

Acesso remoto FlexVPN

Exemplo de configuracdo de acesso remoto com
reconhecimento de VRF do FlexVPN

Configuration



https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/116957-technote-dmvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/220217-consider-dmvpn-phase3-routing-for-multi.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/220217-consider-dmvpn-phase3-routing-for-multi.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/218427-troubleshoot-dmvpn-phase3-nhrp-redirect.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/218427-troubleshoot-dmvpn-phase3-nhrp-redirect.html
https://www.ciscolive.com/on-demand/on-demand-library.html?search=BRKSEC-3052#/session/16360601741440017UHN
https://www.cisco.com/c/pt_br/support/docs/security/vpn-client/116039-pki-data-formats-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/211333-IOS-PKI-Deployment-Guide-Initial-Design.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/211333-IOS-PKI-Deployment-Guide-Initial-Design.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/117633-technote-ISAKMP-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/internet-security-association-key-management-protocol-isakmp/117633-technote-ISAKMP-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/118734-probsol-ca-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/public-key-infrastructure-pki/118734-probsol-ca-00.html
https://www.cisco.com/c/pt_br/support/security/flexvpn/series.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115014-flexvpn-guide-cert-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115014-flexvpn-guide-cert-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220471-configure-flexvpn-ikev2-for-windows-buil.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/220471-configure-flexvpn-ikev2-for-windows-buil.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html
https://www.cisco.com/c/pt_br/support/security/flexvpn/products-configuration-examples-list.html#:~:text=Configure%20ISE%20Posture%20with%20FlexVPN
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/217697-configure-sd-wan-remote-access-sdra-wi.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/217697-configure-sd-wan-remote-access-sdra-wi.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115941-flexvpn-ikev2-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115941-flexvpn-ikev2-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116000-flexvpn-config-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116000-flexvpn-config-00.html

Exemplo de configuracdo do FlexVPN com criptografia de

Acesso remoto FlexVPN [ -
ultima geracao
Acesso remoto FlexVPN IKEv2 .do A:ndr0|d strongSwan para Cisco 10S com EAP e
autenticacdo RSA
IKEv2 com cliente VPN agil e autenticacido de certificado (Configuraion)
Acesso remoto FIeXVPN | it dows 7 IKEV2 no FlexVPN
Acesso remoto ElexVPN Projeto de crlptografla gvancada de acesso remoto
FlexVPN, loT e site a site
FlexVPN
Recurso/tecnologia |Artigos relacionados Tags
FlexVPN Documentacao do produto Cisco Flex\VPN Documentation
FlexVPN Dados técnicos do Cisco |IOS FlexVPN
FlexVPN Configurar ZTF) ’(Z.ero Touch Deployment, implantacido zero-
touch) de escritérios/spokes remotos da VPN
FlexVPN Configurando o FlexVPN spoke to spoke
FlexVPN Exemplo de configuracdo de migracdo de software DMVPN para
FlexVPN
FlexVPN l(ézglquracao dindmica do FlexVVPN com listas de atributos AAA
FlexVPN Exemplo de configuracdo de hub duplo FlexVPN HA
Flex\VPN Exemplo de configuracdo de site a site do FlexVPN
FlexVEN Exemplo de configuracao do spoke da FlexVPN no design de hub
redundante com uma abordagem de nuvem dupla
FlexVPN Exemplo de configuracao dg spoke do FlexVVPN no design de hub
redundante com bloco de cliente do FlexVPN
FlexVPN FlexVPN: Exemplo de configuracdo de implantacdo de IPv6 em
um hub e spoke
FlexVPN Migracao forcada de DMVPN para FlexVPN em um hub diferente
FlexVPN Guia de configuracdo de L2TPv3 sobre FlexVPN
FlexVEN 2/Ie|<ruvriadrocrio EzVPN-NEM+ legado para o FlexVPN no mesmo

Acesso Remoto VPN SSL

Recurso/tecnologia Artigos relacionados Tags

Acesso Remoto VPN SSL |Documentacéo do produto Cisco IOS SSL VPN Documentation

Acesso Remoto VPN SSL Exemplo de configuracdo da cor?exao do telefone VPN do
AnyConnect com um roteador Cisco I0S

Acesso Remoto VPN SSL |Configurar o AnyConnect SSL VPN para ISR4k com



https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115730-flexvpn-suiteb-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115730-flexvpn-suiteb-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115907-config-flexvpn-wcca-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115907-config-flexvpn-wcca-00.html
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-3054#/session/16360600840250017x8G
https://www.ciscolive.com/on-demand/on-demand-library.html?zid=apjc%2C%2Bpp&search=BRKSEC-3054#/session/16360600840250017x8G
https://www.cisco.com/c/pt_br/support/security/flexvpn/series.html
/content/en/us/products/collateral/routers/asr-1000-series-aggregation-services-routers/data_sheet_c78-704277.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/200031-Zero-Touch-Deployment-ZTD-of-VPN-Remot.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-architecture-implementation/200031-Zero-Touch-Deployment-ZTD-of-VPN-Remot.html
https://www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-2mt/sec-flex-spoke.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116678-configure-product-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116678-configure-product-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116032-flexvpn-aaa-config-example-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116032-flexvpn-aaa-config-example-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/118888-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115782-flexvpn-site-to-site-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116412-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116412-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116413-configure-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116528-config-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116528-config-flexvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115727-flexvpn-hard-hub-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116207-configure-l2tpv3-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115013-flexvpn-migration-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/115013-flexvpn-migration-00.html
https://www.cisco.com/c/pt_br/support/security/ios-sslvpn/series.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/authentication-authorization-accounting-aaa/116313-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/authentication-authorization-accounting-aaa/116313-configure-anyconnect-00.html
https://www.cisco.com/c/pt_br/support/docs/security/ios-ssl-vpn/220267-configure-anyconnect-ssl-vpn-for-isr4k-w.html

autenticacao local

Usar o AnyConnect para configurar a VPN SSL béasica

Acesso Remoto VPN SSL
para o headend do roteador com CLI

VPN de transporte criptografado de grupo (GETVPN)

Recurso/tecnologia Artigos relacionados Tags

GETVPN Documentacao do produto Transporte de VPN criptografado
em grupo

GETVEPN QEeKracéo de Comportamento de Rechaveamento GETVPN

GETVPN Guia de projeto e implementacdo de GETVPN (Group
Encrypted Transport VPN)

GETVPN 237uia de configuracao de seguranca e VPN, Cisco 10S XE

X

GETVPN Guia de solucéo de problemas do GETVPN

Chave de troca de Internet (IKE) / IPsec

Recurso/tecnologia Artigos relacionados Tags
IKEv2 com Marcacao em linha TrustSec SGT e exemplo de

IKE/IPsec configuracio de firewall baseado em zona com
reconhecimento de SGT

IKE/IPsec Reqra_s de s.elecao IOS~IKEv1/IKEv2 para conjuntos de teclas
e perfis - Guia de solucdo de problemas

IKE/IPsec Dgpu_racoes IPSec e IKE do IOS - Troubleshooting do Modo
Principal do IKEv1

IKE/IPsec S_olucio.nar problemas de depuracéo do I0S IKEv2 para VPN
site a site com PSKs

IKE/IPsec Solucionar Falhas de Verificacdo de Antirrepeticdo de IPsec

IKE/IPsec Entender o protocolo IKEv1 IPsec

— 5

IKE/IPsec Verificar ~Erros /o’R.’ECVD PKT INV SPIl de IPsec~e
Informacodes Invalidas do Recurso de Recuperacdo de SPI

IKE/IPsec Dicas de Troubleshooting de VPN Site a Site

Diversos

Recurso/tecnologia Artigos relacionados Tags

Diversos Suporte a criptografia de préxima geracdo do Cisco IOS e

|OS-XE



https://www.cisco.com/c/pt_br/support/docs/security/ios-ssl-vpn/220267-configure-anyconnect-ssl-vpn-for-isr4k-w.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/pt_br/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-I.html
https://www.cisco.com/c/pt_br/support/security/group-encrypted-transport-vpn/series.html
https://www.cisco.com/c/pt_br/support/security/group-encrypted-transport-vpn/series.html
https://www.cisco.com/c/pt_br/support/docs/security/group-encrypted-transport-vpn/116737-upgrade-getvpn-key-00.html
https://www.cisco.com/c/pt_br/support/docs/security/group-encrypted-transport-vpn/116737-upgrade-getvpn-key-00.html
/content/dam/en/us/products/collateral/security/group-encrypted-transport-vpn/GETVPN_DIG_version_2_0_External.pdf
/content/dam/en/us/products/collateral/security/group-encrypted-transport-vpn/GETVPN_DIG_version_2_0_External.pdf
/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-get-vpn.html
/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-get-vpn.html
https://www.cisco.com/c/pt_br/support/docs/security/group-encrypted-transport-vpn/118125-technote-getvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116499-configure-ikev2-trustsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116499-configure-ikev2-trustsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security/flexvpn/116499-configure-ikev2-trustsec-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117259-trouble-ios-ike-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117259-trouble-ios-ike-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/113594-trouble-ios-ike-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/113594-trouble-ios-ike-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/115934-technote-ikev2-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/115934-technote-ikev2-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/internet-key-exchange-ike/116858-problem-replay-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/217432-understand-ipsec-ikev1-protocol.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-technote-iosvpn-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/115801-technote-iosvpn-00.html
https://community.cisco.com/t5/security-knowledge-base/site-to-site-vpn-troubleshooting-tips/ta-p/3111356
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html

Diversos Solucionar erros %CERM-4-TX BW LIMIT nas plataformas
do roteador ISR

Identificar e Solucionar Problemas de Flaps IGP, Perda de

Diversos Pacotes ou Bounce de Tunel em um Tunel VPN com EEM e
SLAs IP
Diversos Entender as manutencdes de atividades de tinel GRE

Ferramentas da Cisco

Ferramenta Link para a ferramenta Tags
g?sifra de pacotes Packet Capture Configuration Generator and Analyzer
Avaliador de Avaliador de desempenho do Cisco Secure Firewall (RA-VPN)
desempenho

Cisco RADKit Kit de desenvolvimento de automacdo remota (RADKit) da Cisco

Informacgdes Relacionadas

» Para obter assisténcia adicional, entre em contato com o Technical Assistance Center
(TAC). E necessario um contrato de suporte valido: Contatos de suporte da Cisco no mundo
inteiro.

» Suporte Técnico e Documentacao - Cisco Systems

* Nao perca! Mergulhe no mundo emocionante do Guia de referéncia do Secure Firewall



https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/118746-technote-isr-00.html
https://www.cisco.com/c/pt_br/support/docs/security-vpn/ipsec-negotiation-ike-protocols/118746-technote-isr-00.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/ios-embedded-event-manager-eem/113696-eem-tshoot-igp-00.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/ios-embedded-event-manager-eem/113696-eem-tshoot-igp-00.html
https://www.cisco.com/c/pt_br/support/docs/ios-nx-os-software/ios-embedded-event-manager-eem/113696-eem-tshoot-igp-00.html
https://www.cisco.com/c/pt_br/support/docs/ip/generic-routing-encapsulation-gre/118370-technote-gre-00.html
https://cway.cisco.com/capture-gen-analyzer/
https://ngfwpe.cisco.com/ra-vpn
https://radkit.cisco.com/
https://www.cisco.com/c/pt_br/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/pt_br/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/pt_br/support/index.html
https://www.cisco.com/c/pt_br/support/docs/security/secure-firewall-management-center/221577-cisco-secure-firewall-reference-guide.html

Sobre esta tradugao

A Cisco traduziu este documento com a ajuda de tecnologias de tradugéo automatica e
humana para oferecer conteudo de suporte aos seus usuarios no seu proprio idioma,
independentemente da localizagao.

Observe que mesmo a melhor tradugao automatica nao sera tao precisa quanto as realizadas
por um tradutor profissional.

A Cisco Systems, Inc. ndo se responsabiliza pela precisdo destas tradugdes e recomenda
que o documento original em inglés (link fornecido) seja sempre consultado.



