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Introduction

Este artigo explicara o que é a politica de controle de rede no UCS e como ela se relaciona a
operacao do cluster do HyperFlex em varios cenarios.

HyperFlex e a politica de controle de rede

Qual é a politica de controle de rede? A politica de controle de rede (NCP) define os seguintes
recursos e agoes:

Cisco Discovery Protocol (CDP): Ativado ou desativado

Modo de registro MAC: Somente VLAN nativa ou todas as VLANs de host
Acéo de falha no uplink: Link desativado ou aviso

Seguranga MAC - Forge: Permitir ou Negar

LLDP - Transmitir/Receber: Desabilitado ou habilitado

O instalador HX criara os dois NCPs a seguir em LAN / Politicas / raiz / sub-organizagéo / <nome
do cluster HX> / Politicas de controle de rede /

HyperFlex-infra



LAN / Policies / root / Sub-Organizations / hx-1-sjs / Network Control Poli... / HyperFlex-infra

General Events

Actions Properties

Delete Name . HyperFlex-infra

Show Palicy Usage Deseription :  Metwork Control policy for infrastructure vNICs Hype
Owner . Local
CDP : | Disabled (&) Enabled |

MAC Register Mode : |(s) Only Native Vlan () All Host Vians |

Action on Uplink Fail : |(s) Link Down () Warning |

MAC Security

Forge : () Allow () Deny

LLDP

Transmit : |(e) Disabled () Enabled |

Receive : (o) Disabled () Enabled |

HyperFlex-vm

LAN / Policies / root / Sub-Organizations / hx-1-sjs / Network Control Poli... /| HyperFlex-vm

General Events

Actions Properties

Delete Mame . HyperFlex-vm

Show Policy Usage Description . MNetwork Control policy for WM vNICs on HyperFlex s
Owner . Local
cDP : |0 Disabled (s)Enabled |

MAC Register Mode : |(#) Only Native Vian () All Host Vians |

Action on Uplink Fail : |(e) Link Down () Warning |

MAC Security

Forge: [(e) Allow () Deny

LLDP

Transmit : |(s) Disabled () Enabled |

Receive : |(s) Disabled () Enabled |

A politica de controle de rede definida acima é usada pelos modelos vNIC criados pelo HyperFlex
Installer. Os Modelos vNIC estao localizados em LAN / Politicas / raiz / sub-organizagéo / <nome
do cluster HX>/ Modelos vNIC /



LAN | Policies | root [ Sub=-Organizations |/ hx=1-sjs [ vNIC Templates | vhIC Template hv=m...

Mame be-ragmit-a

hx=-rmgmt vNIC template for HyperFlex

Crwmier Local
Fatwic D » Fabeic A Fabric B Erabie Failoves
R
Redundancy Type ») Mo Redundancy Primary Template Secondary Template
Target
Template Type nitial Tesmplate (o) Updatng Template
CON Sowrce w) vNIC Name User Defined
T 1500

Make Sure that the MTU has the same vales n the O i
commesponding 10 the Egress pronty of the selected oS Pobcy

Policies

MALC Poo bv-mgmt-a{B2r100)
QoS Policy Siboer ¥

MNetwark Control Policy HyperFlec-infra v

B Garoup <nat satx L
Stats Threshold Paolicy default v

Connection Policies

w Drynamic wIC usMIC WMD)

Os seguintes modelos vNIC usam o NCP HyperFlex-infra:

- hv-mgmt-a
- hv-mgmt-b
- hv-vmotion-a
- hv-vmotion-b
- storage-data-a
- storage-data-b
Os seguintes modelos vNIC usam o NCP HyperFlex-vm:

- vm-network-a

- vm-network-b
Vamos detalhar os nomes de politicas do NCP HyperFlex-infra e a Agao sobre Falha de Uplink.
Por padréo, a Acdo em Falha de Uplink é definida como Link Down. Isso significa que a vNIC sera
instruida a entrar em um estado inativo quando seu uplink correspondente (Iégico ou fisico) for
desativado. Se formos até a guia VIF de um servidor em Equipment / Rack-Mounts / Servers /
Server #, podemos ver que uplink nossas vVNICs estdo utilizando:



Equipment /| Rack-Mounts /| Servers | Server 4

Inventary

Virtual Machines

Hybrid Display

Installed Firrr

Tware

SEL Logs

Power Control Monitor

Health Diagnostics

Faults Events

FSM Statistics T

+ = TsAdvanced Fiter 4 Expot ™ Print il
Name Adapter Port FEX Host Port FEX Network Porta FI Server Port wNIC FI Uplink Link State State Qual
v Path A1 172 \1/8
Virtual Circuit 1556 AJPC- 1 Up
Virtual Circuit 1567 AIPC- 1 p
Virtual Gircuit 1558 APC- 1 o
Virtual Circuit 59 AIPC-1 Jp
w Path BN1 mn BI/8
Virtual Circuit 1560 BfPC- 2 p
Virtual Circuit 1561 BIPC- 2 p
Virtual Circuit 1562 vm-network-b BIPC- 2 Jp
Virtual Circuit 1563 hv-vmotion-b BIPC- 2 Up
As VNICs que vao para a interconexao de estrutura A sao vinculadas ao canal de porta 1. As
vNICs que vao para a interconexdo de estrutura B sao ligadas ao canal de porta 2. Se o Port-
Channel 1 falhar, as vNICs que vao para o Fabric Interconnect A serao instruidas a desligar. Se
fizermos login no vCenter, veremos as VMNICs correspondentes desativadas.
Equipment / Rack-Mounts /| Servers | Server 4
Inventory Virtual Machines Hybrid Display Installed Firmware SEL Logs CIMC Sessions VIF Paths Pawer Contral Monitor Health Diagnostics Faults Events FSM T
+ =— ToAdvencedFiter 4 Expot M Print e
Name Adapter Port FEX Host Port FEX Network Port wMIC Fl Uplink Link State State Qual
- Path A1 172
Virtual Circuit 15. hv-mgmt-a Down ENM source pinning fai
Virtual Circuit 15.. storage-data-a unpinned Down ENM source pinning fai.
Virtual Circuit 15... vm-network-a unpinned Dowr ENM source pinning fai...
Wirtual Circuit 15.. hy-vmotion-a unpinned Dowr ENM source pinning fai...
« Path B1 mn B/
Virtual Circuit 15. hv-mgmt-b B/PC- 2 Up
Virtual Circuit 15... storage-data-b B/PC- 2 Up
Virtual Circuit 15.. vm-network-b B/PC- 2 Up
Virtual Circuit 15... hv-vmotion-b B/PC- 2 Up
[e hx-1-esxi-O4.sjslocal = acTions ~
Summary Monitor Configure Permissions VMs Datastores Networks
~ Storage ~ Physical adapters
Sfmge e €3 Add Networking.. (g Refresh
Storage Devices
Host Cache Configur Device T  Actual Speed T Configured Speed T  Switch T  MAC Address Observed IPRanges T  WakeonLANSup.. ¥  SRIOV Staws Y| s
Protocol Endpoints i vmnicO Down Auto negotiate i vswitch-hx-inba.. 00:25:b5:99:a1.02 17216.671-17216.67.. Mo Mot supported
VO Faters vt Down Auto negotiste 00:25b5:99:3.02 No networks No Not supported
+ Networking
viusiiwiichas il vmnic2 Down Auto negotiate 00:25b5:99:05:02 0001-255255.255...  No Not supported
VMkernel adapters i vmnic3 Down Auto negotiate 00:25:b5:99:47.02 No netwerks No Net supponed
Physical adapters il vmnicd 10000 Mb 10000 Mb $it vswitch-hx-inba.. 00:2505:99.02:02 No networks No Not supported
TSR/P conRgUratan Al vmnics 10000 Mb 10000 Mb 00:25:b5:09:04:02 No networks No Not supported
w Virtual Machines
P  vmnics 10000 Mb 10000 Mo 00:25b5:99°56:02 No networks No Not supported
Agent VM Settings  vmnic7 10000 Mb 10000 Mb 00:25b5:99:68:02 No netwarks No Not supponed

Nafanlt WM Camnati

Como ainda temos Port-Channel 2 no Fabric Interconnect B, o cluster HyperFlex permanecera
ativo e em execucédo. Entao, o que acontece se também perdermos o Port-Channel 2 no Fabric
Interconnect B.




Equipment / Rack-Mounts / Servers [ Server 4

Como vocé esperaria, todos os VNICs estdo em um estado de link inativo e os VMNICS
correspondentes também estao inativos.

I esxcli network nic i ..
Driver Admin Status | Link Status | Speed C MTU Description

Down B al PB:25: :al:02 g 5 5 /IC Ethernet
nenic Down B al DO : H: 8 5 ] 5 Ethernet
nenic Down i al DO: 7 ¢ s 5 Ethernet
nenic Down B al g HL :a7:02 1508 C ms Cis C Ethernet
nenic Down ¢ al g HL :b2:02 1500 ms ( C Ethernet
nenic Down ¢ al ¢ g 99:b4:6 1580 g Cis C Ethernet
nenic Down ¢ al ¢ sk 2 1500 ms C Ethernet
nenic Down P Hal po: 3:82 1588 Cisco Systems C Ethernet

[root@hx-1-es:

Como todas as VMNICS estao inoperantes, a conectividade com o gerenciamento do ESXi é
perdida e o cluster do HyperFlex ficara offline, pois as VMs do controlador de armazenamento
nao podem mais se comunicar entre si.

O uso de canais de porta virtuais, vPC, fornecera a melhor redundancia para o HyperFlex.
Atualmente, ndo oferecemos suporte ao uso de aviso em vez de link inativo. Ha uma
possibilidade de que o trafego possa ficar bloqueado e afetar a redundancia de rede do
HyperFlex.
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