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Inleiding

In deze documenten wordt beschreven hoe de 5508/5760 Series draadloze LAN-controllers
(WLC'’s) en de Catalyst 3850 Series Switch voor de draadloze client moeten worden
geconfigureerd als Gastanker in de nieuwe installatie voor mobiliteitsplanning waarbij de 5508
Series WLC fungeert als het Mobility Anker en de Catalyst 3850 Series Switch fungeert als een
Mobility Foreign Controller voor de clients. Bovendien fungeert de Catalyst 3850 Series Switch als
een Mobility Agent voor een 5760 Series WLC die fungeert als een Mobility Controller van waaruit
de Catalyst 3850 Series Switch de Access Point (AP)-licentie verkrijgt.

Voorwaarden

Vereisten
Cisco raadt u aan deze onderwerpen te kennen voordat u deze configuratie probeert:

. Cisco 10S® GUI of CLI met de geconvergeerde access 5760 en 3650 Series WLC’s en de



Catalyst 3850 Series Switch
- GUI- en CLI-toegang met de 5508 Series WLC
- Configuratie van Service Set Identifier (SSID)
- Web verificatie

Gebruikte componenten
De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

- Cisco 5760 release 3.3.3 (kabelkasten van de volgende generatie [NGWC])

- Catalyst 3850 Series Switch

- Cisco 5508 Series WLC-release 7.6.120

- Cisco 3602 Series lichtgewicht access points

- Cisco Catalyst 3560 Series switches
De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u de potentiéle impact van
elke opdracht begrijpen.

Configureren

Opmerking: Gebruik de Command Lookup Tool (alleen geregistreerde klanten) om meer
informatie te verkrijgen over de opdrachten die in deze sectie worden gebruikt.

Netwerkdiagram

De 5508 Series WLC fungeert als een ankercontroller en de Catalyst 3850 Series Switch fungeert
als een buitenlandse controller en de Mobility Agent die de licentie verkrijgt van de Mobility
Controller 5760.
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Opmerking: in het netwerkdiagram fungeert de 5508 Series WLC als de ankercontroller, de
5760 Series WLC fungeert als de Mobility Controller en de Catalyst 3850 Series Switch
fungeert als de Mobility Agent en Foreign WLC. Op elk moment is de ankercontroller voor de
Catalyst 3850 Series Switch de 5760 Series WLC of de 5508 Series WLC. Beide kunnen
geen ankers tegelijkertijd zijn, omdat het dubbele anker niet werkt.

Configuraties

De configuratie bestaat uit drie delen:

Deel 1 - Configuratie op de 5508 Anker WLC

Deel 2 - Configuratie van geconvergeerde toegangsmobiliteit tussen de 5508/5760 Series WLC en
Catalyst 3850 Series Switch

Deel 3 - Configuratie op de Foreign Catalyst 3850 Series Switch

Deel 1 - Configuratie op de 5508 Anker WLC

1. Op de 5508 Series WLC, hang over WLAN > Nieuw om een nieuw draadloos LAN (WLAN)
te maken.



CISCO MONITOR  MW/LANS CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMAMNDS  HELP
WLANS WLANSs > Edit "CLMN'
¥ WLANS General | -M Adv
WLANs

b Profile Name CLUWN
Type WLAKN
23ID CUWN
Status ¥ Enabled
Securty Policoes WEB POLICY, Web-Auth

(Modifications done undaer security tab will appear after applying the changes.)

Radio Palicy all -
Interface/Trkerface

Group(G) wlanso -
Multicast Vlan Feature [ Enabled
Broadeast SSID ¥ Enabled
NAS-ID S50

2. Beweeg via WLAN > WLAN Edit > Security > Layer 3-enabled webverificatie om Layer 3
Security te configureren.

CISCO MONMITOR  WLANs CONTRODLLERE  WIRELESS  SECURITY MAMNAGEMENT COMMAMDS HELF  FEEDBES

WLANS WLANS > Edit "CUWN'

- \I:"L:r: Ea-ra Security -FIE ]’ Plllm—lllppl-llﬁlm:-
b Advanced m Layer 3 mu

Layer 3 Sacurity 1 weh Policy -

® authentication

) passthrough

2 conditional Wab Redirect

1) Splash Page Web Redirect

) on MAC Filter failure™®

Preauthentication ACL IPvd  Mone = IPvé None =  WebAuth FlexAcl None =

Slaaping Client [ Enable

dver-ride Global Config [ Enable

3. Maak het Ankeradres lokaal onder het WLAN-mobiliteitsankerconfiguratievenster om de
5508 Series WLC als anker toe te voegen.
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4. Ga naar Security > Webauth > Webauth pagina om de Webauth-pagina te configureren die
gebruikt moet worden voor de clientverificatie.

In dit voorbeeld, wordt de WLC Interne Webauth pagina geselecteerd:

NIHIT
CISCO MOMITOR  WLaNs CONTROLLER WIRELESS SECURITY MAWAGEMENT COMMAMDS HELP FEEDBACK
Security Web Login Page
T AL Wab Authentication Type Internal (Default) -
Genaral
- BADIUS Redirect URL after login
Authentication

This page allows you to customize the content and appearance of the Login

fccountng page, Tha Login page is prasanted to web usars tha first tirme they access the
Fallback WLAN if "Web Authentication® is turned on {under WLAN Security Policies).
OkS
» TACACS4 Cisea Lago @show (D Hide
LDAaR Headline
Local Met Usears Message
MAC Filtering

Disabled Clients
User Login Policies
AP Policies

5. Maak een lokale netwerkgebruiker. Dit gebruikersnaam/wachtwoord-paar wordt door de
gebruiker gebruikt wanneer dit op de Webauth-pagina wordt gevraagd.

afear]es
CISCO MONITORE  WlLANS COMNTROLLER  WIRELESS  SECURITY  MAMAGEMENT
Security Local Met Users > Edit
¥ AAA User Name surbg
General
» RADIUS Password "
Authentication Confirm Password ses
Accounting
Fallback Creation Time Mon May 19 12:00:41 2014
DN3 Remaining Time MR
P TACACS+ -
LDAP WLAN Profile Any WLAN -
Local Met Users Description surbg
MAC Filkering

Film bl s mb-

Deel 2 - Configuratie van geconvergeerde toegangsmobiliteit tussen de 5508/5760 Series WLC en
Catalyst 3850 Series Switch

1. Op de 5508 Series WLC, voeg de 5760 Series WLC toe als de Mobility Peer.
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CISCO MONITOR  Wiaks CORNTROLLER W]RELESS SECURITY MAaNAIEMENT COMTARRNOS F

Confraller Static Mobility Group Memibers
Ganeral
Pr— Local Mobily Group  Mobis-1
Interfaces HAL Address 1P Address Publs [P Addross Group Mame Stulticast 1P Status
Interface Groups Sl D e B LE0E 13815 20.06,095,191 EECTES w00 up
multicast
HerH R -3 o o o o A7 0.
e - 0Fa0:00: 03:A0: 00 18.106.135.178 E0LLDG. BIE.1TR parhig na.n up
0200 00; D3: QD00 12,105 135 244 10105, 135.24 wrag 0.0 up
¥ Redwndancy

* Intemal DHCP Server

= paslility Managessent
Pabilty Canfhgunstion
Makbilty Groups

2. Op de 5760 Series WLC, die als een Mobility Controller optreedt, voeg de 5508 Series WLC
toe als de Mobility Peer.

rﬂm Moritcr |+ Confgurston |+ sdmestsbon v Help -

Contraler Mobit; Poor
=[5 Grsbem bam Rarom
_ Gerend " IP addhe | Publc 1P Address | Group Hame | Mutcast P | ool Lk Status ' Daka Lk Stabe
Multict O 10.105.135 244 . surbig 00ag . -
» B Weterisces O 105155151 10,108 135,151 o1 P e
* B O wasisme 100106, 135,178 g i ¥ L3
» 20 Irternal DHCP Server
* 55 Maragemant
= (£ Mobity Maragemenit
Wity Global Corilg
__ [pctiicy Poa|
_ Switch Peer Geug

3. Deze stap is heel belangrijk! Voeg de Catalyst 3850 Series Switch toe als Mobility Agent op
de 5760 Series WLC onder het tabblad Switch Peer Group onder Mobility Management.

rﬁm Monitor | Configration | *  Adminstrstion | v el ‘

Cortirolier Switch Peer Group > SURBG-SPG
Switch Fesr Group = SURBG-SPG

* & System
Gererd
_ Mukicast
» £ Interfaces
I-='u1_m
* [ Infernal DHCP Server
* 2 Management
|5 Mabiity Managedmerit
__ Mabity Gobal Condg
_ Mobity Peer

Swibch Pesr Group

Flewe  Roirosss

1P Address Pubk: TP Address | Combrad Link Status | Dt Link Status
O waesaszee 10,105 175,226 e -

4. Op de Catalyst 3850 Series Switch, voeg de 5760 Series WLC toe als de Mobility Controller.
Zodra u dit doet, de Catalyst 3850 Series Switch grijpt de AP kan licentie van de Mobility
Controller 5760.



4t Home  Monitor | v Configuration | v Administration
Controller Muobility Agent Configuration
* & System
~ General Mability Role
- Muiticast Mobility Controller 1P Address | 10.105.135.244 |
r é Interfaces Control Link Status P
» &3 VLAN Diata Link Status up
» [ Internal DHCP Server Mabiity Protocal Port 16666
» (] Management Mobility Switch Peer Group Name SURBG-5PG
* 5 Mobiity Management DTLS Mode Enabled
_ Mohiity Global Config Mobiity Domain 1D for 802.11r Oxe699
__ Mobiity Pesr Mobility Keepalive Interval (1-30)sec 10

Deel 3: Configuratie op de Foreign Catalyst 3850 Series Switch

1. Beweeg de muis over GUI > Configuration > Wireless > WLAN > Nieuw om de exacte
SSID/WLAN op de Catalyst 3850 Series Switch te configureren.

B

Moritor | v Configuration | v Advwinistration | v Help
Qo5 A Policy Mapping Attvancad
CLAH

WLAN

LR

[ Enablad

WikrAuth

Sapurity Polcies
{Modifications done under security tab wil sppesr after appling the dhanges. )
Racko Poley aa ~]
Inkerface/Irterface Group(3)
Eroadcast SSI0
Multicast VLAN Feature O

2. Beweeg via WLAN > WLAN Edit > Security > Layer 3-enabled webverificatie om Layer 3

Security te configureren.



3.

(e

St s ol 4 Home  Moritor | ¥ Comfiguration | Adminstration [ v Help

Wireless WLAN
WLAN > Edit
5 WLAN General Sacurity o5 T Folicy Mapping Advanced
ey - Layer2 Layerd [T
* L Acress Points
* [ B02.11a/njac wih Palicy
» £ eoz. 11b/gin Concitional Web Redirect ]
* B3 Medis Stream Wiebauth Authentication List Cisabled [
» B2 Q05 Wizbauth Parameter Mag wieh pe
Webauth On-mac-fiter Falre [
Preauthentication 1Pv4 ACL |Uncorifigured el
Praguthantication IMG ACL nong [ &

Voeg het WLC IP-adres van 5508 Series toe als anker onder de WLAN-configuratie voor
mobiliteitsankers

| i
atlnanfia ——
isco  Wireless Controller 4 Home  Monitor | v Configuration | v Adminstraton [ v Help
Wiraless Modillity Anchors
WLAM = Edit
B WLAN

—IWLE WLAN Priofie G
\ =
W Acres Pkt Switch P n.l:i:ife-ssl
* [ 802 11a/njlac T
¢ [ 802.11b/gfn - fch — ——
emove or
* [ Media Stream
— 1P Address
e O 10.108.135.151
L) L1
Verifiéren

Gebruik deze sectie om te controleren of uw configuratie goed werkt.

Sluit de client aan op het WLAN Unified Wireless Network (CUWN). Hier is de werkstroom:

1.
2.
3.

&)

De client ontvangt een |IP-adres.

De client opent een browser en heeft toegang tot elke website.

Het eerste TCP-pakket dat door de client wordt verzonden, wordt gekaapt door de WLC, en
de WLC onderschept en verstuurt de Webauth-pagina.

. Als DNS goed is geconfigureerd, krijgt de client de Webauth-pagina.
. De client moet de gebruikersnaam/het wachtwoord opgeven om te worden geverifieerd.
. Na succesvolle verificatie wordt de client omgeleid naar de oorspronkelijke toegangspagina.



GQ 2 https://192168.2001 O ~ @ C2 € X || (2 Web Authentication x

Welcome to the Cisco wireless network

Cisco is pleasedto provide the Wireless LAN infrastructure for

your network. Please login and put your unified wireless
solution to work.

User Hame

Password

7. Nadat de client de juiste referenties heeft opgegeven, gaat de client over op de auth.

e‘: =/ ) @ hitp://www.google.com/ P~CX (2 Internet Explorer cannot dis... *

(= Logout - Windows Internet Explorer | = || = [|o23s] ﬁ
G5 fiebpage

Web Authentication

Login Successful !

You can now use all regular network services
aver the wireless netwaork.

FPlease retain this small logout window in order
to logoffwhen done. Mote that you can always
use the following URL to retrieve this page:
hitps:4192 168 200 1logout html

Logout |

H100% -

Problemen oplossen



Om uw configuratie problemen op te lossen, voer deze debugs in op de 5508 Series WLC, die

fungeert als Gastanker:

Debug Client

Debug web-auth redirect enable mac

Hierna volgt een voorbeeld:

Debug Client 00:17:7C:2F:B6:9A
Debug web-auth redirect enable mac

show debug

MAC AdAr 1..... .. iiiiiniinnnnnn.
Debug Flags Enabled:

dhcp packet enabled.

dotll
dotll
dotlx
dotlx states enabled.
FlexConnect ft enabled.
pem events enabled.

mobile enabled.
state enabled
events enabled.

pem state enabled.
CCKM client debug enabled.
webauth redirect enabled.

*mmMaListen: May 19 13:36:34.276:
00:00:00:00:00:00(0)
*mmMaListen: May 19 13:36:34.277:
marking intgrp NULL
*mmMaListen: May 19 13:36:34.277:
Mobile, role Unassociated. Ms NAC

*mmMaListen:
for client

May 19 13:36:34.277:

*mmMaListen: May 19 13:36:34.277:
ACL 'mone' (ACL ID 255) 'none
*mmMaListen: May 19 13:36:34.277:
ACL 'mone' (ACL ID 255) 'none
*mmMaListen: May 19 13:36:34.277:

===>

===>

00:17:7C:2F:B6:9A

00:17:7C:2F:B6:9A

00:17:7c:2f:b6:9a Adding mobile on Remote AP

00:17:7c:2f:b6:9a override for default ap group,

00:17:7c:2f:b6:9a Applying Interface policy on
State 2 Quarantine Vlan 0 Access Vlan 0

00:17:7c:2f:b6:9a Re-applying interface policy

00:17:7c:2f:b6:9a 0.0.0.0 START (0) Changing IPv4
' (ACL ID 255)
00:17:7c:2f:b6:
' (ACL ID 255)
00:17:7c:2f:b6:

(caller apf policy.c:2219)
9a 0.0.0.0 START (0)
(caller apf_policy.c:2240)

Changing IPv6

9a apfApplyWlanPolicy: Apply WLAN

Policy over PMIPv6 Client Mobility Type

*mmMaListen: May 19 13:36:34.277:
intf for roamed client - removing

*mmMaListen: May 19 13:36:34.277:

state to L2AUTHCOMPLETE (4) last s

*mmMaListen: May 19 13:36:34.277:

00:17:7c:2f:b6:
intf group from mscb

9a override from intf group to an

00:17:7c:2f:b6:9a 0.0.0.0 AUTHCHECK
tate AUTHCHECK (2)

(2) Change

00:17:7c:2£f:b6:9a 0.0.0.0 L2AUTHCOMPLETE (4)



Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

*mmMalListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 acl from
255 to 255

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Resetting web IPv4 Flex acl
from 65535 to 65535

*mmMalisten: May 19 13:36:34.277: 00:17:7c:2f:b6:9a Stopping deletion of Mobile
Station: (callerId: 53)

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Adding
Fast Path rule type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) Fast Path
rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging Vlan = 60,
Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.277: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7) State
Update from Mobility-Incomplete to Mobility-Complete, mobility role=ExpAnchor,
client state=APF_MS_STATE_ASSOCIATED

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
pemAdvanceState2 5807, Adding TMP rule

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)

Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local

Bridging Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Sent an XID frame
*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel
for 00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.278: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry
of type 9, dtlFlags 0x4

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Pushing IPv6 Vlan Intf

ID 13: fe80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A ,
Binding to Data Plane. SUCCESS !! dhcpvébitmap 0

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Calling mmSendIpv6AddrUpdate
for addition of IPv6: £e80:0000:0000:0000:6cla:b253:d711:0c7f , for MAC:
00:17:7C:2F:B6:9A

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a mmSendIpv6AddrUpdate:4800
Assigning an IPv6 Addr fe80:0000:0000:0000:6cla:b253:d711:0c7f to the client in
Anchor state update the foreign switch 10.105.135.226

*IPv6_Msg_Task: May 19 13:36:34.281: 00:17:7c:2f:b6:9a Link Local address fe80::
6cla:b253:d711:c7f updated to mscb. Not Advancing pem state.Current state: mscb
in apfMsMmInitial mobility state and client state APF_MS_STATE_AS

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule

type = Airespace AP - Learn IP address

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL ID = 255,

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)



Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging
Vlan = 60, Local Bridging intf id = 13

*mmMaListen: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.298: 00:17:7c:2f:b6:9a 0.0.0.0 Added NPU entry of
type 9, dtlFlags 0x4

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Static IP client associated to
interface vlan60 which can support client subnet.

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 DHCP_REQD (7)
Change state to WEBAUTH_REQD (8) last state DHCP_REQD (7)

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
pemAdvanceState2 6717, Adding TMP rule

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4d ACL
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Fast Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206 Local Bridging

Vlian = 60, Local Bridging intf id = 13

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a Plumbing web-auth redirect rule
due to user logout

*dtlArpTask: May 19 13:36:34.564: 00:17:7c:2f:b6:9a apfAssignMscbIpAddr:1148
Assigning an Ip Addr 60.60.60.11 to the client in Anchor state update the foreign
switch 10.105.135.226

*dtlArpTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Assigning Address 60.60.60.11
to mobile

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Set bi-dir guest tunnel for
00:17:7c:2f:b6:9a as in Export Anchor role

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a 60.60.60.11 Added NPU entry
of type 2, dtlFlags 0x4

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Pushing IPv6:
£e80:0000:0000:0000:6cla:b253:d711:0c7f , and MAC: 00:17:7C:2F:B6:9A , Binding to
Data Plane. SUCCESS !!

*pemReceiveTask: May 19 13:36:34.565: 00:17:7c:2f:b6:9a Sent an XID frame

(5508-MC) >
(5508-MC) >
(5508-MC) >*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP received
op BOOTREQUEST (1) (len 314,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 0.0.0.0 VLAN: 0
*DHCP Socket Task: May 19 13:36:44.259: 00:17:7c:2f:b6:9a DHCP selected relay 1 -
60.60.60.251 (local address 60.60.60.2, gateway 60.60.60.251, VLAN 60, port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
REQUEST (3)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP op: BOOTREQUEST,
htype: Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 3072, flags: 0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yviaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,



giaddr: 60.60.60.2
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP requested ip:
60.60.60.11
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP sending REQUEST to
60.60.60.251 (len 358, port 1, wvlan 60)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selecting relay 2 -
control block settings:

dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 60.60.60.2 VLAN: 60
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP selected relay 2 -
NONE (server address 0.0.0.0,local address 0.0.0.0, gateway 60.60.60.251, VLAN 60,
port 1)
*DHCP Socket Task: May 19 13:36:44.260: 00:17:7c:2f:b6:9a DHCP received op BOOTREPLY
(2) (len 308,vlan 60, port 1, encap 0xec00)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP setting server from ACK
(server 60.60.60.251, yiaddr 60.60.60.11)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP transmitting DHCP
ACK (5)
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP op: BOOTREPLY, htype:
Ethernet, hlen: 6, hops: 0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP xid: Oxad00ada3
(2902502819), secs: 0, flags: O
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP chaddr:
00:17:7c:2f:b6:9a
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP ciaddr: 0.0.0.0,
yiaddr: 60.60.60.11
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP siaddr: 0.0.0.0,
giaddr: 0.0.0.0
*DHCP Socket Task: May 19 13:36:44.261: 00:17:7c:2f:b6:9a DHCP server id:
192.168.200.1 rcvd server id: 60.60.60.251
*webauthRedirect: May 19 13:36:47.678: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:47.680: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Preparing redirect

URL according to configured Web-Auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- http_response_msg_body2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser host is
www . facebook.com

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- parser path is /
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- added redirect=,
URL is now https://192.168.200.1/login.html?

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/login.html?redirect=www.facebook.com/
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 312

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK
Location: https://192.168.200.1/login.html?redirect=www.facebook.com/



Content-Type: text/html
Content-Length: 312

<HTML><HEAD

*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- send data length=448
*webauthRedirect: May 19 13:36:47.680: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL

*webauthRedirect: May 19 13:36:47.681: 0:17:7c:2f:b6:9a- received connection

*emWeb: May 19 13:36:48.731: SSL Connection created for MAC:0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- received connection

*webauthRedirect: May 19 13:36:51.795: captive-bypass detection disabled, Not
checking for wispr in HTTP GET, client mac=0:17:7c:2f:b6:9a

*webauthRedirect: May 19 13:36:51.795: 0:17:7c:2f:b6:9a- Preparing redirect URL
according to configured Web-Auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Checking custom-web
config for WLAN ID:4

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- unable to get the hostName
for virtual IP, using virtual IP =192.168.200.1

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Global status is enabled,
checking on web-auth type

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type Internal,
no further redirection needed. Presenting defualt login page to user
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_bodyl
is <HTML><HEAD><TITLE> Web Authentication Redirect</TITLE><META http-equiv=
"Cache-control" content="no-cache"><META http-equiv="Pragma" content="n
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- http_response_msg_body?2
is "></HEAD></HTML>

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser host is

www . facebook.com

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- parser path is
/favicon.ico

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- added redirect=, URL is
now https://192.168.200.1/1login.html?

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- strl is now
https://192.168.200.1/1login.html?redirect=www. facebook.com/favicon.ico
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- clen string is
Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Message to be sent is
HTTP/1.1 200 OK

Location: https://192.168.200.1/login.html?redirect=www.facebook.com/favicon.ico
Content-Type: text/html

Content-Length: 323

*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- send data length=470
*webauthRedirect: May 19 13:36:51.796: 0:17:7c:2f:b6:9a- Web-auth type External,
but unable to get URL
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP received op
BOOTREQUEST (1) (len 308,vlan 0, port 1, encap 0xec07)
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP (encap type 0xec07)
mstype 3ff:ff:ff:ff:£ff:£ff
*DHCP Socket Task: May 19 13:37:03.905: 00:17:7c:2f:b6:9a DHCP selecting relay 1 -
control block settings:

dhcpServer: 60.60.60.251, dhcpNetmask: 255.255.255.0,

dhcpGateway: 60.60.60.251, dhcpRelay: 60.60.60.2 VLAN: 60

*emWeb: May 19 13:38:35.187:



ewaURLHook: Entering:url=/login.html, virtIp = 192.168.200.1, ssl_connection=1,

secureweb=1

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:35.199: WLC received client 0:17:7c:2f:b6:9a request for
Web-Auth page /login.html

*emWeb: May 19 13:38:47.215:
ewaURLHook: Entering:url=/login.html,
secureweb=1

virtIp = 192.168.200.1, ssl_connection=1,

*ewmwebWebauthl: May 19 13:38:47.216:
created for mobile, length = 5

*ewmwebWebauthl: May 19 13:38:47.216:
created in mscb for mobile, length = 5
*ewmwebWebauthl: May 19 13:38:47.216:

00:17:7c:2£f:b6:9a Username entry (surbg)

00:17:7c:2£f:b6:9a Username entry (surbg)

00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_REQD

(8)

*ewmwebWebauthl: May
*ewmwebWebauthl: May
(14) Change state to

Change state to WEBAUTH_NOL3SEC

(14)

19 13:38:47.216:
19 13:38:47.216:
RUN (20) last state WEBAUTH_NOL3SEC (14)

last state WEBAUTH_REQD

(8)

00:17:7c:2f:b6:9a apfMsRunStateInc
00:17:7c:2f:b6:9a 60.60.60.11 WEBAUTH_NOL3SEC

*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a Session Timeout is 0 -
not starting session timer for the mobile
*ewmwebWebauthl: May 19 13:38:47.216: 00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)

Reached PLUMBFASTPATH: from line 6605
*ewmwebWebauthl: May 19 13:38:47.216:
Replacing Fast Path rule

00:17:7c:2f:b6:9a 60.60.60.11 RUN (20)

type = Airespace AP Client

on AP 00:00:00:00:00:00, slot 0, interface = 1, Q0S = 0

IPv4 ACL ID = 255, IPv6 ACL ID =
Hier is de client-side pakketopname.
De client krijgt het IP-adres.
gmartlin_2f:b6:9a Broadcast LRP 47 who has 80.80.60.117 Tell ©.0.0.0
smartlin_2f:b5:2a eroadcast ARP 42 who has &0.60,60,2517 Tell 60,60.60.11
smart1in_2f:b6:9a Broadcast ARF 42 gratuitous asp for 60, 60.60,11 (reguest)
0.0.0.0 255.255.255.255 CHCP 348 DHCP Request - Transaction ID Oxd73béd5h
162.1658.200.1 &0.60.60.11 CDHCP 346 DHCP ACK - Transaction ID nxd?zhﬁﬂh

R R B L I T e R R T |

De client opent een browser en typt www.facebook.com.

60, 60, 60,11 50. 50. 50,251 ons ?E s:and.ard eper'y l[:u-r.'l.ﬂlm:‘| B e, 'Fa.cehnnk com

50. 50, 50,251 60, 60, 60,11 DHS 92 Zrandard gquery response Ox18bc 4 56.56.56. 56

60, 60, 60,11 50,50, 50,251 (T 78 standard query Qxablb  ARAA www, Tacebook. com

60. 60, 60,11 50. 50, 50,251 DN 76 standard query Oxablb Asas www, Facebook.com
Al A, 17 560 5. 50,251 nes TR osrandard moaery Dxallh asas wew. Facebank . cmm

wire (G608

[+] 76 bytes captured (G608 on intertace O
+ Ethernet II, 3rc: Smartlin_Zf:bé:Ga {IJI:' 17:7ci2f:bd:9al), Dst: C‘iscu _foiodzal (ForfrohS:fc:bbali)
# Intarnet Protocol version 4, Src: 60.60.80.11 (60.60.60.11), pst: S0, 50, 50,251 (50. %0, 50.251)
£ User patagram Protocol, SFE POFT: 62672 (626720, pst Port: domadn 530
= bomaln wame System (queryd
Transaction I0D: Owabllb
® Flags: 0ud100 Standard guery
guestions: 1
ARSwEr RES: O
suthority RRS: O
Additional RREs: O
= aueries
B wew, Facebook. com: type A2AA, class IN

De WLC onderschept het eerste TCP-pakket van de client en drukt op het virtuele IP-adres en de
interne Webauth-pagina.



56, 56, 56. 56 0. 60, 60,11 TcP £ hrtp = 49720 [ack] seqel Acks207 win=66%6 Lensd

ER ER TR SR A AN /RN ™D R4 now AGTIN H &7 Coned T 4ck=307 nmFRER | ane
L]

[ Frama 5500 524 bytes on wire (4192 bits), 524 byres caprured 4192 bits) on dnterface 0

E Ethernet II, Src; Cisco_fo:®d:a8 (FO:F7:8%5:Fc:®8:a8), Dst: Smartlin_2f:bé:fa (00:L7:7c:2F:bA:Ra)

[ Intarnat Protoco]l Varsion 4, Src: 54, 56, 8698 (54,54, 58,980, Dst: 80,60, 40,11 (80.40,80,11)

@ Transmission Contral Protocel, Sre Part: hetp (BO00, DEt Port: 45720 (497200, Seq: 1, Ack: 20F, Len:d 470

©Mypertest Tramsfer Protocel
# WITRAL.L 200 owyep

Location: herps: L9, LeE. 200, 1 T0gn, hml Frecd rec T sewe, Tacebok , cosFay i con. 1<oiesn
Content-Type: textimThryn

B Contant-Length; 323%Wn
W

[HTTP response 1717

Na succesvolle webverificatie wordt de rest van de werkstroom voltooid.

B0, 60,60,01 B0, §0.50.251 DHS R seandard guery Onfddd & eSculise, 1e,mdcroseft, com

B0.60.60.11 192182001 TeR BG 407 3 hitps [SYN] Soged wineSLO2 Lone0 MSSe1460 WSed SACK_PERMSl
19g.148.200,1 é0.60.40.11 . TP A& hEtps > 45724 [SYN, ACK] Segel Ackel win=1360 Lens) MS5=1350 SACK_PERMsl WSafd
&0, 60, 60, 11 102.168. 200.1 TCR 54 40724 » hitps [Ack] Sagel Acke=l winelS680 Lored

80, 80, 80, 11 192,168, 200,1 TLEYL 180 C19ant Hello

193,168,200, 1 0. 505011 TeR 54 hrips > 40724 [ack] Zagel Ack=137 win=S635 Lan=0

192,148, 200, 1 i, 0. 80,11 TLEML 152 server Hello, Chamge Clipher Spec, Emcrypted Handshake Messzage

&0, 60, 60, 11 102,168, 200.1 TLEWL 113 change ciphar Spec, Encrypred Handshaka Massage

‘B0.80.60,21 MO dO.0.E2L 0 mWs B3 Standard query OubBl4 & celd)l.oedndowsopdate.com
10z 168.200.1 0. 50, 80, TCR 54 CTps > 40724 [acK] Segel3® Ack=106 wWin=£556 Lone{



Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



