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Inleiding

In dit document worden de stappen beschreven voor het configureren van e-mailelementen met
Open Authorisation (OAuth 2.0).

Bijgedragen door Anuj Bhatia en Bhushan Suresh, Cisco TAC Engineer.

Reden voor gebruik van OAuth 2.0

Google heeft de functie Minder beveiligde app-toegang afgekeurd en hiervoor moet de Email
Asset worden geconfigureerd met OAuth 2.0 voor verificatie voor gebruik met apps van derden,
zoals Webex connect.

Voorwaarden

Vereisten
Cisco raadt kennis van de volgende onderwerpen aan:

- Webex Contact Center (WXCC) 2.0
- Webex connect portal met e-mailstromen geconfigureerd

Gebruikte componenten



De informatie in dit document is gebaseerd op de volgende softwareversies:

- WXc 2.0
De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een

opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.

Configureren

Stap 1: Een project maken op Google Developer Console

Volg de stappen om een Google-project te maken

Stap 2: OAuth-toestemming configureren

1. Kies Internalof Externalzoals vereist.

API AP and services DAuth consent scrsmn
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2. Klik op Create.

3. Voer de e-mail voor gebruikersondersteuning in die de e-mail-id is die aan de Asset is
gekoppeld.

/I Op het actief:


https://support.google.com/googleapi/answer/6251787#zippy=%2Ccreate-a-project

ASSET NAME D

bhusuresIMIEmail

EMAIL ID

l bhusuresimi@gmail.com

FORWARDING ADDRESS
Sfcfoct5e5Tih5d9410efdBB484 Sedbb@mai COPY

Mate: Emails sent to the assat email ID will be forwarded to this address,

/I Op de Google-console:

Google Cloud Platform 2+ mioauth ~

API APls & Services Edit app registration
@ EnsbledAPI: B corvicas @ OAuthconsentscreen — ) Scopes — € Testusers — @) Summary
i Library
= Umcats App information
= OAuth conSenl SCTen This shows in the consent screen, and helps end users know who you are and contact
you
2 Domain vesification
App name *
- IMIDaUTh

T Page ussge agreerenls

B T T T
e name of 1he app asking bor consend

Uger support email *

bhusunesimiggmail.com -
Fior urder & 10 S LEE] you with gueslions Sboul Their conden
App lega BROWSE

Uplosd an image, not Leger than 1ME on the consent screen that will help users recognize
YOUr app. Allpwied :|"|.'|r,--":'.:"'|' ¥ ang JPG, PMNG, and BME Logos should b Sguang and

T20px by 1200 for the DEst resula

Opmerking: Zorg ervoor dat u bent aangemeld met de e-mail-id die aan de Asset is
gekoppeld of dat de e-mail voor gebruikersondersteuning de e-mail niet in de
vervolgkeuzelijst toont.



Google Cloud Platform & mioauth « | @ Search Products, resources, docs (/)

API APIls & Services Edit app registration Learn et b geepeou

Bhushan imi

Enatrled APls & services © oauthconsentscreen — @) Scopes — @) Testusers — @) Summary How is bhusuresimi@gmail. com
Privacy
o Library
= Google Account
o= Credentials App information
w OAuth consent screen This shows in the consent screen, and helps end users know who you ane and contact
you
= Domain verification
App name *
=y Pageusage agreements Mt [D|5 .
The name of the app asking for comsent t
()
+ User support emall * Add account Sign out
bhusuresimiggmail.com -
Faor (rsers 10 contact you with questions about their consent

?Sﬂlﬂ(‘.t what [Display Name] can access ]

4. Voer het geautoriseerde domein in zoals het Webex connect domein, zoals aangegeven op de
afbeelding:

Authorized domains @

When a domain is used on the consent screen or in an QAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Consaole to check if your domains are authorized. Learm more about the autharized domain limit

~ Authorized domain 1 *
imiconnect.io

-+ ADD DOMAIN

5. Voer in save and Continue €n onder Test users Voer dezelfde e-mail in als de e-mail voor
gebruikersondersteuning.



Edit app registration

& Onuth consent screen — @ Scopes — ) Testusers — ) Summary

Test users
While publishing status is se1 to Testing”, only test users ane able 10 access

the app. Allowed user cap prior 1o app verfication is 100, and is counted aver
the entire lifetime of the app. Learn more

=+ ADD USERS

= Filter  Entes property name of value 9

Uaer indoermation

| bhusuresimizE-gmall .:n_'\-l'1] '

SAVE AND CONTIMLUE CANCEL

6. Voer in save and Continue €n ga terug naar het Dashboard.

Stap 4. OAuth-referenties maken

1. Navigeer naar Credentials > Create credentials €n selecteer OAuth-client-ID.

APls and services Credentials <4 CREATE CREDENTIALS W DELETE

API

APl key
L.
o |EnadiaEEaRd 3sch redentials i as  |dentifies your projell using a simple AP key to check quota and access
bi  Library OAuth client ID

F Remembaer t

Requests user consent 50 thal your app can aco

O Credentials
Service account

e QAuth COnSent screen

AP keys

i

Domain verification [] Hame Help me choose

Enables server-io-server, app-level authentics

Creal

Asks a lew questions to help you decide which type o

Mo APl keys 1o displa

w Page usage agreements

OAuth 2.0 Client I1Ds
[ Hame

Mo Qiwuth clients to display

2. Maak en voer de gegevens in:

Toepassingstype: Web applicatie
Geautoriseerde JavaScript-oorsprong: Webex Connect URL



Gemachtigde URI’'s omleiden: De callback URL (Deze URL kan worden gevonden op de e-mail
Asset pagina zodra het Verificatietype als OAuth 2.0 wordt gekozen.)

= Google Cloud Platform & iMIOAuth

API APIs & Services

43+  Enabled APls & services
i Library
=] Credentinls

% QAwuth consent screen

Domain verification

o Page Usage Sgrbmens

£l

& Create QAuth client ID

a client 1D is used 1o identify 3 single app 1o Google's DAuth servers, |1 your app nens on
multiple platforms, each will need its own client ID. See Satting up OAuth 2.0 for more
infarmation. Learn mone about DAUth client types.

L by *

Wi application

Mame *

Wab client 2

Thee name of your Qfuth 2.0 client. This name ks only used 10 identify the client inthe
sonsole and will not be shown 1o end users

The domaing of the URls you add below will be automatically added to
your Oufiuth consent screen as authorized domains.

Authorized JavaScript origins @

For uge with rejuests frorm a Brovwser

URls 1 *
[hrlpg:.f.“webexmwlthmaspb:.nmu:unnem io ]

=+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URls 1 *
lhnps:.ffw@heumwll:hthaspb: imiconnectiofcallback ]

+ ADD URI

Mote: It rmay take 5 minutes 1oa few hours for seitings 1o take effect

CREATE CANCEL

3. Kopieer de client-ID, het clientgeheim en Download the JSON.



OAuth client created

The client ID and secret can always be accessed from Credentials in APls &
Services

OAuth access is restricted to the test users listed on your OAuth
consent screen

- Your Client ID

o |
Your Client Secret '
o

¥ DOWNLOAD JSON A —
oK

4. Voer op Webex Connect een bedrijfsmiddel in (onder Asset > Apps > Configure New Application > Email) €n
voer de gegevens in:



A5

bhusuresIMIEmail

EMAILID

bhusuresimi@gmail.com

FORWARDING ADDRESS

Nete: Emails sent to the asset email 1D will be forwarded 1o this address.

AUTHENTICATION TYPE

OAuth 2.0 ¥
SMTP SERVER USERMNAME

smip.gmail.com bhusuresimi@gmail.com
PORT SECURITY

487 5L '
CLIENT ID CLIENT SECRET

CALL BACK URL

sliwebecowithweecaspbimiconnectio/callback

AUTHORIZATION URL

cesunts.google.comaloauth2fauth

ACCESS TOK
hitpsiffoauth2.googleapis.com/token
REFRESH TOKEM URL

httpet/foauth2.googleapis.com/token

GENER

TOKEN

5. Klik op Generate Token en je wordt doorgestuurd naar de Gmail log in.

bhusuresimi@gmail.com

FORWARDING ADDRESS
SfcfbcfSe5TibEd9410efdEB4845adE6Emai

Mote: Emails sent to the asset email ID will be forwarded to this address. G sign in with Google

AUTHENTICATION TYPE

QAuth 2.0 v

Choose an account

SMTP SERVER to continue to imiconnect.io

smip.gmail.com

PORT o bhushan imi
587 bhusuresimi@gmail.com
CLIENT ID
(@ Useanother account
CALL BACK URL

https: fwabexcowithwxcaspbaimiconnact.iofcallback
AUTHORIZATION URL

https:faccounts.google.com/ofoauth2/auth
SCOFE

https:imail google.com/

ACCESS TOKEN URL

https:foauth. googleapis.com/token

REFRESH TOKEN URL

https: foauth2.googleapis.com token

| eenerave Toxen

English (United States) ~ Help Privacy Terms




Opmerking: Het Access-token en de Refresh-token worden intern gebruikt door Webex
Connect om met Gmail te spreken.

Access Token Refresh Token

Validity
3599
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