Secure Firewall Threat Defense configureren om
inbraakgebeurtenissen naar een Syslog-server
te verzenden met FDM

Inhoud

uitgifte

Het doel is om de Secure Firewall Threat Defense (FTD) te configureren om Intrusion-
gebeurtenissen naar een syslog-server te sturen via Cisco Secure Firewall Device Manager
(FDM).

milieu
FTD versie 7.7.10, beheerd door FDM. Deze procedure geldt ook voor andere versies.

resolutie

Gebruik de stappen om de FTD te configureren om Intrusion-gebeurtenissen via FDM naar een
syslog-server te verzenden.

Stap 1. Navigeer in de FDM GUI naar het tabblad Beleid.
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Stap 2. Klik op het tabblad Intrusion.
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Stap 3. Klik op de knop Instellingen.

I Firews e e D 6‘ L] . agdmin alianlne o
1 irewall Device Manager Mositcring Boge Dovios: . @ @ H Aaminsvaor |~ ties SECURE
& Security Policies Click Here
= © Access Conrl
S policies Inspection Engine: 3.3.5.1000-57 T +

Balanced Security and Connectivity Autornatically-created custom policy equivalent to 'Balanced Security and Connectivity - Cisco Talos'. This policy Prevention
attempts to strike the delcate balance batween network connecthvity and throughgut and the needs of security, While
nat 48 Shict 43 Seeuity Over Connectivity, this policy SHEMPLS 1 kesp uSers securs whild béwng 1858 obtiushe about
normal traffic,

2 Connactivity Over Security Automatically-created custom policy equivalant to 'Connactivity Over Security - Cisco Talos'. This policy places an Prevantion
ermphasis on network connsctivity and throughput, at this possibie expense of security. Traffie is inspected less deaply,
and less rules ane evaluated.

3 LAB Prevention

4 Maximum Detection Automatically-created custom policy souivalent to Maximum Datection - Cisco Talos”. This policy plsces all smphasis Prevvintion
on security. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only
be usad for high security aneas and security monitors must be prepared o investigate alerts to determing thisir validity.

& Socurity Over Connectivity Automatically-created custom policy equivalent to "Sacurity Over Connectivity = Cisco Talos'. This policy places an Pravention
emghasis on security, 81 the possible expense of network connectivity and throughput. Traffic is inspected mone
doeply, mone rules ame maluated, and both false positives and increased Eatency ane expected but within reason

Stap 4. Klik in het gedeelte Inbraakgebeurtenissen naar Syslog-servers verzenden op de knop
Plus (+).



Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Stap 5. Selecteer het object syslog server en klik vervolgens op OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:
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Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (3

Balanced Security and Connectivity - Cisco Talos: Prevention (no overrides

Stap 6: Implementeer de configuratiewijzigingen in de firewall.

Oorzaak



Als u inbraakgebeurtenissen wilt configureren die naar een syslog-server worden verzonden,
selecteert u de syslog-server in de instellingen voor het inbraakbeleid.

Gerelateerde inhoud

Configuratiehandleiding voor Cisco Secure Firewall Device Manager



https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-system.html#id_88125

Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



