Beveiligde toegang configureren met Secure
FTD en ASA voor privetoegang met NAT
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Verifiéren

Inleiding

In dit document wordt beschreven hoe u de Secure Access Network Tunnel Group kunt
configureren met Network Address Translation.

Voorwaarden

Vereisten

Cisco raadt kennis van de volgende onderwerpen aan:

 Cisco Firewall Management Center
* Cisco Secure Firewall Threat Defense
» Cisco Secure Access



Cisco Adaptive Security Appliance
* netwerkadresvertaling

+ op beleid gebaseerde routering
Pakketvastlegging op firewall

Gebruikte componenten

De informatie in dit document is gebaseerd op:

+ Cisco Firewall Management Center 7.10

» Cisco Secure Firewall Threat Defense 7.10
» Cisco Secure Access

» Cisco Adaptive Security Appliance 9.22

» Cisco-routers

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.

Achtergrondinformatie

Cisco Secure Access biedt cloud-native Secure Service Edge-mogelijkheden, waaronder Secure
Internet Access (SIA) en Secure Private Access (SPA). Voor organisaties die de toegang tot
privétoepassingen uitbreiden tot externe gebruikers zonder al het verkeer via een datacenter te
backhalen, maakt Secure Access gebruik van IPsec Network Tunnel Groups (NTG's) om
gecodeerde tunnels te maken tussen on-premises netwerkapparaten - zoals Cisco Firewall Threat
Defense (FTD), Adaptive Security Appliance (ASA) en Cisco Secure Access cloud Points-of-
Presence (PoP's).

In dit document wordt beschreven hoe een routegebaseerde IPsec-tunnel tot stand kan worden
gebracht met behulp van IKEv2 tussen Cisco FTD, ASA en Cisco Secure Access, waardoor
Network Address Translation (NAT) op Secure Access en Policy-Based Routing (PBR) op de FTD
en ASA alleen privéverkeer naar de tunnel kan sturen.

Netwerkdiagram
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Netwerktopologie

Configureren

Veilige toegang en veilige firewall Thread Defense - Dynamic (BGP)
routegebaseerde VPN met PBR

Netwerktunnelgroep configureren voor beveiligde toegang

1. Meld u aan bij het dashboard voor beveiligde toegang Veilige toegang

2. Navigeer naar Verbinden > Netwerkverbindingen > Netwerktunnelgroepen en klik op
+Toevoegen om de Netwerktunnelgroep te configureren

"Ysth Secure Access ; 0 Jaikishan Yadav

[Network Connections | & Raute Summarization

Manage the connections that allow user traffic to reach private resources on your network. For information about these options, see Help

o 1 & .
Connector Groups Metwork Tunnel Groups Meraki Sites FTDs

Network Tunnel Groups o o

Experience
insignts o o 0
Dissonmected § Warning £ Connected &
&
Connect

Network Tunnel Groups

= A network tunnel group provides a frameworik for establishing tunnel redundancy and high
availibility. Connect tunnels 1o the hubs within a netwark tunnel group to securely control
user access to the Internet and private resources. Help ©f

Veilige toegang - Netwerktunnelgroepen


https://login.sse.cisco.com/

3. Network Tunnel Group configureren - Algemene instellingen

« Naam, regio en apparaattype van tunnelgroep configureren
+ Kilik op Volgende

& Network Tunnel Groups
Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your erganization's available network
devices to establish this network tunnel group connection. Help

@ General Settings

2 Tunnel ID and Passphrase
3 Routing

4 Data for Tunnel Setup

I General Settings

Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access, and choose the
device type this tunnel group will use.

Tunnel Group Name

| Fro-soP

Reglon

[ US (Pacific Northwest) " J
Device Type

[ FTD - ]

< Cancel m

Veilige toegang - Algemene instellingen voor netwerktunnelgroepen

4. Configureer Tunnel ID en wachtwoordgroep.

» Configureer de tunnel-ID en wachtwoordgroep.

+ Kiik op Volgende

« Network Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group o Secure Access and enable secure network connections o

the internet and private resources. Select one of your

ion's available

devices to establish this network tunnel group connection, Help ©f

@ General Settings

@ Tunnel ID and Passphrase

3

4

Routing

Data for Tunnel Setup

Tunnel ID and Passphrase
Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel I Format

(®) Email IP Address

Tunnel ID
[mngp\-pn ] @<org=<hubs.sse.cisco.com

Passphrase

Show

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case latter, one number, and cannot include
any special characters,

Confirm Passphrase

[[ P e ]l

=] -]




Veilige toegang - ID en wachtwoordgroep voor netwerktunnelgroepen

5. Routering configureren

» AS-nummer van apparaat configureren
+ Klik op Opslaan

@ Tunnel ID and Passphrase
Internat Protocel Version Setting for Routing

@ Routing [_j Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.

4 Data for Tunnel Setup Routing option

Static routing

Use this option to manually add IP address ranges for this tunnel group.
(@) Dynamic routing

WUse this option when you have a BGP peer for your on - premise router,

Device AS Number

Advanced Settings

[) Multinop BGP
Selact this option to enable the ability for BGP peers to establish a connection
{hop) when not directly connected.

[_) override BGP route summarizati
By default, advertised routes are summarized using the configured summary
subnets in the Route Summarization page. Select this option 1o override route
summarization.

[") Block default route advertisement
Select to block the advertisement of the default route.

< Gancel

Veilige toegang - routering van netwerktunnelgroepen

6. Configuratie van netwerktunnelgroep opslaan




+ Network Tunnel Groups

Add a Netwoerk Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization®s available network
devices to establish this network tunnel group connection. Help

@ R Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that your passphrase is

displayed.
@ Tunne! ID and Passphrase
Primary Tunnel ID: fidbgpvpn@
@ Routing .
Primary Data Center IP Address: 44228138150 ¢ 2603:5004:13: 20611017 ¢
: fidb
@ Data for Tunnel Setup Secondary Tunnel ID GRVPNE
Secondary Data Center IP Address: 523520156 2603:500413: 2021101 ¢
Passphrase:

Download CSV
: 3

Veilige toegang - Netwerktunnelgroepen

Dynamic Route-based IPsec VPN configureren op Secure Firewall Threat Defense (FTD) met
PBR

1. Aanmelden bij Firewall Management Center (FMC)
2. Virtual Tunnel Interface VTI configureren

» Navigeer naar Apparaten > Apparaatbeheer


https://docs.manage.security.cisco.com/cdfmc/t_create_vti_tunnel.html

gl Firewall Management Center

CIsco D¢ ; [ Device Management

— Devices = X

Monitor

IDeviceManagement I + Upgrade

3 Insights & Reports >
Template Management Threat Defense Upgrade

2% Events & Logs >
Platform Settings Chassis Upgrade
Manage FlexConfig

1 Policies > Certificates

Objects

— Show less

mm Devices I

Veilig firewallbeheer - Dashboard

+ Kiik op het potloodpictogram naast het apparaat en navigeer naar de sectie Interface
+ Kiik op Interfaces toevoegen en selecteer Virtual Tunnel Interface

aliali,  Firewall Management Center

(11 Socure Firewall Interfaces

FTD @

Maonitor

. Device Inline Sets  Routing ~ DHCP  VTEP
iF insightsEReports >
o e , Interfacos | Virtual Tunnels | Q. Search by name | [ syne nterface ]l nda ntertaces - | .

Sub Imerisce

s Interface Logical Mame  Type Security Zones  MAC Address (Active/Stand...  IP Addross Path Monit..  Virn Redundant interface
1 Pelicles * Bridge Group Interface
@ Managementifo managemeant Physical Disabled Global
L] Objects Wirtual Tunnel interface
7] GigabitEthemet0/o outside Physical  outside U9 2168112/ 241 5tatic), Disabled Global Loopback Intarface
'.., Devices ¥
N bter fiace
(@ cigaitethemeton insige Fhysical  inside 10.10.10:1/24 (Statie); Disabled Gloal VNI Interface
& Securs Connections
[ GigabitEthemato)2 Physical Disabiled
& Integrations
[@ cigabitEthemator3 Physical Disabled

Veilig firewallbeheer - FTD VTI-configuratie

» VTI configureren



Add Virtual Tunnel Interface ®@

General Path Monitoring

Tunnel Type

@ Static O Dynamic

[ VTI-1 ]

Enabled

Description:

" Virtual Tunnel interface for

Security Zone:

wii v

Priority:

0 (0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel interface Details
An interface named Tunnel<I/D> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VT

Tunnel |D:*

[ 1 ] (0 - 10413)




Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for

the VTI.

Tunnel |D:*

E

Tunnel Source:*

{0 -10413)

[ GigabitEthernet0/0 (outside) v ] [ 182.168.1.12

7

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@® ipva

IP Address:*

@ Configure IP

() pve

O Borrow IP (IP unnumbered)

Veilig firewallbeheer - FTD VTI-configuratie

[ 169.254.2.1/30

| ®

Select Interface

_I_

Cancel m

» Configureer ook VTI-2 voor secundaire IPsec VPN met beveiligde toegang

FTD

Cisco Secure Firewall Threat Defense for ViMware

Device Interfaces Inline Sets

Interfaces | Virtual Tunnels

Routing

DHCP VTEP

Cancel

Q1 Search by name

] [ Sync Interface ] [ Add Interfaces ~ ]

Interface Logical Mame Type Security Zones  MAC Address (Active/Stand... IP Address Path Monit...  Virtual Router
[iManagernent{)fO management Physical Disabled Global Q<
[E7] GigabitEthernetd/0 outside Physical outside 182.168.1.12/24(Static); Disabled Global &
(& Tunnen VTI- VTl wii 169.254.2.1/30(Static); Disabled Global & 0
(@ Tunnel2 VTI-2 VTl vt 169.254.2.5/30(Static); Disabled Global & 0
GigabitEthernet0/1 inside Physical  inside 10.10.10./24(Static); Disabled Global &



Veilig firewallbeheer - FTD VTl-configuratie

3. Navigeer naar Beveiligde verbindingen > Site-to-Site VPN & SD-WAN en klik op Toevoegen om

de VPN te configureren

abaln  Firewall Manage enter
cisco t

VPN & SD-WAN

° Q@ @ admin

= Secure Connections == Last Updated: 1016 AM m E
® J[ Refresh ]
Menitar
IS-Io-to-SiIrr VPN & SD-WAN I
" Insights & Reports » A A n
Smote ACCess VI
<™ i
' Evaaslage ’ Dynamic Access Policy
Manage
1] Palicies »
9" Objects
- Davices ¥
HNo VPN topologies are configured. Create a VPN Topology.
& Integrations »
Veilig firewallbeheer - FTD VPN-configuratie
* VPN-topologie maken
Create VPN Topology ®

Topology Name *

[ SecureAccess-VPN-Primary

VPN Type

New -

(O SD-WAN Topology

@ Route-Based VPN
simplifies and automates the Secures traf

Select VPN Topology Select VPN Topology

@ O @ Hub and Spoke
@ @ Peer to Peer

Prerequisites

~
(O Policy-Based VPN
on sin
protectec
Select VPN Topology
J

A SASE Topelogy cannot
be selected because
Cisco Umbrella

Connection is not

configured.

Prerequisites

C' Refresh

Veilig firewallbeheer - FTD VPN-configuratie

+ Verkrijg vanaf stap 6 van de Configure Network Tunnel Group on Secure Access de tunnel-



ID's en IP-adressen voor de primaire en secundaire datacenters.

Klik op Eindpunten

Klik onder knooppunt A op Apparaat en selecteer uw FTD-apparaat

Klik op Virtual Tunnel Interface en selecteer de eerste VTl-interface die in de vorige stap is
gemaakt

Klik op de optie Lokale identiteit naar collega's verzenden en selecteer E-mail-ID, voer de
primaire tunnel-ID in (van "Configuratie netwerktunnelgroep opslaan" onder
Netwerktunnelgroep configureren voor beveiligde toegang )

Klik onder knooppunt B op Apparaat en selecteer Extranet

Klik op Apparaatnaam en geef deze een naam

Klik op IP-adressen van eindpunten en voer de primaire en secundaire IP-adressen voor
beveiligde toegang in, gescheiden door een komma (van "Configuratie netwerktunnelgroep
opslaan" onder Netwerktunnelgroep configureren voor beveiligde toegang )

Klik op VTI voor back-up toevoegen

Klik op Virtual Tunnel Interface en selecteer de tweede VTl-interface die in de vorige stap is
gemaakt

Klik op de optie Lokale identiteit naar collega's verzenden en selecteer E-mail-ID, voer de
secundaire tunnel-ID in (van "Configuratie netwerktunnelgroep opslaan" onder
Netwerktunnelgroep configureren voor beveiligde toegang )

Klik op Opslaan



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Pointto Point | Hub and Spok Full Mesh

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced
Node A
Device:*

[FTD v]

Virtual Tunnel Interface:*

[VTH (IP: 169.254.2.1) v ] -+

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
(O) Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*
[ Email ID ¥ ]

| ftdbgpvpn(

Veilige FTD - VPN-eindpuntconfiguratie

Node B

Device:*

[ Extranet

Device Name*:

[ Secure Access

Endpoint IP Address*:

[ 44,228.138.150,52.35.201.56

Cancel m




Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* [ IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Backup VTI: Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.2.5) v ] +

Tunnel Source: outside (IP: 192.168.1.12)Edit VTI
D Tunnel Source IP is Private

Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ tdbgpvpn@ 22-
Additional D

Configuration

Route traffic to the VTI . Routing Policy
Permit VPN traffic - AC Policv

Veilige FTD - VPN-eindpuntconfiguratie

» IKEv2-instellingen configureren volgens ondersteunde |IPsec-parameters
» Selecteer Beleid als Paraplu-AES-GCM-256
» Selecteer Verificatietype als vooraf gedeelde handmatige sleutel


https://securitydocs.cisco.com/docs/csa/olh/120435.dita

Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpoints IKE IPsec Advanced

IKEv2 Settings

N
Policies™® | mbrella-AES-GCM-256 &

Authentication Type: [ Pre-shared Manual Key v ]

Confirm Key:* [

[:] Enforce hex-based pre-shared key only

Secure FTD - VPN IKE-instellingen

* IPsec-instellingen configureren

» Selecteer IKEv2 IPsec-voorstellen als paraplu-AES-GCM-256
* Inschakelen PFS als geselecteerde Modulus-groep als 20



Edit VPN Topology

Topology Name:*

[ SecureAccess-VPN-Primary }

Network Topology:

| Point to Point |

IKE Version:* ) IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals  IKEv2 IPsec Proposals* &

tunnel_aes256_sha Umbrella-AES-GCM-...

C] Enable Security Association (SA) Strength Enforcement

Enable Perfect Forward Secrecy

Modulus Group: [ 20 v

Secure FTD - VPN IPsec-instellingen

» Geavanceerde instellingen
+ Klik op Opslaan

Cancel



Edit VPN Topology ®

Topology Name:*

[ SecureAccess-VPN-Primary J

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2
Endpoints IKE IPsec Advanced
|Psec IKE Keepalive: | Enable v
Tunnel ( )
Threshold: | 10 | Seconds
Retry Interval: |2 | Seconds (R 2-1
Identity Sent to Peers: | autoOrDN v |
Peer Identity Validation: ‘ Do not check v |

Secure FTD - Geavanceerde VPN-instellingen

FTD-beleidsgebaseerde routering

Bij traditionele routering worden pakketten gerouteerd op basis van het |IP-adres van de
bestemming. Het veranderen van de routering van specifiek verkeer in een op bestemming
gebaseerd routeringssysteem is moeilijk. Policy Based Routing (PBR) breidt de mechanismen die
worden geboden door routeringsprotocollen uit en vult deze aan, waardoor u meer controle hebt
over routering.

Met PBR kunt u de IP-prioriteit instellen. Hiermee kunt u ook een pad opgeven voor bepaald
verkeer, zoals prioriteitsverkeer via een dure link. Met PBR kunt u routering definiéren die is
gebaseerd op andere criteria dan het bestemmingsnetwerk, zoals de bronpoort, het
bestemmingsadres, de bestemmingspoort, het protocol, toepassingen of een combinatie van deze
objecten. Raadpleeg Beleidsgebaseerde routering voor meer informatie

1. Toegangslijst configureren

* Navigeer naar Objecten > Toegangslijst > Uitgebreid


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-policy-based.html

» Klik op Uitgebreide toegangslijst toevoegen

Veilige FTD - Uitgebreide toegangslijst

» Geef de naam van de toegangslijst op
* Definieer de actie

» Toestaan. - Het gedefinieerde verkeer wordt naar de IPsec-tunnel gestuurd

Blokkering - Het verkeer wordt omzeild vanuit de IPsec-tunnel
Regel wordt gekoppeld op basis van volgnummer (van lager naar hoger)

Klik op Toevoegen
Klik op Opslaan

Add Extended Access List Entry

Action:

l Allow

Logging:

[ Default

Log Level:

Log Interval:

MNetwork Port

Mvailable Metworks

Sec.

@ Application B Users @ Security Group Tag

( Q. 10.10.0.

0bj10.10.10.0

Add to Destination

Veilige FTD - Uitgebreide toegangslijst

Source Metworks (1)

Destination Networks (0)

0bj_10.10.10.0

any

Cancel m



@

New Extended Access List Object

Name
| Par
Enitries (1)
Sequence Action Source Source Port Destination Destination Port Application Users SGT
1 B AMow  obj 1010100

Displaying1-1of 1rows < < Page| 1 of 1

[_‘. Allow Overrides

Cancel Save

Veilige FTD - Uitgebreide toegangslijst
2. Op beleid gebaseerde routering configureren

* Navigeer naar Apparaten > Apparaatbeheer > FTD > Routering

irewall Management Cente » QD) @
. Firewall Management Center Q, Search b Q(_1'} @ sdmin

FTD m

ure Firewall Theeat Defense for ViMware

sl
€1sco v Secure Flrowall Routing

Mt

Device  Interfaces  Inline Sets DHCP  VTEP

Virtual Router Properties

! insights & Reports

2 Events &logs

Manage Virtual Routers wre the basic dotails of this virtual router

Glabal —
Manago | VRF Mame:
1] Policies ¥ Wirtual Router Properties
Description
ECMP
%5 Objects
BFD
’ os o
OSPFV3 ) Seadeh
Secure Connections
" EIGRP Available Interfaces Salected Interfsces
%  Integrations » RiF
Policy Based Routing
v BGP
A, Troubleshooting » .
IPvE

= Addeninlatratian

Veilige FTD - op beleid gebaseerde routering

» Klik op Toevoegen
» Selecteer Ingress Interface - Ingress-interface voor het subnet dat we in de toegangslijst
hebben gedefinieerd



Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside X w J

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

There are no forward-actions defined yet. Start by defining the first one.

Cancel

Veilige FTD - op beleid gebaseerde routering

» Overeenstemmingscriteria en uitgang-interface definiéren

» Klik op Toevoegen

» Selecteer de ACL-overeenkomst

» Selecteer Verzenden naar als |IP-adres

+ IP-adres voor volgende hop toevoegen. - IP-adressen van de VTl-interface worden
verwijderd. 169.254.2.130 en. 169.254.2.5/30 . De volgende IP-adressen voor VTI-1 en
VTI-2 zouden dus 169.254.2.2 en hoger zijn. 169 254 2,6

* Klik op Opslaan



Add Forwarding Actions ®

Match ACL: * [PBR v J +
Send To: * [IP Address v ]
IPv4 Addresses: [ 169.254.2.2169.254.2.6 J
IPv6 Addresses: [ For example, 2007:db8::, 2002:db8::12 ]
Don't Fragment: [None ~ J

D Default Interface

IPv4 settings IPv6 settings
Recursive: [ For example, 192.168.0.1 ]
Default: [ For example, 192.168.0.1, 10.10.10.1 J

[ peer Addrass

Veilige FTD - op beleid gebaseerde routering

FTD You have unsaved changes

Cisco Secure Firewall Threat Defense for VMware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Policy Based Routing
Manage Virtual Routers Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

IG[DDBI b Configure Interface Priority m

Virtual Router Properties Ingress Interfaces Match criteria and forward action

EGMP insida f Lraffic matches tha Access List send through & O
BFD PER 169.254.2.2

OSPF 169.254.2.6

O5PFv3

EIGRP

RIP

Policy Based Routing

~ BGP

Veilige FTD - op beleid gebaseerde routering

BGP configureren op FTD

1. BGP inschakelen



* Navigeer naar Apparaten > Apparaatbeheer > FTD > Routering > Algemene instellingen >
BGP

* BGP inschakelen en het AS-nummer toevoegen ( FTD lokaal AS-nummer)

+ Kilik op Opslaan

ahal.  Firewall Management Center Q search Deploy * Q@ @ admin v

Cisco Secure Firewall Routing
>isco Secure Firewall Threat Defense for Vidware

Monitor

L Device  Interfaces  InlineSets  Routing DHCP  VTEP
Insights & Reports S

Enabla BGP:
& Events &Logs

Manage Virtual Routers :‘5 Numiber®
Pr— Global : | s ]
Palicios Virtual Rauter Propartios Owverride BGP general settings router-id address:

ECMP Router Id

i Ubjects BFD ( Automatic w

‘am Devices » 05PF P Address*®
O5PFv3

& Secure Connections > —
. General ? Neighbor Timers

3  integrations

Veilige FTD - BGP-routering

* Navigeer naar BGP > IPv4

2. Voeg BGP Neighbor - Secure Access BGP-peers toe: 169.254.0.5 en. 169.254.0.9



Add Neighbor ®

IP Address* Enabled address

[ 169.254.0.5) ] () As override

Remote AS* C] Shutdown administratively
[ 64512 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

(1o I )

Update Source:
[ )

Filtering Routes Routes Timers Advanced Migration

(O] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

D Send Community attribute to this neighbor
D Use itself as next hop for this neighbor
(C) pisable Connection Verification

O Allow connections with neighbor that is not directly connected

@ Limited number of TTL hops to neighbor
TTL Hops

[ 254 ]

(1-254)

D Use TCP path MTU discovery

TCP Transport Mode

Veilige FTD - BGP-routering




FTD You have unsaved changes m m

Cisco Secure Firewall Threat Defense for Vidware

Device  Interfaces  Inline Sets  Routing DHCP  VTEP

Enable 1Pva: @ AS Number 85010
Manage Virtual Routers
Global v

Meighbor Add Aggregate Address Filtering Networks Redistribution Route Injection

Virtual Router Properties
ECMP
BFD Address . Family Remote Private AS Number Description

OSPF 169.254.0.5 64512 Enabled on
93PRv3 169.254.0.9 64512 Enabled &0
EIGRP

RIF

Policy Based Routing
w BGP

1Pvd

Veilige FTD - BGP-routering

3. Voeg de netwerken toe - Netwerken waarvoor moet worden geadverteerd voor beveiligde
toegang

* Klik op OK

Add Networks

Netwaork*
[ ob) 1010100

Veilige FTD - BGP-routering

» De wijzigingen opslaan en implementeren

Tunnelstatus controleren



over beveiligde toegang

‘dith Secure Access ? @ 0 9O Jaikishanvadav

&« Notwork Tunnel Groups
FTD-BGP

# Edit Configuration

- Datails for the Auto VPM tunnels added to this group are Bsted including which tunnel hub it is a member of,
Home

Summary Ses Lags

@ & Comnected

Expariance
gt Reglon U3 (Pacific Nortrraest) Routing Type Drynamic Routing (BGR] Rowte summary subnets (0)

Device Type FTD Device BOP AS &500

& Last Status Update  Jun O, 2026 253 AM Poer [Secure Access) DGP AS BasK2

Connect BGP Peer (Secure Access) 1P Addresses  160.2540.9, 166, 264.0.5, 28045 e 4bic 723 bET0000120
Multinop BOP Addresses
-
= Miuttihop TTL = View advanced settings
Resources
(] Primary Tunnel Hub Seslogs Secondary Tunnel Hub Seelogs
Secure © Hub Up © Hub Up
] 1 1
Active Tunnels S Active Tunrels S

Tunnel Growp 10 Rdbgpvpngs Tunnel Growp 10 fimbgpvpng

Q Data Center sse-usw-2-1-1 Data Center sse-usw-2-1-0
1P Address A4.228138150 28035004 113: 206: 1901 1P Addross $2.35.201.58 2603:5004°13:20:::18011

Veilige FTD - IPsec-tunnelstatus

Over FMC

bl Firewall Manager Center

cisco w5 | Site-to-Site VPN & SD-WAN

Last Updated: 11:56 PM m HAT Exemptions m
p X Refresh
Monitor :

! Insights & Reports »
Topology Hame VPH Type Netwark Topalagy Tunnel Status Distribution IKEwl  IKEv2
& Events &Logs 3 - —
v Seeurefcesss VPN Route Baged (VTI) Point-ta-Paint T Towe o
Manege Hode A Hode B
U Palicies »
Dovice VPN interface VTiinterface Brevice VPN interface WTlinterface
®s  Objects
Extranat 44228138150 (44,228, FTD outside (192.168112) VTIF1 169.254.21)
um Devices Extranet 523520156 (52.35.20 FTD outside (192168112} VT2 1169.254.2.5)
l &' Securs Connections
A intogrations ¥ Vigwing 1-2 of 2

Veilige FMC - IPsec-tunnelstatus

Statische routegebaseerde IPsec VPN configureren op Adaptive Security Appliance
(ASA) met PBR

VPN-configuratie voor beveiligde toegang

1. Meld u aan bij het dashboard voor beveiligde toegang Veilige toegang
2. Navigeer naar Verbinden > Netwerkverbindingen > Netwerktunnelgroepen en klik op



https://login.sse.cisco.com/

+Toevoegen om de Netwerktunnelgroep te configureren

Secure Access

Network Connections |

Mg Thi Connactions thel aw Lbar LaNie 1 FeBch piivElD F30UTEES 6N youl nEtwork. For infarmation abeut thite cpsent, 1es Halp !

Groups ur P Maoraki Sites FTDs

Hetwork Tunnel Groups 5.

Disconnected O Warning 4, Connected &

rk tunnel group provices:a framework for establishing tunnel redundancy and high
peaiibiity. Gonnect bennels 10 Thr hubs within a netwerk Tunne g 5o secunely control
useT 2Coess b0 She bnteimed and private resources, Help o

i . - Latid | 3 Tunnel Groups

Veilige toegang - Netwerktunnelgroepen

3. Network Tunnel Group configureren - Algemene instellingen

* Naam, regio en apparaattype van tunnelgroep configureren
+ Kiik op Volgende

— & Metwork Tunnel Groups

Add a Network Tunnel Group

N
Add a network tunnel group to Secure Access and enable secure network connections to
Home the intermet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection. Help 7
o
Experience
Insights
General Settings
@ General Settings 9
-~ Give your network tunnel group a good meaningful name, choose a region through which it will connect to Secure Access,
Cannect and choose the device type this tunnel group will use.
2 Tunnel ID and Passphrase
= Tunnel Group Name
Resources 3 Routing ASA-NAT |
' Region
4  Data for Tunnel Setup . 3
= US (Pacific Northwest) v
Socure L )
Device Type
a ;
Manitar L ASA - |

Q
< Cancel m

Irvastigate

Veilige toegang - Algemene instellingen voor netwerktunnelgroepen

4. Configureer Tunnel ID en wachtwoordgroep.

» Configureer de tunnel-ID en wachtwoordgroep.
* Klik op Volgende



Home

L]
Experience
Insights

Resources

Secure

o

Moninor

Q

Imvestigate

do

Addmin

# Netwark Tunnel Groups

Add a Network Tunnel Group

Add a network tunnel group to Secure Access and enable secure network connections to
the internet and private resources. Select one of your organization's available network
devices to establish this network tunnel group connection, Help

@ General Settings

@ Tunnel 1D and Passphrase |

3  Routing

4 Data for Tunnel Setup

Veilige toegang - Netwerktunnelgroepen

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(®) Email IP Address

Tunnel ID

[ asahomevpn

Passphrase

] @< org=<hubs sse.cisco.com

Show ]

The h musst be bet 16 and 64 ch

number, and cannot include any special characters.

Confirm Passphrase

5 long, It must include at least one upper case letter, one lower case letter, one

T —

=)

Cancel

5. Network Address Translation (NAT) inschakelen

+ Matwork Tunnal Groups

Add a Metwork Tunnel Group
® Add a netwark tunnel group 1o Secure Access and enable secure network connections 1o
Hama thi isbermel and privale resources. Selecl ane of your ceganization's available network
dinicad ik U natweek jaih. Halp 02
@
Experience
Insgres
@ Genaral Settings Routing options and network overlaps.
s Configure routing options far this tunnel groug.
Connect
(%) Tunnei 10 and Passphrase | @ network acaress Transistion i)
= Select to add NAT mapping configurations that resolve overlapging subnet IF address ranges, inclisging netwarks with conflicting IP address spaces.
R (%) outing I o .
1 4 Data for Tunnel Setup Site + Secure Accoss O Al source P addiesses ransiste to Socure Access - Site O
o] Source NAT range: Source MAT a
2 Add & destination mapping o enable this rule
—— Translate 1 Sbcuns Acciis NAT
aubnet
T+
AR Destination MAT Mappings
Haene Direction (0 Original CIDR Trarslatod CEDR
do
poust (i ]
= Configure full bi-directional granular control over destination IP address translation.
e + Add Mappings
Betrmto Intornet Protacol Versien Setting for Routing
Minraic

Enable IPw8 Reuting in additisn te IPvg

Camcel

Veilige toegang - NAT-instellingen voor netwerktunnelgroepen

6. Toevoeging van NAT-toewijzing van bestemming toevoegen

Flow 1 - Router 1 naar Router 2 ( Site to Secure Access)



Flow 2 - Router 2 naar Router 1 (beveiligde toegang tot de site)

+ Metwork Tunnel Groups

Add a Network Tunnel Group

Aridl @ mwiwerk tunnal group i Secure Access and ensble secue natweork conmestions 1o
Hona 10 IFADITN DA BIVENG ESSUTERs. SHIET ana of yeur sganization's ivalabie natweek
devicas 10 astabiizh this metwori tunnel group connoction. Help o

'L’:' Genaral Satiings Reuting options and netwerk overlaps

* Cenfigure fouting splians for this wnnel groep.
Conmect P
L) Tunnel ID and Fassphrase Matwork Addreas Tranalstion (MAT)
= Select to add NAT mapping configurations that resclve cverlapping subnet IP address ranges, including netwarks with conflicting IP address spaces
Resoues Raistin
o d Sowrce Mappings
| 4 Data for Tunnel Setup Site 3 Secure Access (0 ANl s P addresses s sate o Secure Access -+ Site
Securs
; Saurce NAT ange: Source NAT o
Adid a destination mapping o enable this e
a
Meandor Transty o Accets NA
vt
Q
. Destination MAT Mappings
Hame Direction O Griginal CIDR Translated CIDR
= b ASA-To-FTD » Site - Secure Access W02 | 1o sat0102032 | x
Ad -
Rows par page | 30 ~ | < [ﬂ ]
Weceticmi
+ Add Mappings
Internet Protecol Version Setting for Routing
Retum b
o Enabila IPVE Routing in sddition to iPv4
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Let op: Wanneer NAT is ingeschakeld, is BGP niet mogelijk. Configureer ook statische

VPN op Customer Edge-apparaten

Tip: vergeet nooit een vertaalde IP te pingen.

Vertaalde IP gaat in Vertaalde CIDR en echte IP gaat in Originele CIDR.



Netwaork Tunnel Groups
Add a Network Tunnel Group

Add 3 network funnel group 1o Secure Access and enable secure netwerk connections to
e internet and private resourees. Seleet one of your organization's available network
dwwicas b0 establich this network tunnal group cannection. Help cf

{;:I Dansial Swiiigs Routing options and network overlaps

Configure routing options for this tunnel group.

=
() Tunnel 10 and Passphrase Netwark Address Transiation (NAT)

Select to add MAT mapping configurations that resolve overlapping subnet IP address ranges, including networks with conflicting IP address spaces.
P a
[~ Routins
e . Source Mappings

4 | Data for Tunnel Setup Site & Secure Access All sowrce P aodresses ranslate 1o Secure Access » Site All source IP addresses iranslate to

Sounca NAT range: Source NAT range:

o) Transkate to Secure Access NAT

subnet

Dostination NAT Mappings

Mame Direction Oviginal CIDR Transiated CIDR
ASA-To-FTD She = Secure Access 10.10.10.102/32 192.168.10.102/32
FTD-To-A5A Socure Access - Sie 10.10.10,101/32 172.16.10.101/32 s

Rows per page | 30 [ 1 J
+ Add Mappings

Internet Protocol Version Setting for Routing

—

Veilige toegang - NAT-instellingen voor netwerktunnelgroepen

Klik op opslaan

Je

Tip: Voor verkeer dat van 'Site A' naar 'Site B' gaat, is vanuit CNHE-1-oogpunt de richting
'Site-> SecureAccess'

Voor verkeer dat van 'site B' naar 'site A' gaat, is vanuit het oogpunt van CNHE-1 de
richting 'SecureAccess -> Site'

VPN-configuratie op ASA

1. Meld u aan bij ASA CLI, voer de activeringsmodus in en controleer de basis-IP-connectiviteit
met internet

ASA# schip

Systeem-|P-adressen:

Interface Naam IP adres Subnet masker Methode

Gigabit Ethernet0/0 buiten 192.168.1.40 255.255.255.0 handleiding
Gigabit Ethernet0/1 inside 10.10.10.1 255.255.255.0 handleiding

Huidige IP-adressen:
Interface Naam IP adres Subnet masker Methode
Gigabit Ethernet0/0 buiten 192.168.1.40 255.255.255.0 handleiding



Gigabit Ethernet0/1 inside 10.10.10.1 255.255.255.0 handleiding

ASA# ping 8.8.8.8

Typ escape sequence om af te breken.

De time-out is 2 seconden bij het verzenden van 5, 100-byte ICMP Echo's naar 8.8.8.8:
Jal!!

Succespercentage is 100 procent (5/5), retourviucht min/avg/max = 20/28/30 ms

ASA#

2. IKEv2-beleid configureren en IKEv2 inschakelen op de externe interface

Crypto IKEV2-beleid 10
Codering AES-GCM-256
integriteit null

Groep 19

Levensduur seconden 86400
Crypto IKEV2 inschakelen buiten

3. IPSec-voorstel configureren

crypto ipsec ikev2 ipsec-proposal Ipsec-Proposal-primary
Protocol ESP-codering AES-GCM-256

4. IPsec-profiel configureren

Crypto IPSEC-profiel CSA-profiel-primair
set ikev2 ipsec-proposal Ipsec-Proposal-primary
IKEV2 Local-Identity Email-ID <Primary Tunnel-ID> instellen

5. Configureer groepsbeleid en schakel het IKEv2-protocol in onder attribuut.

Groepsbeleid-CSA-beleid-Primair intern
Groepsbeleid-CSA-beleid-primaire kenmerken
VPN-tunnel-protocol IKEV2

6. Tunnelgroep configureren.

tunnelgroep 44.228.138.150 type IPSec-L2L
tunnelgroep 44.228.138.150 algemene kenmerken
default-group-policy-csa-policy-primary



Tunnel-Group 44.228.138.150 IPSec-attributen
IKEV2-verificatie op afstand, vooraf gedeelde sleutel <pre-shared-key>
IKEV2 Local-Authentication Pre-Shared-Key <Pre-Shared-Key>

7. Virtual Tunnel Interface (VTI) configureren

* Naamgeving kan zijn als uw keuze

Het IP-adres dat aan VTI is toegewezen, mag niet overlappen met een andere interface op
de ASA

* De tunnelbron moet de buiteninterface van de firewall zijn

* De bestemming van de tunnel moet het IP-adres van het datacenter zijn

Tunnel-interface1

naam VTI-1

IP-adres 169.254.2.1 255.255.255.252
tunnelbroninterface buiten

Tunnelbestemming 44.228.138.150

tunnelmodus ipsec ipv4

Tunnel Protection IPSec Profile CSA-Profile-Primary

8. Configureer de routering zodanig dat het verkeer naar het toegewezen |IP-adres of subnet
binnen de VTl-interface wordt gerouteerd. De volgende hop moet worden uitgevoerd via IP binnen
het bereik van VTI.

route VTI-1 0.0.0.0.0.0.0.0 169.254.2.2 5. ( voor internetgebaseerd, RAVPN-pool- of CGNAT-
verkeer

of

Route VTI-1172.16.10.101 255.255.255.255 169.254.2.2 5

op beleid gebaseerde routering

1. Toegangslijst

toegangslijst PBR verlengde vergunning ip 10.10.10.0 255.255.255.0 elke

2. Routekaart

routekaart RM-CSA-vergunning 10



overeenkomend IP-adres PBR
SET IP NEXT-HOP 169.254.2.2 169.254.2.6

3. Routekaart toepassen op de ingangsinterface

Gigabit Ethernet-interface0/1
Naam binnen

veiligheidsniveau 100

IP-adres 10.10.10.1 255.255.255.0
policy-route-map RM-CSA

Verifieren

Tradfic Initiated from RouterZ to Router 1

Traffic Inisiated from Router 1o Rouber 2

I P ———
; A Seeure heess )
HI-+ Yy . -4
. . Sie -8
: NAT Enbalad egion B '
winioses g — . A w A
: LS Ly =TS EEEEERasLERSEess ey - oS T
x Intereonnast '
: CNHE - A . cNHE-B
~ FuC -
- S - 3_?
Faader -1 ’
Router -2
104040401
== 10,10.19,108
Feal 1P - 10R1G.001
Mapped IF 17L16,10,101 Mapya 1 195 00 10t
: apped 1P 142.168.18.1
Sec 1P - 10.10.10.101 : Src 1P - 100.96.0.0416 :
- : Src P - 100.95.0.006 : SrclP - 100960016
Destination IP. 192.168.10.102 . Destination IP. 152.168.10.102 Desfination IP. 132.168.10.102 Destination I, 10.10.10,102
See P - 100.103.255.024 : Sre |P - 10.00010.102 :
SrelP - 10.16.10.102 Sec 1P - 10.10.10.102
Destination IP. 10.10.10.101 Ebatutin BETT ST CERCEN] Dustination IP, 172.16,10.101 Destination IP, 172.16.10.101

Routerinterface en GW-bereikbaarheidsstatus

Routerl#show ip interface brief

Interface IP-Address Method Status Protocol
GigabitEthernet1 192.168.1.181 NURAM dowmn dowun
GigabitEthernet2 18.16.18. 181 YES NURAM up up
GigabitEthernet3 unassigned NURAM administratively down down
GigabitEthernet9 unassigned YES unset administratively down down

Routerl#ping 16.18.108.1
Type escape sequence to abort.
Sending 5, 188-byte ICHMP Echos to 18.18.18.1, timeout is 2 seconds:

ree

rate is 188 percent (5/5), round-trip Min/avg/max = 17172 mMs

Test 1- Router2 --> Router1. - Ping-test



Routerli#ping 192.168.18. 182
Type escape sequence to abort.

Sending 5, 18B8-byte ICHMP Echos to 192.168.18.182, timeout is 2 seconds:

Success rate (5/5), round-trip min‘avgs/max = 28772117223 ms

Routerls

is 188 percent

capture

capin type raw-data trace interface inside [Capturing - 1380 bytes]
icmp any any

tunnel type raw-data trace interface vti-1 [Capturing - 138@ bytes]
icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ASA# ter pag 20
ASA# sh cap capin

18 packets captured

1: 18:56:45.924244
2: 18:56:45.231143
3: 18:56:45.232478@
4: 10:56:45.441856
5: 18:56:45.443122
6: 10:56:45.652477
7: 18:56:45.653423
8: 10:56:45.875397
9: 18:56:45.876450
19: 18:56:46.0882301
18 packets shown
ASA# sh cap tunnel

19.190.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181
19.10.1€.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

request
reply
reguest
reply
reguest
reply
request
reply
reguest
reply

18 packets captured

1: 18:56:45.024458
2: 18:56:45.230914
3: 18:56:45.232516
4: 18:56:45.441795
5: 1@:56:45.443153
6: 18:56:45.652432

19.198.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
19.10.10.181 > 192.168.10.182
192.168.108.102 > 10.10.10.181
18.198.10.181 > 192.168.10.182
192.168.108.102 > 10.108.16.181

reguest
reply
reguest
reply
request
reply

-
Bz
9:
l1@:

18:56:45.653454
18:56:45.875351
18:56:45.876480
18:56:46.082248

18 packets shown

18.10.10.181 =
192.168.18.182
19.10.10.181 =
192.168.18.182

Packet Capture op FTD (externe FW)

192.168.1@.182
= 18.16.1@.181
192.168.10.182
> 18.16.1@.181

request
reply
reguest
reply




ftd# sh capture

capture vti type raw-data trace interface VTI-1 include-decrypted [Capturing - 1389 bytes]
match icmp any any

capture capin type raw-data interface inside [Capturing - 13808 bytes]
match icmp any any

capture asp type asp—drop all [Capturing - @ bytes]
match icmp any any

ftd# sh cap vti

18 packets captured

« 122292 188.96.2.8 = 10.10.168.182 H request

« 124856 19.19.18.1682 = 188.96.2.8 : reply

« 329557 108.96.2.0 > 10.108.18.162 H request

.338442 10.10.108.1682 = 180.96.2.0 H reply

. 546327 106.96.2.8 > 10.108.10.162 H request

« 547186 10.10.16.182 = 180.96.2.0 H reply

« 152036 188.96.2.8 = 10.10.168.182 H request

« 752814 10.10.108.182 = 180.96.2.0 : reply

1B6:41.967891 108.96.2.0 > 10.10.18.182 H request
18: 16:86:41.968581 10.10.108.182 = 180.96.2.0 H reply

18 packets shown

ftd# sh cap capin

1:
2:
3:
4:
- H
['H
T7:
8:
9:

18 packets captured

:41.123299 188.96.2.8 = 10.10.168.182 z request
- 124825 10.10.16.182 = 180.96.2.0 H reply
« 330008 188.96.2.8 = 10.10.168.182 H request
« 338396 10.10.108.182 = 180.96.2.0 H reply
.534GE88 188.96.2.0 > 10.10.18.182 H request
547098 10.10.108.182 = 180.96.2.0 : reply
« 152448 188.96.2.8 = 10.10.168.182 H request
« 152783 10.10.16.182 = 100.96.2.0 H reply
1B6:41.968242 188.96.2.8 = 10.10.108.182 H request
18: 16:06:41.968486 10.10.18.1682 = 100.96.2.0 H reply
18 packets shown

W0 = LN g L B

Test 2. - Router 2 ---> Router 1 ping test

RouterZ2#sh ip int br

Interface IP-Address OR? Method Status Protocol
GigabitEthernetl unassigned YES NURAM administratively down down
GigabitEthernet2 18.18.18. 182 YES NURAM wup up
GigabitEthernet3 unassigned YES NURAM admMinistratively down dowuwn
RouterZ#ping 18.168.18.1

Type escape sequence to abort.

Sending 5, 188-byte ICMP Echos to 18.18.18.1, timeout is 2 seconds:

buccess rate is 188 percent (5/5), round-trip Min/avg/Max = 1/

FTD Packet Capture (lokaal FW)



capture

vti type raw-data trace interface VTI-1 include—decrypted [Capturing — 1388 bytes]
icmp any any

capin type raw-data interface inside [Capturing - 138@ bytes]

icmp any any

asp type asp-drop all [Capturing - @ bytes]

icmp any any

ftd# sh cap wti
18 packets captured

:11:45.622458 18.18.18.182 = 172. s H request
t11:45.823825 172.16.18.181 > 18. . H reply
:11:45.825762 18.18.18.182 = 172, . z request
:11:46. 045667 172.16.18.181 > 1. . : reply
:11:46.046857 18.18.18.182 = 172. . H request
:11:46.252321 172.16.18.181 = 18. . z reply
:11:46.253572 18.18.18.182 = 172. . H request
:11:46.453883 172.16.18.181 > 18. . : reply
:11:46.454764 18.18.18.182 = 172. s H request
18: :11:46.664119 172.16.18.181 > 18. . : reply
18 packets shown
ftd# sh cap capin

1:
2:
EH
4:
H
G6:
7:
8:
9:

18 packets captured

: 16:11:45.622883 16.18.18.182 = 172. . H request

: 16:11:45.823886 172.16.18.181 > 18. . : reply

: 16:11:45.825442 18.18.18.182 = 172. s H request

: 16:11:46.045697 172.16.18.181 > 18. . H reply

: 16:11:46.046582 18.18.18.182 = 172, . z request

: 16:11:46.252352 172.16.18.181 > 1. . : reply

: 16:11:46.253313 18.18.18.182 = 172. . H request

: 16:11:46.453849 172.16.18.181 = 18. . z reply
454596 18.18.18.182 = 172. . H request
. 664158 172.16.18.181 > 18. . : reply

ASA packet capture (Remote FW)



ASA# sh capture

capture

match icmp any any

capture

match icmp any any

capture

match icmp any any
ASA%# sh cap capin

18 packets captured

1:
2:
3:
4z
5:
B
7
i
9:
1@:

11:08:30.288391
11:98:38.289123
11:88:30.504566
11:88:30.584963
11:08:30.710992
11:98:38.711404
11:88:38.917112
11:88:30.917482
11:88:31.128243
11:98:31.128648

18 packets shown
ASA# sh cap tunnel

18 packets captured

1:
2:
3:
4:
5
B
rH
I H
q:
1@:

11:08:30.287964
11:08:30.289322
11:98:38.584585
11:08:30.585009
11:088:36.710961
11:08:30.711434
11:98:38.917066
11:88:38.917417
11:88:31.128197
11:88:31.128685

18 packets shown

asp type asp-drop all [Capturing - @ bytesl

180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195
180.163.255.195 > 18.18.10.181
18.18.1@.181 > 104.1083.255.195
180.1083.255.195 > 18.10.108.181
18.18.1@.181 > 180.1083.255.195

180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195
180.1683.255.195 > 18.10.10.101
10.10.18.181 > 108.183.255.195
180.1683.255.195 > 108.10.18.1081
18.18.1@.1081 > 104.103.255.195

capin type raw-data trace interface inside [Capturing - 13@@ bytes]

tunnel type raw-data trace interface vti-1 [Capturing - 1380 bytes]

reguest
reply
reqguest
reply
reguest
reply
reqguest
reply
reguest
reply

request
reply
regquest
reply
request
reply
regquest
reply
request
reply




Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



