Universele ZTNA configureren voor toegang tot
privebronnen op beveiligde toegang
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Nuttige opdrachten:

Inleiding

In dit document behandelen we de configuratie voor Private Resource Access via Universal ZTNA
met verschillende verkeerspaden.

Voorwaarden

De volgende configuratie moet zijn voltooid voordat de Universal ZTNA-configuratie wordt
uitgevoerd

+ ldentiteitsprovider op Cisco Secure Access
* Apparaten inschrijven in Zero Trust Access met behulp van certificaten



https://securitydocs.cisco.com/docs/csa/olh/118756.dita
https://www.cisco.com/c/nl_nl/support/docs/security/secure-access/225387-configure-secure-access-ztna-auto.html

» Tunnels configureren met Cisco Secure Firewall

 Virtual Private Network voor externe toegang

» Resource Connector voor beveiligde toegang

» FTD-onboarding voor Cloud Security Control

* Hybride ZTNA-functievlag moet worden ingeschakeld voor de betreffende Secure Access-
huurder, neem contact op met Cisco TAC om de vlag in te schakelen

Vereisten

Cisco raadt kennis van de volgende onderwerpen aan:

+ IPsec VPN-configuratie op Cisco Secure Access en Firewall Threat Defense
+ Identiteitskeuze (IDP) - Gebruikersprovisioning vanuit Active Directory

» Externe VPN-configuratie op Cisco Secure Access

» Implementatie van Resource Connector op Cisco Secure Access

* Inschrijving op basis van ZTA-certificaat

 Certificaat - OpenSSL, CSR-generatie, Certificaatsjablonen enz.

Gebruikte componenten

De informatie in dit document is gebaseerd op de volgende software- en hardware-versies:

» Cisco Secure Firewall Threat Defense ( versie 7.7.10)

» Cisco Secure Firepower Management Center ( versie 7.7.10)
+ Cisco Secure Client (ZTA-versie 5.1.10.1720)

* Windows 11

* Windows 2019 Server - Certificaatautoriteit

* Resource Connector op ESXi

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.

Achtergrondinformatie

Over Universal ZTNA

Universal Zero Trust Network Access (UZTNA) stelt beheerders in staat om specifiek toegang tot


https://securitydocs.cisco.com/docs/csa/olh/120415.dita
https://securitydocs.cisco.com/docs/csa/olh/121277.dita
https://securitydocs.cisco.com/docs/csa/olh/120696.dita
https://www.cisco.com/c/nl_nl/support/docs/security/secure-access/225406-configure-secure-access-for-universal.html

interne netwerkbronnen toe te staan op basis van de identiteit van de gebruiker (inclusief het
vertrouwen en de houding van de gebruiker) en zonder toegang te verlenen tot het hele netwerk,
zoals bij RA-VPN. uZTNA stelt beheerders in staat om interne bronnen en toepassingen te
beveiligen voor zowel externe als lokale gebruikers.

Omdat uZTNA er niet van uitgaat dat toegang tot één toepassing impliciet toegang tot andere
toepassingen toestaat, wordt het oppervlak van de netwerkaanval verminderd.

Secure Access evalueert het toegangsbeleid. Alle toegangsbeheerbeleidsregels die vanuit het
Secure Firewall Management Center op apparaten worden geimplementeerd, worden genegeerd.

Verkeersproxy, evenals IPS-, bestands- en malwarebeleidshandhaving, wordt uitgevoerd op de
Firepower Threat Defense (FTD).
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1- Client ondervraagt lokale interface voor netwerkconfiguratie

2- Klant zoekt naar TLS Beacon

3- Als de voorwaarde overeenkomt — Lokale handhaving

4- Als de voorwaarde niet overeenkomt — Cloud Enforcement

Wanneer we de bron configureren met "Cloud of Local Enforcement" en de TND-regel koppelen
aan FTD, is wat het feitelijk doet de set interceptregels die naar de klant wordt verzonden, inclusief
de evaluatie van de TND-regel. Dus, die klant zal worden verteld door de cloud om de TND-regel
te evalueren. Wanneer we de verbinding verzenden, zetten we het resultaat van die TND -
network fingerprint evaluation in HTTP-header, zodat de proxy weet of we on-perm of op een niet-
vertrouwd netwerk zijn en vervolgens gebruikt de proxy die informatie en stuurt het verkeer
dienovereenkomstig. In het geval dat de vingerafdruk overeenkomt, vertelt Zproxy de client om het
verkeer naar FTD om te leiden en als de vingerafdruk niet overeenkomt, wordt het verkeer naar de
cloud omgeleid. Raadpleeg Zero Trust Network Access configureren met Trusted Network
Detection

Typen voor handhaving

» Lokaal handhavingspad: Firewall Enforcement


https://www.cisco.com/c/nl_nl/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-access/225407-configure-zero-trust-network-access.html
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. Gebruikersverzoeken App, client vangt en lost verzoek om efemere IP (localhost bereik)

. Verificatiecontroleverkeer wordt verzonden naar Secure Access Cloud voor beleidsevaluatie

. Cloud retourneert doorverwijzing naar FTD voor handhaving van gegevensplan (indien
beleid dit toestaat)

. Verkeer gestuurd naar door firewall geconfigureerde kop (interface)

. Beleid dat in de cloud is gedefinieerd, wordt afgedwongen (IPS, Malware, Decryptie) met
behulp van een lokaal proxy-gegevensviak

. Gebeurtenisregistratie en duplicaat verzonden naar cloud voor consistente rapportage

. Firewall voert DNS-resolutie uit op lokaal netwerk om bronverkeer te routeren (indien
toegestaan)

. Firewall maakt verbinding met resource (nieuwe verbinding gemaakt met resource) terwijl de
firewall zich gedraagt als een TCP-proxy

Cloud Enforcement-pad: OFF-netwerk
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1. Gebruikersverzoeken App, client vangt en lost verzoek om efemere IP (localhost bereik)

. Verkeer wordt getransporteerd naar Zero Trust Proxy in Secure Access

. TCP-verbinding is geproxydeerd en gebouwd op de toegewezen bronconnector, beleid
wordt afgedwongen op verkeer

. Gateway maakt verbinding met bronconnector

. Resource-connector lost bron-IP op

. Lokale DNS reageert met bron-IP

. Bronconnector maakt verbinding met bron
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Use cases

Geval 1: Consistente en geoptimaliseerde ZTNA voor gebruikers op locatie
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» Secure Access en Firewall zijn beide geconfigureerd om de toepassing te beschermen.

» Als de gebruiker op afstand is, gaan ze naar Secure Access voor beleidsevaluatie en -
inspectie.

+ Als de gebruiker intern/on-premises is, gaat hij/zij naar de firewall voor prive-
verkeersinspectie.

» De gebruiker op locatie kan nog steeds naar Beveiligd gaan voor verificatie en evaluatie,
alleen het Datapath-verkeer gaat naar de Firewall en wordt geinspecteerd volgens de
beleidsconfiguratie.

» De interne gebruiker die toegang heeft tot de toepassing via de firewall heeft een
prestatievoordeel omdat het voorkomt dat het verkeer naar de cloud gaat en vervolgens
terugkeert naar het datacenter

Geval 2: Particuliere inspectie voor gevoelige toepassingen
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+ Bepaalde kritieke toepassingen kunnen worden geconfigureerd om altijd toegankelijk te zijn
via de firewall.

» Het dataverkeer van de app hoeft niet naar de cloud te gaan. Er kan bijvoorbeeld een
gevoelige datatoepassing zijn, zoals broncode, die de klant niet naar de cloud wil gaan.

* In dergelijke scenario's gaat zowel extern als on-perm gebruikersverkeer altijd door de
firewall en wordt geinspecteerd. In dit scenario gebeurt authenticatie en beleidsevaluatie
echter altijd in de cloud, alleen het dataverkeer gaat via de firewall.

Architecturale componenten
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Security Cloud Control (SCC) is de primaire manager voor uZTNA-oplossing. uZTNA is de eerste

functie die bovenop SCC wordt gebouwd.

In SCC hebben we twee micro-applicaties, Secure Access en Firewall. Zodra SCC is geleverd en
de vereiste functievlaggen zijn ingeschakeld, kunnen we deze micro-applicaties aan de linkerkant

van het SCC-paneel zien.

Beveiligde client: in Beveiligde client moeten we Zero Trust Access Module (ZTNA) inschakelen
als we ons moeten inschrijven voor de ZTNA-module om toegang te krijgen tot de toepassingen.

Firewall Threat Defense: FTD beschermt deze toepassingen. FTD voert een ZT-proxy uit die ook

bekend staat als H20 (hetzelfde als de proxy in Secure Access Cloud)

Wanneer een gebruiker (bijv. KIT) een privébron en beleid voor Secure Access-

microtoepassingen configureert, wordt deze configuratie naar de Firewall-microtoepassing in SCC
gepusht. Firewalltoepassing begrijpt de interne FTD-, FTD-configuratie- en hoe u de configuratie
op FTD kunt implementeren en beheren. Dus de Firewall-app valideert deze configuratie en roept
de FMC-API's op om de configuratie naar FMC te duwen en deze uiteindelijk op FTD te laten
implementeren. FTD kan een optie voor automatische implementatie hebben ingeschakeld, zodat

beheerders (bijv. Nick) geen handmatige implementatie hoeven te doen.



1. Wanneer een gebruiker (bijv. Lee) probeert toegang te krijgen tot een toepassing, maakt een
beveiligde client verbinding met Secure Access via het mTLS-kanaal. Secure Access verifieert de
gebruiker met behulp van het clientapparaatcertificaat. Vervolgens worden de autorisatie, houding
en andere beleidsregels geévalueerd die voor die gebruiker en voor die toepassing zijn
geconfigureerd.

2. Secure Access, als uiteindelijk wordt vastgesteld dat de toepassing wordt beschermd door
Firewall, genereert het een authentiken, dat de firewall vertelt dat deze al is geverifieerd en
geautoriseerd. De authenticatie token is versleuteld, ondertekend door Secure Access

3. Secure Access leidt de beveiligde client om naar FTD, samen met het auth-token.

4. Secure Client maakt een andere verbinding met FTD, het is een HTTP2-verbinding via mTLS-
kanaal. Het stuurt een CONNECT-verzoek voor de applicatie die wordt geopend, samen met het
Token.

5. FTD valideert nu het token, als het token met succes is gevalideerd, heeft de gebruiker toegang
tot die toepassing. FTD stuurt de bevestiging vervolgens terug naar de beveiligde client

Pakketstroom
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1. De gebruiker probeert toegang te krijgen tot een toepassing via een webbrowser of een eigen
toepassing.

2. De beveiligde client onderschept de verbinding en identificeert deze als een gebruiker die
probeert toegang te krijgen tot een privébron.

3. De beveiligde client maakt een mTLS-verbinding met beveiligde toegang en vraagt om toegang
tot de toepassing. beveiligde toegang controleert het universele ZTNA-beleid en de
houdingsprofielen op naleving. als alles in orde is, genereert beveiligde toegang een
toegangstoken met essentiéle informatie zoals gebruikersgegevens, toepassingsgegevens en IPS
/ File-beleid.

4. Het toegangstoken wordt gecodeerd en ondertekend door Secure Access. Secure Access
stuurt vervolgens de Secure Client samen met de token naar de FTD.

5. Wanneer het pakket de Lina-datapath bereikt, onderschept de SNI-checker de verbinding en
controleert of de servernaam (SNI-extensie) in de client Hello overeenkomt met de proxy-FQDN
die op het apparaat is geconfigureerd. Als SNI overeenkomt, wordt de verbinding naar ZProxy
geleid. Als SNI niet overeenkomt, wordt de verbinding naar andere functies geleid die naast
Universal ZTNA kunnen bestaan.

Bijvoorbeeld: VPN, Captive Portal of Clientless ZTNA. ZProxy, dat MASQUE over HTTP/2
protocol ondersteunt, wordt uitgevoerd op de FTD als een niet-Lina-proces op speciale kernen. De
communicatie tussen Lina en ZProxy maakt gebruik van de NLP Tap Interface, voor het
afhandelen van dataverkeer.De |IP-bestemming van de verbinding wordt door de SNI-checker
vertaald naar de IP-interface van de TAP.

6. Wanneer de ZProxy de mTLS-tunnelverbinding van de beveiligde client ontvangt, verifieert het
het clientapparaatcertificaat dat door de beveiligde client is verzonden. Het verifieert ook het
toegangstoken dat is verzonden met de APP Connect. Er is een Zero MQ-kanaal tussen Lina en
ZProxy. Het wordt voornamelijk gebruikt om controleberichten uit te wisselen. ZProxy gebruikt dit
kanaal voor FQDN-resolutie van privébronnen door te communiceren met Lina.

Zero MQ Channel wordt ook gebruikt om informatie in het toegangstoken naar Lina te
proporteren.(Voorbeeld: regel-ID, beleid-ID, enz.) Lina ontvangt de toegangstoken-informatie en
slaat deze op in een metagegevensdatabase.

7. Zodra de controleberichten zijn uitgewisseld, initieert ZProxy een nieuwe verbinding met de
privébron. Dit kan TCP of UDP zijn. Lina voert vervolgens een metadata-db-zoekopdracht uit voor
deze app-verbinding. Als de metagegevens niet worden gevonden, wordt de verbinding verbroken

8. Aangezien de app-verbinding afkomstig is van ZProxy, heeft deze een intern IP (voorbeeld:



169.251.1.2) als bron-IP. Dit wordt vertaald naar de FTD-uitgang IP-interface, voordat deze wordt
verzonden. Lina markeert vervolgens Universal Zero Trust-stromen voor Snort-inspectie alleen als
een bestand of IPS-beleid aanwezig is in de toegangstoken.De regel-ID die is verkregen uit de
toegangstoken wordt doorgegeven aan Snort in de metagegevens van de verbinding.

9. De Universal Zero Trust-regels en de bijbehorende bestands- en IPS-beleidsmappings worden
via het FMC naar het FTD gestuurd. De Zero Trust plugin in Snort laadt deze regels tijdens de
initialisatie.Lina markeert de Universal Zero Trust stream stromen voor Snort inspectie alleen als
een Bestand of IPS beleid wordt vermeld in de toegangstoken verkregen van Secure Access voor
toegang tot die Private Resource.

Regel-ID verkregen uit het toegangstoken wordt doorgegeven aan Snort via Conn Meta. Voor
alle Universal Zero Trust-stroomstromen voert de Zero Trust-plug-in in Snort een regel-opzoeking
uit voor de regel-ID die is verkregen uit de Conn Meta. Als een overeenkomst tussen regels wordt
gevonden, wordt de stroom toegestaan en worden de IPS- en bestandspolitiek die specifiek zijn
voor die regel toegepast op de stroom. Als er geen overeenkomst tussen regels wordt gevonden,
blokkeert de Zero Trust-plug-in in Snort de stroom.

Configureren
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Testcases

Testcase 1: externe gebruiker - handhaving van de cloud

In dit testgeval zullen we via Cloud Enforcement toegang krijgen tot een privébron via Network
Tunnel Group. In dit geval zullen zowel beleidsevaluatie- als toepassingsgegevens worden
onderschept door Secure Access via de ZTA-module. Dit is een traditionele stroom waarbij
privétoepassingen toegankelijk zijn vanaf een ZTA-geregistreerde client via Network Tunnel Group

of Resource Connector
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Stap 1 - Een privébron definiéren voor beveiligde toegang
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Configureer een privébron die toegankelijk is via een apparaat waarvoor Zero Trust Access (ZTA)

is ingeschreven met cloudhandhaving

1. Navigeer naar Bronnen > Bestemmingen > Particuliere bronnen > Klik op +Toevoegen
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Veilige toegang - Configuratie van privébronnen

2. Voer voor de naam van de private resource een betekenisvolle naam in voor de resource. Voor
de beschrijving raden we u aan informatie te verstrekken, zoals het doel van de bron of de naam
van de eigenaar van de bron.

“ Private Resources
Add a Private Resource

Private Resources are applications, networks, or subnets that your organization controls access to. You must configure private resources in order to choose them as destinations when creating access rules.
Help 7

General

Private Resource Name

AD-Server

Description (optional)

Active Directory server

4

Veilige toegang - Configuratie van privébronnen

3. Voer het FQDN in van de privébron die u wilt openen. We kunnen ook het IP-adres van de
privébron definiéren. Zie Een privébron toevoegen voor meer informatie

4. Selecteer de interne DNS-server om het domein op te lossen

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) © Protocol Port/ Ranges
(
( sa.csalocal [1ep - RoP v | [ any + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, GIDR) © Protocol Port / Ranges
[ 10.10.10.20 l TCP - ROP v Any * Protocol & Port

Remove + IP Address/FQDN

Use internal DNS server to resolve the domain PrivateDNS (10.10.10.20)

Internal DNS Server

l PrivateDNS (101010.20) v

Veilige toegang - Configuratie van privébronnen

5. Selecteer methoden voor eindpuntverbinding


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpoints can reach this resounce. Later, sccess rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices om the retwork, such as printers or idasks, to conmect to this resource i aliowed by access rules

B Zero-trust connections

Allow endp0ints 10 conmect 1o 1Nis resource Trom outside your network withoul requiring a VPN connection. Help o7

@D ceem-tased connoction

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control aver endpoint security requirements (pasture)
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6. Klik op Opslaan

Stap 2 - Maak een regel voor privétoegang

Configureer een privé-toegang op Secure Access om toegang te krijgen door Universal ZTA-
geregistreerde gebruikers. Zie voor meer informatie Private Access Rule

1. Navigeer naar Beveiligd > Toegangsbeleid

ecurity Cloud Control ¥ & { DL 2 salicshan vadaw o 333

Secure " [ Rule Defaults and Global Settings

&> Organization

Poli
Cisco-jaiyadaw > il
[ Acossspoicy |

« Platform menu Data Lass Prevention Palicy

Secure Access o ~ e Add Rule ~

Profiles

Endipoint Posture Profies

< Home

n  Experience Insights 3
“ 4 Security Profiles

Access Action Sources Destinations Security Hits Status
& Connoct 3 App Risk Profiles
™= Resources 3 Tow Privats @ Allow Any AD Usars AD-Server & 82 ]
Settings
[0 seone | Thvest Cabogosne _ _
Privale & Allow Any AD Usars ESH -]
a  Monitor H Motification Pages
o Admin 3 Do Not Decrypt Lists 5-Allow Private @ Allow Any AD Users InternalbE i . 3

Coertificates

Beveiligde toegang - Configuratie toegangsbeleid


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

2. Klik op Regel toevoegen en kies vervolgens Particuliere toegang.
Bovenaan de regel staat een samenvatting die de geconfigureerde componenten van uw regel
beschrijft.

Access Policy [ Rule Defaults and Global Settings ]

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your
organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal netwaork. Secure Access applies the first rule in the list that matches traffic. Help £

0l Search by rule name ] [ = Intent ~ l [ = Objects « ] [ = Seltings v ] Add Rule ~

Private Access I

2 Rules | Control and secure access to resources and

applications that cannot be accessed by the
general public.

D # O Rule name: Access Action Sources Destinations Securil

Internet Access
] 1 BlockPage-TEST Internet @ Block Any Generative A_.. &

Control and secure access to public
) destinations from within your network and
O z RAVPN-Allow Internet @ Allow Any AD Users Any @D | from managed devices

Rows per page [100 v] 1-20f 2 E]

Beveiligde toegang - Configuratie toegangsbeleid

3. Een regelnaam toevoegen

Add AD-RDP-Allow

Create a rule to control and secure access to specified private applications and other
destinations on your network. For an end-to-end guide to completing prerequisites and
configuring a rule, see Help .7

‘3 Rule is enabled Logging is enabled Edit
Summary ~

Sources @ Destinations

Any Allow Any private destination

Rule name Rule order

[ AD-RDP-Allow ] [ 1

o Specify Access

Specify which users and endpoints can access which rescurces. Help [

Action
Allow @ Block
Allew specified traffic if security requirements Block spacified traffic.
Al
Fram Ta

Beveiligde toegang - Configuratie toegangsbeleid

4. Selecteer de actie regel en selecteer bron en bestemming



Rule name Rule order

[ Ao-rOP-Atlow ][ ~]

o Specify Access

Specify which users and endpoints can access which resources. Help £

Action

@ Allow @ Block

Allow specified traffic if security requirements Block specified traffic.
Ace et
From Te
Spicify ong of Mork Sources. Specify ong of more destinations,
AD Users sAny AD Users % @ Private Resources « AD=Server X ®
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5. Eindpuntvereisten configureren

Endpoint Requirements

For zero-trust connections, if endpoints do not meet the specifiea requirements, this rule will not match the traffic. Help o

E] Zero-Trust Client-based Posture Profile  fuie Defauits
Requirements for end-user devices on which the Cisco Secure Client is installed.

Profile: Nonme | Requirements: None b

Private Resources: AD-Server

For Branch connections:
D] Endpoint device posture is not evaluated for endpoints connecting to thesa rasources from a branch network.

User Authentication Requirements

(D) Zero Trust Access: User Authentication Interval  Rule Defaults (D visabled

Frequency with which end users verify their identity, in order to connect to any private resource using client-based zero trust access.
When disabled, users are not prompted to re-authenticate to the network. Help .3

@ Configure Security

Configure security requirements that must be met before traffic is allowed. Help 3

Cancel
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6. Beveiliging configureren



(©) Specify Access

Specily which users and endpeints can access which resources. Help 3

a Configure Security

Configure sacurity requirements that must be met before traffic is allowed. Help [

Intrusion Prevention (IPS]  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help (§

Security Profile  Rule Dofaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspaction: Enabled | File Type Blocking: Disabled

Cancel
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7. Klik op Opslaan

Access Policy

Intainit Secuss rulas ADRly to tradfic 1o pubbs

intarnat 2ites oM Seviced that Bre o YOur natwedk 8¢ that your

crganization mansges. Private sccess muiss apply Lo users and devices scossting spplications and other rescurces on

your Intamsl network. Securs Azcess applas the first ruls in the st that matchas traffic. Help (3

(I visabled

Bisbe Defsults and Global Sattings

O #0  Rulename Access Action Sources Cestinations Security Hits Status
] 1 AD-ROP-Allow Prevane (=T Any AD Users AD-Senver -] ‘
] 2 BlockPage-TEST Intemer @ Bieck Any Derrative A -]
| 3 RAWPN-Allow Intemet @ mow Any AD Users Ay 492 -]
Rows por page | 100 w | 13003 € [3 »
Default Access Rules @
Fude namve Action Sousces Destinations Secusity Pasture
For all private access @ ok Amy Ary private destination
For all inlernet access & niow Ay Ay Internet destination
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Stap 3 Voeg privé-bronnen toe aan het ZTA-profiel

Als u een aangepast ZTA-profiel gebruikt, moet u de respectieve privébron toevoegen aan het

ZTA-profiel

1. Navigeer naar Verbinden > Connectiviteit voor eindgebruikers > Toegang tot vertrouwensrelatie
opheffen en klik op +ZTA-profiel



‘e
Experience
insights

End User Connectivity

End user connectivity lets you define how your seganization's traffic is steered from
endpoints tn Secure Acess o 1o the intemnst. Help (3

Zera Trust Access Wirtual Private Network Internet Security

Enroliment methods

Belore ugers can ecess resources using cliant-based Zore Trust Access, their endpoint devices must be enrclied.
Manage enrcllment mathods for your ciganization hare. Help 7

Windows and macO! i ol uging:  $50

Android and 605 deviees eneil using S50 Authentication cnly,

I_.&.Clleowunwul] [Hll!muwm v

Zero Trust Access Profiles + ZTA Profile
Manage Zeio Trust Access (ZTA) profibes, which allow you to add wsers and groups 1o unique tiallic steerng configurations for cli Ta . Help 3
" Name Seoure Privates Access Secure Intermet Access Users & Groups Last Used
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2. Voeg de persoonlijke middelen toe

»

[

Insights

© End User Connesctivity

3  Users and Groups

Destinations & Private Resources

Create profile
For Zero Trust A add to which a set of users and groups can be stearsd. Help I
ZTA profile name Priority Traffic Steering Limits ©
[ masrotie J [ cument pame 3| 08 Sk Androld 10k macOSWindows 100k
o Secure Private Access re Pri o
0 Destinations Add the private destinations and private resources ta which a set of users and groups can be stearnd, Help €2
2 Secure Internel Access Traffic Steering  Options

+ Destinations ~

Private Rescurce
Destinations  Modified

© “rpoasseciscotest
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Add paivate hat are
1 Feb 22,2023 for chient-based Zero Trust Access.

Add Destination

il that are not condigs
a5 private resources that user traffic can
access during Zero Trust Access,




Add private resources

‘Saleet private resources that s configured for cliant-based Zaro Trest AScedd. You can s8d up 16 100 private rescurces st 5 time,

Private Resource

er-wx e ~

O LAB-InsideNetwork (10.10:10.0/24, taciab com)

[ LAB Management [152.168.1.0/24)

[0 DMS-Mgma (192188120

O InternalDNS (10101020, 192.168:1.20)
B AD-Server (1010.10.20, ad.csalocal)

O Router1 (104090401, router] tacksb local)

[ Router2 (101070302, router2.esaocal)
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3. Gebruikers en groepen toevoegen

- “ End User Cannsctivity
Create profile
= For Zero Trust Accoss add the destinations 1o which a et of users and groups can be steered. Help I8
Home
ZTA prafile name Priarity Traffic Steering Limits.
r
e [ zmrome | [ cumentprome I05 Sk Android 10k macOSWindows 100k
Exparienca
Insights
L sers and Groups
@ Secure Private Access N
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accass
< @ Users ©  Groups @
Resoirces —_—
° Users and Groups:
o
Secure
Hame Email Type Users
n
ia
Migritor
Q
wvestigate
o Nousers
Adimin
4+ Users and Groups
.
I =



ZTA profile name Priority Traffic Steering Limits ©
ZTAPrafile

1. Current prafile

05 Sk Android 10k macOS/Windows 100k

Users and Groups
@ Secure Private Access ¥
) 2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
() secure Internet Access

Users 1 Groups @
o Users and Groups
=+ Users and Groups
MHame Email Type Users
|y (jayi@csa.local) lay@gmail.com £ User

Rows per page

o) E2
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S

Opmerking: het kan tot 15-20 minuten duren om de configuratie te pushen en te
synchroniseren met de client voor de toegewezen privébron

Stap 4: Controleer de toegang tot de privébron
1. Toegang tot de particuliere middelen

Toegang tot de PR via FQDN



%) Remote Desktop Connection = x

4| Remote Desktop
~>¢ Connection

Computer: ad.csalocal

Uszername: csa‘jay

You will be asked for credentials when you connect.

'&, Show Options Connect Help

== Windows Security g 9 Cisco Secure Client = *

Enter your credentials

These credentials will be used to connect to ad.csa.local.

Connect

jay
Password Zero Trust Access:
Zero Trust Access is active,
Passwaord
csaljay
D Remember me
Umbrella:
Umbrella is inactive,
More choices Service Unavailable.

OK Cancel
o @ e

Veilige toegang - PR-testen

Toegang tot de PR via IP-adres



¥} Remote Desktop Connection = 4

Remote Desktop
»¢) Connection

Computer: 10.10.10.20

Username: csa‘jay

You will be asked for credentials when you connect.

C, Showe Optio... Connect Help

@ Windows security w | 69 Cisco Secure Client = X

Enter your credentials Rendy o connect,

These credentials will be used to connect to 10.10.10.20. |

jay
Password Zero Trust Access:
Zero Trust Access is active.
Password
csakjay

| | Remember me
::] Umbrella:

Umbrella is inactive.

Service Unavailable,

Mare choices

0K Cancel

& @ -l
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2. Verifiéren met de gebeurtenissen voor het zoeken naar activiteiten

—_— &) )
ACtIVIty Search =) = B LasT 24 HOURS
Schedule Export CSV
Q, Search by domain, identity, or URL Advanced = CLEAR Saved Searches = # Customize Columns ZTA Client-based -
IPADDRESS  10.10.10.20 X RESPONSE  Allowed X Restore to default layout =
. 3 Tatal ) Viewing activity from Jan 11, 2026 4:4% AM 1o Jon 12, 2026 4:49 AM Page: 1 =  Results per page: 50 = 1-30f3
Q. Search filters
Response Saloct Al Request Sauree Rule Identity @ Destination Destination IP Destination Port  Action ResourcefApplica %
M © Aliowed
o & Bl AhAdaced L jay(jay@csatocal) L jay ay@csalocal) adcsalocal 101010.20:3383 3389 ® Alowed  AD-Server
oCk
L jay ay@ecsalocall L jay ay@csalocall adcsalocal  101010.20:3389 3389 © Allowed  AD-Server
Identity Type Salect Al L joy llay@csalocall L jay ljay@csadocall adcsadocal  101010.20:3380 3389 ® Allowed  AD-Server

Veilige toegang - zoeken naar activiteiten



Activity Search

Q, Search by domain, identity, or URL Advanced =

CLEAR

®

Schedule  Export CSW

W LasT 24 HoOURS 7

Saved Searches » @@ Customize Columns ZTA Client-based ~

P ADDRESS  10.10.10.20 X PORT 3389 X Restore to previous state ~
Q Search fiers 3 Total () Viewing activity from Jan 11, 2026 4:53 AM to Jan 12, 2026 4:53 AM Event Details w
Page: 1 ~ Resuitsperpage: 50 - 1-30of3 Identity
Response Salect All
A jay (jay@csalocal)
@ Allgwed ¥ Advanced Requaost Source Action Destination Dastination IP Dastination >
[] @ Blocked Wint
ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  ad.esalocal  101010.20:3389 3389 . Rule Name
AD-RDP-Allow
Identity Type Salect All ZTA CLIENT-BASED L jay jay@csalocal) @ Allowed  adesalocal  101000.20:3389 3389
RessurcafApplieation
(] & ADUsers L jay jay@csalocal) @ Alowed  adcsalocal  101010.20:3388 3389 “* AD-Server
O] s AD Groups
5 500 0mes ey
[ @ SAML Users u e
Trusted Network
No Match
Enforced By Select All
Enforcement Point
| Secure Actess Cloud Secure Access Cloud
O FD
Destination
[ Umbreta Cloy ad.csalocal
Dastination IP
1010.10.20
Page: 1 ~  Results per page: 50 « 1-30f3
Veilige toegang - zoeken naar activiteiten
= (T\
Activity Search L
Schedule  Export C5V
@, Search by domain, identity, or URL Advanced = CLEAR Saved Searches ~ BB Customize Columns ZTA Clhent-based ~
IPADDRESS  10.10.10.20 X Restore to default layout ~
@, Search fifters | 9 Total ) Wiowing activity from Jan 11, 2026 551 AM ta Jan 12, 2026 5:51 AM Page: 1 ~ Resultsperpage: 50 ~ 1-90i9
Response Semctal  Request Source Agtion Gestination  Destination P Destination Port  Resour Zorw Trust o8 3
T @ Allowed
R O Advanced EXIENETER L jayley@cesalocal)  © Alowed 10101020 10.0010.20:2288 3368 AD-Sorver Default 2TA Profile AD-ROP-Allow L3 Wil
GEEEEIETD L jay (ay@esatocal) @ Alowed  101010.20  10.1010,20:3388 3389 AD-Sarver Detault ZTA Profile AD-ROP-Allow L+ win
Identity Type sencrsn (LTI L jayOoy@csadecal) @ Alowed  adesadocal  10001020:3388 3389 AD-Sarver Detault ZTA Profile AD-RDP-Allow b+ win
A AD Users EXTEET L jaylay@csadocal) @ Allowed 10000020 100010.20:3380 3380 AD-Server Cefault ZTA Prafile AD-RDP-Allow L+ win

T e AP Frrusne

Veilige toegang - zoeken naar activiteiten



Acti\fity Search ' (& B LasT 24 HOURS ™

Schedule  Export G5V

FILTERS Q, Search by domain, Identity, or URL Advanced = CLEAR Saved Searches BB Customize Columns ZTA Client-based -
1P ADDRESS: 10.10.10.20 = Restore to default layout =
o, Search fiers 9Tetal () Viewing acthity om Jden 11, 2026 5:51 AM o Jan 12, 2026 5:51AM  Pager 1~ Resultsperpage: S0 - 1 -9of@ Event Details *
R R 5 A Destit [ i 1P 1 P R [Appl fetien
CEpONSe whect Al hequost Source ctian ostination hostination estination Port escurce/Application
po Select Al e i @ Allowed
ITA CLIENT-BASED L joy (ay@csalocal) @ Allowed 10101020  101010.20:3389 3380 AD-Sarver Block Reason
A joy (oy@csalocal) @ Allowed 10107020  I0I000.20:3389 3386 AD-Sarver
Connection Mathod
Identity Type Select All A juy (sy@esalocal) @ Alowed  sd.esaloesl  101010.20:3389 3380 AD-Sarver e ZTA Client-based
4 AD Users EXEEETER L oy lay@csalocall @ Alowed 10101020 101000.20:3389 3388 AD-Sarver Time
@ AD Groups Jan 12, 2026 5:51 AM
AD Devices L oy Usy@esalocal) @ Mowed  adcsalocal  10100.20:3399 3380 AD-Sarver
D saML Users CEEIEITTE L jay lsy@esalocall @ Atowed  ad.csalocal  101010.20:3389 3380 AD-Server ... Access details
AL jay lay@esalocall @ Alowed  ad.csalocal  101010.30:3389 3388 AD-Server i
Enforced By Select Al L jay (jay@csalocal)
L joy (ay@csaiocal) @ Alowed  ad.csabocal  101010.20:3389 3388 AB-Sarvar
Secura Access Cloud Winl
FTD A oy ay@esalocal) @ Allowed  adicsalocal  1010U0.20:3389 3366 AD-Sarvar
Rule Name

Umibre®a Cloud
AD-RDP-Allow

Rosource/ Application
AD-Server

Zore Trust Accass Profile
Default ZTA Profile
Trusted Network

No Match

Enforcement Point
Secure Access Cloud
Destination

104010.20

Destination IP
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3. FMC-verbindingsgebeurtenissen controleren

Events  Troubleshooting

[©.  Destination Port /ICMP Code 3380 = |
% y L, 7 events
Time Event Type Action Reasan Sourco IP Destination IP :::"::;“:” ::[':n:;:: Wl Application Access Control Rule ]
3> 2026-01-12 00:51:24 4 Connaction Fastpath 100112.20.48 10.300.20 17674 | tep 3389/ top &
3 2026-01-12 0u5120 4 Connaction Fasipath 100122048 10.0790.20 ATO2Y | tep 330/ 10p #
3 2026-01-12 00:81:18 % Connaction Fastpath 100.112.20.48 10.10.10.20 &IM2 [ top 2386 | top *
> 2026-01-1200:48:24 % Copnestion Fastpath 10012.20.48 10.30:10.20 50786 /tcp 3389 1cp ¢
> 2026-01-1200:42134 % Connection Fastpath 1001127218 1040.10.20 60548 /tcp 3389 1cp '
»  H0ZE6-01-12 001520 4 Connaction Fastpath 100127216 10.000.20 40660 | tcp 3389 cp *
> 2026-0112000Z45 % Connection Fasipath 1001127216 1030:10.20 24282 1cp  33BD iep !

FMC-verbindingsgebeurtenissen

Testcase 2 - Externe gebruiker - Lokale handhaving

Toegang tot een Private Resource via lokale handhaving, in dit soort evaluatie van het
handhavingsbeleid gebeurt op Secure Access, maar de toepassingsgegevens blijven lokaal voor
FTD. Bijvoorbeeld een ZTA-geregistreerde client of gebruiker die is verbonden met het
thuisnetwerk en probeert toegang te krijgen tot een privébron die zich achter de FTD-interface



bevindt.

Secure Access

IPsec
Private/Cloud Apps

ZTA Client Inside
Remote User App Day 10.10.10.1 l
jay@csa.local C)

router1.csa.local
10.10.10.101

Universele ZTA - Test case topologie

Stap 1 - Een privébron definiéren voor beveiligde toegang

Configureer een privébron die toegankelijk is via een apparaat waarvoor Zero Trust Access (ZTA)
is ingeschreven met cloudhandhaving

1. Navigeer naar Bronnen > Bestemmingen > Particuliere bronnen > Klik op +Toevoegen

il
e

Security Cloud Control ! Pk A @ 0 2 Jaikishan Yadav 351

= Resources

» Orgamization ks, or subnets that your organization controls access to. You must configure a private rescurce if you plan 1o allow end users 1o connect 1o the resouwrce using Dero-trust
i Sources and destinations
Cisco-jalyaday
Internal Metworks
rce Groups
+ Patfomm menu Hetwork Devices

Secure ACCess

Regist Hetwarks
Roaming Devices
Last 24 Hours

o~
Homa Sarvice Account Exception

| Exporioncelnsights 2 Security Group Tags ~ M v | 5 Private Ressurces + Add

= R SDWAN Service VPN IDs
™ onnec
n

_ Netwark and Service Objeets *  Private Resource Group ConnectionMethod  Connector Groups  Accessedby  Rules Total Requests.

Cleni-based ZTA [} 2 1]

il secure

It d Saas Resourc
q Mondtor »

Private Resource v = Chent-based ZTA 1 0 2 o
o Admin 3

Settings

ol - o Z o
AR Servers Chom-Based ZTA
DNE Servers



2. Voer voor de naam van de private resource een betekenisvolle naam in voor de resource. Voor

de beschrijving raden we u aan informatie te verstrekken, zoals het doel van de bron of de naam
van de eigenaar van de bron.

4 Private Resources
Add a Private Resource

Private Resowrces are applications, networks, of subnats that your organization contrals access to. You must configure private resounces in order to choose them as dastinaticns when craating access rules. Halp ©

General

Private Rescurce Hame

Routerl

Description {optional

Router] PR for UZTNA testing

3. Voer het FQDN in van de privébron die u wilt openen. We kunnen ook het IP-adres van de
privébron definiéren. Zie Een privébron toevoegen voor meer informatie

4. Selecteer de interne DNS-server om het domein op te lossen

Private resource address

Define how the peivate resource will connect to appications through Secure Access.

Intermnally reachable address (FODN, Wildeard FODN, IPvd, IPvE, CIDR] © Protocol Part [ Ranges

routericsa local ary TCP 22 + Pratecol & Port
Remave
Internally reachabie address (FQON, Wildcard FODN, [Pvd, IPvE, CIDR) Pratocol Port f Ranges

101010101 Any TGP 22 + Protocol & Port

Remave +IP Address/FODN

Usa internsl DNS sarver to resolve the demain PrivateDINS (10.10.00.20)

Internal DMS Server

PrivateDNS (100010.20)

5. Selecteer methoden voor eindpuntverbinding

6. Selecteer FTD als lokale handhavingspunten


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways user endpeints can reach this resource. Later, sccess rules will dedarming which wsers and devices can access the nesournce.

Branch Connections

@) Client-based connection
VeTions Trom encpoints that Rave tha Secure CHent instobed, Enabln 1his cption Tor maximum conticl cver andpeint S0CUrity roguiromants (Hostur

Enforcemeant points

Clemud-anly .

i Enforcemant point for Remote User
Eloud or Local (Universal Zena Trust Remaote user Local Firawall Private Rescurce
Accass)

P

Local-only vin Inbaenat
L o -

Local enforcement points

Enforcamant point for Local user

¥ in @ trusted Local Firgwall Private Resource

Internal remate addresses are visible on end-user devices. If you want an address 1o be hidden, use an extemal address.

Chang th remotely rachable sedresses

Cancel Save snd Test m

S

Opmerking: afhankelijk van het type inschrijving dat u selecteert, wordt de PR automatisch
gekoppeld aan de FTD en wordt een beleidsimplementatie geactiveerd

7. Klik op Opslaan
Stap 2 - Maak een regel voor privétoegang

Configureer een privé-toegang op Secure Access om toegang te krijgen door Universal ZTA-
geregistreerde gebruikers. Zie voor meer informatie Private Access Rule

1. Navigeer naar Beveiligd > Toegangsbeleid


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&>  Organization
Cisco-jaiyadav

Platform menu

Secure Ac

Home
& Emperience Insights
& Connoct
= Resources
o Moniter

o Admin

Secure

Data Loss Prevention Palicy

Profiles
Endpaint Pastine Profdes
IP3 Profiles

Security Profiles

App ek Profiles.

Santings

Threat Categonies
Naotification Pages
Do Not Decrypt Lists

Cedtificates

[ Rule Defaults and Glabal Settings

Add Rule ~

Access Action Sources Destinations Security Hits Status
low Private & Allow Ay AD Users AD-Server i B2 ]
Peivate @ Allow Any AD Usars s L]
5-Allow Private @ Alow Any AD Users IntemalNs o

Veilige toegang - Configuratie van privébronnen

2. Klik op Regel toevoegen en kies vervolgens Particuliere toegang.

Bovenaan de regel staat een samenvatting die de geconfigureerde componenten van uw regel

beschrijft.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your netwark or that your

organizati

your internal network. Secure Access applies the first rule in the list that matches traffic. Help

] ,] |'

manages. Private access rules apply to users and devices accessing applications and other resources en

[ Rule Defaults and Global Settings ]

Add Rul

Private Access
3 Rules Cunfml fand' secure access to resources and
applications that cannot be accessed by the
general public.
_] [ Xa) Rule name Access Action Sources Destinations Security
— Internet Access
-RDP- )] - &
] 1 AD-RDP-Allow Private =) Allow Any AD Usors AD-Server 3. Control and secure access 1o public
= _ destinations from within your network and
O 2 BlockPage-TEST Intoemat @ Block Any Genorative A... i from managed devices
0] k| RAVPN-Allow Intemat @ alow Any AD Users Any 4.2k [ -]

Beveiligde toegang - Configuratie toegangsbeleid

3. Een regelnaam toevoegen

Rows per page | 100 ~

1-3ef3 B



Add Router1-SSH

Create a rule 1o control and secure sccess to specified private applications and other
destinations on your network, For an d guide ta completing prerequisites and
configuing a rule, see Help 7

@D Rule is enabled Logging is enabled Edit
Summary -~

Sources @ Destinations

KD Users « Amy AD Users. Allow e Any private destination

Rube name (T Rule order

((Rowor-ss IE )

o Specify Access
Specity which users and endpoints can access which resources. Help O
Action

@ Allow @ Block

Aligw specified tratfic if security reguirements are met. Block specified traffic.

Beveiligde toegang - Configuratie toegangsbeleid

4. Selecteer de actie regel en selecteer bron en bestemming

Rule name {0 Rule order

[noumn-ssn-c (R - J

o Specify Access

Specify which users and endpoints can access which rescurces. Help O

Agtion

@ Allow ) Block

Abgw spacified iraffis if pecurity requirements ane mat Diock ipecified tralfic,
From Ta
Specify one or mor sources. Spacily ore or maca destinations.
AD Usors <Ay AD Users = @ Privat Resowces «Router] = &
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5. Eindpuntvereisten configureren



Endpeint Requirements

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

[] Zero-Trust Client-based Posture Profile  Rule Defautts
Requiramants for and-user devices on which the Ciszo Secure Client is installed,
~  Praofils: Mona | Requiremants: Moo

Private Resources: Router-1

For Branch connections:
ﬂ Endipaint dendce posture is not evaluated for endpoints connecting to these resources from a branch network.

User Authentication Requirements

() Zero Trust Access: User Authentication Interval  Rule Defasits.

Frequency with which end users verily their identity, in order to connect to any private resource using client-based zero trust access,

When disabled, users are not prompted to re-authenticate 10 the netwerk, Help

C"mw|

@ Configure Security
Canfigirs SHCUrity FqUENTBNLS hAL Mt ba mat bafars raific i slowsd, Help

Cancel
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6. Beveiliging configureren

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security
Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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7. Klik op Opslaan

(I Dpisabled

Save




—_—
Access Poiicy | Rule Defaults and Global Settings |

1 sites from devices

rubés apply to users and d

3¢
ccass applhes the fir

ia In the st that mat

() Lo Fule name Accoss Aetion Sources Dastinations Saocurity Hits. Status
1 Boiter] -S5H Brivaty @ Allgw Any AD Usérs Houter] @ - -] |
2 AD-RDP-Allow Privata @ Atow Any AD Usors A-Server @ : -]
3 BlockPage-TEST e @ Bisek Amy Cemerative A G 88k [ ]
& RAVPH-Allow et & Angw Any AD Users Ay il s a
Raws per page | 100 L 1-dcfd < E] »
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Stap 3 - Controleer de associatie van PR op de FTD

1. Navigeer naar Verbinden > Netwerkverbindingen > FTD's

Connect

o> Crgamization e . affic to reach private resources on your network. Fos information about these options, see Help of
ssentialy

Cisco-jaiyadav »
7o pemes

Flatform meru Users, Groups, and Endpaint
o Devices

Secure Ac
End User Connectivity
o 1
Forwardar
2 Home DNS Forwarders T - —
@ Experience Insights
& Connect
™= Resources 1 newn fof eatablishing tunnel redendancy and high
3 within & MElWoTK tEnel Group to securely control
Il Secure > resources. Help o

o Moniter » . tat w 2 Tunnel Groups m

Veilige toegang - PR-verificatie

2. Klik op FTD > Bronnen weergeven die aan deze FTD zijn gekoppeld



FMC_FTD

Network Connections
Manage tha connections that aliow user traffic 10 reach private rescurces on your
matwork, For 8 companson of natwork connactivity optians, ses H.‘) [+ Flmlomn‘
Connector Groups Network Tunnel Groups FTDs Dvioe FOON P — &
Auto deployment Tes
1 5ynced U UZTA Configuration status

0 Synced  Last synced o 31 Dec 2025, 31 251 AMUTC
FTDs configured for Universal Zero Trust Access

An FTID acts a5 an on-premise proxy 1o Secure Access cloud for private access traffic, Configure FTDs a3 Secure Access proudes to enable Universal Zore Trust Access to Impeove end-us Assigned Trusted Network
exporience and ensure cansistent security controls for wsors independent of whene thay ane connecting from Heilp cf

[ Q0 Search by FTD name ] [ FMC Name v J [ Configuration s1atus v J 1£TDs Truriad nebwork Lot
LAN 1 DMS Servers
FTD Hame Version FMG UZTA Configuration status Assocls  [Delaut tnsted retwork]
ere e o T () e
Duvice FGON: local
Trusted network:
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced 1

memlmmﬂmlhlnm |

Associste Resources

Veilige toegang - PR-verificatie

Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

[ Q. Search by resource name ] [ Configuration status v ] 1 Resources Associate Resources

Resource name Status

Router1 @ Synced

Veilige toegang - PR-verificatie



3. Klik op sluiten

4. Controleer de status. De bijbehorende bron en configuratie moeten in gesynchroniseerde

toestand zijn

Network Connections

see Help o

Connector Groups  Network Tunnel Groups  FTDs

1 Synced a

FTDs configured for Universal Zero Trust Access

T FT p 0 enable U
FTDs

FTD Name Version FMC UZTA Configuration status

FRMC_FTD vID00 FMC | © Symeed |

Device FQDM

Trusted network: LA

5. Controleer of de configuratie is ingesteld op FTD

Meld u aan bij FTD cli en navigeer naar de LINA-modus

# Toon de toepassing Running-Config Object

FMC_FTD

Firewall Datails

Device FODN
Ao deploymant

UZTA Configuration status

“  Assigned Trusted Network

Trusted network

Hetworks

LAN

ki i

Edit assignment | 4 Trusted network (5
Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status
& Syneed 1

Wiew resources assockated to this FTD

Associate Resources

Y DNS Sarvers



Stap 4 Voeg privé-bronnen toe aan het ZTA-profiel

1. Navigeer naar Verbinden > Connectiviteit voor eindgebruikers > Toegang tot vertrouwensrelatie
opheffen en klik op 3 punten om het ZTA-profiel te bewerken

— End User Connectivity [ cisco securo crient | [ Manage servers
Envd user connectivity lte you defing how your ofganization's trarfc i steened from
o endpoints to Secure Access of to the intemet. Help
Homa Zero Trust Access Wirtual Private Network Internet Security
p Enroliment methods
Exparionce
Iighs Befare USers £an ACCRSS resoUrces Lsing cient-based Tero Trust Access, their endpoint devices must be enrolied.
Manage enrcllment methods fof your organization hene. Help 7
5
b Windows and macl§ devices enroll using: | 550 Authentlcation  Ceriificabes
Cennnet
Andtoid and 05 dervices aniol using S50 Asshenticasion sy,
=
[
Zero Trust Access Profiles & Manage Trusted Metworks | [EEESY 20
1
e Manage Zedo Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering configurations for chent-based ZTA connections. Help O
L] Hame Secure Private Access Secure Internet Access Users & Groups Last Used
a
(e B 3 Dathations Use ZTA for all destinations -

1 ZTAPrafile Trusted Net + Disablod 0 Exeeptions 0 Groups Jan 25, 2026

Trusted Networks Disabied
2

L

Veilige toegang - ZTA-profiel

2. Voeg de persoonlijke middelen toe

& End User Connactivity

Create profile

= For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steersd. Help (n ]
Home
ZTA peofile name Priority Traffic Steering Limits ©
@ | ZTAPraila ,| |\ 'L Cuamani profia 08 Sk Android 10k macOS{Windows 100k
Experience
Insights
¥
L4 Secure Private Access
© ' o Secure Private Access
e © Destinations And the private destinations and private resources to which a set of users and groups can be steored, Help €5
= 2 Secure Internet Access Traffic Steering  Options
Resouroes
3 Users and Groups
: ) —
Sesure -
Private Resource
Destinations & Private Resources Destinations  Modified
a Add privale resources that are Cﬁﬂww!d
Menitor © “zpaseciscotest 1 Fab 22, 2023 for chient-based Zero Trust Access.
Add Destination
(=1
Add destinations that e pot con!igured
nvestigate &5 privata resources that user traffic can
3ccass during Zero Trust Access,

Asimis,
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Add private resources

Saleet private rescurces that ase con figuned for cliont-based Zaro Trest AScess. You can sod up to 10 private resowses o1 & tima.

Router-1 % 0] .]

LAB-Mnsidetetwork (10.10.10.0/24, tacksb.com)
LAB Managemaent (192 168,1.0/24)

DNS-MgmE (1621681.20)

InternaDNS (10.10.10.20, 192 168.1.20)
AD-Servar [101010.20, ad.csa.lccal)

Reuter-1 (V0.10,10,100, routerl.taclab, local)

Routar? (1010100102, reuter eea loeal)
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3. Gebruikers en groepen toevoegen

= “ End User Cannsctivity
Create profile
aro Trust Accoss o o a 50t of usars and groups can b steored.
For Zero T add the destinati which of rod. Help
Home
ZTA prafile name Priarity Traffic Steering Limits.
r "
& [ Zmwpionie | [+ cumemprotie I0S Sk Android 10k macOS/Windows 100k
Exparienca
Insights
L sers and Groups
@ Secure Private Access N
2 Destinatieng Add a 5ot of users and groups that will be sieered to varous destinations added to this ZTA profile
- Secure Internet Accass
< @ Users ©  Groups @
Resoirces
° Users and Groups:
o
Secure
Hame Email Type Users
.n
ia
Migritor
Q
rvestigate
s Mo users
Adimin
4+ Users and Groups
.
-4
Workdiows
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ZTA profile name Prigrity Traffic Steering Limits

3 file STy file
ZTAPrafile 1. Current prafile 0S5 Sk Android 10k macOS/Windows 100k

P Users and Groups
;_.f/' Socure Private Access ¢
2 Destinat Add a set of users and groups that will be steered to various destinations added to this ZTA profile

£\

() Secureinternet Access
Users 1 Groups @
o Users and Groups
——
|t Users and Groups
Narme Emadl Type Users
lay (jay@csa.local) lay@gmall.com £ User

Rews per page [ 1g . |
|

Stap 5: Controleer de toegang tot de privébron

1. Controleer of de externe gebruiker FTD FQDN kan oplossen

PS C:\Users\jay> ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255
Reply from 192.168.1.12: bytes=32 time=1lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = 3, Received = 3, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = lms, Average = Oms
Control-C
PS C:\Users\jay> nslookup ftd.csa.local
Server: UnKnown
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




2. Controleren of FTD particuliere bronnen kan bereiken met behulp van FQDN

3. Test de SSH-verbinding met de Private Resource

Toegang tot de PR via FQDN

=®

Category:

—|- Session
Logging

—|- Terminal
Keyboard
Bell
Features

—I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=I- Connection
Data
Proacy

+- S5H

Serial
Telnet
Rlogin
SUPDUP

Ahowt

Heln

8 Cisco Secure Client — *
Basic options for your PUTTY session AnyConnect VPN:
Specify the destination you want to connect to Ready to connect.
Hast Name (or IP address) Port
router] csa local 22 Cormect
Connection type:
©55H (O Seral (OOther  Telnet v

Zero Trust Access:

Load, save or delste & stored sowsion Zero Trust Access is active.

Saved Sessions

Default Settings Load

Save

Umbrella:
Delete

Umbrella is inactive.
Profile is missing.

Close window an exit:

(O Mways (O Never ) Only on clean exit

T @ e

Onen Cancel -




@ routerl.csalocal - PuTTY = (m] X

AnyConnect VPN:
Ready to connect.

S - Auto Select Nearest Loca tion I

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Usmbredla is inactive.
Profie is missing.

+ HO) = |

Toegang tot de PR via IP-adres

ER PuTTY Configuration ? X
Category:
- Session Basic options for your PuTTY session % AnyConnect VPN
T L.ogtlging Specify the destination you want to connect to Ready to connect.
—|- Termina )
Hast Name (or IP address) Port
Keyboard - 5 - Auto Select Nearest Location ik Connect
Bell 10.10.10.107 22
Features Connection type:
- Vindow O5sSH  OSeial (OOther: Telnet ~
r-ppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session N
Tiarskalion Zero Trust Access is active.
Saved Sessions
+- Selection
Colours
= Cannection Default Settings Load
Data
Proxy Save
7 S5H Umbrella:
Serial Delste Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP C_Iose window on exit:
() AMways (O MNever ) Only on clean exit
B it Halm | Ninen I Canrs




&P 10.10.10.101

AnyConnect VPN:

Ready to cons

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrela is inactive.
Profile is missing.

4. Verifieer de logboeken voor het zoeken naar beveiligde toegangsactiviteiten

Activity Search L R
pousm caloeal X REsPoMST  Abowed X -
Respon
L JERI o
-] L] [: A Py LS *
L]
Idenaity Type T
i o A [
Aot i Event Details X
Allowed
L jay ay@osatocal) L routert.oss Detauit ZTA Profile
ZITA CLENT-BASED i ay @< sa local) L jay routericsa Default ITA Profile
ZTA CLENT-RASED 4 ay < sa local) 4 routeri.csa Default ZTA Profile ZT#
TTA ELENT-BASED L jay ayBecsatocall A routerl.cea oo Alberwo Rout Datault TTA Profile

Jan 10, 2026 5:55 PM

Access details

L jay (jay@csa.local)

winl

Router-SSH

Router]

Mo Match

FTD> FME_FTD

routerl.csaloca
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Activity Search

Enforcsd By
Socurn Aconss Cloud
1o
Umtpta Coud

101000101 X

7 Total
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1

CEEITEIITR L ey Gargcea local

TTACLRWT-RASED i
TTA CLEWT-RASED i
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BOI0I0401
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BOI0N0IT
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7Tatal )

Bequest

ZTA CLIENT-BASED
ZTACLIENT-BASED

ZTA CLENT-RASED

Whewing sctiity nom

Sourca

L joy (aygpoeaocal)
o ljay@era local)
o liay@eralocal)
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Jay (jaygposa tocal)
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F ok kE Kk Bk
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Dastination Port

Schecue
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2 Aswed  Rovter] Dty ITA Prafile Rautert-S5H win 100202007462 us 783015029
i Al Router] Brefauls TTA Prafile Router]-55H L win 100 26700 76T s TOIRISANE -
2 s 1 Ditaiin ITA Profile Bouter-BEH b win 10026100 74T us TINNSANT o
2 A Roter] Ditaun ITA Profile Routerl-SEH L win 100262007462 us TINNSANE o
2 Miowed  Router] Ditaum ITA Profls Rautert-S5H win 100262007462 ug IS
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5. FMC-verbindingsgebeurtenissen controleren
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Testcase 3 - Lokale gebruiker - Lokale handhaving

Toegang tot een Private Resource via lokale handhaving als een lokale gebruiker, in dit type van
handhaving beleid evaluatie gebeurt op Secure Access, maar de applicatie gegevens blijft lokaal
voor FTD. Bijvoorbeeld een ZTA-geregistreerde client of gebruiker die is verbonden met het
thuisnetwerk en probeert toegang te krijgen tot een privébron die zich achter de FTD-interface
bevindt. Als de private resource zich achter DMZ of een andere interface van de FTD bevindt,
moeten we een toegangsregel op de FTD maken om het verkeer tussen Client IP of netwerk en
Private Resource mogelijk te maken.

Secure Access

IPsec
Private/Cloud Apps
o~ Tojnsfde
ZTA Client =~ .10, .
~ 1o Inside

10.10.10.30 : a—
A -~ 10.10.10.1 .
Local User PP Daty .x
jay@csa.local

router2.csa.local
10.10.10.102

Stap 1 - Een privébron defini€ren voor beveiligde toegang

Configureer een privébron die toegankelijk is via een apparaat waarvoor Zero Trust Access (ZTA)
is ingeschreven met cloudhandhaving

1. Navigeer naar Bronnen > Bestemmingen > Particuliere bronnen > Klik op +Toevoegen



il Security Cloud Control A P & A O@ 0 O Jalldshan vaday 353

Resources

Orgenizalion ks, of subnets that your organization controls Sccess to. You must configure & private rescurce if you plan 1o allow &nd users 10 CONNBEE 1o this FESOLNCE uting Tero-Trust
. : Sources and destinations
Cisco-jalyaday
Internal Metworks
rce Groups
= Platform menu Network Devices

Secy CEs Registered Networks
Roaming Devices st 24 Hours

Homa Service Account Exception

y  Exporiance Insights » Secwity Group Tags v 5 ~ S Private Resources

SDWAN Service VRN IDs

Connect
d .

_ Network and Service Objects *  Private Resource Group Connection Method  Connector Groups  Accessedby  Rules Total Requests

Destinations Cleni-based ZTA ] 2 <

Il secure
Inernet and Saas Resources

@ Monitor 3
Private Resource AR CHent-based ZTA 1 ] 2 o

o Admin

Settings
AbA Servers . Cham-based ZTA = 0 2 [}

DNS Servers

2. Voer voor de naam van de private resource een betekenisvolle naam in voor de resource. Voor
de beschrijving raden we u aan informatie te verstrekken, zoals het doel van de bron of de naam
van de eigenaar van de bron.

 Brivate Rawsarcrs
Add a Private Resource
Privass Russurces are appicalions, natwor ¢ 10 chaoss them s Sestinalions when creating sccess ruas. W

General

Private Resource Hams

Router?

Descriphion [opiins

Redster2 PR for UZTHA testing

3. Voer het FQDN in van de privébron die u wilt openen. We kunnen ook het IP-adres van de
privébron definiéren. Zie Een privébron toevoegen voor meer informatie

4. Selecteer de interne DNS-server om het domein op te lossen

Private resource address

Drafine how the private resosrce will connect 1o appications trough Secure ACoes

Inismally reachable sddress (FODN, Widcard FODN, P, IPvE, CIDR Protocel Port [ Ranges
routerd.conlocal Ay TCP v 22 +Protecel & Pont
Remave
Inimmally reachable addross. (FODN, Wikicard FQON, IPvA, 1PV, SI0E) Profoced Port [ Ranges
W00 Any TCR v | [ 22 + Protocel & Port
Remove  + 1P Address/FGON
B Use internal DNS serves 1o sessive the Samain PriwaseOiE: (10,1016 200

ietnrnal DHE Server

PrivaseONS 10:1000.20)


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

5. Selecteer methoden voor eindpuntverbinding

6. Selecteer FTD als lokale handhavingspunten

Endpoint Connection Methods
Specify the ways user endpoints can reach this resource. Later, access rules will determine which users and devices can access the nesource.

Branch Connections

[ Zors-trust eonnbetions

¢ retwork without requiving & VN connection. Help o
@) Glient-based connection

Enforcement points

Clemd-anly :
Enforcement point for Remote User

Cloud or Local {Universal Zera Trust Remote wser Local Firewall Private Rescurce
Accass)

,—\
)

Local-oniy vin inibéenal
o =
. s3]
cal enforcement points

Local Firewall Private Resource

)
.’U )

Intern, on end-user devices. il you want an address to be Ridden, use an exbermal address.

CHang this [EMotily Fchablo BdrssE

Gancel Save and Test m

Opmerking: afhankelijk van het type inschrijving dat u selecteert, wordt de PR automatisch
gekoppeld aan de FTD en wordt een beleidsimplementatie geactiveerd

7. Klik op Opslaan
Stap 2 - Maak een regel voor privétoegang

Configureer een privé-toegang op Secure Access om toegang te krijgen door Universal ZTA-
geregistreerde gebruikers. Zie voor meer informatie Private Access Rule

1. Navigeer naar Beveiligd > Toegangsbeleid


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

&> Organization
Cisco-jaiyada

Platform menu

Secure Access

& Home

& Experience Insights
& Connect

= Resources

a Moniter

o Admin

Secure

Polic;
v

Data Loss Prevention Policy

Profiles
Endpoint Pesture Profiles
IPS Prafiles

Security Profiles

App Risk Profiles

Settings

Threat Categories
Notification Pages
Do Not Decrypt Lists

Cartificates

Rule Defaults and Global Settings

Add Rule ~

hecess Action Sources Destinations Security Hits Status
low Private @ Atow Ay AD Users AD-Server @ 92 -]
Private & anow Any AD Users ESXI & - [-]
5-Allow Private & anow Ay AL Users Inbedrialies th L]

Beveiligde toegang - Configuratie toegangsbeleid

2. Klik op Regel toevoegen en kies vervolgens Particuliere toegang.
Bovenaan de regel staat een samenvatting die de geconfigureerde componenten van uw regel

beschrijft.

Access Policy

Internet access rules apply to traffic to public internet sites from devices that are on your network or that your

organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

-

[ Rule Defauits and Global Settings ]

- "
Searc rule na [ = Int - Add Rule ~
Private Access
4 Rules Control and secure access (o resources and
applications that cannot be accessed by the
general public.
[_] [ o] Rule name Access Action Sources Destinations Security
- | Internet Access
O 1 Router1-SSH Private @ Allow Any AD Users o = Control and secure aceess o public
~ _ | destinations from within your network and
O 2 AD-RDP-Allow Private @ allow Any AD Users AD-Server & from managed devices
a 3 BlockPage-TEST Intermet @ Bloek Ay Generative A.., ] &88 ]
a 4 RAVPN-Allow Internet & Allow Any AD Users Any @5 4.2k o

Beveiligde toegang - Configuratie toegangsbeleid

3. Een regelnaam toevoegen

Rows per page | 100 +

14 0f 4



Add Router2-SSH-Allow

Craate a rule to control and secure access to specified private applications and other
destinations on your network. For an end-lo-end guide to completing prerequisites and
configuring a rute, see Help 7

@D Rule is enabled Logging is enabled Edit
A Summary
Destinations
Sources
@ Securi ntrols Private Resources
ADUsers « Any AD Users Allow «Routar2 =]
Rule nama (0 Rule ordar
[nwterz-SSH-ALIuw ] [ 1 ; ]

@ specify Access
Specily which users and endpoints can access which resources, Help
Action

@ Allow @ Block
A apacified (ratfic if security requrements are Blaek spacified traffie.
L
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4. Selecteer de actie regel en selecteer bron en bestemming

Rule name (D Rule order

[Rou[elZ-SSH-Nlow J [ ! - ]

o Specify Access

Specify which users and endpaints can access which rescurces. Help 3

Action
Allow @ Block
Allew specified wraffic i security requirements are Block specified 1raffic.
mat,
From To
Specify one of Mene SOUrtes Specify one or mare destinations
AD Users «Any AD Users: = @ Private Resources sRouterz = &
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5. Eindpuntvereisten configureren



Endpoint Requirements
Far 2efo-trust connections, if endpeints do not mest the specified requinements, this rule will not mateh the waffic. Help

Q Zero-Trust Client-based Posture Profile  pule Defauite
Requirements for end-user devices on which the Clsco Secure Cllent s Installed,
~  Profile: None | Reguirements: None

Private Resowces: Router?

For Branch connections:
[h Endpsint daviee postur is net avaheated for andpoints Connecting 16 thase ieiowroes from & brarch nelwork

User Authentication Requirements

(5 Zero Trust Access: User ication Interval

Freguency with which end users verify their identity, in order to connect to any private resource using clieni-based zero trust access.

‘Whaen disabled, users are not prompted to re-authenticate to the network. Help ©'

D visabled

@ Configure Security

Coaligune securly fequiements that must be met bilse yatle it slowed. Holp
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6. Beveiliging configureren

(©) Specify Access

Spacily whith usérs and Endpeints can 50888 which resources. Help

Configure Security

Gonfigure sacurity requirements that must be met before traffic is aslowed. Help

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention systam. Help .7

Security Profile  Rule Defaults

The following security settings will apply to traffic that matches this rule, Help 3

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel
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7. Klik op Opslaan

(I Dpisabled

Save




Access Policy

Internet aceess rules apply to traffic to public internet sites from devic
organization manages., Private access rules apph

AE O YoUr network or that yaur
o users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help CF

[ Rule Defaults and Global Settings l

Add Rule ~

) #O Rule name Access Action Sources Destinations Security Hits Status
I ‘_\ 1 Router2-S5H-Allow Privats '2' Allow Any AD Usars Routar2 B - [] I
2 Router1-55H Private @ Allow Any AD Users Router] i [ ]
M -
) 3 AD-RDP-Allow Private @ Allow Ary AD Usars AD-Sarver G 40 ]
4 BleckPage-TEST Intermot @ Block Any. Genorative A... & 608 -]
5 RAVPH-Allow Internet @ Allow Any AD Users Any 4.2k (-]
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Stap 3 - Controleer de associatie van PR op de FTD

1. Navigeer naar Verbinding maken > Netwerkverbindingen > FTD's

Rows per page | 100 ~

| 15018 (1]

aikishan Yadav «

Connect

affic to reach private resources on your network, For information about these options, see Help

18l Groups

o> Orgamization

E: tia
Chsco-falyadar : S

I

Platform meru Users, Groups, and Endpaint

Secure Access Devices
End User Connectivity
o 1
Forwarder
<> Home DNS Forwarders Warming 4 o —
o Experience Insights
™ Resources ] aewoerk for establishing tunnel redundancy and high
& within a network tenned group to securely contro
Il secure » resources. Help o

- >
&  Monitor w | 2 Tunnel Groups

Veilige toegang - PR-verificatie

2. Klik op FTD > Bronnen weergeven die aan deze FTD zijn gekoppeld



Network Connections

Manage the connections that allow user traffic 1o reach private resources on your
network. For a comparisen of netwerk connectivity options, see Help Cf

Connector Groups  Metwork Tunnel Groups ~ FTDs

1 Synced -]

FTDs configured for Universal Zero Trust Accass

An FTD acts as an an-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal
toimprove end-user experience and ensure consistent security controls for users independent of whare they are connecting from Help

| 1 Search by FTD name ] [ FMC Mame - ] [ Configuration status ~ | 1FTDs
FTD Name Wersion FMC UZTA Canfiguration status
FMC_FTD vi0.0.0 FMC © Synced

Device FQDM: loeal
Trusted network: !
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Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network

LAN

Q) Search by resource name

| | Configuration status

Resource name

Status

~ | 2 Resources

FMC_FTD X
Firewall Details ~
Device FQDN frd.csa.local [a]
Auto doplayment <os
UZTA Configuration status -~
@ Synced  Last synced at 12 Jan 2026, ot §:20 AM UTC
Assigned Trusted Network ~
Trusted network
LAN 1DNS Sarvers
[Dedauit trusted network)
Associated Resources 2 o~

RESOURCES ASSOCIATED BY STATUS

Status

@ Synced

I View resources associated to this FTD I

Associate Resources

Router1

Router2

@ Synced

& Synced



Veilige toegang - PR-verificatie

3. Klik op sluiten

4. Controleer de status. De bijbehorende bron en configuratie moeten in gesynchroniseerde
toestand zijn

Network Connections FMC_FTD

Manage the connections that allow user traffic to reach private resources on your

by = Firewall Details
network. For a comparison of network connectivity options, see Help ¢

Connector Groups Network Tunnel Groups FTDs Device FODN

Auto deployment Yo

1 synced e UZTA Configuration status

9 Synced Lastsynced at 12 Jan 2026, at 6:29 AM UTC
FTDs configured for Universal Zero Trust Access

An FTD acts s an on-premise proxy to Secure Access cloud for private access wraffic. Gonfigure FTDs as Secure Access proxies to enable Universal Assignad Trusted Netwoark
to improve end-user experience and ensure consistent security contrels for users independent of whare they are connecting from Help

Seareh by FTD name FMC Name v || contiguration stats v ] 1FTDs Trusted natwork Networks
' ’ LAN 1D0NS Servers
FTD Name Version FMC UZTA Configuration status [Dedautt trusted network)
FMC_FTD vie.0.0 FMC | @ synesd | + Trusted network
Device FQDN: ftd.csa. local

Trusted network: LAN

Associated Resources

RESOURCES ASSOCIATED BY STATUS

[Status

@ Synced 2

View resources associated to this FTD

Associate Resources
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5. Controleer of de configuratie is ingesteld op FTD

Meld u aan bij FTD cli en navigeer naar de LINA-modus

# Toon de toepassing Running-Config Object



Stap - 4 Configureren " Vertrouwde netwerken of ZTA-instellingen beheren"

Navigeer naar Verbinding maken > Eindgebruikersconnectiviteit > Toegang zonder vertrouwen >
ZTA-instellingen en configureer vertrouwde netwerken

Edit Trusted Networks

Trunsed Heowork Kama

Stap -5 Voeg privé-bronnen toe aan het ZTA-profiel

1. Navigeer naar Verbinden > Connectiviteit voor eindgebruikers > Toegang tot vertrouwensrelatie
opheffen en klik op 3 punten om het ZTA-profiel te bewerken



End User Connectivity

[ & cisco Securs ciisnt | [ Manag
End user ivity bote you yous wraffic i steaned from
& ondpoints 1o Secure Acciss of to the intamat. Help I
Homa Zero Trust Access  Virtual Private Network Internet Security
-4
Epa Enrollment methods
Irrights Before users can acoess resources using dient-baged Zero Trust Access, their endpoint devices must be enolled.
Manage Enfalifent Mmithods faf your aiganization hee. Halp
s ‘Windows and macOS devices enroll using: | S50 Authentication  Ceriificates
Connect
i and K05 dervices enroll using S50 Awhentication sy,
=
Ressurces
Zero Trust Access Profiles © Manage Trusted Hetwarks
0
e Manage Zero Trust Access (ZTAD profiles, which allow you to add users and groups to unique traffic steering for b ZTA . Help '
e L] Hame Secure Private Access Secure internet Access Users & Groups Last Used
wa
Use ZTA for all destinations
Montor 2 Destinaticns ) 1 Usars.
H i ZTAProfile S E Jan 25, 2028
Trusied Networks Disabled b 0 Groups e
Q [ & Edit
Traitigats
O Delete
—  End User Connectivity
Create profile
® For Zero Trust A add to which a set of users and groups can be stearsd, Help 5
Hame
ZTA profile name Priority Traffic Steering Limits ©
o [ zmaprotie J [ curent pame 08 Sk Androld 10k macOSWindows 100k
Experience
Insights
£
- Sect vate Acces
o Securo Private Access re Pri o
(22573 0 Destinations Add tha private destinations and private rsources ta which a 5ot of users and groups can be stearnd, Help
= 2 Securs Imernel Access Traffic Steering  Options
Resources
3 Users snd Groups
L Il + Destinations -~
Sesure
Privats Resourcs
Destinations & Private Resources Destinations  Modified
g Add peivate that are g
[T © “rpe.sseciscotest 1 Fab 22,2023 for chent-based Zero Trust Access.
Add Destination
Q
i that are not G
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admisy
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Add private resources
Select private resources that are configured for client-based Zero Trust Access. You can add up 10 100 private rescurces at a time,
Private Resource

'-ID'WK Router-4 > Rewterd X @ A

O LAB-Insidetgtwark (10.1010.0/24, taclab.com)
) LAB Management (192.165.1.0/24)

O ons-Mgmt (192168.1.20)

O ImemalDNS (1010.10.20, 192.168:1,20)

& AD-Server [1010.10.20, ad.csa Jocad]

@ Router-1 (101010107, routerliaciab lacal)

@ RouterZ (1000002, router? caakocal)
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3. Gebruikers en groepen toevoegen

= + End User Connecibvity
o Create profile
& For Zero Trust Access add the destinations 1o which a set of users and groups can be stetred. Help &
Home
ZTA profile name Priarity Traffic Steering Limits ©
N
% | 2TAPrafile ] ["- Currem profile i05 Sk Android 10k macOS/Windows 100k
Experience
Insights
n‘ sers and Groups
@ Socure Private Access N and
ennect 2 Destinaticns #dd 2 sot of usars and groups that wil be steored te various destinations added to this ZTA prafile
- Secure Internet Access
= @ Users @ Groups @
Resources _—

e Users and Groups: |

Sacure
Hame Email Type Users
T
Monitor
T
Investigate
E Mo users
s
+ Users and Groups



ZTA profile name Priority Traffic Steering Limits ©

el [" Comant peafls i05 Sk Android 10k  macOS/Windows 100k

@ Socure Private Access Users and Graups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile
Secure Internet Access

o Users and Groups

Users 1 Groups @

| [ Q Search + Users and Groups

MHame Email Type Users
lay (jay@csa.local) Jay@gmall.com 2 User - =

Rows per page
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Stap 6: Controleer de toegang tot de privébron

1. Controleer de netwerkvingerafdruk voor ZTA TND



@ Cisco Secure Client

asco  Oecure Client

General

Status Overview

AnyConnect VPN

Zero Trust Access

Umbrella

| Collect diagnostic information for all
installed components,

Diagnostics
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Zero Trust Access

Statistics Advanced Configuration Message History

TCP Flows: 611
Allowed UDP Flows: 48
Allowed TCP Flows: 597
Blocked UDP Flows: 111
Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active
Network Fingerprints:
LAN Matched

2. Controleer of de externe gebruiker FTD FQDN kan oplossen




C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Controleren of FTD particuliere bronnen kan bereiken met behulp van FQDN

4. Test de SSH-verbinding met de Private Resource

Toegang tot de PR via FQDN



#8 PuTTY Configuration ? X

Category:
=J- Session Basic options for your PUTTY session AnyConnect VPN:
z LOQ?‘"Q Specify the destination you want to connect to On a trusted network.
= al
s Host Name (or IP address) Port
Keyboard
Bell router2 csa local| 22
Features Connection type:
e O5sH OSeid (OOther: Telnet
rppea.rance Zero Trust Access:
Behaviour Load, save or delete a stored session R
Translation Zero Trust Access is active,
Saved Sessions
+- Selection
Colours - -
= Connection Default Settings Load
Data
Praxy Save
- SSH Umbrella:
Senal Delete Umbrella is inactive.
Telnet L | Profile is missing.
Rlogin
SUPDUP C!ose window on exit:
JAways (O Never © Only on clean exit
— alualn
Aheu tt Heln [ Onen | Cancel a @ —

€ Cisco Secure Client * - X

6y &

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbredla is inactive.

Profile is missing.

Toegang tot de PR via IP-adres



iR

Category
=] Session
Logging
= Terminal
Keyboard
Bell
Features
-}- Window
Appearance
Behaviour
Translation
+- Selection
Colours
Connection
Data
Proxy
+- SSH
Serial
Telnet
Rlogin
SUPDUP

L dade

) %

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Name (or IP address) Port
10.10.10.102 22
Connection type:

O55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window on exit

() Always () Never © Only on clean exit

(g R ™ el

€ Cisco Secure Client b

AnyConnect VPN:
On a trusted network.

Zero Trust Access:
Zero Trust Access is active.,

Umbrella:
Umbrella is inactive,
Profile is missing.

& O

@ Cisco Secure Client

AnyConnect VPN:
On a trusted network.

il
ci3co

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive,
Profile ks missing.

5. Verifieer de logboeken voor het zoeken naar beveiligde toegangsactiviteiten
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6. FMC-verbindingsgebeurtenissen controleren
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FMC-verbindingsgebeurtenissen

Testcase 4 - Lokale en externe gebruiker - Lokale of cloudhandhaving met TND

In dit geval hangt het type handhaving af van de locatie van de gebruiker, als de gebruiker Lokaal
is of achter een vertrouwde FTD-zone (binnen, DMZ enz.), dan zou de handhaving Lokaal zijn (
Test case 3). Evenzo, als de gebruiker op afstand is, zou de handhaving cloud zijn (testcase 1).
De locatie van de gebruiker wordt bepaald op basis van de Network Fingerprint- of TND-instelling.
Als de netwerkvingerafdruk overeenkomt, is de lokale locatie van de gebruiker Lokaal en als deze
niet overeenkomt, wordt de lokale gebruiker als Extern beschouwd.



Secure Access

IPsec
Private/Cloud Apps
[ | :
ZTA Client Inside
Remote or Local User Ap 10.10.10.1 '

jay@csa.local P Day, X

router3.csa.local
10.10.10.103

Universal ZTA - Test Case Topology

Stap 1 - Een privébron defini€ren voor beveiligde toegang

Configureer een privébron die toegankelijk is via een apparaat waarvoor Zero Trust Access (ZTA)
is ingeschreven met cloudhandhaving

1. Navigeer naar Bronnen > Bestemmingen > Particuliere bronnen > Klik op +Toevoegen

‘dits Security Cloud Control ) 1 P s H D@ 0 £ Jsaikishan Yadav §53

= Resources

> Organizaiion ks, Of subnets that your organization controls access Lo. You must configure a private rescurce if you plan Lo allow end users 1o connect 1o the fesouice using 2ero-trust

Cisco-jalyaday

Sountes and destinalions

Intarnal Matworks
rca Groups
= Platform menu Hetwork Devices
Sacure Access Registered Networks
Roaming Devices Last 24 Hy
ast ours

-
Homa Service Account Exception

& Expordoncelnsights > Secuity Group Tags | M v | 5 Private Resources + Add

SDWAN Sarvice VPN IDs

Connect 3
-
Metwark and Service Objects #  Private Resource Group ConnectionMethod  GConnector Groups  Accessedby  Rules Total Requests.
[ |  Fe— 5 Destinations - Clent-based ZTA B o 2 o

Imernet and Saas Resources

o Monitor » )
Private Resource AR Clent-based ZTA 1 0 2 o

o Admin 2
Settings
AKA Servers Chani-based ZTA . o 2 o
= Caunritas DHS Servers

Veilige toegang - Configuratie van privébronnen



2. Voer voor de naam van de private resource een betekenisvolle naam in voor de resource. Voor
de beschrijving raden we u aan informatie te verstrekken, zoals het doel van de bron of de naam
van de eigenaar van de bron.

& Private Resources
Add a Private Resource

Private Rescurces are applications, networks, or subnets that your organization contrels access 0. You must configure private resources in order to choose them as destinations when creating access rules. Help O

General

Private Resource Hame

Router3 J

Description [optional]

Router 3 for uZTNA Testing
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3. Voer het FQDN in van de privébron die u wilt openen. We kunnen ook het IP-adres van de
privébron definiéren. Zie Een privébron toevoegen voor meer informatie

4. Selecteer de DNS-server om het domein op te lossen

Private resource address

Define how the private resource will eennect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPvE, CIDR) @ Protocel Part [ Ranges
l router3.csalocal | | any TCP w | [ 22 + Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocol Port [ Ranges
1821681103 Any TCP v 22 J * Protocol & Port
Remove
Internally reachable address (FQDN, Wildcard FQDN, IPvd, IPvE, CIDR) @ Protocel Port [ Ranges
[ 101010.103 Ay TCP v | [ 22 + Protocol & Port

Remove + IP Address/FQDN

‘ Use internal DNS server to resolve the domain LabDNS (152.168.1.20, 1010.0.20)
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5. Selecteer methoden voor eindpuntverbinding

6. Selecteer FTD als lokale handhavingspunten


https://docs.sse.cisco.com/sse-user-guide/docs/add-private-resources

Endpoint Connection Methods

Specify the ways wser endpoints can reach this resource. Later, access rules will determine which users and devices can access the resource.

Branch Connections

Allow users and devices on the network, such as printers or kiosks, to connect to this resource il allowed by access rules.

Zoro-1rust connections

Allgw endpaints 16 cannect to this resouce from oulside your network withoul requiring a VPN connection, Help

@D client-based cannection

Allow connections from endpeints that have the Secure Client installed. Enable this option for maximum cenirel over endpoint security requirements (posture).

Enforcement paints

Claud-only
Enforcement point for Remote User
Cloud or Local (Univarsal Zero Trust Remote user Secure Access Cloud Private Resource
Access)
wia Internet
Local enforeement points 21 -
HFMQ_F...X Search by F ! f]]
| FMC_FTD (ftd.csalocal) o I }
W T ETITOTC T ST (e ST TET T TEWans. Enfarcement plolnt hr LWﬂl LT
User in a trusted Lacal Firewall Private Resource
network

Loeal-only @

[
via local network
jo2] =

(o) (2
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Selecteer RC als de Private Resource toegankelijk is via RC, anders leeg laten als de Private
Resource toegankelijk is via Network Tunnel Group (IPsec Tunnel).

Resource Connector Groups

Secune Access can forward Zero Trust Access Uraffic to this privale resource using resource conneclars.
Faor more information, see Help (7

Resource Connector Groups (optional) @
RC=ESMI X | o9 My Server Grauf w

Choose a connestor growp in the same data center, branch
office, or securily zane s the resource, ©
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Opmerking: afhankelijk van het type inschrijving dat u selecteert, wordt de PR automatisch
gekoppeld aan de FTD en wordt een beleidsimplementatie geactiveerd

7. Klik op Opslaan

Stap 2 - Maak een regel voor privétoegang



Configureer een privé-toegang op Secure Access om toegang te krijgen door Universal ZTA-
geregistreerde gebruikers. Zie voor meer informatie Private Access Rule

1. Navigeer naar Beveiligd > Toegangsbeleid

ace  Security Cloud Control

53 Jaikishan Yadaw o 333

Secure

Rule Defaults and Global Settings

@ Organization

Poli
Cisco-jaiyadav 3 =
Accass Policy IR

Platform menu

Cuitan Loss Prewention Policy

Secire Access t A te Add Rule ~

Profiles

Endpoint Posture Profiles

Security Profiles

@ Home

» Experience Insights )

Aocess Action Sources Destinations Security Hits Status
& Connect App Risk Profiles
™ Rescurces 3 low Privaty ) Atow Any AD Users AD-Server i} a2 -]
—
Threat Categories
" Privats & Anow Asry AD Useis. ESHI ca - [-]
a Monitor » Notification Pages

o Admin > Do Mot Decrypt Lists S-Allow Privat @ Asow Asry AD Users IntermalONS e - o

Cartificates

Beveiligde toegang - Configuratie toegangsbeleid

2. Klik op Regel toevoegen en kies vervolgens Particuliere toegang.

Bovenaan de regel staat een samenvatting die de geconfigureerde componenten van uw regel
beschrijft.

Access Policy

A

[ Rule Defaults and Global Settings ]

o public intermet sites frem are of Your retwark of that your
cCass rulas apply 1o users and £ing applications and othar resources on
&53 applies the first int hes traffic. Help

argani
YU

7 Rules Control and secure access 1o resources and
applieations that cannot bi accessed by the
genaral public,

Lo Rule nam: Access Action Sources Destinations Security
- Intornet Access
! PESROERE o Lo @ Ataw o L Control and secune access 1o public
) destinations from within your network and
2 Router1-S5H Private & hiiow Ay AD Users Houter-1 from managed devices
3 Router2-S5H-Allow Private @ Allow Aryy AD Users Fouter2 i 0
4 Cursar Infarmat @ Atow Jay (e Cursor-tast Lo 587 e
5 AlBlock Intarnat @ Block oy lay@ens Conarative A & 5 e
] Intarnet-Allow Internet @ amew Any Ay b 1536k (-]
7 RAVPH-Allaw Internat @ Amow Any AD Users Amy <) 761 (]
Rows per page | 100 ~ | 1-Tof 7 1

Beveiligde toegang - Configuratie toegangsbeleid

3. Een regelnaam toevoegen


https://docs.sse.cisco.com/sse-user-guide/docs/add-a-private-access-rule

Add Router3-SSH-Allow

Create a rule to contral and secure access 1o specified private applications and cther
destinations on your netwerk. For an end d guide to completing isites and
configuring a rule, see Help (3

@D Rule is enabled

# Summary

Sources

Any Allow
Rule name @ Rule crder
[ Routors-ssi-asom ) (e

° Specify Access
Spacify which users and andpaints can acoess which resources. Help CF
Actlon

@) Allow () Block

Alaw specified braMic if security requinements are mel. Block specified tralfic.

Beveiligde toegang - Configuratie toegangsbeleid

4. Selecteer de actie regel en selecteer bron en bestemming

Rule name (O Rule order

[ Router3-ssH-Atow ] (8

@ specify Access

Spacify which users and endpoints can access which resounces. Help £

Mction
@ Allow @ Block
Al specified tratfic if Security requinermsints are met, Bk specified tratfic,
From To
Spacify one of mors 1ouces Spebcify’ i oF mare destinations
AD Users oAny AD Users @ [Private Resources «Routerd

AND

Beveiligde toegang - Configuratie toegangsbeleid

5. Eindpuntvereisten configureren

Logging is enabled Edit

Destinations

Any private destination



Endpaint Requiremants

For zero-1rust connections, if endpoints do not meet the specified requirements, this rule will not match the traffic. Help C

] Zaro-Trust Cllent-based Posture Prafile  pue Defautts
Requirements for end-user devices on which the Cisce Secure Clant Is installed.
“  Profde: Nene | Requirements: None

Private Resowees: Routerd

Fit Beaneh connetions:
[2ly Endpoint device posture is nat evaluated for endpoints connecting to these resources from a branch netwark.

User Authentication Requirements

(D Zaro Trust Access:; User Authentication Interval  Rule Defaults

Frequency with which end users varify their identity, in erder to connect to any private resounce using client-based zero trust access,
When disabled, users are not prompled to re-authenticate to the netwark. Help I3

(D visabled

@ Configure Security

Conligune SECUTY NGSremEntS R4 MUS! be ma batons tratlie i slowed. Help O

Cancel

Beveiligde toegang - Configuratie toegangsbeleid

6. Beveiliging configureren

() Specify Access

Specify which users and endpoints can access which resources. Help .

Configure Security

Configure sacurity requirements that must be met before traffic iz allowed. Help .

Intrusion Prevention (IPS)  Rule Defaults

Traffic that matches this rule will not be inspected by the intrusion prevention system. Help .7

Security Profile  Rule Defaults
The following security settings will apply to traffic that matches this rule. Help .7

Security Profile: System Provided - Private Access  File Inspection: Enabled | File Type Blocking: Disabled

Cancel

Beveiligde toegang - Configuratie toegangsbeleid

7. Klik op Opslaan

(I visabled




Access Policy
Internat access rulos apply to b to pulblic internet sites from dovices that ane on
organization manages. Private cest rules a 0 users S SCCOLLIng ap|
your internal netwark, Securs Access applies the first rule in the st that matches tr

network or that your
tione and olher resourEes on

[ Rule Defaults and Global Settings

@ ules
80 Rule name Access Action Sources Destinations Security Hits Status
1 Router3-SSH-Allow Privati = Mlow Aniy AD Udses Rauterd -] . |
L 2 AD-RDP-Albow Private = Allow Any AD Users AD-Sarver -]
O 3 Router]-SSH Private © Allow Any AD Usars Routor-1 ®
4 Router2-S5H-Allow Private = Allow Any AD Usars Routerd 0 (-]
H Cursor Iternet & Allow iy Uap@ess... Curscr-tast 587 -]
[ Al Block Iteerset @ Biock i Gap@esa... Cenerative A... @ 5 o
(] ? Intarnet-Allow intermet & Alow Ay any 1548 ]
O 8 RAVPH-Allow vtarret = Allow Any AD Usars Ay = 781 [ -]
Fiows per page 100 ~ 8ol E]
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Stap 3 - Controleer de associatie van PR op de FTD

1. Navigeer naar Verbinding maken > Netwerkverbindingen > FTD's

Connect ot

&3 Organization affic to reach private resources on your network. For information about these options, see Help

Essentials

Usars, Groups, and Endpaint
Secure Access Devices

Cisco-jaiyaday 5

Platform menu

End User Connectivity

-~ DMS Forwarders

Home Warning fi Conmecied &

& Experience Insights

& Connect

Rescurces » aework for establishing tunnel redendancy and high
5 within & metwaork tunnel group to securely control
Il secure » resources. Help o
', Monitor » ™

w 2 Tunnel Groups

Veilige toegang - PR-verificatie

2. Klik op FTD > Bronnen weergeven die aan deze FTD zijn gekoppeld



=a. Local

Network Connections

Connector Groups  Network Tunnel Groups  FTDs

1 3yncing =

FTDs configured for Universal Zero Trust Access

) configuration changes are being processed

FTD Nama

FMC_FTD
Device FODN.
Trusted natwork:

5 Heélp

Version

viD.D.

0

FMC

FMC

UZTA Configuration status Associat

@ Syncing 3

FMC_FTD

Firewall Details

Dovics FGDH

Auto deployment

UZTA Configuration status

@ Syncing

Assigned Trusted Netwerk

Trusted network

Hetworks
LAN 1085 Domains 1 DNS Sarvers
Edit assignment | -+ Trusted network [T

Associated Resources

RESOURCES ASSOCIATED BY STATUS

Status

© Synced

Wiew resources associated (o this FTD

Associate Resources ]



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time=lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255
Reply from 192.168.1.12: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.12:

Packets: Sent = U, Received = U, Lost = ® (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1lms, Average = Bms

C:\Users\jay>

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 192.168.1.20

Name : ftd.csa.local
Addresses: 192.168.1.12




Resources associated with FMC_FTD

The following resources will get enforced on FMC_FTD when users connect to it from the trusted network
LAN

(Q Search by resource name | | Configuration status v | 3 Resources Associate Resources
Resource name Status
Router-1 @® Synced
Router2 @® Synced
Router3 @® Synced

Veilige toegang - PR-verificatie
3. Klik op sluiten

4. Controleer de status. De bijbehorende bron en configuratie moeten in gesynchroniseerde
toestand zijn



Network Connections FMC_FTD

Firewall Datails

so0 Help
Connector Groups MNetwork Tunnel Groups FTDs Davice FODN

Auto deployment

1 synced L] UZTA Configuration status
€ Synced  Last aynee
FTDs configured for Universal Zero Trust Access
Ar d for 25 10 enable Universal Zero Trust Access 1o impre Asgigned Trusted Network
- Trusted network Networks

LAN 1DNSDomaing 1 DNS Servers
FTD Name Varslon FMc UZTA Configuration status. Assoclat e

FMC_FTD vi0.0.0 FMC | S Syneed | 3 [ Edit assignment | 4 Trusted network ¢
Device FQDN: ! £

Trusied naiwark

Associated Resources a

RESOURCES ASSOCIATED BY STATUS

Status

8 Synced 3

Visw rescurces asseciated to this FTD

Associate Resources

5. Controleer of de configuratie is ingesteld op FTD

Meld u aan bij FTD cli en navigeer naar de LINA-modus

# Toon de toepassing Running-Config Object




Stap - 4 Configureren of verifiéren " Vertrouwde netwerken of ZTA-instellingen beheren"

Navigeer naar Verbinding maken > Eindgebruikersconnectiviteit > Toegang zonder vertrouwen >
ZTA-instellingen en configureer vertrouwde netwerken

- inapect
- ® b
wa v
[
e s s 0
crscon [T —
o - Ramave Crtadien
Criterue D45 Serveds

Brszevn Critaricn

Stap 5 Voeg privé-bronnen toe aan het ZTA-profiel

1. Navigeer naar Verbinden > Connectiviteit voor eindgebruikers > Toegang tot vertrouwensrelatie
opheffen en klik op 3 punten om het ZTA-profiel te bewerken

End User Connectivity [ = Glsco Securs Cllent ] [ Manage servars
End user connect ation’ A ed fro
P endpoints 1o Secu
Zero Trust Access Virtual Private Natwaork Internat SQCul’Ily
Enroliment methods
Bof Trust Access, their endpoint devices must be enrolied

elp CF

» g S50 Authentication  Ceriificates
Connact
-
Zero Trust Access Profiles & Manage Trusted Networks ] + ZTA Profile
anage Zera Trust Access (ZTA) prafiles, which allow you to add users and groups 1o unique traffic stesring configurations for client- based 2TA connections. Help 2
# Name Securs Private Access Socurs Internet Access Users & Groups Last Used

S— Use ZTA for all dostnations -
2 Declinations Jiars
0 Exceptions Jan 25, 2028

Trusted Networks Disabled Trusted Natworke Disabled 0 Groups

0 Delete

1 ZTAPsalile



2. Voeg de persoonlijke middelen toe

 End User Connectivity

Create profile
w® For cii Zara Trust A add witich a 561 of usars and groups can ba stearsd. Help
Hame
ZTA profile name Priority Traffic Steering Limits ©
1 v
s [ ETAProfile ] [ 'L Crer prifile i0S Sk Android 10k macOS/Windows 100k
Expirience
Insights
L
- Secure Private Access
° Securo Private Access
O Destinations. Acd the private destinations and private resources to which a set of users and groups can be steored, Help £F
= 2 Secure Internel Access Traffic Steering  Options
Resmroes

3 Useds and Groups

v o

Sesure
Private Ressures
- Destinations & Private Resources Destinations  Modified
o] Add peivate are
[y ° *EPE. S8 CHEEO.1EEL 1 Feb 22, 2023 for chent-based Zeno Trust Access.
Add Destination
= Add that are not configs
L a5 private resources that uses traffic can
access during Zero Trust Access,
L]
Admiey

Veilige toegang - ZTA-profiel

Add private resources

Select private resources that are configured for clieni-based Zero Trust Access. You can add up to 100 private resources al a time.
Private Resource

|| Ao-server s ows-Mgmt x Routers )@ ~

O LAB-InsideNetwork {1010.10.0/24, taclab.com)
O InternaiDHS (10.10.10.20, 182.1681,20)
AD-Server (10.00.10.20, ad.csa.local)

LAB Management (1521661.0/24)

Router2 (101010102, router2.csa.local)

Router-1 (101010101, routerl.csa local)

a
(]
@ DNS-Mgmt (192.1681.20/32)
a
-]
-]

Router3 (101010103, 1921681103, router3.csa.local)

Veilige toegang - ZTA-profiel

3. Gebruikers en groepen toevoegen



# End User Conneciivity

Create profile

. For client-based Zero Trust Access connections, add the destinations to which a set of users and groups can be steered. Help
Homa
ZTA profile name Priority Traffie Steering Limits ©
@ TR | [+ cumemprotie - IDS Sk Android 10k macOS/Windows 100k
Exporienca
Insights
L Users and Groups
. @ Secure Private Access P
I Destinatiens Add a et of users and groups that will be steered to various destinations added to this ZTA profile
= @ Becure Internet Access
Users 0  Groups 0
Resouces
o Users and Growups:
l @ arch
Secure
Hame Email Type Users
o
Mcnitor

2 . [
o sl

o Mo users
Adimin
5

Workfows

Veilige toegang - ZTA-profiel

ZTA profile name Priority Traffic Steering Limits ©

ZTAPrafile ] [ 1. Current prafile

0S5 Sk Android 10k macOS/Windows 100k

@ Secure Private Access Usors and Groups

2 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

@ Secure Internet Access
Users 1 Groups @

e Users and Groups

| [C: Search ]

MHame Email Type
Jay llay@csa.local) Jay@gmail.com 2 User

Rows per page

Veilige toegang - ZTA-profiel
Stap 6: Controleer de toegang tot de privébron

Wanneer de gebruiker lokaal is



1. Controleer de netwerkvingerafdruk voor ZTA TND, deze moet overeenkomen als de gebruiker
Lokaal is en Secure Private Access moet actief zijn

& Cisco Secure Client - X

asco  Secure Client

General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview

Y
AnyConnect VPN TCP Flows: 611
Allowed UDP Flows: 43
Zero Trust Access Allowed TCP Flows: 597
Blocked UDP Flows: 111
Umbrella Blocked TCP Flows: 14
Authenticated UDP Flows: 0
Authenticated TCP Flows: 0
Proxy Configurations: ~
Secure Private Access Active
Secure Internet Access Active
| Network Fingerpnints: ~
LAN Matched
v
f Collect diagnostic information for all
installed components.
Diagnostics

Veilige toegang - PR-testen

2. Controleer of de externe gebruiker FTD FQDN kan oplossen



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [10.10.10.1] with 32 bytes of data:
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10 bytes=32 time=1ms TTL=255

o2
Reply from 10.10.10.1: bytes=32 time=1lms TTL=255
Reply from 10.10.10.1:

bytes=32 time=1ms TTL=255

Ping statistics for 10.10.10.1:

Packets: Sent = U, Received = U, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = lms

C:\Users\jay>nslookup ftd.csa.local
Server: AD.csa.local
Address: 10.10.10.20

Name: ftd.csa.local
Addresses: 10.10.10.1

3. Controleren of FTD particuliere bronnen kan bereiken met behulp van FQDN

4. Test de SSH-verbinding met de Private Resource

Toegang tot de PR via FQDN



@ PuTTY Configuration

Category:

- Session
Logging

= Terminal
Keyboard
Bell
Features

- Window
Appearance
Behaviour
Translation

+- Selection

Colours

—- Connection
Data
Proxy

+- SSH

Senial
Telnet
Rlogin
SUPDUP

Aheudt Heln

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
router3 csa Jocall 22
Connection type:

©55H (O Sedal ()Other: Telnet

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
) Aways () Never © Only on clean exit

Onen Cancsl

Toegang tot de PR via IP-adres

AnyConnect VPN:

On a trusted network.

Zero Trust Access:

Zero Trust Access is active.

Connect

Umbrella:
Umbrella is inactive.
Profile is missing.

Cisco Secure Client

AnyConnect VPN:

On a trusted

Connect

Zero Trust Access:

Zero Trust Access is active,

Umbrella:
Umbrella is inactive.

Profile is missing.




ﬁ PuTTY Configuration ? X

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
2 L_ogrlglng Specify the destination you want to connect to On a trusted network.
=)- Terminal
Kevboard Host Name (or IP address) Port
- 10.10.10.103 22 - Connect

Bell o <
Features Connection type:

WAL - = -

mncfc-.« ©5SH (OSeral () Other: Telnet

n
nppea.ra e Zero Trust Access:
Behaviour Load, save or delete a stored session )
Translation [§ Zero Trust Access is active.
Saved Sessions

+- Selection
Colours

Connection Default Settings Load
Data
Prouxy Save

+- SSH Umbrella:

Delete
Senal Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Always _) Never © Only on clean exit

¢ a alualn
Abe s (I T [y SR, g @ cisco

@ Cisco Secure Client [} - x

‘F’.‘J .-ltl %

AnyConnect VPN:

0On a trusted netwark.

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.

Profile is missing.

5. Verifieer de logboeken voor het zoeken naar beveiligde toegangsactiviteiten



Activity Search H -

Schedule  Export RV

W LasT2anouRs ™

y domain Advanced = CLEAR Saved Searches = [ Customize Columns ZTA Cliant-based »
DOMAN  roulnrd.csalocsl X Restore to default layout = | S
i AToial () Viewig sciiity iam Feb 22, 2006 Bo81 A w Feb 23, 028 241 AM Page: 1 =  ResuRsperpage: 50 = 1-4ofd
Responss ERPRPIY [ e— Sourca v @ Dassination Destination®®  DestingtionPort  Action  ResouwcalAppbcation  Zevo Trust Access Profis  uls Hame o8 »

Miowed & Advanced

- EETETTR L jaylay@osaiocal] L jay(ay@esalecal)  rowterd.osalocal 22 Mowed  Fouterd ITAProlile Rswierd-55H-Alow L+ win 10.0.% 78400
Biocken
L jayGay@cralocal] L jay(ay@ceatocal)  rowterd.ceslocal ] TThPrafite Routord: S5H-ABow L PETO0 THAD
Idontity Type Sesect A ZTA CLENT-SASED L ey Gey@csalocsl] L jay (eygesslesal)  reunard.caslocsl 1 Mdwed  Rnuterd ITAPrulite Reutsr3-SSH-ABsw Ls  win 10.0.26200 7840
A AD Usars ETTIETR L by Gaygosalocall Ly lay@esakecall  resterdcrlocal z Asowed  Fouterd ZTAProlil Rewtwrd-S5H-ASow  Le  win 100262007840
s AD Groups
AD Devices
D SAML Users

Veilige toegang - zoeken naar activiteiten

Activity Search =

Scheade  Export C5V

W LasT 24 HOLRS

m Q, Seach Advanced = eLEan Saved Searches ~ B Customize Columns ZTA Client-based +
RESPONSE  Alcvwnd X Restore to default layout =
N 36 Tolal () Viewinp ciiry from Feis 27 2028 641 AN 10 Fel 23, 2038 541 AW Page: 1 =  Puesulsperpage: 50=  1-26of 26 Event Details W%
Responss Seectan  Mequet Soures R Ity @ Dastration [ Dastin 3 Alowed
lbock aason
Abowed & asvanced
& A i L jay Gay@esalocal) L juy ay@esalocal) rowierd.csalocal 22 .
Blcsind L]
L jay Gay@csatocal) 4 jay Gay@csalocal) routerd.csatocal 22 Connestion Mathod
ZTA Chant-ased
Identity Typs Sebect A L jay Gay@csaltocal) 4wy tapiesa.local) routerd.cealocal 2
L AD Users AL jay Gay@asatocal) 4 jay Gay@esalocal) rowterd.ceatocal 22 ses Feb 23, 2026 6:40 AM
& AD Groups
y L jay Gay@eantocst) L juy Gey@esn loeal) ELETELTEE] 22
AD Divizon Access details
0 SAML Usors L jay pay@esatoes L juy Gay@canlocal) LLALELEEE ]
o
P —— 4 oy Gor@esnocan 010102 n F——
Enforced By Selact &
L ey Gay@esatoes)) L juy Gep@esalocs) 010102 22 ZTHA Client
Secure Access Cloud
FID L jay Gay@caniocal 4y (ey@canlocal) LI AT-RIRT 22 FRule Nama
Urmiorella Cloud Router3-55H-Allow
L jay Gayiposaiocal] L jay (japicsa.iocal) routercsadocal  10I0I0I0ETE ]
L jay Gay@csatocal) 4 jay Gay@csalocal) moutori.cealocal WA0EEE o
L jay Gay@esaltocal) L jay Gapfpcsatocal) routard.ceatocal o A T S
ZTAProile
Ay GayGesatocal 4 oy tapgesa.local) ot cratocal EH
L jay lay@csalocal) L jay Gapiesalocal] routeri.cealocal -]
Endorcement Point
A juy Gay@esaltocal L juy Gap@esalocal) mouterZ.osaloeal  I01QIDI0EEE 22
= o FTD> FMC_FTD
L ey Gay@esalocal) Ly Gawi@esalocal) LIRTRIET S AINI0ETD 22 Des jon
L jay Gay@esatocal) L jay Gap@esalocal) ALALEELH 1010100222 22 rauterd.csadocal
L jay Gay@esalocal) L juy Gap@esalocal) mouter2osalocal  DI0I0I0ETE 22 i

Veilige toegang - zoeken naar activiteiten

6. FMC-verbindingsgebeurtenissen controleren

Events  Troubleshooting

- 1 Destination IP 105010103 =+
X B w0 4 gvents
£ insights & Reports y
Source Port | Destination n

-3 »

£ Evernsiloge Time Ktion Reason Source IF Diestination i by Portjican_ el Application Aecess Contrel Rude (]

+ 2026-02-23 0140554 B Alow Zore Trust Flow 160.2541194 109010493 37877 [ 1ep 22 isam) [ 12p

_r 3 B026-01-1F Olsdpudy O Aiow Zare Trust Fiow 160.2541190 105010403 208 [ 1cp 33 buam) [ 1ep

1) Poicies y 3 2026-03-23 0140041 B Alow Zer Trust Flow 168.254 1088 1090101063 57851 icp 22 isshi [ tep

A 3 2006-03-23 014033 % Coneection 0 Asw Zens Trust Flow 160.2541108 109010103 51672  10p 22 sam) [ tep

%% Objecis

FMC-verbindingsgebeurtenissen



Wanneer de gebruiker op afstand is

1. Controleer de netwerkvingerafdruk voor ZTA TND, deze moet niet overeenkomen als de
gebruiker extern is

@ Cisco Secure Client =

' l ' | ' .
diea’ Secure Client

General Zero Trust Access

. Statistics Advanced Configuration Message History
Status Overview

AnyCOnnect VPN TCP Flows:

Allowed UDP Flows:
Zero Trust Access Allowed TCP Flows:
Blocked UDP Flows:
Blocked TCP Flows:
Authenticated UDP Flows:
Authenticated TCP Flows:

Umbrella

Proxy Configurations:
Secure Private Access Active
Secure Internet Access Active

Network Fin gerprints:
LAN Unmatched

Collect diagnostic information for all
installed components.

Diagnostics

Veilige toegang - PR-testen

2. Controleer of de externe gebruiker FTD FQDN kan oplossen



C:\Users\jay>ping ftd.csa.local

Pinging ftd.csa.local [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12:
Reply from 192.168.1.12:
Reply from 192.168.1.12:

bytes=32 time=1lms TTL=255
bytes=32 time=1lms TTL=255
bytes=32 time<lms TTL=255

Reply from 192.168.1.12:

Ping statistics for 192.168.1.12:

Packets:

Sent = 4, Received = U, Lost

bytes=32 time<lms

TTL=255

@ (0% loss),

Approximate round trip times in milli-seconds:

Minimum =

C:\Users\jay>

Oms, Maximum = 1lms, Average

C:\Users\jay>nslookup ftd.csa.local

Server:
Address:

Name :
Addresses:

3. Test de SSH-verbinding met de Private Resource

AD.csa.local
192.168.1.20

ftd.csa.local
192.168.1.12

Toegang tot de PR via FQDN

@ PuTTY Configuration

Bms

Category:
Session Basic options for your PuTTY session AnyConnect VPN:
. L.oglglng Specify the destination you want to connect to On a trusted network.
=- Teminal
| P
Keyboard Host Name (or IP address) ort
Bel router3.csa locall 22
Features Connection type:
W A - -
Window O5SH  (OSeidl (OOther Telnet
Appearance Zero Trust A
ero Trust Access:
Behaviour Load, save or delete a stored session Zero Trust A "
‘ero Trust Access is active.
Transj?t'on Saved Sessions
+- Selection
Colours
= Connection Default Settings Load
Data
Proxy Save
- SSH Del Umbrella:
Serial ke Umbrella is inactive.
Telnet Profile is missing.
Rlogin
SUPDUP Close window on exit:
() Aways () Never © Only on clean extt
Aheudt Heln Onen Cancel




® Cisco Secure Client — b4

AnyConnect VPN:

On a trusted ne

Connect

Zero Trust Access:
Zero Trust Access is active.

Umbrella:
Umbrella is inactive.
Profile is missing.

Toegang tot de PR via IP-adres

®

Category:

=] Session
Logaing

=] Terminal
Keyboard
Bell
Features

=I- Window
Appearance
Behaviour
Translation

+- Selection

Colours

=] Connection
Data
Proocy

+- 55H

Serial
Telnet
Rlogin
SUPDUP

9 Cisco Secure Client — X

Basic options for your PuTTY session AnyConnect VPN
Specify the destination you want to connect to On a trusted network.
Haost Name (or IP address) Paort | | Cormect
1592.168.1.103 2
Connection type:
O5SH  (OSedal (O0ther:  Telnet v

Zero Trust Access:

Load, save or delete a stored session . )
' Zero Trust Access is active.

Sawved Sessions

Default Settings Load

Save
Umbrella:

Delets Umbrella is inactive.

Profile is missing.

Close window on exit:

O Mways (O MNever @ Only on clean exit

- — 1o MO,



#P 1921681103 - PuTTY - O X

AnyConnect VPN:

On a trusted WO

Zero Trust Access:
Zero Trust ACcess is active.

Umbrella:
Umnbrella i inactive.
Frofil is missing.

5. Verifieer de logboeken voor het zoeken naar beveiligde toegangsactiviteiten

Activity Search = = .

m . ’ ELRAN

RESPOMSE  ANowe

Il

iebentity Type

T CLINT-BASED

|

“TTA CLIENT -BASED

|

“TTA CLINT -BASED

|

Activity Search u - TP
RPN Mowed X

Evant Datails b4

i
e

§
a

Access detais

"
0

|
s

10180002 2 ; 2 Mo Malch

I




Problemen oplossen

Nuttige opdrachten:

> Toegewezen-kernprofiel tonen

> ASP Inspect-DP-snort tonen

> SH Running-Config Universal-Zero-Trust
> Interface IP-samenvatting tonen

> Debug Universal-Zero-Trust Zproxy 7
Ja, en ga dan naar Expert Mode

# tail -f /ngfw/var/log/messages

# Toon alle

# NAT-details weergeven

# ASP-tabelsocket tonen



Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



