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Inleiding

In dit document wordt beschreven hoe een Azure Active Directory (AD) SAML-server met ISE 3.0
kan worden geconfigureerd om SSO-mogelijkheden te bieden aan Sponsor-gebruikers.

Voorwaarden

Vereisten

Cisco raadt kennis van de volgende onderwerpen aan:



+ Cisco ldentity Services Engine (ISE) 3.0

» Basiskennis over Security Assertion Markup Language (SAML) Single Sign-On (SSO)-
implementaties

* Azure AD

Gebruikte componenten

De informatie in dit document is gebaseerd op de volgende hardware- en softwareversies:

* Cisco ISE 3.0
* Azure AD

De informatie in dit document is gebaseerd op de apparaten in een specifieke
laboratoriumomgeving. Alle apparaten die in dit document worden beschreven, hadden een
opgeschoonde (standaard)configuratie. Als uw netwerk live is, moet u zorgen dat u de potentiéle
impact van elke opdracht begrijpt.

stroomschema op hoog niveau
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Configureren

Stap 1. SAML Identity Provider en Sponsor Portal configureren op ISE

1. Azure AD configureren als externe SAML-identiteitsbron



Navigeer in ISE naar Beheer > Identiteitsbeheer > Externe identiteitsbronnen > SAML-id-providers
en klik op de knop Toevoegen.

Voer de naam van de ID-provider in en klik op Indienen om deze op te slaan. De naam van de ID-
provider is alleen van belang voor ISE, zoals wordt weergegeven in de afbeelding.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources dentity Source Sequences Settings

# New Identity Provider
External ldantity Sources

SAML Identity Provider

Certificate Authentication F General Identity Provider Config Service Provider Info
—
Active Directory
* |d Provider Name Azure_SAML
= EXAMPLE
LDAP Description Azure Active Directory
ODBC

RADIUS Token
RSA SecurlD
SAML Id Providers
Social Login

REST (ROPC)

2. Configureer het sponsorportaal voor het gebruik van Azure AD

Navigeer naar Werkcentra > Gasttoegang > Portalen en onderdelen > Sponsor Portalen en
selecteer uw Sponsor Portal. In dit voorbeeld wordt Sponsor Portal (standaard) gebruikt.

Vouw het paneel Portaalinstellingen uit en selecteer uw nieuwe SAML Identity Provider (IdP) in de
bronreeks ldentiteit. Configureer de volledig gekwalificeerde domeinnaam (FQDN) voor het
sponsorportaal. In dit voorbeeld is het sponsor30.example.com. Klik op Opslaan zoals
weergegeven in de afbeelding:



= Cisco ISE Work Centers - Guest Access

Overview Identities ldentity Groups Ext Id Sources Administration Metwork Devices Portals & Components Manage Accounts Palicy Elements Policy Sets

Guest Portals

Porial Name:* Description:*
Guest Types

Sponsor Portal (default) Default portal used by sponsers to cred
Sponsor Groups

Language Flle b

Sponsor Portals
Portal test URL

Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings

HTTPS port: * 2445

Allowed interfaces: * Make Selaclions in ane of both olumne Based on your PSN configurations.
If bending Is not configured M bonding Is configured)
on a PN, use; on a PEN, use;
8 Gigabit E ot 0 8 Bond 0

Uses Gigabit

Gigabit Ethernet 3

Gigabit E

Gigabit E

Uses Gigabit Etharne: 4 as

primary, § 4 backup

Cenificate group tag:” Default Portal Certificate Group-.-

Canfigure cemificates ar:

Work Centers > Guest Access > Administration > System Centificates

Fully gualified domain names

n: 2 g
(FQDN) and host names SPOnaTl Sxaie com

Wily Source sequence: * Azure_SAML w

Ganfigure authentication methods at:
Work Centers > Guest Access » |dentities » Identity Source Sequences

Work Genbers > Guest Access > Ext Id Sources > SAML Identity Providers

3. Informatie over de exportdienstverlener

Navigeer naar Beheer > Identiteitsbeheer > Externe identiteitsbronnen > SAML-id-providers > [Uw
SAML-provider].

Switch naar tabblad Serviceproviderinformatie. en klik op de knop Exporteren zoals weergegeven
in de afbeelding:



der List > Azure_SAML

SAML Identity Provider

General Identity Provider Config Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Info Export

Includes the following portals:

Sponsor Portal (default)

Download het zip-bestand en sla het op. Hierin kunt u 2 bestanden vinden. U hebt het XML-
bestand nodig dat uw sponsorportal wordt genoemd.

Noteer de waarden ResponseLocation van SingleLogoutService Bindings, entitylD en Location
van AssertionConsumerService Binding.

<?xml version="1.0" encoding="UTF-8"7>

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="http://CiscolSE/bd48clal
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" protocolSupportEnumeration=
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>
MIIFZjCCA06gAWIBAgIOX10AvwAAAAChgVd9cEEWOzANBgkghkiGO9wOBAQwFADATMSMwIQYDVQQD
ExpTQUIMXOTTRTMwWLTFTay51eGFtcGx1LmNvbTAeFwOyMDASMTAXMDMyMzFaFwOyNTA5SMDkxMDMy
MzFaMCUxIzAhBgNVBAMTGTNBTUxfSVNFMzAtMWVrLmV4YW1lwbGUuY29tMIICIjANBgkaghkiGOwOB
AQEFAAOCAg8AMIICCgKCAgEAt+MixKfuZvg/oAWGEs6zrUYL3H2IwvZw9yJs6s18/BpP6Sw027wh
FXnNESXpgmmoSVrVEcQIrDdk318UYNn/+98PPkIi/4ftyFjZK9YdeverD6nrA2MeolCzGlkWq/y41
vvVcYuW344pySm65awVvro3q84x9esHqyLahExs9guilLJryD497XmNP4Z8eTHCctu777PullwlL04
Q0YUs2s0zXvR98D9Jok/+PjH3bjmVKapgAcNEFVvk8EZz9x1sMBUgFwP4YdZzQB9IRVkQdIIGvgMyf
abgn+KaddInmIbXKFbrTaFii2IvRs3gHIOmMVTYRnYeMq19/PhzvSFtjRe32x/aQh23j9dCsVXmQ
ZmXpZyxxJ8p4RayMOYgk fxnQXXtVIKOsSRZPFn60+iszUw2hARRG/tEOhTuVXpbonG2dT109]eeEe
S1E5uxen]vYkU7mMamvBjYQN6qVyyogf8FOTHTSfd6TDsK3Qhmz0jg50PrBvvg5qE60rxxNvqSVZ
1dhx/i1HZAZ1yYSVdwizsZMCwOPjSwrRPx/h8103djeW0aL5R1AF1gTFHVHSNvigzh6FyjdkUJH66
JAygPeOPKJFRgYzh5vWoJ41qvdQj1Gk3c/zYi57MR1BsOmkSvkOGbmjSsb+EehnYyLLB8FG3De2V
ZaXaHZ37gmoCNNmZHrn+GBOCAWEAAaOBKTCBjjAgBgNVHREEGTAXghVIUOUzMCOXxZWsuZXhhbXBs
ZS553jb20wDAYDVROTBAUWAWEB /zALBgNVHQ8EBAMCAuwwHQYDVROOBBYEFPT/6jpfyugxRolbjzw]
858WfTP1MBOGA1UdJIQQWMBQGCCsGAQUFBWMBBggrBgEFBQcDAjARBg1ghkgBhvhCAQEEBAMCBKAwW
DQYJKoZIhvcNAQEMBQADggIBABGyWZbLajM2LyLASg//4N6mL+xu/9IMdVvNWBQodF+jOWuswl5a
VPSQU2t3Ckd/IlanvpK+cp77NMjo9VIoWI3/ZnjZHGoFAIcHNnT1GCoEjmC1lTvLau7ZzhCCII37DFA
yMKDrXLi3pR+ONTX1TIvjpHTTzrKm1NHhkxkx/Js5Iuz+MyRKP8FNmWTO0q4XGejyKzIWrqEu+bcl
1dC1/gBNuCHggmFeM82IGQ7jVOm1kBjLb4pTDbYk4fMIbIVh4V2Pgi++6MIFXAYEWL+LHjSGHCQT
PSM3+kpv1wHHpGWzQSmcJ4tXVXVISWONC+LXxQZLBPNMUZorhuYCILXZxvXH1HGIJO0YKx91k9Ubd?2
s5JaD+GN8jgm5XXAau7S4BawfvCo3bo0iXnSvgcIuHIYFiR2T1p2n/2X0VVbdPHYZtqGiegBWebHr
411z18FXb1YyMzpIkhtOOvkP5mATRI2VXBkvx2WPjtzQrvOtSXgvTCOKErYCBM/jnuwsztV7FVTV
INdFwOsnXC70YngZeujZyjPoUbfRKZI34VKZp4i05bZsGTbWE9SkdquvOPaQ8ecXTv80CVBYUeg]
vtOpde18h/97ImdLG8dFOrbADGHiieTcntSDdw3E7JFmS/oHw7 FsA5GI8IxXfcOWUx/LODx3jTNd
Z1AXp4juySODIx9yDyM4yVOf

</ds:X509Certificate>



</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://

:nameid-format:transient</md:NameIDFormat>
:nameid-format:emailAddress</md:NameIDFormat>
:nameid-format:persistent</md:NameIDFormat>
:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:
<md:NameIDFormat>urn:oasis:names:tc:SAML:

O R ORO

:nameid-format:kerberos</md:NameIDFormat>
.1l:nameid-format:X509SubjectName</md:NameIDFormat>

RPNRRNRN

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https:

</md:SPSSODescriptor>
</md:EntityDescriptor>

Volgens het XML-bestand:

SingleLogoutService
ResponselLocation="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action'

entitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

AssertionConsumerService
Location="https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService
Location="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action"

AssertionConsumerService Location="https://ise30-
1ek.example.com:8445/sponsorportal/SSOLoginResponse.action'

AssertionConsumerService Location="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action

AssertionConsumerService Location="https://ise30-
3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

Stap 2. Instellingen voor Azure AD IdP configureren

:nameid-format:WindowsDomainQualifiedName</md:NameIDFormat>
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https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action%22
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action%22
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

1. Een Azure AD-gebruiker maken

Meld u aan bij het Azure Active Directory Admin Center-dashboard en selecteer uw advertentie
zoals wordt weergegeven in de afbeelding:

Azure Active Directory admin center

Dashboard > Default Directory

SRkl @ Default Directory | Overview
= All services Azure Active Directory
% FAVORITES . @ Switchtenant  [i] Deletetenant -+ Createatenant [ What's new [ Preview features 7 Got feedback?

@ o

T— # Getting started

- = N 0 Azure Active Directery can help you enable remote work for your employees and partners, Leam more
& . e e Preview hub
& Enterprise applications

#. Diagnose and solve problems

Default Directory
Manage r

|+ Search your tenant
& Users
& Groups % Tenant information @ Azure AD Connect
8E  External Identities

Your role Status
£, Roles and administrators Global administrator More info Mot enabled
A& Adrrinistrative units (Preview) License
. Last sync

H Enterprise applications L L Sync has never run
v Tenant ID
Ed Devices e

642c0648-115d-42d9-a3b1-7660...
2 App registrations

Primary domain
@ identity Governance ekomeyccisco.enmicrosaft.com

7 Application proxy

@ Licenses
Sign-ins
b Azure AD Connect 3
8
k= Custom domain names 26
24
& Mobility (MDM and MAM) 22
2
Password reset Aug 23

Selecteer Gebruikers, klik op Nieuwe gebruiker, configureer gebruikersnaam, naam en eerste
wachtwoord. Klik op Maken zoals weergegeven in de afbeelding voor deze testgebruiker:



Azure Active Directory admin center

© Dashboard > Users >

=1 Dashboard New user
= All services Default Directory
# FAVORITES 7 Got feedback?

b Azure Active Directory

& Users

() Create user (O Invite user

&= Enterprise applications ) )
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your organization.
user name like The user will be emailed an
alice@ekorneyccisco.onmicrosoft.com. invitation they can accept in order
| want to create users in bulk to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... | E
The domain name | need isn't shown here

Name * (@ | Alice o |
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

2. Een Azure AD-groep maken

Selecteer groepen. Klik op Nieuwe groep zoals weergegeven in de afbeelding:

Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

«

~+ New group | L Download groups [i] Delete ) Refresh == Columns

&2 All groups

2 Deleted 6 This page includes previews available for your evaluation. View previews —
eleted groups

K Diagnose and solve problems ‘ 0 Search groups l +? Add filters

Houd groepstype als beveiliging. Configureer de groepsnaam zoals in de afbeelding wordt



weergegeven:

Azure Active Directory admin center

“ Dashboard > Default Directory > Groups >

Edl Dashboard New Group
= All services

# FAVORITES

Group type *

B Azure Active Directory | Security e |

[ ]
Users

v Group name * (3
= Enterprise applications | Sponsor Group \/|

Group description (0

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) O
./'—'\_
(_Yves GITED

Membership type * @

| Assigned 7

Owners

Mo owners selected

Members

No members selected

3. Azure AD-gebruiker toewijzen aan de groep

Klik op Geen leden geselecteerd. Kies de gebruiker en klik op Selecteren. Klik op Maken om de
groep te maken waaraan een gebruiker is toegewezen.



Add members X

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

azrure
azure @ekorneyccisco.onmicrosoft.com

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

E

A

o

©
A
A
A
A
A

i Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice
) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

Noteer Group Object id, in dit scherm is het f626733b-eb37-4cf2-b2a6-c2895fd5f4d3 voor de
Sponsor Group.



Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

&« + New grou i Download groups [l Delete O Refresh == Columns [ Preview features @ Got feedback?
group group:

& Al groups

This page includes previews available for your evaluation. View previews —
&5 Deleted groups o g 5

# Diagnose and solve problems I D Seahgieuns o Add filters

Settings Name Object Id Group Type Membership Type
& General O ISE Group eebfoch9-9122-4989-8c06-eef2cd3f69a3 Security Assigned

&} Expiration ] Edl sponsor Group 626733b-eb37-4cf2-b2a6-c2895fd5fdd3 Security Assigned

82 Naming policy

4. Een Azure AD Enterprise-toepassing maken

Selecteer onder AD Enterprise Applications en klik op New application zoals weergegeven in de
afbeelding:

Azure Active Directory admin center

% Dashboard > Default Directory > Enterprise applications

41 Dashboard === Enterprise applications | All applications

— L 11} . . .
:= All services Default Directory - Azure Active Directory

% FAVORITES ks -+ Mew application == Columns [ Preview features & Got feedback?

b Azure Active Directory Overview
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
& Users 0 Overview
2! Enterprise applications #  Diagnose and solve problems Application type Applications status Application visibility
| Enterprise Applications W | | Any v | | Any R

Manage

£ All applications | First 50 shown, to search all of your applications, enter a display name or the application ID.

Selecteer de toepassing Niet-galerij zoals in de afbeelding wordt weergegeven:

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications >

Add an application =

El Dashboard
:— All services

% FAVORITES . .
0 Click here to try out the new and improved app gallery. =

b Azure Active Directory

4h Users Add your own app

£ Enterprise applications =.. Application
Wiy~ you're

developing

Register an app you're
working on to integrate
it with Azure AD

o On-premises
Bi Y application
Configure Azure AD
Application Proxy to
enable secure remote
ACCESS.

e Mon-gallery
n application

Integrate any other
application that you
don't find in the gallery




Voer de naam van uw toepassing in en klik op Toevoegen.

Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application >

21l Dashboard Add your own application

= All services
% FAVORITES Name * .:::,
b Azure Active Directory | ISE30

ﬂ Users

&=, Enterprise applications

Once you decide on a name for your new application, click the "Add” button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (&)
SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

5. Groep toevoegen aan de toepassing

Selecteer Gebruikers en groepen toewijzen.

Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > ISE30
#4] Dashboard z2 ISE30 | Overview

= Al services Enterprise Application

# FAVORITES «
E Overview

b Azure Active Directory Properties

& users @ oeployment Plan Name
# Diagnose and solve problems ISE30 n}

£° Enterprise applications

Application ID

Manage

20ee030a-1a06-4a65-80ce-9 ... [y
Il Properties

ObjectiD ©
& Owners

| Oe6aac66-Ocel-4924-84a6-0 ... [y

£a Users and groups

Getting Started
2 Single sign-on

2 Provisioning

Bl Application proxy
C Self-service
Security

% Conditional Access

Klik op Gebruiker toevoegen.

- 1. Assii
B ign users and groups
aa ™ g
Provide specific users and groups access
to the applications

Assign users and groups

—:D 2. Set up single sign on
Enable users to sign into their application
using their Azure AD credentials
Get started



Azure Active Directory admin center

& Dashboard » Default Directory > Enterprise applications > Add an application > ISE30

[ Dashboard

@ ISE30 | Users and groups
= All services Enterprise Application
* FAVORITES « & Edit [] Remowe 47 Update Credentials == Columns 7 Got feedback?

b Azure Active Directory B Overview
0 The application will appear on the Access Panel for assigned users. Set 'visible to users?" to no in properties to prevent this, =

:. Usare ﬂ]] Deployment Flan
! Enterprise applications # Diagnose and solve problems [ First 100 shown, to search all users & groups, enter a display name.

Manage Display Name

n Properties Mo application assignments found

2 Owners

L3 Users and groups

Klik op Gebruikers en groepen.

Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

4! Dashboard Add Assignment
= All services Default Directory
# FAVORITES
Users and groups 5

b Azure Active Directory

A Users

) Enterprise applications

None Selected

User

Kies de groep die eerder is geconfigureerd en klik op Selecteren.

% Opmerking: het is aan u om de juiste set gebruikers of groepen te selecteren die toegang
krijgt.



Users and groups X

o
LA
m
u
A
-

.'__:.

Alice
alice@ekorneyccisco.onmicrosoft.com

arure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor
sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected

2000006

Zodra de groep is geselecteerd, klikt u op Toewijzen zoals weergegeven in de afbeelding:

Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

= All services Default Directory

1l Dashboard

# FAVORITES

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
& Azure Active Directory does not cascade to nested groups.

a Users

i Enterprise applications

Users and groups

1 group selected.

User

Als gevolg hiervan moet het menu Gebruikers en groepen voor uw toepassing worden gevuld met
de geselecteerde groep.



Azure Active Directory admin center

& Dashboard > Default Directory > Enterprise applications > Add an application > ISE30

® ISE30 | Users and groups

El Dashboard

= All services Enterprise Application
%  FAVORITES % + Adduser & Edit [8] Remove /2 Update Credentials == Columns
% Azure Active Directory - Qveniey
0 The application will appear on the Access Panel for assigned users. Set ‘visible to users?"

a s Deployment Plan
H Enterprise applications #  Diagnose and solve problems First 100 shown, to search all users & groups, enter a display name.

Manage Display Name

Il Properties O E Sponsar Group

2 Owners

&8 Users and groups

6. Een Azure AD Enterprise-toepassing configureren

Navigeer terug naar uw toepassing en klik op Eenmalige aanmelding instellen zoals weergegeven
in de afbeelding>

Azure Active Directory admin center

e Dashboard > Default Directory > Enterprise applications > Add an application > ISE30

El Dashboard ;
' g2 ISE30 | Overview
= All services - Enterprise Application
% FAVORITES &«
B Azure Active Directory B Cverew Properties
& users (D Depicyment pian H Name ©
B Enterprise applications # Diagnose and solve problems ISE30 i
Manage Application ID
20ee030a-1a06-4a65-80ce-9 ... Iy
ili Properties
ObjectID ©
& Gones | Oefaact6-Ocel-4924-84a6-0 ... [y
£2 Users and groups
Getting Started
2D Single sign-on
& Provisioning
£ application proxy |.. 1. Assign users and groups _3 2. Set up single sign on
C self-service Provide specific users and groups access Enable users to sign into their application

to the applications
Security Assign users and groups

% Conditional Access

Selecteer SAML op het volgende scherm:

using their Azure AD credentials
Get started




Azure Active Directory admin center

@

Dashboard > Enterprise applications > ISE30

il Dashboard : ;
5) ISE30 | Single sign-on
= All services Enterprise Application
J FAVORITES . .
& ovens Select a single sign-on method  Help me decide
. Azure Active Directory - S
& Users m Deployment Plan
B Enterprise applications X Diagnose and solve problems ® Disabled {3 SAML
- Single sign-on is not enabled. The user Rich and secure authentication to
Manage won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.
Il Properties
i Owners

&% Users and groups

2 Single sign-on

Klik op Bewerken naast Basisconfiguratie SAML.

Azure Active Directory admin center

‘

Dashboard » Enterprise applications > 1SE30

E4 Dash H
Gashlicard ISE30 | SAML-based Sign-on
= All services Enterprise Application
% FAVORITES = T Upload metadata file ) Change single sign-on mode Test this application | <7 Got feedback?
B Azure Active Directory i Overview
& Users [ Deployment blan Set up Single Sign-On with SAML
e . e # Diagnose and solve problems
== Enterprise applications Read the configuration guide © for help integrating ISE30.
Manage o
- Basic SAML Configuration 2 i
Il Properties . it
2 Owners Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL) Required
48 Users and groups Sign on URL Optional
a Single sign-on Relay State Opt.'-orran'
Lagaut Ud Optional
£ Provisioning
E? Application proxy 9
User Attributes & Claims & Edit
< Self-service I
givenname user.givenname
Security surname USEr.surmarme
® Conditianal Access emailaddress user.mail
name user.userprincipalname
7. Permissions Unigue User Identifier user.userprincipalname
@ Token encryption
Activity e SAML Signing Certificate & Edit
D sign-ins Status Active
ifi Usage & insights (Preview) Thumbprint BE26CDEEA15249B9813DBACDFA216A464E0AE20C
Expiration T/18/2025, 2:00:00 AM
E Auditlogs Motification Email ekomeyc@cisco.com
& Provisioning logs (Preview) App Federation Metadata Url | https://login.microsoftonline.com/64ace648-115d ... I |
_ Certificate (Baseb4) Download
Access reviews Certificate (Raw) Download
Federation Metadata XML Download

Troubleshooting + Support

Identificatiecode (Entiteit-ID) invullen met de waarde van entitylD uit het XML-bestand uit stap
Informatie over exportserviceprovider. Vul de URL voor antwoorden (Assertion Consumer Service
URL) in met de waarde van Locaties van AssertionConsumerService. Vul de waarde van de URL
voor afmelden in met ResponseLocation van SingleLogoutService. Klik op Save (Opslaan).

%ﬁ Opmerking: Reply URL fungeert als een paslijst, waardoor bepaalde URL's als bron kunnen
fungeren wanneer ze worden doorgestuurd naar de IdP-pagina.



Basic SAML Configuration X

Save

Identifier (Entity ID) = ©
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default
‘ http://Ciscol SE/bd48c1a1-9477-4746-8e40-e43d20c9f429 v ‘ @ 0
Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50
Default

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action 0]
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd
|

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action e

7. Active Directory-groepskenmerk configureren

Als u de waarde van het groepskenmerk wilt retourneren die eerder is geconfigureerd, klikt u op
Bewerken naast de Gebruikerskenmerken en claims.



User Attributes & Claims 2 Edit

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname
Unigue User Identifier user.userprincipalname

Klik op Groepsclaim toevoegen.

Azure Active Directory admin center

& Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

i User Attributes & Claims
= All services
% FAVORITES -+ Add new claim | -+ Add a group claim |== Columns

b Azure Active Directory

&4 Users Required claim
E! enterprise applications Claim name Value

Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http//schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemasxmlsoap.org/ws/2005/05/identity/claims/surname user.surname

Selecteer Beveiligingsgroepen en klik op Opslaan. Het bronattribuut dat in de bewering wordt
geretourneerd, is een groep-ID, een groepsobject-id dat eerder is vastgelegd.



Group Claims

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O MNone
(:) All groups

@ Security groups
(:) Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group ID

Geef daarnaast de groepsnaam op onder de Geavanceerde opties

- Customize the name of the group daim

MName [required)

Sponsor Group

MNamgspace [optional)

|:| Emit groups as role claims (0
|:| Apply regex replace to groups claim content

|:| Expose claim in JWT tokens in addition to SAML tokens

Noteer de naam van de claim voor de groep. In dit geval is het
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.



http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

Azure Active Directory admin center

Edl Dashboard
= All services
* FAVORITES
» Azure Active Directary
ﬂ Users

8 Enterprise applications

Dashboard > Enterprise applications > ISE30 > SAML-based Sign-on >

User Attributes & Claims

-+ Add new claim Add a group claim == Columns

Required claim
Claim name

Unique User Identifier (Name D)

Additional claims

Claim name

Value

user.userprincipalname [nameid-for... ***

Value

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

user.groups [SecurityGroup]

8. Azure Federation Me

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

tadata XML File downloaden

user.mail
user.givenname
user.userprincipalname

user.surname

Klik op Downloaden tegen Federation Metadata XML in SAML Signing Certificate.

SAML Signing Certificate

Status
Thumbprint
Expiration
Motification Email

App Federation Metadata Url

Certificate (Basebd)
Certificate (Raw)
Federation Metadata XML

Active

£ Edit

97720A460A43ACDAZACSFBFOSEEIZEDTDAATBAEZ

9/16/2023, 10:57:46 AM
ekorneyc@cisco.com

https://login.microsoftonline.com,/64ace648-115d ... [

Download
Download

Download

Stap 3. Metagegevens uploaden van Azure Active Directory naar ISE

Navigeer naar Beheer > Identiteitsbeheer > Externe identiteitsbronnen > SAML-id-providers > [Uw

SAML-provider].

Klik op Switch om het tabblad Identity Provider Config te openen en klik vervolgens op de knop
Bladeren. Selecteer Federation Metadata XML-bestand uit stap Download Azure Federation
Metadata XML en klik op Opslaan.

% Opmerking: Ul-storing met Identity Provider Configuration moet worden aangepakt onder
Cisco-bug-ID CSCvv74517.


https://tools.cisco.com/bugsearch/bug/CSCvv74517

= Cisco ISt

dentities Groups External ldentity Sources Identity Source Sequences Settings

1 > Azure_SAML
External Identity Sources

SAML Identity Provider

Gertificate Authentication Profile General Identity Provider Config, Service Provider Info

! Active Directory

Administration - |[dentity Management

Attributes Advanced Settings

< EXAMPLE
LDAP Identity ProviderCinfiguration
oD Impor Idestiyy Frovigar Confg Fiy Choose file | iadottonline.com/GAace648- 115d-4adg-a3bt-76601b0IBASC/sami2

RADIUS Toker . .
Ll Signing Certificates

RSA SecurlD
Issuar

Subject ~
SAML Id Providers

CN=Micrasoft Azure Federated S50 Certificate  CN=Micresoft Azure_.

=3 Azure_SAML

Singhe Sign Oul URL (Redirect) https://login.microsoftonling.com/64ace648-115d-4ad9-a3bf- 76601b0f8dSc/sami2

Valld From

Wed Sep 18 DB:57

Valld To (Expira.. Serlal Number

Sat Sep 168 0B:57:4 54 FB 3C 2B 81 49 6B B_.

Social Login

REST (ROPG)

Stap 4. SAML-groepen configureren op ISE

Switch naar tabblad Groepen en plak de waarde van de claimnaam van het Active Directory

Group-kenmerk configureren in het groepslidmaatschapattribuut.

= Cisco ISE

dentities Groups External |dentity Sources Identity Source Sequences Settings

t » Azure_SAML
External Identity Sources

o SAML Identity Provider

Cenificate Authentication Profile Genera Identity Provider Conflig Service Provider Info

Active Directory

Administration - ldentity Management

Groups Altributes Advanced Setlings

Groups
= EXAMPLE
Group Membership Attribute  1pi//fschemas.microsoft.com/ws/2008/06/identity/claims/groups
LDAP
ODBC

O Name In Assertion

RADIUS Token
RSA SecurlD

SAML |d Providers
=3 Azura_SAML
Soclal Login

REST (ROPC)

~  Nama in ISE

Klik op Add (Toevoegen). Vul Naam in in Bewering met de waarde van Groepsobject-id van
sponsorgroep vastgelegd in Azure Active Directory-gebruiker toewijzen aan de groep. Configureer
Naam in ISE met de betekenisvolle waarde in dit geval is het Azure Sponsor Group. Klik op OK.

Klik op Save (Opslaan).

Hierdoor wordt een koppeling gemaakt tussen de naam van de groep in Azure en de naam van de

groep die op ISE kan worden gebruikt.



Add Group

*Mame in Assertion eb37-4cfZ-b2a6-c2895fdbf4d3

*Mame in ISE Azure Sponsor Group ()

Cancel

Stap 5. Sponsor Group Mapping configureren op ISE

Navigeer naar Workcenters > Gasttoegang > Portals & Components > Sponsor Groups en
selecteer Sponsor Group die u wilt toewijzen aan de Azure AD Group. In dit voorbeeld is
ALL_ACCOUNTS (standaard) gebruikt:

= Cisco ISE ‘Work Centers - Guest Access
Overview Identities dentity Groups Ext Id Sources Adminisiration Hetwork Devices Portals & Components Manage Accounts Policy Elements Policy Sets Reports Custom Portal Files
—
Gues: Portals
Sponsor Groups
Guest Types
Sponser Grewps You can edit 8nd CUSIOMZe he defaull SPENS0r GOURS and Creale SUCIIoNa ones

A Spoensor ks assigned the permissions from all matching sponsor groups (multiple matches are permitted)
Spansor Portals -

Creats
Enabled Mame Member Groups
ALL_ACCOUNTS (default)
P ALL_ACCOUNTS [default)
Spansors assigned 10 this group can manage all guest user accounts. By defaull, USers in the ALL_AGCOUNTS user identity group ane members af this

SDONSAN Aroun
Mare

GROUP_ACCOUNTS (default)

° SpONSOrs assigned 10 TS GFoUD cAN MANAGe Just the guest ACCOUNS Crealed by 5pONSDTS fom the Same SHONSOr group. By defau, users in the
GROUP_AGGOUNTS user identity aroun are members of this 500n50¢ aoug
Mare

GROUP_ACCOUNTS (sefault)

OWN_ACCOUNTS (default)

. OWN_ACCOUNTS (default)
Spo 4 10 this group can manage only the guest accounts that they hive created, By defaull, ubers in thi DWN_ACCOUNTS user dentity

i o Lhig $DONSET ArouD

Klik op Leden... en voeg Azure_SAML:Azure Sponsor Group toe aan Geselecteerde
gebruikersgroepen. Hiermee wordt de Sponsor Group in Azure toegewezen aan ALL_ACCOUNTS
Sponsor Group. Klik op OK. Klik op Save (Opslaan).



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups

Search | Search

Mame Y = Mame s

II

Employee ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) Azure_SAML:Azure Sponsor
Group

OWN_ACCOUNTS (default)

o

lI

Verifieren

Gebruik deze sectie om te controleren of uw configuratie goed werkt.

% Opmerking: de nieuwe gebruiker wordt gedwongen het gebruikerswachtwoord te wijzigen bij
de eerste aanmelding. De stappen voor verificatie van de AUP worden niet gedekt.
Verificatie heeft betrekking op het scenario, waarbij gebruikers niet voor de eerste keer



% inloggen en AUP al een keer werd geaccepteerd door de sponsor (Alice).

Als u nu het sponsorportaal opent (bijvoorbeeld via de test-URL), wordt u doorgestuurd naar
Azure om u aan te melden en vervolgens terug te keren naar het sponsorportaal.

1. Start het sponsorportaal met zijn FQDN op de link Portal Test URL. ISE moet u doorverwijzen
naar de aanmeldingspagina van Azure. Voer de gebruikersnaam in die eerder is gemaakt en klik
op Volgende.

=" Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2. Voer het wachtwoord in en klik op Inloggen. IdP-aanmeldingsscherm leidt de gebruiker naar het
eerste ISE-sponsorportaal.



= Microsoft
<« alice@ekorneyccisco.onmicrosoft.com

Enter password

LE LR E NN LN NN ]

Forgot my password

3. Accepteer de AUP.

clsco Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

‘You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
madification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

4. Op dit punt moet de Sponsor-gebruiker volledige toegang hebben tot het portaal met
ALL_ACCOUNTS Sponsor Group-machtigingen.



Welcome alice@ekorneyccisco.onmicrosoft.com ~

Sponsor Portal
cisco *P
Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (0)
Create, manage, and approve guest accounts.
Guest type:
Contractor (default) (v
Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
" End of busi da
woam | mon —
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Email address:
‘ 2020-08-16 (1} H 11:22 @‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:

2020-12-15 @ 1022 (]
= - H |
o
Person being visited (email):

Reason for visit:
Group tag:
Language:
English - English (v]




6. De gebruiker moet met succes zijn uitgelogd en opnieuw naar het aanmeldscherm worden
geleid.

= Microsoft

Pick an account

m

—|— Use another account

Problemen oplossen

Deze sectie bevat informatie waarmee u problemen met de configuratie kunt oplossen.

Veelvoorkomende problemen

Het is van vitaal belang om te begrijpen dat SAML-verificatie wordt afgehandeld tussen de
browser en de Azure Active Directory. Daarom kunt u verificatiefouten rechtstreeks krijgen van de
Identity Provider (Azure) waar de ISE-service nog niet is gestart.

Aflevering 1. De gebruiker voert het verkeerde wachtwoord in, er zijn geen gebruikersgegevens
verwerkt op ISE, het probleem komt rechtstreeks van IdP (Azure). Om te repareren: Reset het
wachtwoord of geef de juiste wachtwoordgegevens op.



B Microsoft

< alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password Is incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

Uitgave 2. De gebruiker maakt geen deel uit van de groep die toegang zou moeten krijgen tot
SAML SSO, opnieuw in dit geval werd er geen verwerking van gebruikersgegevens uitgevoerd op
ISE, probleem komt rechtstreeks van IdP (Azure). Om te repareren: Controleer of de groep
toevoegen aan de configuratiestap van de toepassing correct is uitgevoerd.



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3. Uitloggen werkt niet zoals verwacht en deze fout wordt weergegeven - "Uitloggen bij eenmalige
aanmelding is mislukt. Er is een probleem opgetreden bij het afmelden voor uw SSO-sessie.
Neem contact op met de helpdesk voor hulp." Het kan worden gezien wanneer de afmeldings-
URL niet correct is geconfigureerd op SAML IdP. In dat geval werd deze URL gebruikt
"https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-
9457-41e8-87d7-0965b0714db2" terwijl het
"https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action" moet zijn Om
het te repareren, voert u de juiste URL in Logout URL in Azure IdP.



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

cisco Seonsor Portal

Error

S50 Logout failed.

There was a problem to legout from your SSO session. Please contact help desk for assistance.

Help

Problemen met clients oplossen

Om te controleren of de SAML-payload is ontvangen, kunt u Web Developer Tools gebruiken.
Navigeer naar Tools > Web Developer > Network als u Firefox gebruikt en log in met Azure-
referenties op het Portal. U kunt de versleutelde SAML-reactie zien in het tabblad Params:

| | Welcome alice@@ekomeyccisco.onmicrosoft.com « i
sl el
cISCO Sponsor Portal

Craala Accounls Manage Accounits (0) Pending Accounts (D) Maticas (0)

Croate, manage. and approve guest acoours.

Guest type:
Contractor {detu)
|
Guest Information Access Information
End of businoss day

S

First nama:
& ) inspector  [E] Gonsole [ Debugger {) StyleEdior € Porformance o Memory T Motwork [ Storage K Accessinlity  g§ whatsmiew  { Adbiock Plus =
B I 8 @ AN HTML C55 J5 XHR Fonls Images Mesa WS Other Parsist Logs | Disable Cache Mo Thisetling 3 HAR §
FHatus Method n File Cause Type Tranatemed Slae E] Hoagers Coskies  Parars  Rusporde  Timings  Security

2 PO 048,09 BE:B445 S o 214 K 161.38 KB

[ 124] GET A wriconics ing z-icon cached 0B = Foarm data

[22] GET B 10,4823 86:8445 deskiop-logoprg img pog a.80 K8

D GET B 104BIIBEELE  mobileloge.png g 243 KB

B GET caa 129.78 KB

[100] GET 3404 KB

ED GET 3 o8

ED GET ) 10.42.23.08:84 gt [ ead 0B

(2ee] GET B 10.48.23.00:8445 img g BT KB 775 K

[22] GET B 10.48.23.80:8445 img x-kon 24z K8 EEC L

[32a] GET B I04E03BBB44E  Blank e subdocumnt hesi BEGE [:17:]

(2ee] GET B 104823868445 background g img g T 10,58 KB

[100] PoST B 104RIIBBRIE  pending action ke Json azm wIe

ED POST i 10,4223 86:8445 DOGISEraD. & ton e fson 4BBNE A5 KB SEMgken, EQUALSTHORXPOVOEVES 2C0BVXASTNGEDBDST, SEMDELIMTER
[222] GET B 10.48.23.86:3445 nriTelinpul 44 anyleshaet eas cacmed 26.58 KB e
—_ ~ Aeguest payload

() 17recuests  S55.05KB /20041 KBtanstersed  Finish: 16211 load: 1,343 cached

I SAHLResponse=PHRRERoL] e 3ivbol LT ELEPSI FYTHE YUYW 2001 25001 WES LT xhz Uit 2§ MOV IN0 10602

Problemen met ISE oplossen

Logniveau van de componenten hier moet worden gewijzigd op ISE. Navigeer naar Bewerkingen
> Problemen oplossen > Wizard Foutopsporing > Logconfiguratie foutopsporing.

Naam component logniveau bestandsnaam van logboek

toegang voor de gasten DEBUGGEN guest.log

portaalweb-actie DEBUGGEN guest.log

openhartig DEBUGGEN ISE-PSC.log

saml DEBUGGEN ISE-PSC.log




Werkende set van Debugs op het moment van correcte flow uitvoering (ise-psc.log):

1. De gebruiker wordt doorgestuurd naar de URL van IdP via het sponsorportaal.

2020-09-16 10:43:59,207 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5c/saml2

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9f429

2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48cl1al-9477-4746-8e40-e43d20c9f429_SEMI
2020-09-16 10:43:59,211 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-4][] cpm.saml.framework.imp1.SAMLFa
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2. SAML-antwoord wordt ontvangen van de browser.

2020-09-16 10:44:11,122 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
:_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSes
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2] ; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,126 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2] ; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,129 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,133 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalIld=bd48clal-9477-4746-8e40-e43d20c9f429;portalSessionld=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48clal-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,134 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
This node's host name:ISE30-1lek LB:null request Server Name:sponsor30.example.com

2020-09-16 10:44:11,182 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,184 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] org.opensaml.xml.parse.BasicPa
2020-09-16 10:44:11,187 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] org.opensaml.xml.parse.BasicPa
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml2.binding.decodin
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48clal-9477-4746-8e40-e43d20c9f429_SEMI
2020-09-16 10:44:11,190 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml2.binding.decodin
2020-09-16 10:44:11,191 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba



2020-09-16 10:44:11,193 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,195 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.xml.signature.impl.Si
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml12.binding.decodin
2020-09-16 10:44:11,197 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.saml12.binding.decodin
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.ws.message.decoder.Ba
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
SAML decoder's URIComparator - [https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.actio
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] opensaml.common.binding.decodi
SAML message intended destination endpoint matched recipient endpoint

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa

3. Het parseren van attributen (assertie) wordt gestart.

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/tenantid

2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/tenantid> add value=<64ace648-115d-4ad9-a3bf-76
2020-09-16 10:44:11,199 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/tenantid> value=<64ace648-115d-4ad9-a3bf-76601b0
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/objectidentifier

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/objectidentifier> add value=<50ba7e39-e7fb-4cbl
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/objectidentifier> value=<50ba7e39-e7fb-4cbh1-8256
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/displayname

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/displayname> add value=<Alice>

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
attribute<http://schemas.microsoft.com/identity/claims/displayname> value=<Alice>

4. Het groepskenmerk wordt ontvangen met de waarde van f626733b-eb37-4cf2-b2a6-
c2895fd5f4d3, waarmee validatie wordt ondertekend.

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> add value=<f626733b-eb37-4cf
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/ws/2008/06/identity/claims/groups> value=<f626733b-eb37-4cf2-b2a6-c2895fd
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/identity/claims/identityprovider



2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/identity/claims/identityprovider> add value=<https://sts.window
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/identity/claims/identityprovider> value=<https://sts.windows.net/64ace648
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.microsoft.com/claims/authnmethodsreferences

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.microsoft.com/claims/authnmethodsreferences> add value=<http://schemas.micros
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.microsoft.com/claims/authnmethodsreferences> value=<http://schemas.microsoft.com/ws/200
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute=<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> add value=<alice@ekorneyccisco.o
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
<http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> value=<alice@ekorneyccisco.onmicrosoft.com
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.cfg.Identit
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,200 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/displayname> NOT configured in IdP dictionary,
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/tenantid> NOT configured in IdP dictionary, NOT
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/identityprovider> NOT configured in IdP diction
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/identity/claims/objectidentifier> NOT configured in IdP diction
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name> NOT configured in IdP dictionary
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
Attribute <http://schemas.microsoft.com/claims/authnmethodsreferences> NOT configured in IdP dictionary
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cisco.cpm.saml.framework.SAMLS
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLAt
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
portalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSessionId=8fal9bf2-9fa6-4892-b082-5cdabfb5daal;toke
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
_bd48c1al-9477-4746-8e40-e43d20c9f429_DELIMITERportalId=bd48c1al-9477-4746-8e40-e43d20c9f429;portalSess
token=0A6CZJQD7X67TLYHE4Y3EM3EY097E2]; _DELIMITERsponsor30.example.com

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
IDP URL: https://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-76601b0f8d5c/sam12

2020-09-16 10:44:11,201 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
http://CiscoISE/bd48c1al-9477-4746-8e40-e43d20c9f429

2020-09-16 10:44:11,202 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
IdP URI: https://sts.windows.net/64ace648-115d-4ad9-a3bf-76601b0f8d5c/

SP URI: http://CiscoISE/bd48clal-9477-4746-8e40-e43d20c9f429

Assertion Consumer URL: https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
Request Id: _bd48clal-9477-4746-8e40-e43d20c9f429_DELIMITERportalId_EQUALSbd48c1al-9477-4746-8e40-e43d2
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IdP ID: Azure_SAML
Subject: alice@ekorneyccisco.onmicrosoft.com
SAML Status Code:urn:oasis:names:tc:SAML:2.0:status:Success

SAML Success:true

SAML Status Message:null

SAML email:

SAML Exception:nullUserRole :
2020-09-16 10:44:11,292 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,306 INFO [RMI TCP Connection(346358)-127.0.0.1][] api.services.server.role.RoleImpl
2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cisco.cpm.saml.framework.SAMLS
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5. De gebruikersgroep wordt toegevoegd aan de verificatieresultaten zodat deze kan worden
gebruikt door Portal, SAML-verificatie wordt doorgegeven.
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6. Uitloggen wordt geactiveerd. LogOut URL wordt ontvangen in SAML Response;
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action.
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Over deze vertaling

Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.



