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Inleiding

Dit document beschrijft hoe u een Secure Socket Layer (SSL)-certificaat kunt installeren, dat een
SSL-intermediair certificaat bevat, via de CLI op een Cisco Email Security Appliance (ESA).

Voorwaarden

Cisco raadt kennis van de volgende onderwerpen aan:

- ESA
- Alle versies van AsyncOS

Installeer een SSL-certificaat

De ESA zal na het servercertificaat vragen om een intermediair certificaat. Indien nodig kunt u
meerdere tussentijdse certificaten installeren.

Hier wordt een voorbeeld uitgevoerd.

Opmerking: Dit zijn zelfondertekende testcertificaten. Probeer ze niet te gebruiken.



ironport. exanpl e.com> certconfig

Currently using one certificate/key for receiving, delivery, HITPS
managenment access, and LDAP.

Choose the operation you want to perform
- SETUP - Configure security certificates and keys.
[1> setup

Do you want to use one certificate/key for receiving, delivery, HITPS
managenment access, and LDAPS? [Y]>

paste cert in PEMformat (end with '."):

----- BEG N CERTI FI CATE- - - - -

M | DuDCCAqACCQD75TKsZ1SEvj ANBgkghki GOwOBAQUFADCBNTEL MAKk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRk MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
e mEwHh ¢ NVDc WwNDA2 MTMAOT A4 VWh ¢ NVDe WNT A2 MTMAVOT A4W CBnTEL MAk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRk MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
enEwggEi MAOGCSqGSI h3DQEBAQUAA4I BDWwAWggEKAoI BAQD24el OLBFI ¢ SMSPI EE
5sN7+za3j T6j 0S6v1BLOHt | KS4uVi woXi vX+Ji i Hf MPuNLaKEt O7gOnZQol Jsmae
ucqqBXn2cplg 894XxW oXhZok BMLxy9nZspbM\W Lx RM bXVnFLwhLzm e®@+Je
wr VuV4AR hJhGx7Yn/ QLlvd kTAnm FOUCQVKr Cel pnl 4j XPOMIdnmpLpwOLUYZI f RgR
VYPSe KRGy OxZxeEubJw7 PVPi TnegYok| H8I nOD5O0TRPuzWEj r obvnePYl rySj R
yXdnckPGewkB/ T3t | kpTKEGIevMZARK/ 361 F5edzj ygVvYDzf Mz7Lelt XYwj 80t 8w
FOr f AgMBAAEWDQYJKoZI hvec NAQEFBQADggEBAESf FI dNx ToK50Xgr i pccXEVhES ai
zC QL4hWC9gO0PZRy C7PP3DDI uPj r hF67FR/ BL6LRxyZNDi BC3d4i Qr ue6dHPt NT
1DznB/ 3H9cz9CZ5b1f g+20pwWa4/ FcU8oYTql Ar xBf SVRUusZahh/ 6G vG+nnPVc
| uhYeWzZkuul Nsr F6ur Jk3uuX+Amg5/ 2B7wHc ScsTqgi f 6NeDMUROMBOI HuTcj i EK
ot wPi ] 4H6l Hya5Mya9dt | | RMIELf JYhkxmALhxOyf er cZwgy | mCh7gnH1Zt Uo9/
5mB+hDKI mkNf OQ2Penily niYBt bl 05bl pa5ag6Vyi CETzzqNzEi | nl FZ9h9sg=
----- END CERTI FI CATE- - - - -

cert = ----- BEG N CERTI FI CATE- - - - -

M | DuDCCAqACCQD75TKsZ1SEvj ANBgkghki GOwOBAQUFADCBNTEL MAKk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRk MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHWVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
e mEwHh ¢ NVDc wNDA2 MTMAVOT A4 Wh ¢ NVDe WNT A2 MTMAVOT A4W CBnTEL MAKk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQyV2I kZ2l 0cyBQdHk g THRK MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHWVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
enEwggEi MAOGCSqGSI h3DQEBAQUAAAI BDWAWggEKAoI BAQD24el OLBFI ¢ SMSPI EE
5sN7+za3j T6j 0S6v1BLOHt | KS4uVi woXi vX+Ji i Hf MPuNLaKEt O7gOnZQol Jsmae
ucqqBXn2cplg 894XxW oXhZok BMLxy9nZspbM\W Lx RM bXVnFLwhLzm e®@+Je
wr VuV4AR hJh&x7Yn/ QLlvd kTAnm FOUCQVKr Cel pnl 4j XPOMIdnmpLpwOLUYZI f RgR
VYPSe KRGy OxZxeEubJw7 PVPi TnegYok| H8I nOD5O0TRPuzWEj r obvnePYl rySj R
yXdnckPGewkB/ T3t | kpTKEGIevMZARK/ 361 F5edzj ygVvYDzf Mz7Lelt XYwj 80t 8w
FOr f AgMBAAEWDQYJKoZI hvec NAQEFBQADggEBAESf FI dNx ToK50Xgr i pccX EVhES ai
zC QL4hWC9gO0PZRy C7PP3DDI uPj r hF67FR/ BL6LRxyZNDi BC3d4i Qr ue6dHPt NT
1DznB/ 3H9cz9CZ5b1f g+20pwMa4/ FcU8oYTql Ar xBf SVRUuUsZahh/ 6G vG+nnPVc
| uhYeWzZkuul Nsr F6ur Jk3uuX+Amg5/ 2B7wHc ScsTqgi f 6NeDMUROMBOI HuTcj i EK
ot wPi ] 4H6l Hya5Mya9dt | | RMIELf JYhkxmALhxOyf er cZwgy | mCh7gnH1Zt Uo9/
5mB+hDKI mkNf OQ2Penily niYBt bl 05bl pa5ag6Vyi CETzzqNzEi | nl FZ9h9sg=
----- END CERTI FI CATE- - - - -



paste key in PEM format (end with '."):

----- BEG N RSA PRI VATE KEY-----

M | EpQ BAAKCAQEA9UH Dt QRZXE] Ej 5RBChDe/ s2t 40+06Eur 9QS9B7ZSkuLl YsK
F4r 1/ i Yoh3zOr7j S2i hLTu4Dp2UKISbJmr nKqgV5t nKdTo/ PeF8VoqF4VWAJATNcc
vZmbKWe Dc CC8UTH211ZhS81 S85v3hvf i XsK1bl eEZYSYRse2J/ ONbxi JEwWJoxTr g
kFZKxnCKZ5el 1zzj CXZqS6¢cNCLGCGZX0YEVWDONnpi kRqj sWeXhLmycOz1T4k5hoCGK
JCB/ CJj g+Tk0T7s1gBl 66G753j 2CK8ko0c| 3Z3JDxnsJAf 097SIKUSBBI Xr z GQES
v9+pReXnWY80FWA83z Mty 3t bV2M / NLf MBAK3wl DAQABAOI BAQCPpb9yznnqgFao
eOQNWHVBbAoHmM+H q7Lt eEWPdmYbuKNvLI gXcLQWe Cdi nfa r nBV8evl Fv1gCp4PUCY
W)GVsgBQ+xzpi az594cKl GS6PacQHIzVAW eF+i O7Yl x YOnGdy ne +Zv M6uPeHSGC
Rj ut +ck4g0BJKA9uUYh88ND+yl r/ / BgauO/ H13/ 7Kxb337k90OMLt gPNQe94/ FPWk
d0Sb1lUccFop/ | NUugBrj E9HUoj ADZt WAI gJnBnBc4n36gx3ZYl XP6PD2WA7t kbcR
I'l h/ xOxP4l 4Rt t 3DL2PMCus| / ukMidncuBj Rl 68zTuuJ4dCVkcvB6ATTOkbFW)1B1d
f gBkm TZAoGBAP8pd3Rz30r M ndw4+Zt L/ 2af JSDOf Oyt dZ7/ m Qhut cRl CoSr bp
s5nFWKhr yyz CEYHeapOX1Rj | p5CLj +2NAWS0QEYO07XAr VxsOw BB4TXsV/ KheVgP
gDZAHTY E4ABdXvt JFNQugu/ PS5Oy YuYr SekWr ApZakG HAggoHUSd494TAoGBAPex
dl OE10SZG4y 11 DOPATdCpVr E4Ur QC3j V9SX9a6LymaP4SARIO0Fwz TTHDQbgv UF7R
vL3p3TouX5SDpORNDWMAB1LNRgZSa9wt Ju9y XUhn9i 7x1 SAaguLj yDCOKg2! VRsr
Kag27kcl XmbdKNJu50zj Xz7TebJg/ 3NL9j t OSM1FA0GAU8 Y8hwpoHHNT M) XoPUZK
BFyNXI F66ReW gZt WAWNMT8J gv/ CEAHoy pXCi Ovw2BAbi WUJI3s1x1l vKGSYJK| gq
8ZDo7WIBNNu17KPFVQN8OgUPNWUW 8nBs5s XPk BuBpvzdbvt JROPwgl pBx8hnyWJ
nBi AL/ cqBHf gmJb65ZqgFLusCgYEAINEz Uh/ 75x 7HEGs hwiNb+cyr 2Rqe Y2 Mz Cf UnD
Dkzkr 83dHA3N6azf j zzj 0111 qC87M xQZEypdl| f pdWIFAKgi 2gwj REFNSFpUv B/ RM
xvTs5zud79+ua’i 0/ XZRGA 54nPchBFUf seEsl r 6PWrxi j dbt RTUbkr XI VWFFFB
/ qPXOOkCgYEAL6I FZzR79c7mHROpf aUTi br ZGYQUn5DggQKaCGhaKN6Rj | 1ZvHUIS
xi np/ HDHL2ce8DXsoXwE532xuLqO4ZchpB46DJ 19x1 1XL4wBk 3MpONYR3gRPf nzU
VD3C4gagWBBet +2Fe4ZHamQu27TMSI Ol UpcDR) Yz QFUSKI v9z DWBt Uk =

----- END RSA PRI VATE KEY-----

key = ----- BEG N RSA PRI VATE KEY-----

M | EpQ BAAKCAQEA9UH Dt QRZXE] Ej 5RBChDe/ s2t 40+06Eur 9QS9B7ZSkuLl YsK
F4r 1/ i Yoh3zOr7j S2i hLTu4Dp2UKISbJmr nKqgV5t nKdTo/ PeF8VoqF4WAJATNcc
vZmbKWe Dc CC8UTH211ZhS81 S85v3hvf i XsK1bl eEZYSYRse2J/ ONbxi JEwWJoxTr g
kFZKxnCKZ5el 1zzj CXZqS6¢cNCLGGZX0YEVWDONnpi kRqj sWeXhLmycOz1T4k5hoCGK
JCB/ CJj g+Tk0T7s1gBl 66G753j 2CK8ko0c| 3Z3JDxnsJAf 097SIKUSBBI Xr z GQES
v9+pReXnWY80FWA83z Mty 3t bV2M / NLf MBAK3wl DAQABAOI BAQCPpb9yznnqgFao
eOQNWHVBbAoHmMH q7Lt eEWPdmYbuKNvLI gXcLQWe Cdi nfa r nBV8evl Fv1gCp4PUCY
W)GVsgBQ+xzpi az594cKl GS6PacQHIzVAW eF+i O7Yl x YOnGdy ne +Zv M6uPeHSGC
Rj ut +ck4g0BJKA9UYh88ND+yl r/ / BgauO/ H13/ 7Kxb337k90OMLt gPNQe94/ FPWk
d0Sb1lUccFop/ | NUugBrj E9HUoj ADZt WAI gJnBnBc4n36gx3ZYl XP6PD2WA7t kbcR
I'l h/ xOxP4l 4Rt t 3DL2PMCus| / ukMincuBj Rl 68zTuuJ4dCVkcvB6ATTOkbFW1B1d
f gBkm TZAoGBAP8pd3Rz30r M ndw4+Zt L/ 2af JSDOf Oyt dZ7/ ml Qhut cRl CoSr bp
s5nFWKhr yyz CEYHeapOX1Rj | p5CLj +2NAWS0QEYO07XAr VxsOw/ BB4TXsV/ KheVgP
gDZAHTY E4ABdXvt JFNQugu/ PS5Oy YuYr SekWr ApZakG HAggoHUSd494TAoGBAPex
dl OE10SZG4y 11 DOPATdCpVr E4Ur QC3j V9SX9a6LymaP4SARI0Fwz TTHDQbgv UF7R
vL3p3TouX5SDpORNDWMAB1LNRgZSa9wt Ju9y XUhn9i 7x1 SAaguLj yDCOKg2! VRsr
Kag27kcl XmbdKNJu50zj Xz7TebJg/ 3NL9j t OSM1FA0GAU8 Y8hwpoHHNT M) XoPUZK
BFyNXI F66ReW gZt WAWNMT8J gv/ CEAHoy pXCi Ovw2BAbi WUJI3s1x1l vKGSYJK| gq
8ZDo7WBNNu17KPFVQN8OgUPNWUW 8nBs5s XPk BuBpvzdbvt JROPwgl pBx8hnyWJ
nBi AL/ cqBHf gmJb65ZqgFLusCgYEAINEz Uh/ 75x 7HEGs hwiNb+cyr 2Rqe Y2 Mz Cf UnD
Dkzkr 83dHA3N6azf j zzj 0111 qC87M xQZEypdl| f pdWIFAKgi 2gwj REFNSFpUv B/ RM
xvTs5zu479+ua7i 0/ XZRGA 54nPchBFUf seEs| r 6PWxi j dbt RTUbkr XI VWFFFB
/ qPXOOKCgYEAL6I FZzR79c7mHROpf aUTi br ZGYQUn5DggQKaCGhaKN6Rj | 1ZvHUIS
xi np/ HDHL2ce8DXsoXwE532xuLqO4ZchpB46DJ 19x1 1XL4wBk 3MpONYR3gRPf nzU
VD3C4gagWBBet +2Fe4ZHamQu27TMSI Ol UpcDR) Yz QFUSKI v9z DWBt Uk =

----- END RSA PRI VATE KEY-----

Do you want add an internediate certificate? [NN>y
paste intermediate cert in PEMformat (end with '."):

----- BEG N CERTI FI CATE- - - - -
M | DuDCCAQACCQD75TKs Z1SEvj ANBgkghki GOWOBAQUFADCBN TELMAk GALUEBhNC



Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRk MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
e mEwHh ¢ NVDc wNDA2 MTMAOT A4 Wh ¢ NVDe WNT A2 MTMAVOT A4W CBnTEL MAk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRK MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHWVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
enEwggEi MAOGCSqGSI h3DQEBAQUAA4I BDWAWggEKAoI BAQD24el OLBFI ¢ SMSPI EE
5sN7+za3j T6j 0S6v1BLOHt | KS4uVi woXi vX+Ji i Hf MPuNLaKEt O7gOnZQol Jsmae
ucqqBXn2cplg 894XxW oXhZok BMLxy9nZspbM\W Lx RM bXVnFLwhLzm e®X@+Je
wr VuVAR hJh&x7Yn/ QLlvd kTAnm FOUCQVKr Cel pnl 4j XPOMIdnmpLpwOLUYZI f RgR
VYPSe KRGy OxZxeEubJw7 PVPi TnegYok| H8I nOD5O0TRPuzWEj r obvnePYl rySj R
yXdnckPGewkB/ T3t | kpTKEGIevMZARK/ 361 F5edzj ygVvYDzf Mz7Lelt XYwj 80t 8w
FOr f AgMBAAEWDQYJKoZIl hvec NAQEFBQADggEBAEf FI dNx ToK50Xgr i pccxEVhES ai
zC QL4hWC9gO0PZRy C7PP3DDI uPj r hF67FR/ BL6LRxyZNDi BC3d4i Qr ue6dHPt NT
1DznB/ 3H9cz9CZ5b1f g+20pwMa4/ FcU8oYTql Ar xBf SVRUusZahh/ 6G vG+nnPVc
| uhYeWzZkuul Nsr F6ur Jk3uuX+Amg5/ 2B7wHc ScsTqgi f 6NeDMUROMBOI HuTcj i EK
ot wPi ] 4H6l Hya5Mya9dt | | RMIELf JYhkxmALhxOyf er cZwgy | mCh7gnH1Zt Uo9/
5mB+hDKI mkNf OQ2Penily niYBt bl 05bl pa5ag6Vyi CETzzqNzEi | nl FZ9h9sg=
----- END CERTI FI CATE- - - - -

internediate cert = ----- BEG N CERTI FI CATE- - - - -

M | DuDCCAqACCQD75TKsZ1SEvj ANBgkghki GOwOBAQUFADCBNTEL MAKk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRk MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
e mEwHh ¢ NVDc wNDA2 MTMAOT A4 VWh ¢ NVDe WNT A2 MTMAVOT A4W CBnTEL MAk GALUEBhMC
Wk Ex EDAOBgNVBAgTBOdhdXRI bntx FTATBgNVBAC TDEpvaGFubmvz Yn\Vy Zz EhVB8 G
ALUEChMYSW50ZXJuZXQy V2l kZ2l 0cyBQdHk g THRK MRs wGQYDVQQDEXJob3NOLndp
ZGdpdHVIY28uenExJ TA] Bgkghki GOWOBCQEWFM yb25wh3J0QHdpZGdpdHMUY28u
enEwggEi MAOGCSqGSI h3DQEBAQUAAAI BDWAWggEKAoI BAQD24el OLBFI ¢ SMSPI EE
5sN7+za3j T6j 0S6v1BLOHt | KS4uVi woXi vX+Ji i Hf MPuNLaKEt O7gOnZQol Jsmae
ucqqBXn2cplg 894XxW oXhZok BMLxy9nZspbM\W Lx RM bXVnFLwhLzm e®@+Je
wr VuVAR hJh&x7Yn/ QLlvd kTAnm FOuCQVKr Cel pnl 4j XPOMIdnmpLpwOLUYZI f RgR
VYPSe KRGy OxZxeEubJw7 PVPi TnegYok| H8I nOD5OTRPuzWEj r obvnePYl rySj R
yXdnckPGewkB/ T3t | kpTKEGIevMZARK/ 361 F5edzj ygVvYDzf Mz7Lelt XYwj 80t 8w
FOr f AgMBAAEWDQYJKoZIl hvec NAQEFBQADggEBAESf FI dNx ToK50Xgr i pccxEVhES ai
zC QL4hWC9gO0PZRy C7PP3DDI uPj r hF67FR/ BL6LRxyZNDi BC3d4i Qr ue6dHPt NT
1DznB/ 3H9cz9CZ5b1f g+20pwMa4/ FcU8oYTql Ar xBf SVRUusZahh/ 6G vG+nnPVc
| uhYeWzZkuul Nsr F6ur Jk3uuX+Amg5/ 2B7wHc ScsTqgi f 6NeDMUROMBOI HuTcj i EK
ot wPi ] O4H6l Hya5Mya9dt | | RMIELf JYhkxmALhxOyf er cZwgy | mCh7gnH1Zt Uo9/
5mB+hDKI mkNf OQ2Penily niYBt bl 05bl pa5ag6Vyi CETzzqNzEi | nl FZ9h9sg=
----- END CERTI FI CATE- - - - -

Currently using one certificate/key for receiving, delivery, HITPS
managenment access, and LDAP.

Choose the operation you want to perform
- SETUP - Configure security certificates and keys.

(1>

Opmerking: Raadpleeg het gedeelte Certificaten verkrijgen van de e-
mailgebruikershandleiding voor meer informatie over het verkrijgen en installeren van
certificaten.



Gerelateerde informatie

- Gebruikershandleiding AsyncOS
- Technische ondersteuning en documentatie — Cisco Systems
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