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Inleiding

Dit document beschrijft de documentatie-links voor Advanced Threat Solutions (ATS) voor producten zoals 
Cisco Secure Endpoint, Cisco Secure Malware Analytics, Cisco Threat Response (CTR) en Cisco SecureX.

Voorwaarden



Vereisten

Er zijn geen specifieke vereisten van toepassing op dit document.

Gebruikte componenten

Dit document is niet beperkt tot specifieke software- en hardware-versies.

De informatie in dit document is gebaseerd op de apparaten in een specifieke laboratoriumomgeving. Alle 
apparaten die in dit document worden beschreven, hadden een opgeschoonde (standaard)configuratie. Als 
uw netwerk live is, moet u zorgen dat u de potentiële impact van elke opdracht begrijpt.

Achtergrondinformatie

Het volgende artikel is een referentiehandleiding voor de configuratie/probleemoplossing van Advanced 
Threat Solutions-producten. U kunt naar dit artikel verwijzen voordat u Cisco TAC aangaat.
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https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215625-troubleshoot-guide-for-amp-for-endpoints.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215625-troubleshoot-guide-for-amp-for-endpoints.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215625-troubleshoot-guide-for-amp-for-endpoints.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215554-amp-for-endpoints-linux-primer.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216524-amp-for-endpoints-ubuntu-connector.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216524-amp-for-endpoints-ubuntu-connector.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216525-advisory-for-amp-for-endpoints-linux-con.html


Connector 1.15.0 op Ubuntu 20.04.0 LTS 
en Ubuntu 20.04.1 LTS

Linux Kernel-Devel-fout

FireAMP-connector voor Mac 
diagnostische gegevensverzameling

Compatibiliteit met AMP voor endpoints 
Mac Connector OS

Analyseer macOS AMP diagnostische 
bundel voor hoge CPU

Uitsluitingen van AMP voor endpoints-
processen in macOS en Linux

AMP voor endpoints Mac Connector 
Prestatieafstemmingsgids

MAC Kernel en volledige schijftoegang 
in de console - AMP voor endpoints

Handmatige verwijderingsprocedure voor 
AMP voor endpoints Mac-connector

Advies voor AMP voor endpoints Mac 
Connector 1.14 op macOS 11 (Big Sur), 
macOS 10.15 (Catalina) en macOS 10.14 
(Mojave)

Mac-connector

Fouten in AMP voor endpoints Mac-
connector

Algemene documentatie

Privacybeleid voor AMP Private Cloud-
ondersteuning

Installatie en configuratie van AMP 
Virtual Private Cloud

Maak een nieuw image van de AMP 
Private Cloud PC3000 en herstel de back-
up

Genereren en toevoegen van certificaten 
die vereist zijn voor de installatie van 
Secure Endpoint Private Cloud 3.x.

Private Cloud

Upgradeprocedure voor AirGapped AMP 

https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216525-advisory-for-amp-for-endpoints-linux-con.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216525-advisory-for-amp-for-endpoints-linux-con.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215549-linux-kernel-devel-fault.html
/content/en/us/support/docs/security/fireamp-mac/118365-technote-fireamp-00.html
/content/en/us/support/docs/security/fireamp-mac/118365-technote-fireamp-00.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215570-analize-macos-amp-diagnostic-bundle-for.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215570-analize-macos-amp-diagnostic-bundle-for.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214990-amp-for-endpoints-mac-connector-performa.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214990-amp-for-endpoints-mac-connector-performa.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215113-mac-kernel-and-full-disk-access-in-the-c.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215113-mac-kernel-and-full-disk-access-in-the-c.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216232-manual-uninstall-procedure-for-amp-for-e.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216232-manual-uninstall-procedure-for-amp-for-e.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216089-advisory-for-amp-for-endpoints-mac-conne.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216089-advisory-for-amp-for-endpoints-mac-conne.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216089-advisory-for-amp-for-endpoints-mac-conne.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/216089-advisory-for-amp-for-endpoints-mac-conne.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://console.amp.cisco.com/docs/private_cloud
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215473-amp-private-cloud-support-policy.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215473-amp-private-cloud-support-policy.html
/content/en/us/support/docs/security/sourcefire-fireamp-private-cloud-virtual-appliance/118336-configure-fireampprivatecloud-00.html
/content/en/us/support/docs/security/sourcefire-fireamp-private-cloud-virtual-appliance/118336-configure-fireampprivatecloud-00.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217458-troubleshoot-and-reimage-the-amp-private.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217458-troubleshoot-and-reimage-the-amp-private.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217458-troubleshoot-and-reimage-the-amp-private.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214326-how-to-generate-and-add-certificates-tha.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html


Private Cloud (virtueel en applicatie)

Snapshot voor AMP Private Cloud-
ondersteuning genereren en live 
ondersteuningssessie inschakelen

Toegang tot de CLI van AMP Private 
Cloud via SSH en overdracht van 
bestanden via SCP

Upgradeprocedure voor FireAMP Private 
Cloud 3.0.1

Upgraden naar AMP Private Cloud 3.1.1 
- schijfruimte en geheugen toevoegen

Werkzaamheid/herstel/naleving Uitbraak/infectie (respons bij incidenten)

Cisco Secure Malware Analytics-applicatie

Productportalen Verwante artikelen Tags

Configuratiehandleidingen

Installatie- en upgrade-handleidingen

ThreatGrid-applicatie systeemversie

Kennisgeving end-of-sale en end-of-life

ThreatGrid-applicatie voor clusterbewerkingen 
configureren

Snapshot voor Secure Malware Analytics 
genereren en live ondersteuningssessie 
inschakelen

SSH-client instellen voor Cisco ThreatGrid-
applicatie

Update Secure Malware Analytics-applicatie 
met airgap-modus

Snapshot voor Secure Malware Analytics 
genereren en live ondersteuningssessie 
inschakelen

Cisco Secure Malware 
Analytics-applicatie

Secure Malware Analytics-applicatie 

https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217609-generate-amp-private-cloud-support-snaps.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214653-accessing-the-cli-of-amp-private-cloud-v.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214486-fireamp-private-cloud-3-0-1-upgrade-proc.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/214486-fireamp-private-cloud-3-0-1-upgrade-proc.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-virtual-private-cloud-appliance/215478-upgrading-to-amp-private-cloud-3-1-1-a.html
https://www.cisco.com/c/nl_nl/support/docs/security/advanced-malware-protection-endpoints/200618-Work-with-the-Advanced-Malware-Protectio.html
https://www.cisco.com/c/nl_nl/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/nl_nl/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
/content/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
/content/en/us/products/security/amp-threat-grid-appliances/eos-eol-notice-listing.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215515-configure-threatgrid-appliance-for-clust.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215515-configure-threatgrid-appliance-for-clust.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215097-setting-up-ssh-client-for-cisco-threatgr.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215097-setting-up-ssh-client-for-cisco-threatgr.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-endpoint/217610-generate-secure-malware-analytics-suppor.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html


configureren met Prometheus Monitoring-
software

Hoe maak ik Secure Malware Analytics-
applicatie op te starten in de herstelmodus met 
EFI Shell en voeg de herstelmodus toe aan 
opstartopties

Update Secure Malware Analytics-applicatie 
met airgap-modus

ThreatGrid RADIUS via DTLS-verificatie 
configureren voor console- en PoE-beheerportal

ThreatGrid-applicatie integraties van derden 
configureren

Probleemoplossing voor monsters en apparaten 
die niet aanwezig zijn in het Dashboard van 
ThreatGrid-applicatie

Probleemoplossing voor integratie van Threat 
Grid-applicatie met FMC

Threat Grid video/afspeellijst

Cisco Secure X-software

Productportalen Verwante artikelen Tags

Configuratiehandleidingen

Naslaghandleiding SecureX

SecureX-blogs

Veelgestelde vragen over SecureX

Cisco Live On-Demand bibliotheek

Cisco Secure X-software

UCS Cloud 
EU-cloud 
APJC-cloud

Cisco SecureX-video-afspeellijst

Geïntegreerde CTR- en Threat Grid-cloud

Geïntegreerde Cisco Threat Response en 

https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics-cloud/217555-configure-secure-malware-analytics-appli.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217751-how-to-boot-secure-malware-analytics-app.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/nl_nl/support/docs/security/secure-malware-analytics/217553-update-secure-malware-analytics-applianc.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215420-configure-threatgrid-radius-over-dtls-au.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215471-configure-threatgrid-appliance-third-par.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215471-configure-threatgrid-appliance-third-par.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/215444-troubleshoot-samples-and-devices-not-pre.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid/217064-troubleshoot-of-threat-grid-appliance-in.html
https://cs.co/TGvideos
https://www.cisco.com/c/nl_nl/support/security/securex/products-installation-and-configuration-guides-list.html
/content/en/us/support/docs/security/securex/216018-securex-integrations-and-troubleshooting.html
https://blogs.cisco.com/tag/securex
https://cs.co/SecureX_faq
https://www.ciscolive.com/on-demand/on-demand-library.html?search=securex#/
https://securex.us.security.cisco.com
https://securex.eu.security.cisco.com
https://securex.apjc.security.cisco.com
https://cs.co/SecureX_videos
https://www.cisco.com/c/nl_nl/support/docs/security/threat-grid-cloud/215568-integration-with-ctr-and-threat-grid-clo.html
/content/en/us/support/docs/security/amp-endpoints/215382-integrate-cisco-threat-response-and-fire.html


Firepower

Probleemoplossing bij de integratie van het 
VCC en de CTR

Cisco Threat Response 
(CTR) en ESA-integratie

Video

ESA: File Reputation en File Analysis

Integreer WSA met CTR

Veelgestelde vragen over CTR

Configuratiehandleidingen voor Cisco 
Threat Response

Secure X-
bedreigingsrespons

[voorheen Cisco Threat 
Response (CTR)]

UCS Cloud 
EU-cloud 
APJC-cloud

Cisco Threat Response-videoplaylijst

SecureX-orkestratie-zelfstudie

Pondering Automations - Cisco 
Community

SecureX-orkestrator

UCS Cloud 
EU-cloud 
APJC-cloud

ActionOrchestratorContent - Github

Integratiegerelateerde artikelen

Productportalen Verwante artikelen Tags

Geïntegreerde Advanced Malware 
Protection voor endpoints met VCC

Installatie en configuratie van AMP-module 
via AnyConnect 4.x en AMP-enabler

ESA/CES - Procedure voor het registreren 
van geclusterde apparaten bij AMP voor 
endpoints

Cisco Secure-endpoint

UCS Cloud 
EU-cloud 
APJC-cloud

Geïntegreerde Advanced Malware 
Protection voor endpoints en Threat Grid 
met WSA

/content/en/us/support/docs/security/amp-endpoints/215382-integrate-cisco-threat-response-and-fire.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215547-toubleshoot-on-the-fmc-and-ctr-integrati.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215547-toubleshoot-on-the-fmc-and-ctr-integrati.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215556-cisco-threat-response-ctr-and-esa-inte.html
https://video.cisco.com/video/6159336218001
/content/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html
https://www.cisco.com/c/nl_nl/support/docs/security/web-security-appliance/215622-wsa-ctr-integration.html
https://cs.co/CTR_FAQ
https://cs.co/ctr_configuration_guides
https://cs.co/ctr_configuration_guides
https://visibility.amp.cisco.com
https://visibility.eu.amp.cisco.com/
https://visibility.apjc.amp.cisco.com/
https://cs.co/CTRvideos
https://developer.cisco.com/securex/orchestration/
https://community.cisco.com/t5/custom/page/page-id/search?filter=location:4436-blogs-data-center&q=Pondering%20Automation&mode=board
https://community.cisco.com/t5/custom/page/page-id/search?filter=location:4436-blogs-data-center&q=Pondering%20Automation&mode=board
https://securex-ao.us.security.cisco.com/orch-ui/workflows/
https://securex-ao.eu.security.cisco.com/orch-ui/workflows/
https://securex-ao.apjc.security.cisco.com/orch-ui/workflows/
https://github.com/cisco/ActionOrchestratorContent
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214259-integrating-amp-for-endpoints-with-fmc-f.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/214259-integrating-amp-for-endpoints-with-fmc-f.html
https://www.cisco.com/c/nl_nl/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/nl_nl/support/docs/security/advanced-malware-protection-endpoints/200284-Installation-and-Configuration-of-AMP-Mo.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/213585-esa-ces-procedure-to-register-clustere.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html
https://www.cisco.com/c/nl_nl/support/docs/security/amp-endpoints/215562-integrate-amp-for-endpoints-and-threat-g.html


Umbrella- en Threat Grid-integratie
Cisco Secure Malware-
analyses

UCS Cloud 
EU-cloud

Client ID voor bestandsanalyse op Content 
Security Appliances (ESA, SMA, WSA) en 
DC/FMC

Cognitieve Threat Analytics

(TCLP)

CTA-demo met AMP voor endpoints

https://support.umbrella.com/hc/en-us/articles/231248768-Cisco-Umbrella-Cisco-AMP-Threat-Grid-Cloud-Integration-Setup-Guide
https://panacea.threatgrid.com
https://panacea.threatgrid.eu
https://www.cisco.com/c/nl_nl/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://www.cisco.com/c/nl_nl/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://www.cisco.com/c/nl_nl/support/docs/security/email-security-appliance/213667-file-analysis-client-id-on-content-secur.html
https://cta.eu.amp.cisco.com/CWSP/ctaLogin
https://docs.amp.cisco.com/CTA%20Demo.pdf


Over deze vertaling
Cisco heeft dit document vertaald via een combinatie van machine- en menselijke
technologie om onze gebruikers wereldwijd ondersteuningscontent te bieden in hun eigen
taal. Houd er rekening mee dat zelfs de beste machinevertaling niet net zo nauwkeurig is als
die van een professionele vertaler. Cisco Systems, Inc. is niet aansprakelijk voor de
nauwkeurigheid van deze vertalingen en raadt aan altijd het oorspronkelijke Engelstalige
document (link) te raadplegen.


