Waarom vManager niet in staat is om Security
App-container op een apparaat te installeren?
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Inleiding

Dit document beschrijft een probleem met de installatie van de app-container van Security
wanneer het beveiligingsbeleid in een sjabloon van het apparaat wordt gebruikt en hoe het moet
worden opgelost.

Probleem

Gebruiker kan Apparaatsjabloon niet toevoegen met een beveiligingsbeleid dat vereist dat
Security app-container met deze fout in een vManager geinstalleerd wordt:

Failed to install 1/1 Security App container (app-hosting-UTD- Snort-Feature-aarch64_be-
1.0.8_SVv2.9.11.1 XE16.10). Failed to enabled iox: nul

05 Apr 2019 11:46:09 AM I ST

[ 5- Apr-2019 6:16: 09 UTC] Total nunber of Security App containers to be installed: 1. Security
App containers to be installed are follow ng: [app-hosting-UTD Snort - Feat ure-aarch64_be-
1.0.8_SV2.9.11.1_XE16. 10]

[ 5- Apr-2019 6:16:09 UTC] Started 1/1 Security app contai ner (app-hosting-UTD Snort- Feat ure-
aarch64_be-1.0.8_SV2.9.11.1 XE16.10) installation

[ 5- Apr-2019 6:16:10 UTC] Checking if iox is enabled on device

[ 5- Apr-2019 6:16:18 UTC] Failed to install 1/1 Security App container (app-hosting-UTD Snort-
Feat ure-aarch64_be-1.0.8_SV2.9.11.1 XE16. 10).

Failed to enabled iox: nul

Vanaf var/log/nms/vmanage-server.log op een vManager-controller is deze fout te zien:

05- Apr-2019 08:41: 54,488 UTC ERROR [vManage] [AppHostingTenpl at eProcessor] (device-action-
I xc_install-10) |default| Error while enabling i ox on device-Cl111X-8P-FG.230513Y0-1.1.1.1: rpc-
reply error: <rpc-reply xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0"
xm ns:nc="urn:ietf:parans: xn : ns: netconf: base: 1. 0" nessage-i d="5">
<rpc-error>
<error-type>application</error-type>
<error-tag>i nvalid-val ue</error-tag>
<error-severity>error</error-severity>
<error-nmessage unknown: | ang="en">i nconsi stent val ue: Device refused one or nore
commands</ error - nessage>
<error-info>
<severity xm ns=" http://cisco.comyang/cisco-ia">error_cli</severity>
<detail xm ns=" http://cisco.conlyang/cisco-ia">
<bad-cli >



<bad- cormand>i ox</ bad- command>
<error-location>1l</error-I|ocation>
<par ser-response/ > </ bad-cli>
</detail >
</error-info>
</rpc-error>
</rpc-reply>

at comtailf.jnc.NetconfSession.recv_rpc_reply_ok(Unknown Source) [INC 1.2.jar:]

at comtailf.jnc.NetconfSession.recv_rpc_reply_ok(Unknown Source) [INC 1.2.jar:]

at comtailf.jnc. NetconfSession.conmt(Unknown Source) [JNC1.2.jar:]

at

com vi pt el a. vhanage. server . devi ce. comnmon. Net Conf C i ent . commi t AndUnl ock( Net Conf Cl i ent. j ava: 458)
[cl asses: ]

at

com vi pt el a. vhanage. server. devi ceacti on. processor. confi g. AppHosti ngTenpl at ePr ocessor. checkAndEna
bl el ox( AppHost i ngTenpl at eProcessor. java: 358) [cl asses:]

at

com vi pt el a. vhanage. server. devi ceacti on. processor. confi g. AppHosti ngTenpl at ePr ocessor. preTenpl ate
PushCheck( AppHosti ngTenpl at eProcessor.java: 173) [cl asses: ]

at

com vi pt el a. vmanage. server. devi ceacti on. processor. service. | xc. Lxcl nstal | Acti onProcessor $Lxcl nsta
I'l Acti onWor ker. start Mai nt enanceDevi ceActi ons(Lxcl nstall Acti onProcessor. java: 340) [cl asses:]

at

com vi pt el a. vhanage. server. devi ceacti on. Def aul t Acti onWor ker . st art Devi ceActi on( Def aul t Acti onWor ke
r.java: 82) [classes:]

at

com vi pt el a. vhmanage. server. devi ceacti on. Abstract Acti onWorker . cal | (Abstract Acti onWr ker. java: 117)
[cl asses: ]

at

com vi pt el a. vhmanage. server. devi ceacti on. Abstract Acti onWorker. cal | (Abstract Acti onWr ker . j ava: 35)
[cl asses: ]

at java.util.concurrent. FutureTask.run(FutureTask.java:266) [rt.jar:1.8.0_162]

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)
[rt.jar:1.8.0_162]

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)
[rt.jar:1.8.0_162]

at java.lang. Thread. run(Thread.java: 748) [rt.jar:1.8.0_162]

05- Apr-2019 08:41: 54,496 UTC ERROR [vManage] [Lxclnstall ActionProcessor] (device-action-

I xc_install-10) |default| On device Cl1111X-8P-FGE.230513Y0-1.1.1.1, Failed to install 1/1
Security App container (app-hosting-UTD Snort- Feature-aarch64_be-1.0.8_SV2.9.11.1 XE16. 10).
Failed to enabled iox: null

05- Apr-2019 08:41:54,524 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default| End task I|xc_install

05- Apr-2019 08:41:54,533 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default]| Publish client event: ACTIMITY

05- Apr-2019 08:41:54,533 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default]| Publish client event: DEVI CE_ACTI ON

Zoals hierboven te zien is, is er een niet erg informatief bericht "Het iox niet ingeschakeld: nul"
wordt in beide uitgangen gezien, wat soms betekent dat er niet genoeg geheugen is voor het
geselecteerde Security App Hosting-profiel dat aan het apparaat was gekoppeld.

Oplossing

Aangezien geheugenproblemen vanwege het profiel van Security App Hosting werden vermoed,
wordt deze gecontroleerd en vervolgens wordt ontdekt dat het standaardprofiel wordt gebruikt.



SECURITY POLICY PARAMETERS

NAT

Resource Profile

- I @® oOn | off

- default -

In tegenstelling tot het hoge profiel waarvan bekend is dat het problemen veroorzaakt wanneer het
apparaat niet genoeg geheugen heeft.

Als volgende stap werd het geheugenverbruik op het apparaat zelf gecontroleerd en werd ontdekt
dat de C111X-router met 8 Gb RAM slechts ongeveer 1 Gb aan vrij geheugen heeft (let op Gratis):

cEdgel0#show nenory pl atform

Virtual nenory
Pages resident
Maj or page faults:
M nor page faults:

Architecture
Menmory (kB)
Physi ca
Tot al
Used
Free
Active
I nactive
Inact-dirty
I nact - cl ean
Dirty
AnonPages
Bounce
Cached
Conmit Limt
Conmmitted As
H gh Tota
H gh Free
Low Tot al
Low Free
Mapped
NFS Unst abl e
Page Tabl es
Sl ab
Wit eback

Swap (kB)
Tot al
Used
Free
Cached

Buf fers (kB)

Load Average
1-Mn

11512180736
730200

2501
114581800

aar ch64_be

3758804
3758804
2620884
1137920
2191472
807536
0

0

0
1473636
0
1212660
1813864
3224504
0

0
3758804
1137920
416524
0

17160
170624
0

o O oo

312844

0. 60



5-Mn : 0.66

15-M n : 0.86
Tegelijkertijd werd uit de show-uitvoer bevestigd dat het apparaat 8 Gb RAM (let op fysiek
geheugen) heeft:

cisco Cl111X-8P (1RU) processor with 1453914K/ 6147K bytes of menory.
Processor board | D FG.230513Y0

1 Virtual Ethernet interface

10 G gabit Ethernet interfaces

32768K bytes of non-volatile configuration nenory.

8388608K bytes of physical nenory.

6336511K bytes of flash menory at bootfl ash:.

Gebrek aan geheugen is de reden waarom de container van de Security App niet kan worden
geinstalleerd, zodat de versie van ROMmon wordt gecontroleerd omdat de minimum vereisten
van ROMmon voor I0S-XE SD-WAN ondersteunde platforms bestaan. Deze versie is te vinden op
het apparaat:

cEdgelO#show platform| b Firmare

Sl ot CPLD Ver si on Fi rmnvar e Versi on
0 17100501 16. 8(1r)
RO 17100501 16. 8(1r)
FO 17100501 16. 8(1r)

Aangezien u de software van 16.10.2 gebruikt en volgens de release notes is de minimaal vereiste
ROMmon versie 16.9(1r), werd ROMmon bijgewerkt en wordt het vrije geheugen opnieuw
gecontroleerd:

cEdgel0#sh menory platform
Virtual nenory : 11516805120
Pages resident : 708276
Maj or page faults: 2303
M nor page faults: 1705306

Architecture . aarch64_be
Mermory (kB)

Physi cal : 8143440
Tot al : 8143440
Used : 2571908
Free : 5571532
Active : 2213868
I nactive : 1128140
Inact-dirty 0

I nact - cl ean 0

Dirty : 8
AnonPages : 1410328
Bounce 0
Cached : 1619664
Conmit Limt : 4006184
Conmitted As : 3136948
H gh Tot al 0

H gh Free 0

Low Tot al : 8143440
Low Free : 5571532
Mapped : 397692
NFS Unst abl e 0

Page Tabl es : 17216



Sl ab . 158776
Wit eback .0

Let bij de bovenstaande uitvoer op Gratis en fysiek geheugen (meer dan 5 Gbps en 8 Gbps
corresponderend).

Nadat deze Security App-containerinstallatie opnieuw geactiveerd werd omdat de
apparaatsjabloon los en opnieuw aangesloten is en de berichten over een succesvolle installatie
worden weergegeven:

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
downl oad-start. Message Downl oadi ng http://10.10. 10. 100: 8080/ sof t war e/ package/ | xc/ app-

hosti ng_UTD- Snort - Feature-x86_64_1.0.8_SV2.9.11.1_ XE16. 10_secapp-

ucnk9. 16.10.2.1.0.8_SV2.9.11. 1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10

% sco- SDWAN- cEdge10- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER: Notification:

4/ 5/ 2019 09:54: 4 systemsoftware-install-status severity-Ievel:mnor host-nane: cEdgel0 system
i p: 10. 10. 10. 10 status: downl oad-start install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: Downl oadi ng http://10.10. 10. 100: 8080/ sof t war e/ package/ | xc/ app- hosti ng_UTD- Snort - Feat ur e-
x86_64_1.0.8_SV2.9.11.1_XE16. 10_secapp-

ucnk9. 16.10.2.1.0.8_SV2.9.11.1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
downl oad- conpl ete. Message Downl oaded app i mage to /bootflash/.UTD_| MAGES/ app- hosti ng_UTD- Snort -
Feature-x86_64_1.0.8_SVv2.9.11.1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. t ar
%Ci sco- SDWAN- cEdgel0- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER: Notification:

4/ 5/ 2019 09:54:5 system software-install-status severity-Ievel:mnor host-nane: cEdgel0 system
i p: 10. 10. 10. 10 status: downl oad- conpl ete install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: Downl oaded app inmage to /bootfl ash/. UTD_| MAGES/ app- hosti ng_UTD- Snort - Feat ur e-
x86_64_1.0.8_SV2.9.11. 1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64.t ar

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: 9fd36cd6-f601-4fac-a5b0- 1a36f 06bal8a
verification-conplete. Message NOOP

%Ci sco- SDWAN- cEdgel0- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER: Notification:

4/ 5/ 2019 9:54:5 system software-install-status severity-I|evel:mnor host-nane: cEdgel0 system

i p: 10. 10. 10. 10 status:verification-conplete install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: NOOP

%/MAN- 5- PACKAGE_SI GNI NG_LEVEL_ON | NSTALL: RO/ 0: vman: Package 'i ox-
utd_1.0.8_SV2.9.11.1_XE16.10.tar' for service container 'utd is 'Cisco signed , signing |leve
cached on original install is 'Ci sco signed

%/l RT_SERVI CE- 5- | NSTALL_STATE: Successfully installed virtual service utd

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
install-start. Message Success, App state: DEPLOYED

% sco- SDWAN- cEdge10- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER Notification:

4/ 5/ 2019 09:54:5 system software-install-status severity-Ievel:mnor host-nane:|SR- 4331 system
i p:10. 10. 10. 10 status:install-start install-id:cc761b3b-cb3b-4070-81de-9b842f d68b27

nmessage: Success, App state: DEPLOYED

En hier is te zien hoe succesvolle installatie er uit vManager ziet:

[ 6- Apr-2019 12:38: 13 CEST] Total nunber of Security App containers to be installed: 1. Security
App containers to be installed are follow ng: [app-hosting-UTD Snort-Feat ure-x86_64-
1.0.8_SVv2.9.11.1_XE16. 10]

[ 6- Apr-2019 12:38:13 CEST] Started 1/1 Security app container (app-hosting-UTD Snort - Feature-
x86_64-1.0.8_SV2.9.11.1 XE16.10) installation

[ 6- Apr-2019 12:38: 14 CEST] Checking if iox is enabled on device

[ 6- Apr-2019 12:38: 17 CEST] Wiiting for iox to be enabled on device

[ 6- Apr-2019 12:40: 05 CEST] iox enable

[ 6- Apr-2019 12:40: 05 CEST] |ox enabl ed on device

[ 6- Apr-2019 12:40: 11 CEST] Security App container image: app-hosting_UTD Snort- Feat ure-
x86_64_1.0.8_SV2.9.11.1 XE16.10_secapp- ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. tar

[ 6- Apr-2019 12:40: 19 CEST] Connection Instance: 0, Color: biz-internet

[ 6- Apr-2019 12:40: 19 CEST] Downl oadi ng http://10.10.10. 100: 8080/ sof t war e/ package/ | xc/ app-
hosti ng_UTD- Snort-Feature-x86_64_1.0.8_SV2.9.11.1 XE16. 10_secapp-



ucnk9. 16.10.2.1.0.8_SV2.9.11. 1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10

[ 6- Apr-2019 12:56: 45 CEST] Downl oaded app image to /bootfl ash/.UTD_|I MAGES/ app- hosti ng_UTD- Snort -
Feature-x86_64_1.0.8_SV2.9.11.1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. t ar
[ 6- Apr-2019 12:56: 48 CEST]

[ 6- Apr-2019 12:57:19 CEST] Success, App state: DEPLOYED

[ 6- Apr-2019 12:57:27 CEST] utd installed successfully

Current state is deployed

[ 6- Apr-2019 12:57: 27 CEST] app-hosting-UTD- Snort - Feature-x86_64 installed in DEPLOYED state
[ 6- Apr-2019 12:57:27 CEST] Finished 1/1 Security app container (app-hosting-UTD Snort - Feat ure-
x86_64-1.0.8_SV2.9.11.1_XE16.10) installation
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- https://sdwan-
docs.cisco.com/Product Documentation/Software Features/Release 18.4/Release Notes/Rel
ease_Notes_for |I0S_XE_SD-WAN_Release_16.10_and_SD-
WAN_ Release 18.4#ROMmon_Requirements Matrix



https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_the_Security_Virtual_Image_for_IPS%2F%2FIDS_and_URL_Filtering
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_the_Security_Virtual_Image_for_IPS%2F%2FIDS_and_URL_Filtering
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_the_Security_Virtual_Image_for_IPS%2F%2FIDS_and_URL_Filtering
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_the_Security_Virtual_Image_for_IPS%2F%2FIDS_and_URL_Filtering
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Security/Configuring_SD-WAN_Security/Configuring_the_Security_Virtual_Image_for_IPS%2F%2FIDS_and_URL_Filtering
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.10_and_SD-WAN_Release_18.4#ROMmon_Requirements_Matrix
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.10_and_SD-WAN_Release_18.4#ROMmon_Requirements_Matrix
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.10_and_SD-WAN_Release_18.4#ROMmon_Requirements_Matrix
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.10_and_SD-WAN_Release_18.4#ROMmon_Requirements_Matrix

	Waarom vManager niet in staat is om Security App-container op een apparaat te installeren?
	Inhoud
	Inleiding
	Probleem
	Oplossing
	Referenties


